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3AJAHUSA JJIA OHEHKU PE3YJIBTATOB OCBOEHUSA

1. Boripocs! ¥ 3agaHus VIS TEKYIIEro KOHTPOJIS

Tema 1.1. YcranoBka u Hactpoiika Windows Server 2012 R2

1. OnepanmonHas cucrema OTHOCUTCS K ... 7

a) [IpuknanHomMy nmporpaMMHOMY 00€CIIEUEHHUIO.

0) CucreMHOMY MPOrPaMMHOMY 00€CTICUEHUIO

B) IHCTpyMEHTaIbHOMY POrPaMMHOMY OOECIIEUEHUIO

2. YacTp OneparMoOHHOM CHUCTEMBI IOCTOSHHO HAXOIAIIASACS B ONEPATHUBHOMU

IMaMATH IICPCOHAJIBHOT'O KOMIIBIOTCPA B TCUCHHUC BCEH pa6OTI>I CHCTCMBEI.

a) siAPO ONEeparMOHHON CUCTEMBbI

0) 000JI0YKa OTIEPAIIMOHHONU CUCTEMBI

B) (baiiyioBasi cucrema.

I) ApaiiBepbl

3. [Ipunnunuansaoe oTanuus Linux ot Windows.

a) HaTMIMe HECKOJIBKUX Tpaduueckux 0001049eK
0) MpocTOTa UCIIOIB30BAHUS

B) HaJIMYue OOJIBIIIOTO KOJIMYECTBA JIETAIbHO PACIIPOCTPAHSIEMbIX TPAKTUUECKU

OecruiaTHO BepCHid

I') OTKPBITOCTh KO/1a ONEPALIMOHHON CUCTEMBI.
4. O0os104YKa ONEPAIMOHHON CUCTEMBI, 0OecreunBaromas nuuTepdeinc

KOMaHHHOﬁ CTPOKH UM BBIIIOJIHAIONIAA TCKCTOBBIC KOMAHABI ITIOJIb30BATCIIA.

a) (aitnoBas cucrema
0) KOMaH IHBIN TPOIECCOP

B) SI7IpO ONEPALMOHHON CUCTEMBI
r) rpaguuecKuil moJIb30BaTEIbCKUI UHTEPPEIIC.
5. BIOS Haxonures

a) B OIEPAaTUBHOMN MaMsITH
0) B A1Ipe oneparmoOHHON CUCTEMBbI

B) B KODHEBOM Kartajore
I') B IOCTOSTHHOM 3aIlTOMHHAIOIIEM YCTPONCTBE.
6. B xakom paznene AD co3znmaercs o0bekT Site?

a) Schema

0) Configuration

B) Domain

7. Kakue pa3penieHust Hy»Hbl JJ1s1 IPUMEHEHUS MOJTUTUKU?
a) apply group policy

o) full control

B) Write
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r) execute

8. st uero ucnonssyercas RODC?

a) Jlns oOecrieuenust 6€30MaCHOCTH B CalTe C OTCYTCTBUEM

yIOBJIETBOPUTENILHOM 3aIUTHI HA PU3NYECKOM YPOBHE

0) [lnst yMeHbIIIeHUS PETUTMKAMOHHON HArpy3Ku

B) Jlns 6anancupoBku Tpaduka
9. Kak mporiie BOCCTaHOBHUTH CIIYYaiHO yAQJICHHBIN 00BeKT B AJ]?
a) koncosb AD Administrative Center - Reycle Bin

o) ldp
B) dnscmd
r) wsbackup

10. Ins ummniopTa OOJBIIOTO KOJWYECTBA YUETHBIX 3alUCE B JOMEH, Kakue 2

BapHaHTa JIy4Ill€ UCIOJIb30BaTh?22227

a) korcoar ADUC
0) csvde —i

B) dsadd user

r) Idifde —i

11. Kak nmpoBepuTh Kake NOJUTHKN TPUMEHWINCH??

a) gpupdate

0) gpmc - group policy modeling

B) gpresult /r
r) testpol

12. I'pyninoBas nonuTrka TpeOyeT CMEHBI Mapoig pa3 B Mecsil. Bam HyxHO

3amyckaTh 10 ciyk0 OT UMEHU JOMEHHON y4eTHOH 3anucu. YTo sydiie

HCIIOJIB30BATh AJIA PCIICHUA 3aI[a‘II/I?

a) cO3/1aTh YYETHYIO 3aIIUCh C OIMILMEN "CPOK IeUCTBUS Napoisi HEOrpaHUYeH"

0) co3maTh yNpaBlIsIeMyl0 CEPBUCHYIO YUETHYIO 3aIUCh

B) CO3/1aTh OJIHY YUYETHYIO 3alKCh HA BCE CEPBUCHI U CKPUIITOM B

INIAHUPOBHINKC 3a/1a4 MCHATD IIapOJIb

I') CO3[1aTh YYETHYIO 3alUCh U MEHITh NapOib BPYUYHYIO

Tema 1.2. Pa3zaenenue |P-cereii Ha moaceTH
13. Yro HyXHO &IJis LEHTPATM30BAHHOTO Pa3MEIICHUS aJIMHUHUCTPATHBHBIX

11adJIOHOB B joMeHe??

a) co3aarthb manky B \\fqdn_nomena\sysvol\fgdn\policies
0) co3math manky c:\policies Ha KOHTpOJIIEpE AOMEHA

14. AnmuHHCTpaTOpPhl IOMEHA JOJIKHBI UCIOJIB30BaTh Mapojb 10 cuMMBOJIOB,
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NIOJI30BATEIIN - 8§ CUMBOJIOB. Kak penmuTh MOCTaBICHHYIO 3a1a4y?

a) npumeHuTh oTaeabHy0 GPO k noapasaenenuto [lons3oBaTenu

0) npumeHuTsh fine-grained password policy k rpynmne AIMUHUCTPATOPHI

B) CO3/1aTh HOBBIM JIOMEH B JIECY

') co3aaTh GUIBTP Wmi

15. Kakue nBa paktopa HyHbI JIJIs1 KIOHUPOBAaHUS BUPTYaIbHOTO
KOHTpoJuIepa JoMeHa?

a) pois pdc emulator na windows server 2012

0) posas schema maser na windows server 2012

B) noepxka VM GENID

r) poas Schema maser na windows server 2008 R2

16. Kakoil KOMIOHEHT IPYIIIOBON MOJUTUKU U3 NEPEUMCICHHBIX HE SIBIISIETCA
IPUHYAUTEINBHBIM ?

a) [lonuTuka

0) IIpenmoureHus
B) AJIMUHUCTPATUBHbIC IA0JIOHbI
r) CKpUntsl

17. Yto Hy,HO 1JI BKIFOUEHUS KOp3uHbI AJ[?

a) ypoBeHb GyHKIIMOHUpOBaHMs Jieca 200812 u BhIIIe

0) xomanier Enable-ADOptionalFeature

B) ADAC - Tasks - Enable AD Recycle Bin

r) Bce BrienepeyucieHHoe

18. Ectp maptHepckas opranmsamus ¢ DNS gomeHom nwtraders.com Ha
cepepe ¢ azapecom 212.1.22.234. KommbproTepbl Balllell CETH JOJHKHBI HUMETh
BO3MOXHOCTh OOpaliathCcsi M0 UMEHU K cepBepaMm opranuzanuu nwtraders. Kakoii
BapUaHT HACTPOWKHM Ha BameM cepBepe DNS mo3BosuT peanu3oBaTb ONTUMAIbHOE
peuieHue?

a) IlepenanpaBnenue

0) YcioBHOe nepeHamnpaBicHe

B) Bropuunas 3ona

19. Kak Ha3zbiBaetcs 3anpoc kinuenta DNS cepBepy [uisi HOCIEIYONIETr0
pa3penieHuss MMEHU Ha aBTOPU30BAHHOM JIJIsl 3TOTO MPOCTPAHCTBA UMEH cepBepe??

a) UrepaTuBHbIi

0) PexypcuBHbIi

20. Kakoro ypoBHs HOJUTHKA OyA€T UMETh PUOPUTET MIPHU pa3pelieHun
UEPAPXUYECKOT0 KOH(DIUKTA?
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a) Jlomena

0) [Togpaznenenus

B) Caiita

r) JIokanbHas

21. IlocpenctBom dero kiweHT DirectAccess  ompenenser  CBoOe

MECTOIIOJI0KEHHUE B JIOKAJIbHOM ceTu?

AJT?.

a) DirectAccess server

0) Web Application Proxy

B) NLS

r) NAP

22. Kak 1oMeHATh MapoJjib aAMUHHUCTpATOpA AJIA PCKHMA BOCCTAHOBJICHUA

a) Hukax

0) xoHcosr ADUC

B) JIoKasbHBIE TIOJIL30BATENN U TPYIIIIBI

r) ntdsutil set dsrm

23. Kak 3acTaBUTh KIMEHTa OOHOBUThH HACTPOWKH IPYINIOBON MOJIUTUKH?
a) gpresult /r
0) gpupdate
B) secedit /refreshpolicy
r) secpol
24. ITpoTOKON AMHAMUYECKON HACTPOWKH y3J1a - 3TO?

a) HTTP

6) DHCP

B) DNS

r) FTP

25. J1nst BeizoBa PowerShell u3 komaugHOM CTpOKH HEOOXOIUMO BBECTH?
a) PO.

0) powershell.
B) powersh.

r) posh.

Tema 1.3. OcnoBbl Linux

1. IIporpammHoe oOecriedyeHue, KOTOPOE TMOJb30BATEIh HWMEET MPaBo

HCOI'PaHUYCHHO pa3 YCTaHaBJIMBATb, 3allyCKaTb, a TaKKC €r0 HCIIOJIb30BAHUC,

U3YUYEHHUE, PACHPOCTPAHEHHUE U U3MEHEHHUE (COBEPIICHCTBOBAHHUE) 3aAUIUIICHO

IOPUANYCCKHU aBTOPCKUMHU ITpaBaMM ITPpU ITOMOIIH CBO6OI[HBIX J'IPIHCHBPIﬁ.
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a) ceobosHoe I10

0) nmponpuerapHoe [10.

2. Yrto Oyner sapoM OnepaiiOHHON CUCTEMBI?

a) MPOrpPaMMBbI, BXOASIINE B TUCTPUOYTHB OMEPAIIMOHHON CUCTEMBI;

0) pe3usIeHTHAs YacTh ONEPAIMOHHON CUCTEMBI;

B) OCHOBHAsI MporpamMma, MpuHUMaroias u oopadaTsiBaroiiasi KOMaH (bl
M0JIb30BaTEI;

r) rpadguueckas 0007104Ka, MO3BOJISAIONIAs BHITOJIHUTH ONEpaluu ¢ GailiiaMmu u
KaTajoramu

3. UTo Takoe MpUBUIETUPOBAHHBIN PEXUM PaOOTHI IPOTPAMMBI?

a) peXUM MOHOIIOJIBHOTO BJIaJICHUS MPOIIECCOPOM Ha BpeMs pabOThI
IPOTPaMMBI;

0) pexxum, NMpU KOTOPOM IIpOrpaMma B JIFOOOH MOMEHT MOKET MOHOTIOJIBHO
3aBJIAJIETh MIPOLIECCOPOM;

B) PEKUM HEOTPAaHUUYEHHOTO J0CTyIa KO BCEM pecypcaM KOMITbIOTepa;

T') PeXUM, IIPYU KOTOPOM MIPOrpaMMa UMEET MPUBUIIETUH TIEpe]] IPYTUMHU
IporpaMMamMu B yCIIOBUSX MHOT03a/1a4HOCTH.

4. Yto Takoe pecypc npoiecca?

a) orepaTUBHAs MaMATh U CBOOOHOE MECTO Ha JUCKE;

0) (aiis, U3 KOTOPOro MM B KOTOPBII MPOUCXOIUT BBOA-BBIBOI;

B) JIFOOO amnmapaTHBIM UKW TPOTrPAMMHBIN 00BEKT, KOTOPBIM MOXKET
MOHAO00UTRCS st pabOTHI MpoIlecca U AOCTYTI, K KOTOPOMY MOKET MPU ATOM
BbI3BaTh KOHKYPEHLIUIO MTPOLIECCOB

r) 7100011 anmapaTHbIi WIK IPOrPaMMHBIN 00BEKT, KOTOPBII MOKET
MOHAI00UTHCS AJ11 pabOTHI MpoIecca, U padoTa ¢ KOTOPBHIM HE BBI3BbIBAE€T KOH(IMUKTA
C IpYTUMHU TPOIIECCaMU

5. YTo BXOJIUT B IUCTPUOYTUB ONEPAITMOHHON CHUCTEMBI:

a) OTIEPAIMOHHYIO CUCTEMY, IPOTPAMMy €€ YCTaHOBKU U HACTPOUKH,
COIIPOBOXACHUE U PETYJIIPHOE OOHOBIICHUE;

0) TOJIBKO OINEPAMOHHYIO CUCTEMY U IPOrpaMMy €€ YCTaHOBKU;

B) OMEPALMOHHYIO CUCTEMY, IIPOTPAMMYy €€ YCTaHOBKH U Hauboiiee
HOMYJISIPHBIE TPUKJIAIHBIE TPOTPAMMBI;

I') ONIEPALIMOHHYIO CUCTEMY, IPOTpaMMy €€ YCTaHOBKHU M HanboJsiee
HOMYJISIPHBIE CUCTEMHBIC YTUIUTHI OT CTOPOHHUX Pa3pabOTUHKOB.

6. ITo kakoii muren3uu pacnpocrpansercs OC?

a) GNU;
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0) JIlunyca TopBanb/ca;

B) (pupMmbl Microsoft;

r) komnannu GNU.

7. Kakyto ctout BeIOpaTh (ainoByro cucremy mpu ycranoBke OC Linux?

a) FAT16 nubo FAT32;

0) NTFS;

B) journalized ext3 FS;

I) 1100y10 U3 EPEUUCIICHHBIX.

8. Urto mpucyie xxecTkoi ccbuike Ha (aitn B OC Linux:

a) SIBJISICTCS JIOTIOJTHATEILHBIM SIPJIBIKOM IS (paiina;

0) nmpencraBisieT cobol apyroe uMs Qaiiia;

B) ATO yKa3aTeJsb Ha HavaJlo (aitna;

') CTPYKTYpa, coJieprKallias CBeICHHsI O PacloiiOKeHUH U pa3Mepe (aiina.

9. ®aiin, B KOTOPOM XPAHUTCA CIUCOK MOJIb30BATENICH CUCTEMBI?

a) /etc/users

0) /etc/passwd

B) /root/passwd

r) /system/passwd

10. Yto Ha3bIBalOT KOHBEEpOM?

a) mapayyieIbHOE BBITTOJIHEHUE HECKOJIBKUX KOMAH/I, MPUYEM MEPEKII0UCHIE
MEXTy HUMU MTPOU3BOJAUTCS B CTPOTOM OUEPETHOCTH;

0) mapajuieIbHOE BBHINIOTHEHUE HECKOJIBKUX KOMaH/, IPU 3TOM BBIBOJ, OJTHOM
KOMaH/IbI TIepEHaIpaBiIsieTCsl Ha CTaHAaPTHBIN BBOJ CIIEIYIONICH;

B) TIOCJIEIOBATEILHOE BBHIITOJIHEHNE HECKOJIBKUX KOMaH I, IPUYEM Kaxaas
clenyIolas KOMaH/1a HAYMHAET BBIMOIHATHCS MOCIIE 3aBEPIICHUS PEIbITYIICH;

T') TOCTIEI0BATEIHHOE BHIMOJIHEHHE HECKOIBKUX KOMaHI.

11. Yto BXOIUT B MaKeT C MPOrpaMMHBIM oOecrnieueHrem B Linux?

a) coOpaHHYI0 MporpamMmy, ClieHapuu JEeHCTBUI 10 YCTAHOBKH U TMOCJE HEe,
UHGOPMAITNIO O 3aBUCUMOCTSIX OT JPYTUX MMaKETOB;

0) coOpaHHyI0 MPOrpamMmy, ClieHapUu JACHCTBUI 10 YCTAHOBKH U TIOCJIE HEE;

B) COOpaHHYI0 pOorpaMmy, HHHOPMAITUIO O 3aBUCUMOCTSIX OT JPYTUX MMaKETOB,
porpaMMmy-yCTaHOBIIUK setup oo install;

') COOpaHHYIO MPOTrpaMMy M MPOTPaMMy-yCTaHOBIIKK setup aubo install.

12. Yto Takoe koMaHAHAsE 000JI0UYKA ONIEPAIMOHHON CUCTEMbI?

a) mporpaMma, KoTopas nmpeodpasyer KOMaH/ bl MOJIb30BaTeNs B JCHCTBUA
OIIEPALMOHHON CUCTEMBI;
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6) IIporpamMma, KOTopasda BBIIIOJIHACT KOMAH/bI I10JIb30BATCIIA,

B) qaCTb OHCpaHHOHHOﬁ CHUCTCMBbI, KOTOPAas BbITOJHACT KOMaHbI

[I0JIb30BATESL.
13. Kakyro (pyHKIHIO BBIIOJIHSAET KoMaHAa 1s?
a) BBIBOJIUT Ha 3KpaH CIHUCOK (PailyIoB TEKYIIETro KaTajlora;

0) nenaer 3aJaHHBINA KaTaJIOT TEKYIUM U BBIBOJMT CIIUCOK (PailiioB;

B) BBIIIOJIHACT IICPEXOd B BaIIaHHHﬁ KaTaJor,

I') BBIBOJUT Ha DKpaH CIUCOK (pailyloB KaTtajora, 3aJaHHOrO B KOMaHJIHOMN

CTpOKE JTNOO TEeKYIIEToO.

14. Kakyro koMaHly TPUMEHSIIOT ¢ 1IeTbi0 KonupoBanus ¢aiinoB B OC Linux?

a) mkfile;
6) copy;
B) Cp

15. Yto takoe ailioBbIii MeHEIKEP?

a) mporpaMma Jyisi CO3/1aHusl, yAaJIeHUus, KOMUPOBaHuUs (Haiiios;

0) mporpamma Jyisi IepeMeEIIeHUs Mo KaTajaoram;

B) IporpaMma yrpaBjeHus: aTpuOyTaMu U pelaKTUpOoBaHus (ailyios;

I') IporpaMMa, BbIMOJHSIOIIAs BCE MEPEUUCICHHbIE (DYHKIIMH.

16. Kakyro kOMaHly TPUMEHSIOT C 1EJbI0 3aBepIiieHust padbotsl cuctemsl B OC

Linux?
a) logout;
0) shutdown;
B) exit;
r) quit.
17. Kakue CyIecTByIOT pexXUMbI pabOThI peakropa vi?
a) TEKCTOBBIN U IpapUuecKuii;
0) penaKTUPOBAHUS U KOTTMPOBAHUS,
B) BCTaBKHM, KOMaHAHBIA U PEXKUM KOMaHAHOU CTPOKH;
') BCTABKU U 3aMEHBI.
18. Uto Hy»xHO 115 ycraHoBKM nporpammbl B OC Linux?

a) BBITIOJIHUTH KOMaHJy setup;

0) 3aMyCTUTh MEHEKEP MMAKETOB U BHIOpATh MAKET C YCTAHABIMBAEMOM

IIPOrPaMMON;
B) pacnakoBaTh MAKET, COJICPKAITUN TPOTPaMMYy;

I') CKONMPOBATH MAKET, COACPKAILINNA MPOrpPaMMy, B OT/I€JIbHBINA KaTajor.

19. Yem onpenensioT mpaBa qoctyna K daitny?
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a) C TIOMOIIBIO 9 CUMBOJIOB WJIM TPEX3HAYHOTO MIECTHAIIATEPUIHOTO YUCIIA;
0) ¢ TOMOIIBI0 3 CHMBOJIOB WJIA TPEX3HAYHOT'O BOCBMEPUYHOTO YHCIA;

B) C MMOMOIIBIO0 9 CHMBOJIOB MJIM TPEX3HAYHOTO BOCBMEPUYHOTO YHCIIA;

T') C MOMOIIBIO 9 CUMBOJIOB.

20. Yto BX0oAUT B aTpUOYTHI ITpaB J0oCcTyna K (aitny?

a) TOCTYTI ¢ TIpaBaMy aJMUHUCTPATOPA WIIH MTOTH30BaATEIIS;

0) pa3rpaHUYeHHUE JOCTYIIA JJIs BIaICIbIa, YWICHOB €ro TPYIIIBI H OCTAbHBIX

MOJIL30BaTEIICH;

B) pasrpaHUYeHue MpaB JIOCTyNa ISl BiaJAe/blla U OCTAIBHBIX MOJIb30BaTENICH;
') IOCTYI «TOJBKO NI YTEHUSD VISl BCEX, KpOMe Bliajienblia Qaiina.

21. Yto Takoe nmojib30BaTeab root?

a) €IMHCTBEHHAs y4E€THAS 3aMUCh, TPUHAJIeKAIIas aIMUHUCTPATOPY CUCTEMBI
0) yu€THas 3anuch, rapaHTUPOBAHHO JAIOIIAsl TIOJIb30BATEIIO

HNCKIIIOYUTCIIBHBIC ITpaBa pa6OTBI B CUCTEMC

B) Yu€THas 3aMKCh, KOTOPYIO PEKOMEHIYETCSl UCIIOJIb30BaTh AIMUHUCTPATOPY

CHUCTEMBI, JaXKC CCJIM Y HCTO UMECTCs IICPCOHATIbHAA y‘-IéTHaH 3aI1ucChb

22. Kakas kOMaH/1a BBIBOJAUT MOJHBIN MyTh K TEKYIIEH TUPEKTOPHUU?
a)ls

0) pwd

B) cd

23. Kakast komaH/a BBIBOJIUT CITUCOK COJIEpKAHUE TUPEKTOPHUH /etc?
a)ls

0) pwd

B) pwd /etc

r) cd /etc

) dir /etc

e) Is /etc

24. Kakas KOMaH/a BBITIOJHSET NMEPEX0] B IOMAIIHIOK JUPEKTOPUIO?
a) pwd home

0) pwd ~

B) home

r) cd

1) cd home

e) cd ~

25. Kakas nporpaMma u3MeHsIeT pa3pelieHus mpaB T0CTymna K ¢aitry?
a) chmod
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o) su
B) sudo
r) chown
) chgrp
OT1BeTBI:
O AN M | <t [ WO O | Ol O O H| N| M| < Lo
A ([N M | < ([WO | © |~ | O —| Al A [ [ | | | | | N| N| AN| N| N N
a |6la |B |a |a |B 0|0 a Jla|r |B |r B B |0 |a |0 |e |r,e |a

2.Bonpockl 1 3a1aHusl AJIs HTOTOBOI0 KOHTPOJISI

Teopernyeckue BONpocsl

1. Pa3BeproiBanue u ynpasinenue Windows Server 2012 R2

2. Hactpoiika Windows Server 2012R2 nocie ycTaHOBKH

3. 3amaum no ynpasnenutro Windows Server 2012R2

4. Jlomennsie cepBuchl Ciryx0b1 Karanora

5. YcraHOBKa KOHTpOJUIEpa JOMEHA

6. YrpaBieHue yuyeTHBIMH 3aITUCSIMU TTOJIb30BaTEIIEH

7. YrpaBieHUE YUYETHBIMH 3aITUCIMHA KOMITBIOTEPOB

8. JlenermpoBanue afMUHUCTPATUBHBIX 3314

9. Ycranoska posu DHCP cepsep

10. Hactpotika DHCP oGnacreii

11. 3ammra u monutopuar DHCP

12. ®yHKIMIT KOHTPOJIIEpA TOMEHA

13. YcTaHoBKa KOHTpOJUIEpa JOMEHa

14. Ynpasnenue o0bekTaMu JOMEHHBIX cityk0 Ciyx0b1 Karamora

15. ABromaru3zanus aAMUHUCTPUPOBAHUS JOMEHHBIX CITYK0 CiryKObl
Karanora

16. Mcnonp30BaHHE CPEACTB KOMAHIHOW CTPOKH TSl aIMUHHCTpUpOBaHuS AD
DS

17. UcnonwzoBanue Windows PowerShell qiist anmunuctpupoBanus AD DS

18. IlponsBeneHre MHOKECTBEHHBIX ONEpaIyii ¢ ucmonb3oBanueM Windows
PowerShell

19. Ilpumenenne nporoxona DHCP

20. [Tpumenenue DNS

21. Tlpomnecc paspemenus numeH B Windows

22. YcranoBka cepepa DNS
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23.
24,
25.
26.
217,
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
(RODC).
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
IIOJIUTUKY
48.
49.
50.

VYnpasnenue 30HamMu DNS

IIprMeHeHne T0KaIbHOTO XPAHWIMINA TaHHBIX

VYrpagneHue 1UCKaMU U TOMaMHU

Hcnonp30BaHne NpoOCTPAaHCTB XPAHEHUS

[Tpumenenue (aitioBoi ciy>kObI ¥ CITY>KOBI TTIeUaTH

[IpuMeHnenue rpyInmnoBor MOJTUTHKH

3amura cepepoB Windows npumMeHeHnEeM 00BEKTOB TPYIIIOBON MOJTUTHKU
[Ipumenenue cepBepHoil BUpTyanu3amnuu ¢ Hyper-V

Hacrpoiika u ycTpanenue Henonaaok ciy k01 DNS

Hacrpoiika cepsepnoit poinu DNS

Hacrpoiika 305 DNS

Hacrporlika nepenauun 30861 DNS

[Tonnepxka nomeHHbIX cayx0 Cinyx06b1 Katanora

Hcnonp30BaHne BUPTyAIM3UPOBAHHBIX KOHTPOJUIEPOB IOMEHA
[IpuMeHeHnEe KOHTPOJIJIIEPOB IOMEHA C IOCTYIIOM TOJIBKO HA UYTEHUE

Anmunuctpuposanre AD DS. Ynpasnenue 6azoit ganusix AD DS
VYrpasieHue noiab30BaTeIbCKUMU U CIIYKEOHBIMU YUETHBIMU 3alIUCAMHU
Hacrpoiika [Tonutuku nmaposneit u [lonutrku OJ10KUPOBKH YUETHOM 3anucu
Hacrpoiika Ynpasinsemoi ciiyeOHOW y4eTHOH 3anucu

Buenpenue nndpactpykrypsl [ pynmnoBbIX TOTUTHK

O630p ['pynmoBoy NOMUTUKH

Buenpenne n agMmuHuCcTpUupoBaHue [ pynnmoBbIX NOJUTUK

Ob6nacTp AeicTBUS U OPAIOK 00pabOTKH [ pynnoBBIX MOTUTUK
YcTpaHneHue HenoaaaoK NpUMEeHeHUs [ pynnoBbIX MOTUTHK

VYrpasneHue noiab30BaTeIbCKUM pabodyuM CTOJIOM uepe3 [ pynnoByo

[IpumeHeHne A MUHUCTPATUBHBIX 11a0J0OHOB
VYipasieHue 1UMCKaMu U TOMaMHu
Hcnonp30BaHne NPOCTPAHCTB XPAHEHHUS

IIpakTyeckune 3agaHus

3aganmue 1.

3agaun:

— MeperuMeHoBaTh ycTpoiicTBa cornacHo Tornojoruu (DC1, CL1).

— cnenats DC1 korTpoiuiepom nqomena example.local

— HAaCTPOUTH 1p-aJipecalinio, agpeca Beiopath u3 quanazona 192.168.11.0
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MacKy paccyuTaTh TaK YTOObI B MOACETH Obu10 MUHUMYM 30 y3710B.

— nmooasuth CL1 B nomen example.local

— HactpouTts cepsep DHCP na DC1.

— 3ape3epBUpoBaTh MepBbie 10 axpecos, IS yCTPOWCTB ¢ CTATHYSCKUMH 1P-
aZpecaMH.

— obecmnieubTe padboTocnocooHoCTh npoTokona ICMP (a1t ucnonib3oBaHuUs
KOMaH/Ibl ping);

— "actpoute DNS na DC1

— HaCcTpOITE HEOOXOUMBIE 30HBI TIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMble 3amucu Tuna A u PTR st yerpoiicts
JIOMEHA.

Tonon orua

]

CL1

g
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3ananue 2.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HAaCTpOUTH 1p-aJpecalnio, agpeca BblOpaTh U3 quanazona 192.168.12.0
MacCKy pacCyuTaTh TaK YTOOBI B MOACETH ObLIO MUHUMYM 25 y3JI0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUPOBATH MIEPBBIC 5 aAPECOB, IS YCTPOMCTB C CTAaTHYECKUMHU 1]-
aJpecamu.

— obecmnieubTe padboTocnocooHocTh npoTokona ICMP (s ucnonb3oBanus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HaCcTpOITE HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 3.

3anaum:

— IepeuMeHOBaTh ycTpoiicTBa cormacHo Tonosoruu (DCL, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HAaCTPOUTH 1p-aJipecallnio, agpeca BblOpaTh U3 quanazona 192.168.13.0
MacCKy pacCyuTaTh TaK YTOOBI B MOACETH ObIO MUHUMYM 254 y37a.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUPOBaTh MepBbie 20 aapecoB, I yCTPOUCTB ¢ CTATHYSCKUMH -
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HaCcTpOITE HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMmble 3amucu tuna A u PTR st yerpoiicts
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 4.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HACTPOMTH 1p-aJpecaluio, aapeca BoiOpaTh u3 quana3zona 192.168.0.0 macky
paccuuTarh Tak 4ToObI B IOJCETH OBLJIO MUHUMYM 15 y3710B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUPOBATH MEPBBIE 3 aIPECOB, ISl YCTPOMCTB C CTAaTHYECKUMHU IP-
aJpecamu.

— obecmnieubTe padboTocrnocooHocTh npoTokoia I[CMP (s ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue S.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 konTposuiepom gomena example.local

— HACTPOMTH 1p-aJpecaluio, aapeca BoiOpaTh u3 quana3zona 192.168.1.0 macky
paccuuTarh Tak 4ToObI B TIOJICETH OBIJI0O MUHIMYM 8§ Y3JIOB.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUPOBATH MEPBBIE 3 ajipeca, Ui yCTPOUCTB ¢ CTATUYECKUMH -
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYI0 Bce HeoOxoauMmble 3amucu tuna A u PTR st yerpoiicts
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 6.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HACTPOMTH 1p-aJpecaluio, aapeca BoiOpaTh u3 quana3zona 192.168.2.0 macky
paccuuTarh Tak 4ToObI B IOACeTH ObIII0 MUHUMYM 30 y3II0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUpOBaTh nepsbie 10 agpecos, it yCTPOUCTB ¢ CTATUYECKUMH Ip-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 7.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HACTPOMTH 1p-aJpecaluio, aapeca BoiOpaTh u3 quana3zona 192.168.3.0 macky
paccuuTarh Tak 4ToObI B IOJCeTH ObITI0 MUHUMYM 30 y3II0B.

— nobasuth CL1 B momen example2.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUpOBaTh nepsbie 10 agpecos, Ui yCTPOUCTB ¢ CTATUYECKUMH Ip-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMble 3amucu Tuna A u PTR mpist yerpoiicts
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 8.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 konTposuiepom nomena example3.local

— HACTPOMTH 1p-aJpecaluio, aapeca BoiOpaTh u3 quana3zona 192.168.4.0 macky
paccuuTark Tak 4ToObI B IOJCETH 010 MUHUMYM 30 y37I0B.

— nobasuth CL1 B momen example3.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUpOBaTh nepsbie 10 agpecos, it yCTPOUCTB ¢ CTATUYECKUMH Ip-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpoute DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 9.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 konTposuiepom gomena example5.local

— HACTPOMTH 1p-aJpecaluio, aapeca BoiOpaTh u3 quana3zona 192.168.5.0 macky
paccuuTarh Tak 4ToObI B IOJCETH OBbIII0 MUHUMYM S50 y3I10B.

— nobasuth CL1 B momen example5.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUpOBaTh nepsbie 10 agpecos, it yCTPOUCTB ¢ CTATUYECKUMH Ip-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMmble 3amucu tuna A u PTR st yerpoiicts
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 10.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HAaCTPOUTH 1p-aJpecanuto, aapeca BoiOpaTh u3 quana3zona 10.10.11.0 macky
paccuuTarh Tak 4ToObI B IOJCeTH ObITI0 MUHUMYM 30 y3II0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUpOBaTh nepsbie 10 agpecos, it yCTPOUCTB ¢ CTATUYECKUMH Ip-
aJpecamu.

— obecmneubTe padboTocrnocooHocTh npoTokoia ICMP (s ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1

VIPABJIEHUE TOKYMEHTAIIMER CTO CMK 4.2.01 - 2022
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3ananue 11.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HAaCTPOMTH 1p-aJipecaluio, agpeca BbiOpath u3 quanazona 10.10.12.0 macky
paccuuTarh Tak 4ToObI B IoJceTH 01710 MUHUMYM S0 y3II0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUpOBaTh nepsbie 10 agpecos, it yCTPOUCTB ¢ CTATUYECKUMH Ip-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMmble 3amucu tuna A u PTR st yerpoiicts
JIOMEHA.

Tonon oruA

)

g

CL1

VIPABJIEHUE TOKYMEHTAIIMER CTO CMK 4.2.01 - 2022
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3ananue 12.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HAaCTPOMTH 1p-aJipecaluio, agpeca BbiOpath u3 quanazona 10.10.13.0 macky
paccuuTarh Tak 4TOObI B TIOJICETH OBIJIO MUHUMYM 254 y3JI0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpoBaTh nepBbie 30 axpecoB, I yCTPOUCTB ¢ CTATHYSCKUMH 1P-
aJpecamu.

— obecmnieubTe padboTocnocooHocTh npoTokoia ICMP (s ucnonb3zoBanus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1

VIPABJIEHUE TOKYMEHTAIIMER CTO CMK 4.2.01 - 2022
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3ananue 13.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenarb DC1 koHTpOiepom qomeHa example22.local

— HACTPOMTH 1p-aJipecalinio, aapeca Bbiopath u3 quanazona 10.10.1.0 macky
paccuuTarh Tak 4TOObI B TIOJCETH OBLJIO MUHUMYM 25 Y3II0B.

— nobasuth CL1 B momen example22.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUpoOBaTh nepsbie 10 agpecos, Uit yCTPOUCTB ¢ CTATUYECKUMH Ip-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMble 3amucu tuna A u PTR mist yerpoiicts
JIOMEHA.

Tonon oruA

)

g

CL1

VIPABJIEHUE TOKYMEHTAIIMER CTO CMK 4.2.01 - 2022
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3ananue 14.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HAaCTPOMTH 1p-aJipecalinio, agpeca Bbiopath u3 quanazona 10.10.3.0 macky
paccuuTarh Tak 4ToObI B TIOJCETH ObITI0 MUHUMYM 30 y37I0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUpOBaTh nepsbie 10 agpecos, it yCTPOUCTB ¢ CTATUYECKUMH Ip-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1

VIPABJIEHUE TOKYMEHTAIIMER CTO CMK 4.2.01 - 2022
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3ananue 15.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local
— HACTPOMTH 1p-aJipecaluo, agpeca Bbiopath u3 quanazona 10.10.4.0 macky
paccuuTarh Tak 4ToObI B IOJCeTH ObITI0 MUHUMYM 30 y3II0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpOBaTh MepBbie 10 ampecoB, IS yCTPOMCTB ¢ CTAaTHUSCKUMH -
aZpecaMu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMble 3anucu Tuna A u PTR pist yerpoticts
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 16.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HAaCTPOMTH 1p-aJpecalinio, aapeca BolopaTh u3 quana3zona 172.16.11.0 macky
paccuuTark Tak 4ToObI B IOJCETH 010 MUHUMYM 30 y37I0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBHUpOBaTh nepsbie 10 agpecos, it yCTPOUCTB ¢ CTATUYECKUMH Ip-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 17.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local
— HACTPOMTH 1p-aJipecalluio, agpeca BblopaTh u3 quanazona 172.16.11.0 macky
paccuuTarh Tak 4ToObI B IOJCETH OBLJIO MUHUMYM 15 y3710B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUPOBATH MIEPBBIC 5 aAPECOB, IS YCTPONCTB C CTAaTHYECKUMU I1p-
aZpecaMu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HaCcTpOITE HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMeble 3anucu Tuna A u PTR mist yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 18.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local
— HACTPOMTH 1p-aJipecalnio, aapeca BolopaTh U3 quana3zona 172.16.16.0 macky
paccuuTarh Tak 4ToObI B IOJCETH 01710 MUHUMYM 30 y37I0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpOBaTh MepBbie 10 ampecos, I yCTPOWCTB ¢ CTAaTHYSCKUMH 1P-
aZpecaMu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 19.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local
— HACTPOMTH 1p-aJipecallnio, aapeca BblOpaTh U3 quanazona 172.16.17.0macky
paccuuTarh Tak 4ToObI B IOJCETH OBbIII0 MUHUMYM S50 y3I10B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpOBaTh MepBbie 10 ampecos, I yCTPOWCTB ¢ CTAaTHYSCKUMH 1P-
aZpecaMu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMmble 3amucu tuna A u PTR st yerpoiicts
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 20.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local
— HACTPOUTH 1p-aJipecaluo, ajgpeca BbIOpaTh U3 quanazona 172.16.1.0 macky
paccuuTarh Tak 4ToObI B IOJCeTH ObITI0 MUHUMYM 30 y3II0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpOBaTh MepBbie 10 ampecos, I yCTPOWCTB ¢ CTAaTHYSCKUMH 1P-
aZpecaMu.

— obecmneubTe padboTocrnocooHocTh npoTokoia ICMP (s ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 21.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local
— HACTPOMTH 1p-aJipecalnio, aapeca BblopaTh U3 quana3zona 172.16.12.0 macky
paccuuTarh Tak 4ToObI B IOJCeTH ObITI0 MUHUMYM 30 y3II0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpOBaTh MepBbie 10 ampecoB, IS yCTPOMCTB ¢ CTAaTHUSCKUMH 1P-
aZpecaMu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMble 3amucu tuna A u PTR mist yerpoiicts
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 22.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local
— HAaCTPOMTH 1p-aJipecalnio, aapeca BblopaTh u3 quana3zona 172.16.3.0macky
paccuuTarhk Tak 4ToObI B IOJCETH ObIII0 MUHUMYM 30 y3710B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpOBaTh MepBbie 10 ampecos, I yCTPOWCTB ¢ CTAaTHYSCKUMH 1P-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HaCcTpOITE HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 23.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local
— HACTPOUTH 1p-aJipecaluio, ajpeca BbIOpaTh U3 quanazona 172.16.4.0 macky
paccuuTarh Tak 4ToObI B IOJCeTH ObITI0 MUHUMYM 30 y3II0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpOBaTh MepBbie 10 ampecoB, IS yCTPOMCTB ¢ CTAaTHUSCKUMH -
aZpecaMu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HacTpoNTEe HEOOXOAUMBIE 30HBI MMPSMOTO U 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMble 3anucu Tuna A u PTR pist yerpoticts
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananue 24.

3anaum:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local
— HACTPOUTH 1p-aJipecaluo, ajpeca BbIOpaTh U3 quanaszona 172.16.5.0 macky
paccuuTark Tak 4ToObI B IOJCETH 010 MUHUMYM 30 y37I0B.

— nobasuth CL1 B momen example.local

— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpOBaTh MepBbie 10 ampecos, I yCTPOWCTB ¢ CTAaTHYSCKUMH 1P-
aJpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/Ibl ping);

— Hactpoute DNS na DC1

— HaCcTpOITE HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CO3/1aiiTe BpyUHYIO Bce HeoOxoauMmble 3anucu tuna A u PTR pis yerporicTs
JIOMEHA.

Tonon oruA

)

g

CL1
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3ananmue 25.

3amauu:

— neperuMeHoBaTh ycTpoiictBa coracHo Tonojoruu (DC1, CL1).

— caenars DC1 koHTpOsuiepom nomena example.local

— HACTPOUTH 1p-aJipecaluo, ajpeca BbIOpaTh U3 quanazona 172.16.6.0 macky

paccuuTarh Tak YTOOBI B IMTOACETH ObLTIO MHHUMYM 30 y3II0B.
— nobasuth CL1 B momen example.local
— "Hactpouts cepep DHCP na DCI.

— 3ape3epBUpOBaTh MepBbie 10 ampecoB, IS yCTPOMCTB ¢ CTAaTHUSCKUMH -

azpecamu.

— obecmnieubTe padboTocnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus

KOMaH/Ibl ping);

— Hactpourte DNS na DC1

— HaCcTpOITE HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CO3/1aiTe BpyUHYIO Bce HeoOxoauMble 3anucu Tuna A u PTR pist yerpoticts

JOMCHaA.

Tonon oruA

§——g

CL1

Teopernyeckue BOpocsl

ol.
52,
53.
54,
95.
56.
S7.

daitnoseie cuctemsl OC Linux

Hacrpoiika web-cepsepoB B OC Linux
Hacrpoiika cepsepa DNS B OC Linux
Hacrpotika cepsepa DHCP B OC Linux
Hacrpoiika ¢aiinoBsix cepsepoB B OC Linux
Hacrpotika cepsepoB B 8 OC Linux
Konreitnepsr Docker
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58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71,
72,
73.
74,
75.
76.
77,
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.

[IpoexTupoBanue. AHanu3 TpeOOBAHMIA.
IIpoexktupoBanue. Peanusanus cucTemsl.
[IpoektupoBanue. CocTaBlIeHUE JOKYMEHTALUN
VYpasneHue ycTporcTBaMu

Anpo Linux u ero mapameTpsl

N3meHeHune Tabauilbl pa3aesion

[Iudporanue HaitoBoi CHCTEMBI

Co3naHne y4eTHBIX 3alUCEN MOIb30BaTENEH

Pabora c )xecTkumu auckamu B Linux

3arpy3uuku Linux

VYopasnenue Oubnuorexkamu B Linux

VYnpasnenue makeramu B Debian-mogo0HbIX OnepalliOHHBIX CUCTEMAaX
VYrpasnenue nakeramu B RedHat-momo06HbIX onepalinoHHbIX CHUCTEMax
VYcranoska Linux no cetu

OcHoBHBIE Orepaluu ¢ GaiiaMmu U TUPEKTOPUIMHU
Hcnonp30BaHne NOTOKOB, KOHBEVPOB U NEPEHANPABICHUN
Pa6ota ¢ mporeccamu B Linux

[Ipuopuretsl nponeccoB B Linux

TexcroBbIit penakTop Vim

Coznanue u popMaTupoBaHUE PA3ACIIOB JKECTKUX JUCKOB B Linux
[IpoBepka ¢aitnoBoi CUCTEMBI

MonTupoBaHue U JeMOHTHPOBaHUE (PANIOBBIX CUCTEM
YnpasiieHue KBOTaMH JTUCKOB

[IpaBa nocryna k (aiiiaM 1 nankam

Macka co3ganus (aitioB u mamnox

CnenuanpHble ITpaBa J0CTyNa

Msrkue u )KeCTKue CChbUIKU

[Touck u pacnonoxxeHue koMau u ¢paiiaos B Linux
daiispl KOHGUTypaluu cetd B Linux

YcranoBka cepsepa bind.

Hacrpoiika cepsepa bind.

Hacrpoiika cepsepa dhep

Cssizka DNS u DHCP

daiinoBeIil cepBep Samba.

[TonroroBka k padore B tomerne Windows.

BBox B nomeH.

VIIPABJIEHUE JIOKYMEHTAIIAEN CTO CMK 4.2.01 - 2022




I'AIIOY YAO

YIIPABJIEHUME JTOKYMEHTALAENR CTO CMK 4.2.01 - 2022
«UMK»

94. be3omacHbIi yIaJIeHHBIN TOCTYII

95. Ycranoska Web-cepsepa

96. baszoBas HacTpoiika Web-cepBepa

97. Ynpasnenue 3amyckom cepepa Apache
98. Ycranoska cepBepa 0a3 nanubix MySQL
99. CpencTsa pe3epBHOTO KOMTUPOBAHUS
100. ITouToBkI# cepBep

IpakTnyeckue 3a1aHus

3ananue 1.

3anauu:

— MepPeMMEHOBaTh YCTPOMCTBa cornacHo Tonojoruu (SRV, CLI).

— HaCTPOUTH 1p-ajipecaluio, ajpeca BbIOpaTh U3 Auanazona 192.168.11.0
MacKy paccyuTaTh TaK YTOOBI B MOACETH ObU10 MUHUMYM 30 y3710B.

— "HacTpouts cepep DHCP na SRV.

— 3ape3epBUpOBaTh MepBbie 10 axpecoB, I yCTPOWCTB ¢ CTATHYSCKUMH -
aJpecamu.

— obecmnieubTe paboTocnocooHoCcTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/IbI ping);

— Hactpoite DNS na SRV

— HAaCTPOUTE HEOOXOUMBIE 30HBI IPSIMOTO M 0OPATHOTO MPOCMOTA;

— co3JaiTe BpyuHYIo Bce HeoOxonumble 3amucu tumna A u PTR st yerpoiicTs
JIOMEHA.

Tonon orua

-

~
Switchl !
SRV cL

3aganue 2.
3agaun:
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— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HaCTPOUTH IP-aJpecalnio, aapeca BpIOpaTh U3 auanazoHa 192.168.12.0
MacKy paccuuTaTh TaK YTOOBI B MOACETH OBLIO MUHUMYM 25 y3JI0B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUPOBATH MEPBBIC 5 aIPECOB, VIS YCTPOMCTB C CTaTHYSCKUMHU IP-
aZpecamMu.

— obecneusTe paboTocnocoOHoCTh mpoTokosia ICMP (A ucnonb3oBaHus
KOMAaH/IbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpoiicTs
JIOMEHa.

Tononorua

-

7
Switchl
=0 CLI
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3apanue 3.
3agaun:

— MeperuMeHOoBaTh ycTpoucTBa cornacHo Tonoioruu (SRV, CLI).

— HAaCTPOMTH 1p-aJpecaluto, agpeca BplOpaTh U3 quanazona 192.168.13.0
MacKy pacCyuTaTh TaK YTOOBI B MOACETH ObLIO MUHUMYM 254 y37a.

— "HacTpouts cepep DHCP na SRV.

— 3ape3epBUPOBATH MepBbie 20 apecoB, I YCTPOUCTB ¢ CTAaTHYSCKUMH -
aZpecamMi.

— obecmneubTe paboTocrnocoOHoCTh npoTokona ICMP (a1t ucnonb3oBaHus
KOMaH/IbI ping);

— Hactpoute DNS Ha SRV

— HacCTpOUTEe HEOOXOAUMBIE 30HBI MPSIMOTO U OOPATHOTO MPOCMOTPA;

— CO3/IaiTe BPYUHYIO Bce HeoOxoaumble 3anucu tuna A u PTR pis ycrporicTs
JIOMEHA.

Tonon oruA

- -—

]
Switcho ’
SRV cL
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3ananue 4.

3anauu:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinio, ajpeca BpIOpaTh u3 auamnazona 192.168.0.0 macky
paccyuTaTh Tak 4TOOBI B OJCETH ObLII0O MUHUMYM 15 y3110B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUPOBATH MEPBBIC 3 aIPECOB, VISl YCTPOMCTB C CTaTHYSCKUMHU IP-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— co3/1aiiTe BpyuHyI0 Bce HeoOxoauMmble 3anucu tuna A u PTR anst ycrpoiicts
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]
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3ananue S.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinio, ajpeca BpIOpaTh u3 auamnazona 192.168.1.0 macky
paccyuTaTh Tak 4TOOBI B IOJICETH ObLJIO MUHUMYM § Y3JI0B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUPOBATH MEPBBIC 3 ajipeca, I YCTPONUCTB ¢ CTAaTUYCCKUMH 1-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpoiTe HEOOXOUMBIE 30HBI IPSIMOTO U OOPATHOTO MPOCMOTDA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]
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3ananue 6.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-aJipecalinio, ajpeca BpIOpaTh u3 auamnazona 192.168.2.0 macky
paccuuTarh Tak 4ToObl B HOACETH ObLII0 MUHUMYM 30 y3710B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOiTe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 7.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinio, ajpeca BpIOparh u3 Auanazona 192.168.3.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMaHJIbI Ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]
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3ananue 8.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HaCTPOUTH IP-aJpecalnio, aapeca BeIOpaTh U3 auana3zoHa 192.168.4.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— mo6auth CLI B nomen example3.local

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe paboTocnocooHoCTh MpoTokosia ICMP (A ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

)
Switchl d
SRV CLI
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3ananue 9.

3anaum:

— MepeMMeHOBaTh ycTpoiicTBa cornacHo Tonosoruu (SRV, CLI).

— HACTPOMTH ip-aJipecalinio, ajpeca BpIOpaTh U3 auamnazona 192.168.5.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM S50 y3110B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananme 10.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajpecalinto, ajpeca Beioparh u3 auanazona 10.10.11.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— co3/1aiiTe BpyuHy10 Bce HeoOxoauMmble 3anucu tuna A u PTR st yerpoiicts
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 11.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinio, ajpeca BeiOparh u3 auanazona 10.10.12.0 macky
paccuuTarh Tak 4ToObl B OACETH ObLII0 MUHUMYM 80 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpoiTe HEOOXOUMBIE 30HBI IPSIMOTO U OOPATHOTO MPOCMOTDA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

)
Switchl d
SRV CLI




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 12.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinio, ajpeca BeiOparh u3 auanazona 10.10.13.0 macky
paccuuTarh Tak 4ToObI B NOJCETH ObLIIO MUHUMYM 254 y3J10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 30 aapecoB, I YCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aapecamu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpoOiTEe HEOOXOUMBIE 30HBI MIPSIMOTO M OOPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

)
Switchl d
SRV CLI




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 13.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinto, ajpeca BeiOparh u3 auanazona 10.10.1.0 macky
paccyuTaTh Tak 4TOOBI B OJCETH ObLII0O MUHUMYM 25 y3II0B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMaH/IbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 14.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOUTH IP-apecalnio, aapeca BpIOpaTh u3 auanaszona 10.10.3.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe paboTocnocooHoCTh MpoTokosia ICMP (A ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 15.

3anaum:

— MepeMMeHOBaTh ycTpoiicTBa cornacHo Tonosoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinto, ajpeca Beioparh u3 auanazona 10.10.4.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 16.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinio, ajpeca BpIOpaTh u3 auanazona 172.16.11.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— co3/1aiiTe BpyuHy10 Bce HeoOxoauMmble 3anucu tuna A u PTR st yerpoiicts
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 17.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinio, ajpeca BpIOpaTh u3 auanazona 172.16.11.0 macky
paccyuTaTh Tak 4TOOBI B OJICETH ObLII0O MUHUMYM 15 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUPOBATH MEPBBIC 5 aIPECOB, VIS YCTPOMCTB C CTaTHYSCKUMHU IP-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpoiTe HEOOXOUMBIE 30HBI IPSIMOTO U OOPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 18.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-aJipecalinio, ajpeca BpIOpaTh U3 auamnazona 172.16.16.0 macky
paccuuTarh Tak 4ToObl B HOACETH ObLII0 MUHUMYM 30 y3710B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 19.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinio, ajpeca BpIOpaTh u3 Auanazona 172.16.17.0macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM S50 y3110B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMaH/IbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 20.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-aJipecalinio, ajpeca BeIOpaTh U3 auamnazona 172.16.1.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aapecamu.

— obecnieusTe paboTocnocooHoCTh MpoTokosia ICMP (A ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 21.

3anaum:

— MepeuMeHoBaTh ycTpoiicTBa cornacHo tonosnoruu (SRV, CLI).

— HACTPOMTH ip-ajipecalinio, ajpeca BpIOpaTh U3 auanazona 172.16.12.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 22.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-aJipecalinio, ajpeca BeIOpaTh U3 auamnazona 172.16.3.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecoB, Iss yCTPOHUCTB ¢ CTAaTUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— co3/1aiiTe BpyuHyI0 Bce HeoOxoauMmble 3anucu tuna A u PTR s yerpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 23.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-aJipecalinio, ajpeca BeIOpaTh U3 auamnazona 172.16.4.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s yctpoiicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 24.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-aJipecalinio, ajpeca BeIOpaTh U3 auamnazona 172.16.5.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3110B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOiTe HEOOXOUMBIE 30HBI MIPSIMOTO M OOPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]




I'AIIOY YAO

YIPABJEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UMK»

3ananue 25.

3anaum:

— neperuMeHoBaTh ycTpoiicTBa coracHo tononoruu (SRV, CLI).

— HACTPOMTH ip-ajipecaliuto, ajpeca BpIOpaTh U3 auamna3zona 172.16.6.0 macky
paccuuTarh Tak 4ToObl B NOACETH ObLII0 MUHUMYM 30 y3I10B.

— "Hactpouts cepBep DHCP na SRV.

— 3ape3epBHUpOBaTh neppbie 10 aapecos, i yCTPOHUCTB ¢ CTATUYCCKUMH Ip-
aZpecamMu.

— obecneusTe padboTocnocooHoCTh nmpoTokosa ICMP (ans ucnonb3oBaHus
KOMAaH/JIbI ping);

— "Hactpoiite DNS Ha SRV

— HacTpOITe HEOOXOUMBIE 30HBI MIPSIMOTO M 0OPATHOTO MPOCMOTPA;

— CcO3/1aiiTe BpyuHYyI0 Bce HeoOxoaumble 3anucu tuna A u PTR s ycrpolicTs
JIOMEHa.

TononoruA

-

]
SwitchO
SR CLI

]
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