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1. MACHIOPT PABOYEM ITPOT'PAMMBI ITIPO®ECCUOHAJIBHOI'O
MOY.JA IIM.03 SKCILTYATALIMS OFBEKTOB CETEBOM
NHOPACTPYKTYPHI

1.1. O6s1acTh NPUMEHEHUsS] IPUMEPHO POrpaMMbl

Pabouast mporpamma npo¢ecCuoHaNbHOT0 MOAYJIS SIBISIETCS YACThIO TPOTPaMMBI
MOATOTOBKM CIELUUATNCTOB CPEOHEro 3B€Ha B COOTBETCTBUM C  DenepalibHbIM
rocyJapcTBeHHOro oopaszoBaTenbHbIM cTanAapToM (naisee GI'OC) mo cnenuanbHOCTU
cpennero mpodeccuonansHoro ob6pazoanus (maigee CIIO) 09.02.06 CereBoe u
CHCTEMHOEe aJIMHHHMCTPUPOBaHMe yKpynmHeHHOW rpynmbl crnernuanbHocteir 09.00.00
Nupopmatrka M BBIUMCIUTENIbHAS TEXHUKA HamNpaBlieHUs MOATOTOBKU MHkeHepHOE
NEN0, TEXHOJOTMM W TEXHUYECKHE HAyKH B YAaCTH OCBOCHHS OCHOBHOIO BH/A
npodeccuonanbuoii aesareabHocT (BII): DOxcrmyaramusi 0OBEKTOB CETEBOM
HHPPACTPYKTYPHI U COOTBETCTBYIOIIMX MpodeccuoHanbHbIX komneTeHuuit (I1K):

[IK 3.1. VYcranaBnmuBaTh, HacTpauBaTh, SKCIUTyaTUPOBaTb M OOCIIYXHBaTh
TEXHUYECKHUE U ITPOTPAMMHO-ANNapaTHbIE CPEICTBA KOMIIBIOTEPHBIX CETEH.

[IK 3.2. IlpoBoauth mnpoduiakTuyeckue padoThl Ha OOBEKTaX CETEBOM
MH(DPACTPYKTYPhI U pabOUUX CTAHIIUSX.

[IK 3.3. Hcnonp3oBaTh HMHCTPYMEHTAJbHBIC CpEACTBA JUIA OKCIUTyaTalllH
CETEBbIX KOHPUTYpauil.

[IK 3.4. YuacTBOoBaTh B pa3pabOTKE CXEMbI MOCICABAPUHHOTO BOCCTAHOBIICHUS
paboTOCIOCOOHOCTH KOMITBIOTEPHOM CETH, BBINOJIHATH BOCCTAHOBIIEHUE U PE3EPBHOE
KOIUPOBaHUE WH(HOPMAIIHH.

[IK 3.5. OpraHu3oBbIBaTh HMHBEHTApHU3ALMI0O TEXHUYECKUX CPEACTB CETEBOU
MH(DPACTPYKTYpPHhI, OCYIIECTBIATh KOHTPOJIb MOCTYNHUBIIETO U3 PEMOHTA 000PY10BAHMS.

[IK 3.6. BpImonHATh 3aMeHY pacXOJHBIX MaTepHaOB W MEJIKUH pPEMOHT
nepudepuitHoro  00OpyAOBaHMs, ONPENENsATh  ycTapeBllee O0OpyAOBaHHE U
POrpaMMHBIE CPEICTBA CETEBOM UH(PPACTPYKTYPHI.

Pabouast mporpamMma y4eOHON AMCLMIUIMHBI MOKeT ObITH MCIOJb30BaHA B
JIOTIOJIHUTEIBHOM TPO(EeCcCHOHATLHOM 00pa3oBaHuU (B MporpamMmax MOBBIIICHUS
KBaTM(UKAIIUKA U TIEPETIOATOTOBKH) U MPO(PECCHOHATBLHON MOATOTOBKE MO JOJKHOCTSIM
ciyxammx: 14995 Hanaguuk TeXHOTOTHYECKOTO 000PYTI0BaAHUS.

1.2. Heam wu 3agauum npodecCMOHAIBHOTO MOAYJA — TpedGoBaHUS K
pe3yJbTaTaM 0CBOeHHS NPo¢ecCHOHATBHOTO MOIYJIA:
C menpio OBIANCHHS YKa3aHHBIM BUIOM MPOGECCHOHANBHOU ACATEIHHOCTH WU
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COOTBETCTBYIOIIMMHU MPO(PECCHOHANBHBIMU KOMIETCHLIUAMU OOYyYalonuiicss B XOe
OCBOCHHS MTPOPECCHOHAIBHOTO MOJTYJIS IOJIKEH:

HMeTh NPAKTHYECKUH ONbIT:

—  o0ciyXuBaHUA CeTeBOil UHPPACTPYKTYPHI, BOCCTaHOBJICHHS
paboTOCTIOCOOHOCTH CETH TOCE COOS;

—  YAAJEHHOTO aJIMUHMCTPUPOBAHUS U BOCCTAHOBJICHHS PabOTOCIOCOOHOCTH
ceTeBOU MH(PPACTPYKTYPHI;

—  TOJAEPKKHU TOJIb30BaTENeH CeTH, HACTPOUKH alapaTHOTO U IPOrPaMMHOTO
o0ecrnievueHns CeTeBO HHPPACTPYKTYPHI;

yMeThb:

—  BBINOJHITH MOHUTOPUHT W aHajdn3 pabOThl JIOKAJHHOW CETH C TOMOIIBIO
POrpaMMHO-aIIAPaTHBIX CPE/ICTB;

—  OCYNIECTBISITh JAMATHOCTUKY W TIOMCK HEHWCIPABHOCTEH TEXHHUYECKHUX
CPEICTB;

—  BBINOJHATH JEHCTBUS 1O YCTPAHEHUIO HEUCHPABHOCTEH B YacTw,
KacaroIiecss MoJHOMOYNM TEXHUKA;

3HATh:

—  apXUTEKTYpy W (YHKIIMH CHUCTEM YMPAaBIEHUS CETSAMH, CTAHIAPTHI CUCTEM
yIpaBJICHUS;

—  CpeACTBa MOHHUTOPHWHTA W aHAIIM3a JIOKAIBHBIX CETeH;

— MCTO/bI YCTPAHCHUSA H€I/ICHpaBHOCT6ﬁ B TCXHUYCCKUX CPCACTBAX.

1.3. PexomMeHayemMoe KOJHYECTBO 4YacOB HA OCBOEHHE TMPHUMEPHOI

nporpaMmMbl NPpo(eccuoHAIBLHOT0 MOTYJIsI:
6ce2o — 142 yaca, B TOM YHCIIE:
MaKCUMaJIbHOM y4eOHOM Harpy3ku oOydaromierocs: — 538 4acoB, BKIIIOYAs:

ayJIMTOpHOU y4ueOHOI Harpy3ku oOyuaromerocst — 514 yacos;

BHEAYIUTOPHOIN y4eOHOM Harpy3ku oOydaromierocs (caMmocTosiTeibHasi padora)
— 24 yaca;

y4eOHOM NpakTUKu — 72 vaca,

IIPOU3BOJICTBEHHOM NIpakTUKU — 108 vacos:

MPOMEXKYTOUHAs aTTecTanus — 24 yaca.
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2. PE3YJIBTATBI OCBOEHUS ITPO®PECCUHOHAJIBHOT'O MOAYJIA

PesynpTaTroM ocCBOe€HHS NPOPECCHOHATBHOTO MOMIYJS SIBISETCS OBJIAJCHUE
oOyuarommmucs BujgoM mnpodeccuoHanbHoi aearenbHocTH (BIIJ) Dxenayaranmus
00beKTOB ceTeBOil MHQPACTPYKTYpPhI, B ToM umcie npodeccruoHanbubiMu (I1K) u
o6mumu (OK) KoMneTeHIUsIMU:

Kona HaumeHoBaHUeE pPe3yJIbTaTAa 00yYeHHUSsI
IIK 3.1. VYcraHaBiMBaTh, HACTPAWBAaTh, JKCILIyaTHPOBAThH W OOCITY)KMBAaTh TCXHUYECKHE M MPOTPAMMHO-
amnmapaTHbIC CPEJCTBa KOMIBIOTEPHBIX CeTel
I1K 3.2. [IpoBoauTh MPOGUIAKTHIESCKHE pa0OThl Ha 00BEKTAX CETCBOW MHPPACTPYKTYPHI U pabOUHX CTAHIHUIX
MK 3.3. OKCIUTyaTHpPOBaTh CeTeBble KOH(UIYypaluu
IIK 3.4. VYyacTBOBaTh B pa3pabOTKE CXEMBbl MOCICABAPUITHOTO BOCCTAHOBJICHUS PabOTOCIOCOOHOCTH
KOMIBIOTEPHOHN CETH, BHINOJIHATh BOCCTAHOBIICHHE U PE3EPBHOC KOMTUPOBAHUE HHOpMAIUH
IIK 3.5. OpraHu30BbIBATh HHBEHTAPU3AIMIO TEXHUYCCKUX CPEACTB CETEBOW MH(PACTPYKTYPHI, OCYIICCTBIAThH
KOHTPOJIb MOCTYIHBIIETO U3 PEMOHTa 000PYI0BaHUs
IIK 3.6. BEINONHATE 3aMCHY pPACXOJHBIX MATEPHAJIOB W MEIKUH PEMOHT MEepPU(EPUIHOTO 000PYIOBAHHUS,
ONPENICNATh yCcTapenIiiee 000pYI0BaHUE U IPOTPAMMHBIC CPEJICTBA CETCBOU MHPPACTPYKTYPHL.
OK 1. BreiOupate crmocoObl  pemieHus 3agad  IpOQECCHOHANBHOW JEATENBHOCTH, TNPUMEHUTEIBHO K
Pa3InIHBIM KOHTEKCTaM.
OK 2. OCyIIeCTBIATh TOUCK, aHATW3 M HHTEPIPETAUI0 WHPOpPMAIUU, HEOOXOMAUMOW I BBITOTHCHHUS
3a1a49 IpOPECCHOHAIBHON IS TCIIBHOCTH.
OK 3. [TraHupoBaTh ¥ peaNn30BBIBATH COOCTBEHHOE MPO(ECCHOHAILHOE U IMYHOCTHOE Pa3BHUTHE.
OK 4. PaGoTath B KOJUICKTHBE U KOMaH/e, 3Q()EeKTUBHO B3aMMOIECHCTBOBATh C KOJJICTAMH, PYKOBOICTBOM,
KITHEHTaMH.
OK 5. OCylIeCTBIISATh YCTHYIO W MUCHbMCHHYK) KOMMYHHKAIIMIO Ha TOCYNApPCTBEHHOM SI3BIKE C YYETOM
0COOEHHOCTEH COMUAIBHOTO U KYJBTYPHOTO KOHTEKCTA.
OK 6. [IposBNATE TPaKIAHCKO-MATPUOTUYCCKYIO TO3UIUIO, IEMOHCTPUPOBATH OCO3HAHHOC IMOBEICHHE HA
OCHOBE TPaIUIMOHHBIX 00IIEYETOBEYECKHUX LIEHHOCTEH, MIPUMEHSTH CTaHIAPTHI

AHTUKOPPYIIIUMOHHOT'O ITOBEACHUA.

OK 7. ConeiicTBOBaTh COXpaHEHHIO OKPY’KAIOIIEH cpefibl, pecypcocoepekennto, 3¢ (HeKTUBHO IEHCTBOBATh
B UPE3BBIYAIHBIX CUTYyalHUsX.

OK 8. Vcnonp30BaTh cpecTBa PU3MUECKON KyJIBTYPHI IS COXPaHEHUS U YKPEIUICHHUS 3/I0POBbs B IIpoIiecce
npo(eCCHOHATIBHON  NEATCNPHOCTH W MOJJICPXKAHUS  HEOOXOAMMOTO  YPOBHS  (PH3MYECKOU

MTOJITOTOBJICHHOCTH.
OK 9. Hcnonp3oBaTh HHGOPMAIIMOHHBIC TEXHOJIOTHH B MPOGECCHOHATBHOMN e TEILHOCTH.

OK 10. [Tonb30Batbes MpodeccHoHANBHON TOKyMEHTAUeH Ha TOCYJapCTBEHHOM M HHOCTPAHHOM SI3BIKAX.
OK 11. Hcmonp3oBaTh 3HaHWS 1O (UHAHCOBOM TPaAMOTHOCTH, IUIAHUPOBATH MPEINPUHUMATEIHCKYIO

JIESITEJIFHOCTD B Mpo(ecCHOHaNIbHON cdepe
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3. CTPYKTYPA U IIPUMEPHOE COIAEP KAHUE TPO®PECCUOHAJIBHOI'O MOYJA

3.1. TemaTuyeckuii niaH npoghecCHOHATBHOT0 MOAYJIs

Oobem BpEeMEHHU, OTBeJeHHbIl HA 0CBOEHHUE

IIpakTnka
MEKIMCIUIIINHAPHOT0 Kypca (KypcoB)
CamocTosiTe1bHASA
Bceero Ofs3aTeJbHAs AyANTOPHAS yueGHast
padora IIpousBoacTBeHHAast
4acoB Harpy3ka o0y4aomerocs
Kon o0y4aromerocs (mo nmpoguio
HaunmenoBanus pa3jesioB (maxc.
npodeccHoOHATbHBIX B T.4. CHeHUATBLHOCTH),
. npogeccHoHATbHOT0 MOIYJIsS yuebnas B T.4., B T.4., Yuebnas,
KOMITETERIIH Hazpy3Ka u Aabopatopitre KypcoBas KypcoBas 4acoB acon
Bceero, paboThl 1 yp Bcero, yp (paccpedomouennasn
NpaKmuKi) padora padora
94acoB | MpaKTHYecKHe 4acoB no pasoenam
(mpoekr), (mpoekr),
3aHATHSA, npakmuka)
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10
MK 3.1-1K 3.6 K.03.01 3
M el IyaTani 419 362 188 . 21 - 36 -
00bEKTOB ceTeBOil HHPPACTPYKTYPbI
MK 3.1-TIK 3.6 MJIK.03.02 Be3onacHocTh
(GYHKIHOHUPOBAHUS 191 152 82 - 3 - 36 -
HH(OPMALMOHHBIX CHCTEM
IIK 3.1 - IIK 3.6 IIpou3BoacTBeHHAsl MPAKTHKA (10 108 108
NPOoHII0 CIENUATBLHOCTH), YACOB
IIpome:kyTO4YHASl aTTeCTALUS 24
Bcero: 742 514 270 - 24 - 72 108
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YIIPABJEHHUE JOKYMEHTAIUEN

3.2. Conep:kaHue o6y4eHus o npodeccnonaabHoMy Moay.aio IIM.03 DKCIIJIYATAIIUS OFbEKTOB CETEBOM

NHOPPACTPYKTYPHI

HaunMeHoBaHue pa3esioB
npogeccuoHATbHOT0 MOTYJIsS
(IIM), Me:kIMCHUNTUHAPHBIX

Coaep:xanue yueOHOI0 MaTepuaJa, 1adopaTopHble padoThl M MPaAKTHYECKUE 3aHATHS, CAMOCTOsITe/IbHAA padota | O0beM | YpoBeHb
00yUaoImmuXxcs 4YacoB | OCBOCHHUS

kypcoB (MJK) u Tem
1

2 3 4

M/K 03.01 DxcruryaTanus
00BbEKTOB ceTeBoil

HHQPACTPYKTYPbI

Paszgen 1. YeranoBka n
IKCILTYATANA KOMIBIOTEPHBIX
ceTe.

Tema 1. YcraHoBka n
IKCIITyaTalus KOMIbIOTEPHBIX
ceTeid.

Coaep:xanue 22

1. | ®usnyeckne acmeKTHI IKCIIyaTAMH. 1
duznyeckoe BMEIIATENbCTBO B MHPPACTPYKTYPY CETH, aKTHBHOE U IACCUBHOE CETEBOE 000py0oBaHUE: KaOeIbHbIC
KaHaJIbl, Ka0eb, NaT4-TIAaHEeNIH, PO3ETKH.

2. | du3nyecKue aCHeKThl IKCILUIyaTAlUU.
du3nueckoe BMEMATENECTBO B HHYPACTPYKTYPY CETH, aKTHBHOE W IIACCHBHOE CETeBOE 000pyHoBaHMe: KabeIbHbIE
KaHaJbl, Kabelb, aT4-TaHEeIH, PO3ETKH.

3. | Jlornueckue (MHPOPMALMOHHDBIE) ACTEKThI IKCILIYyaTAMH.
HecankmmonuposanHoe [10 (B TOM duclie ceTeBoe); mapa3suTHas Harpy3Ka.

4, | Jloruueckue (MH(pOPMANMOHHDbIE) ACTEKThI IKCIJIyaTaAIlUHU.
HecankimonuposanHoe 10 (B TOM yuciie ceTeBoe); mapa3uTHas HArPy3Ka.

5. | Paciupsiemocth ceTn. MacmiraGupyeMocTh ceTH.
JloGaBiieHue OT/ICBHBIX DJIEMEHTOB CETH (I10JIb30BaTENeH, KOMIIBIOTEPOB, ITPUJIOKEHUH, CITyk0);

6. | PaciupsiemocTh ceTn. MacmirabupyeMocTh ceTH.
HapauBanue JJIMHBI CETMEHTOB CETH; 3aMEHa CYLIECTBYIOIIEH annaparypsl (Ha 6oJiee MOIIHYIO).

7. | PaciupsiemocTh ceTn. MacmTabupyeMocTh CeTH.
VYBenryeHne KOJIMUECTBA Y3JI0B CETH; YBEJIMUEHHE NIPOTSHDKEHHOCTH CBSI3EH MEXK1y 00BbEKTaMH CETH.

8. | TexHn4yeckasi M MPOEKTHASI JOKYMeEHTAINA.
ITacmopT TEXHMUYECKUX YCTPOICTB. pyKOBOACTBO IO dKCILTyaTanuy Pusnueckas KapTa Bcel CeTH JIoTHuecKas
CXeMa KOMIIBIOTEPHOU CETH.

9. TexHuveckasi ¥ NPOEeKTHAS JOKyMEHTALMSI.
[TacopT TeXxHMYECKUX YCTPOMCTB. pyKOBOJICTBO IO 3KCILTyaTaliuu dusznyeckas kKapTa BCEW CETH JIoTuyecKas
CcXeMa KOMIIBIOTEPHO CEeTH.

10. | TexHu4yeckasi ¥ MPOEKTHasI JOKYMEHTAIUA.
ITacnopT TeXHHUUECKUX YCTPOMCTB. PYKOBOJICTBO IO 3KCITyaTaiuy du3znyeckasi Kapra BCEM CETH JIOTHUYecKasi
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CcCXcMa KOMHLIOTepHOﬁ CCTH.

11.

Texnunueckass u NMPOCKTHAasA JOKYMEHTAIus.

HacnopT TCXHHUYCCKUX yc’I‘pOﬁCTB. PYKOBOACTBO I10 3KCILTyaTallun duznueckas KapTa BCEH CEeTH JIOTHYeCKas

CcCXcMa KOMHLIOTepHOﬁ CCTH.

IIpakTHyeckue 3aHATHSA

24

OdopmIiieHre TEXHUYECKO! JIOKYMEHTALlUH, TIpaBuia 0opMIICHHS IOKYMEHTOB.

OdopmIiieHre TEXHUYECKO! JIOKYMEHTaLlUH, TipaBuiia 0opMIICHHS IOKYMEHTOB.

Hacrpoiika anmapaTHoro 1 nporpaMMHOT0 00€CICUEeHUsI CETH.

Hacrpoiika anmapaTHOro ¥ nporpaMMHOT0 00eCICUeHUsI CETH.

Hactpoiika ceTeBoi KapThl, HMs KOMIIBIOTEpa, paboyasi rpyIina, BBeJeHHe KoMrbploTepa B domain.

Hactpoiika ceTeBoi KapThl, UMs KOMIIBIOTEpa, paboyasi rpyIina, BBeJeHHe KoMIbloTepa B domain.

[Toaneprkka moyib30BaTeseii CeTu.

[Toanepkka moyib3oBaTeseil CeTu.

©X N O~ |wWINE

Co3snanue nonp3oBateneid B dOmMain, perakTupoBaHue monab3oBareneid B domain, cozganue maposist
noJsip30BaresieM B domain, cosmaHue rpynm u pacnpeeeHue mojp30oBaTtesei mo rpymnmnam B domain.

Co3snanue nonp3oBateneid B dOmMain, perakTUpoBaHue monab3oBareneid B domain, cosganue maposist
noJsip30BaresieM B domain, cosmanue rpynm u pacnpeaeeHue mojbp30oBaTtesei mo rpymnmnam B domain.

11.

Hactpoiika npaB gocrtymna.

12.

Hactpoiika npaB gocrtymna.

Pasnen 2. IlpoBeaenue
NpopUIAKTHYECKUX PadoT Ha
00BbeKTax ceTeBoii
HHPACTPYKTYPHI H PadoYux
CTaHIUSX.

Tema 2.1 [IpopunakTudyeckue
padoThI

Coge

JKaHHE

20

K.naccmbmcaunﬂ periiaMeHTOB TEeXHHYE€CKUX OCMOTpPOB, 00bHEeKTOB

HHPPACTPYKTYPHI
Komruiekc opraHn3aiimoHHO-TEXHUYECKUX MEPOTPHUSITHI;
BrlsiBiieHUE U CBOEBPEMEHHAs 3aMEHA 3JICMEHTOB HHPPACTPYKTYPHL.

TEXHUYECKHE OCMOTPbLI

ceTeBOi

Knaccmbmcaunﬂ periiaMeHTOB TEXHHYECKUX OCMOTPOB, TEXHHYECKHE OCMOTPbLI 00BEKTOB

HHQPACTPYKTYPbI
Kommnexc opraHu3aliiOHHO-TEXHUYECKUX MEPONPUSTHIHA;
BeisiBIIeHHE M CBOEBPEMEHHAs 3aMEHa JIEMEHTOB HHPPACTPYKTYPBI.

ceTeBOM

IIpoBepka 00beKTOB ceTeBOl HHPPACTPYKTYPHI H NPOoGHUIAKTHYECKHEe PAGOTHI

HpOBepKa (1)I/I3I/I‘ICCKI/IX KOMIIOHCHTOB, IMPOBEPKa JOKYMCHTALlUU U Tpe60BaHPII>i, IMPOBEPKa CIIMCKa COBMECTUMOI'O

o0opynoBaHus

IIpoBepka 00beKTOB ceTeBOl HHPPACTPYKTYPHI H NPOGHUIAKTHYECKHE PAGOTHI

[IpoBepka (hU3HIECKUX KOMITOHEHTOB, IPOBEPKA JOKYMEHTAMK M TPeOOBaHMUI, MPOBEpKa CIUCKA COBMECTUMOTO

000pyI0BaHHS




rAlIOY 4AO

. CTO CMK 4.2.01 - 2021
YIIPABJIEHHUE JOKYMEHTAIIMEHN

«YMK» Jlucr 10/28
5. | ITpoBepka 00beKTOB ceTeBOI HHPPACTPYKTYPHI M NPOoGUIAKTHIECKHE PAOOTHI
[TpoBepka (hu3MuEeCKUX KOMIIOHEHTOB, POBEPKa JOKYMEHTAIMU M TPEOOBaHUIA, IIPOBEPKa CIIUCKA COBMECTUMOTO
o0opynoBaHus
6. | IIpoBeneHue peryJasipHOTO pe3epBHPOBAHUS
O6cyxuBanne PU3NUECKUX KOMIIOHEHTOB, KOHTPOJIb COCTOSHHMS alapaTHOro 00ecreyeHust, OpraHu3aims
yJIQJICHHOT'O OTIOBEILCHHUSI;
7. | IIpoBeneHue peryJsipHOTO pe3epBHPOBAHUS
O6cyxuBanue PU3NUECKUX KOMIIOHEHTOB, KOHTPOJIb COCTOSHHMS alapaTHOro 00ecreyeHust, OpraHu3arys
YAAJICHHOTO OTIOBEICHMS,;
8. | ITpoBeneHue perysipHOro pe3epBHPOBAHUS
O6cyxuBaHue pU3NIECKIX KOMIIOHEHTOB, KOHTPOJIb COCTOSHHSI allIIapaTHOTO 00eCTIeUeHHS, OpTaHH3aITHs
YAAJICHHOTO OTIOBEICHMS,;
9. | ApxuTeKTypa M 00J1aCTH YNIPaBJIEHHUS CETSIMH
10. | ApxuTeKTypa u 06JaCTH YIPAaBJEHHSs CeTIMH
I[IpakTHyeckue 3aHATHS 8
1. | DxkcruryaTanusi TEXHUYECKHX CPEJICTB CETeBON MHPPACTPYKTYPHI (IPUHTEPHI, KOMITBIOTEPHI, CEPBEPHI,
KOMMYTAIIMOHHOE 000PYI0BAHHE)
2. | Dkcrutyaranusi TEXHUYECKHX CPEJICTB CETeBOM MH(PACTPyKTYpbI (IPUHTEPBI, KOMIBIOTEPHI, CEPBEPHI,
KOMMYTAIIMOHHOE 000PYI0BAHKE)
3. | BpimosiHeHHEe MOHUTOPHHIA M aHaJIM3a PabOThI JJOKAJIBHOM CETH C HOMOIIIBIO IIPOrPAMMHBIX CPEJICTB.
4. | BpimosHeHNE MOHUTOPHHTA U aHATN3a paboThI IOKAJTFHON CETH C MOMOIIBIO IPOTPAMMHBIX CPEIICTB.
Pasnen 3. Dxcniyaramust
ceTeBbIX KOH(Urypanmii.
Tema 3.1 YnpaBieHue ceTaMu Conep:xxanue 20
1. | Apxurektypa B KoHuenuuu TMN; neHTpani30BaHHOE YIPaBICHHE; ICIIEHTPAIM30BAaHHOE YIIPaBJICHHE.
2. | Apxwurekrypa B koHuenimuu TMN; nieHTpaqu30BaHHOE YIIPaBICHHE; JICLIEHTPAIM30BAHHOE YIIPABJICHHE.
3. | Apxwurekrypa B koHuenimu TMN; nieHTpaqi30BaHHOE YIIPaBICHHE; JICLIEHTPAIM30BAHHOE YIIPABJICHHE.
4. | IIpoTokoasl ynpaBJeHHs.
SNMP; CMIP; TMN; LNMP; ANMP.
5. | ITpoTokoJibI ynpaBiaeHus.
SNMP; CMIP; TMN; LNMP; ANMP.
6. | YnpaBienue oTkazamu B padoTe ceTH.
BeisiBiIeHHE, ONpe/ieNieHe U yCTpaHeHHe OCJIEICTBUN cOOEB M OTKa30B B paboTe CeTH.
7. | YnpaBieHnue oTka3zamMu B padoTe ceTH.
BeisiBIIeHHE, ONpeieNieHe U yCTpaHeHHe OCJISICTBUN cOOEB M OTKa30B B paboTe CeTH.
8. | YnpaBienue npou3BOIAUTEIbHOCTHIO, 0€30MACHOCTHIO CETH.
Craructrka paboThl CETH B PEIbHOM BPEMEHH, MUHUMH3ALUH 3aTOPOB M Y3KHX MECT, BBISIBIICHUS
CKJIaIBIBAIONTNXCS TCHACHIINH 1 TNTAHMPOBAHUS PECYPCOB s Oy IYITHX HYXKI;
9. | ¥YnpaBieHnue Npou3BOIUTEIbHOCTHIO, 0€30IACHOCTHIO CETH.
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Craructrka paboThl CETH B PEIbHOM BPEMEHH, MUHUMH3ALUH 3aTOPOB M Y3KHX MECT, BBISIBIICHUS
CKJIaIbIBAIOLIMXCSl TEHACHIIMHI M TUIAHUPOBAHUSI PECYPCOB Julsl Oy IyIIMX HYXK[;
10. | CpeacTBa MOHUTOPHHIA W aHAJIM3A ceTell
IIpakTHyeckue 3aHATHSA 32
1. | YpaneHHOe aIMUHUCTPUPOBAHHE;
2. | YnaneHHoe aMUHHCTPUPOBAHHE;
3. | BoccranoBnenne paboTOCIOCOOHOCTH CETeBOU HHPPACTPYKTYPHI.
4. | BoccraHoiieHHE pabOTOCIIOCOOHOCTU CETEBOM HHPPACTPYKTYPHIL.
5. | Asropuzanms NOJKIIGICHUH YIaJICHHOT O IOCTYIIA
6. | AsTopu3ainms NOJKIIGICHUI YIaJICHHOT O IOCTYIIA
7. | Ananu3 ceteBoro Tpaduka cpeacTBami CeTeBOr 0 MOHUTOpA
8. | Aqamus cereBoro Tpaduka cpeacTBami CeTeBOr 0 MOHUTOpA
9. | -HOBHBE CBEJICHHS O CETEBOM MOHHUTOpE
10. | G-HOBHBE CBEICHHUS O CETESBOM MOHUTOPE
11. | 3amich naHHBK cpeacTBami CeTeBOro MOHHTOPA
12. | 3amich naHHBK cpeacTBami CeTeBOro MOHHTOpA
13. | Yerpanenue Henona ok ¢ nomoubioPing u PathPing
14. | Yerpanenue Henona ok ¢ nomoubioPing u PathPing
15. | Jlnarnoctuka cetu u Netdiag
16. | /narnoctuka cetu u Netdiag
Tema 3.2 CpenctBa Copep:xxanue 24
MOHHTOPHMHIA M AHAJIHM3A 1. | AHanM3aTOPHI NPOTOKOJIOB
JIOKAJBHBIX ceTeit [IporpaMMHBIC WM aNapaTHO-MPOTPAMMHBIC CHCTEMBI, QYHKIIMH MOHUTOPHHTA, aHAJU3 TpadHKa B CETSIX.
2. | AHaIM3aTOPHI MPOTOKOJIOB
[IporpaMMHBIC WM aNapaTHO-MPOTPAMMHBIC CHCTEMbI, QYHKIIMH MOHUTOPHHIA, aHAJIU3 TpadHKa B CETSIX.
3. | DxcnepTHBIE CHCTEMBI
BeisiBiIeHHE NPUYMH aHOMAaJbHOW pabOTHI CeTeil; BOBMOXHBIE CHOCOOBI NMPHUBEICHUS CETH B paboTOCIOCOOHOE
COCTOSIHHE.
4, | JKcnepTHbIE CHCTEMbI
BrlsiBrieHUEe TPUYWH aHOMAJIBHON pabOTHl ceTel; BO3MOXKHBIE CTIOCOOBI MPUBEACHUS CETH B PpabOTOCIIOCOOHOE
COCTOSIHHE.
5. | YnpaBiaeHue Npou3BOAUTEILHOCTHIO, 0€30MaCHOCTHIO CeTH.
KonTtposs goctyma, coxpaHeHHe EIOCTHOCTH JAaHHBIX U JKypHAINPOBAHHE.
6. | YnpaBieHue Npou3BOUTEIbHOCTHIO, 0€30NIACHOCTHIO CETH.
KonTtpoms goctyma, coxpaHeHHe EIOCTHOCTH JaHHBIX U JKYypHAINPOBAHHE.
7. | Yder paboThl ceTH. Peructpanys, ynpasieHHe HCIIOJIb3YEMBIMH PECYPCaMU B YCTPONCTBAMH,
8. | Yuer pa6oThl ceTH. Perucrpariusi, ynpaBieHHE HCIIOIb3YEMBIMU PECYPCAMHU M YCTPONCTBAMHU,
9. | YnpaBjieHue KoOHpUrypammeii.
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KondurypupoBanue KOMIIOHCHTOB CETH, CETEBBIC a/Ipeca U UACHTU(PUKATOPEI, YIPABICHUE TAPAMETPAMHU CETEBBIX
OTICPAIIMOHHBIX CHCTEM.
10. | YnpaBiaenne KoHpUTrypamueii.
KondurypupoBanue KOMIIOHCHTOB CETH, CETEBBIC a/Ipeca U UACHTU(PUKATOPEI, YIPABICHUE TAPAMETPAMHU CETEBBIX
OTICPAIIMOHHBIX CHCTEM.
11. | BcTpoeHHBIE CHCTEMBI THATHOCTHKH H YITPABJICHH.
[IporpaMMHO-anmapaTHeIA MOJYJb, YCTAHOBJICHHBIH B KOMMYHHKAIIMOHHOE OOOPYIOBAaHUE, MPOTPAMMHBIH
MOJ1yJIb, BCTPOCHHBIH B ONEPAIIMOHHBIC CHCTEMBIL.
12. | BcTpoeHHBIE CHCTEMBI THATHOCTHKH H YITPABJICHHA.
[IporpammHoO-anmapaTHeIi MOAYJb, YCTAaHOBJIEHHBIH B KOMMYHHKAIlMOHHOE OOOpYyJIOBaHHWE, MPOTPaMMHBIN
MO/TyJ1b, BCTPOCHHBI B ONEPAIIMOHHbBIE CHCTEMBI.
IpakTHyecKue 3aHATHS 28
1. | TectupoBaHue Kabene
2. | TecrupoBanue Kabeneit
3. | TectupoBanne KOMMYTAIMOHHOTO 000PYI0BaHHS
4. | TectmpoBaHHEe KOMMYTAIIMOHHOTO 000PYIOBaHHS
5. Bxnanka. Jjacietuep 3amau
6. | Bxmaaka. Jpcnerdep 3amau
7. | Venonp30oBaHNE KOHCOJI.
8. | Jtmonp30BaHHWEe KOHCOJIH.
9. | TecTupoBaHHe NPOH3BOJAUTEIbHOCTH
10. | TecTupoBaHHe MPOU3BOIUTEILHOCTH
11. | MPHUTOPHUHT ceTeBOTO TpaduKa ¢ MOMONBIOYTHINTbI Netstat
12. | MuuTopHHT ceTeBOro Tpaduka ¢ momonsoyTuauTs Netstat
13. | CeTeBBE YTHINTHL
14. | GeTeBBE YTHIUTHL
Pa3gen 4. CxemMbl
nocJieaBapuiiHoro
BOCCTAHOBJIEHUS
padoTocnocoOHOCTH
KOMIIBIOTEPHOIi ceTH.
Tema 4.1 Xpanenue Conep:kanue 4
HHpOpPMALNH 1. | Pe3epBHOe KOMMpPOBaHHE TAHHBIX
2. | lIpuHOUOBI padoTHl H KOMIIOHEHTHI XPAHIIHII JAHHBIX
[punHiwnel paboTel XpaHwUl JaHHEIX. [IpuHIUTBL TocTpoeHUsl. OCHOBHBIC KOMIIOHCHTHI XPaHIIUINA TaHHBIX
IIpakTHyeckue 3aHATHSA 32
1. | Onepaimu 1o pe3epBHOMY KOIHPOBAHUIO TAHHBIX;
2. | Oneparuu 1o pe3epBHOMY KOITUPOBAHHUIO IaHHBIX;
3. | Onepanuu Mo BOCCTAaHOBJICHUIO JAHHBIX.
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4. | Omnepamyy 0 BOCCTaHOBJICHHIO IaHHBIX.

5. | Opraunmzanuu no GecriepedoiiHol paboTe cucTeMBbl 1o pe3epBHOMY Konmposanuio B b1 MySQL.

6. | Opranmzanuu no GecriepedoiiHol paboTe cucTeMBbl 1o pe3epBHOMY Konmposanuio B b1 MySQL.

7. | Opranuszauuu 1o 6ecriepeboiiHoit paboTte cucTeMsbl o pe3epBHOMY Kormposanuio B OC Ubuntu.

8. | Opraunuszauuu 1o 6ecriepedoiiHoit paboTe cucTeMsl o pe3epBHOMY Kormposanuio B OC Ubuntu.

9. | Opraunumszauuu no decrepeboiiHoit padoTe crcTeMbl Mo pesepBHOMY KorupoBanuio B OC Windows.

10. | Opranmzaimu no Gecrepe0oiiHON paboTe cHcTeMBI o pe3epBHOMY KomupoBanui B OC Windows.

11. | Boccranosaenue uadopmanuu 61 MySQL.

12. | Boccranosaenue uadopmanuu 51 MySQL.

13. | Boccranosnenue napopmannu OC Ubuntu.

14. | Boccranosnenue napopmannu OC Ubuntu.

15. | Boccranosnenue napopmannu OC Windows.

16. | Boccranosnenue napopmannu OC Windows.
Tema 4.2 Cxema nociie Copepxanue 12
aBapPUIHOI0 BOCCTAHOBJICHHSA 1. | Texuonoruu ynpasnenus napopmanmeid. OLAP-texHosmOTHS
ceTH 2. | Opranusanust paéot no BocctaHoBaenu10 JIBC

OcHoBHble NOHATHS, TpuHIMI padoTel. CYB/]

3. | BoccraHoBieHHe ceTH OCIHE aBapuu

4. | BoccTaHOBJIEHHE CETH ITOCTIE aBapHU

5. | Opranumzanus pabot no Boccranossienuto JIBC

6. | IlnanupoBaHue BOCCTAHOBJICHUsSI Pa0OTHI CUCTEMBI

30

IIpakTHyeckue 3aHATHSA

1. | Mcnonp3oBath cxeMy HOCIIE aBAPUITHOTO BOCCTAHOBJICHUSI CETH.
2. | Vcnonb3oBath cxeMy NOCJIC aBapUIHOTO BOCCTAHOBJICHUSI CETH.
3. | Bo3par k HOpMaJIbHOMY (DYHKIIMOHHPOBAHHIO CHCTEMBI.

4. | Bo3Bpar Kk HOpMaJIbHOMY (PYHKIIMOHHUPOBAHHIO CHCTEMBI.

5. | PaboTa KOHTPOJHLHO-U3MEPUTENBLHON anmnaparypsl

6. | PaboTa KOHTPOJHLHO-U3MEPUTENBLHON arnaparypsl

7. | 3ameHa pacXo/HbIX MaTepuaIoB

8. | Menkuii peMOHT nepugepuitHoro 060py10BaHus

9. | IlporpamMMHasi AMarHOCTHKa HEUCIIPABHOCTEH

10. | AnmaparHasi IMarHOCTHKA HEeMCIpPaBHOCTEH

11. | IMTouck HeucnpaBHOCTEH TEXHUYECKUX CPEJICTB

12. | BeinonHeHue ISHCTBHH IO YCTPaHEHHIO HEUCIIPABHOCTEN

13. | YcraHoBKa nporpaMMHOr0 o0ecneyeHust

14. | BoccranoBieHnue paboTocrocoOHOCTH CETH Iocie cOost

15. | Pa3pabotka 1miaHa BOCCTaHOBJICHHS

Paznen 5. Jluarnocruka
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HeHCIPaBHOCTell ceTeBoM
HHQPACTPYKTYPbI
Tema 5.1. Copep:xanue 8
JAuarnocTuka HeucnpaBHoCTeil 1. | IpuHIMIs JOKATU3AIMKA HCUCIIPABHOCTEH
ceTeBOil HHPPACTPYKTYPHI 2. | Harpy3o4Hoe TeCTHpPOBaHHUE CETH
3. | IIporpaMMHbIe CpeACTBa AUATHOCTHKU
4. | HomeHki1aTypa U 0cOOEHHOCTH PabOThI TECT-IIPOrpaMM
IIpakTHyeckue 3aHATHSA 2
1. | PaGora ¢ nporpaMmamMu HArpy304HOTO TECTHPOBAHHS CEPBEPOB.
Tema 5.2. Conep:xanue 4
JmarnocTuka HencnpaBHOCTel 1. | BBeneHue B AMarHOCTHKY KaOEJIbHBIX CUCTEM
CPENCTB CETEBLIX 2. | ObopypoBaHue A NPOBEPKH KaOEIbHBIX CUCTEM
KOMMYHHUKALHA IpakTHyecKne 3aHITHS 4
1. | PabGota c 000opyOBaHHEM JJisi TECTHPOBAHUS OOBEKTOB CETCBOW HHPPACTPYKTYPHL.
2. | Pabora ¢ 000pyI0BaHUEM JIsl TECTUPOBAHHS 00BEKTOB CETEBO HHPPACTPYKTYPHL.
Tema 5.3. Conep:xanue 56
CeTeBbIe MPOTOKOJIBI 1. | MapupyTH3aius ¢ oMOIIbI0 NPOTOKOJIA BEKTOPA PACCTOSIHUI
2. | MapupyTH3anusi Ha OCHOBE COCTOSIHUSI KaHasia
3. | Mcnonb3oBanue beckinaccoBoi mapmpytuzaunu CIDR
4. | Hacrpoiika u o6cnyxuBanne VLAN
5. | be3onacHOCTh KOMMYTaTOpOB
6. | PesepBupoBaHue KaHAJIOB B KOMMYTHPYEMOH CeTH
7. | Ilporokon BGP
8. | IIpoToKoJIbl BHEIIHEH MapIIpyTU3an
9. | IIporokon RIP
10. | ITporokosibl BHYTPEHHEH MapIIpyTU3aLMU
11. | ITpoToKoJIbl MapIIpyTU3ALMU
12. | CpexncrBa aHajM3a CETH ¢ IOMOIIBIO KOMaH/| CETEBOH ONepaliOHHON CHCTEMBI
13. | CpezncrBa MOHUTOPHUHIA JIOKAJIBHBIX CETEH
14. | IlpeobGpasoBanue ceteBbIx anapecoB Ha ocHoBe NAT n PAT
15. | beckilaccoBasi MeX/IOMEHHAsI MapLIPyTHU3aLHUs
16. | Ilporokon EIGRP
17. | INporokos OSPF
18. | Ilporokos SSH
19. | Ilporokou Telnet
20. | Buenpenne VPN
21. | Buenpenune Web Application Proxy
22. | poroxoxn PPP
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23. | Frame Relay

24. | ArperupoBaHHe KaHAJIOB

25. | Texuonorus ATM

26. | Cern X25. Metonbl nepeayn AaHHbIX B X.25

27. | Ceru c perpancisinmeii kaapos (frame relay). [Tpunnunst padotst ISDN-cereit

28. | Ceru c perpancisinmeii kaapos (frame relay). [Tpunnunst padotst ISDN-cereit

IIpakTHyeckue 3aHATHSA 28
1. | YcraHOBKa M HACTPOWKa aHTHBHPYCOB.
2. | YcTaHOBKA M HACTPOMKA MEXKCETEBBIX SKPAHOB
3. | YcraHoBKa M HAaCTPOHKa KOHTEHTHOM (QMIIbTpaLMK JUIsl IOCTYIa B MHTEPHET.
4. | Hacrpoiika Ha4yaJIbHOM KOH(MI ypauyu MApIPYTH3aTopa
5. | Hacrpoiika u TecTHpOBaHUE MOCIIeA0BATEJILHOT 0 HHTepdeiica u uaTepdeiica Ethernet
6. | Hacrpoiika u TecTUpOBaHME MAPUPYTA MO YMOJIYAHHUIO
7. | Hacrpoiika u TecTHpoBaHME MapuUpyTH3aTOpa B KauecTBe cepsepa DHCP
8. | Hacrpoiika craTnueckoro npeodpa3oBaHus aJ[pecoB HA MAPUPYTH3ATOpPE
9. | Hacrpoiika coeaunenust PPP mexy kimenrom u ISP
10. | Hactpoiika KoH{Ur ypalmi KOMMyTaTopa
11. | MHuTOpUHT ¥ aHaM3 paboTHICETH ¢ nomoukonporokonaa CDP
12. | Hacrpoiika ¥ TecTUpOBAHME CTATHYECKUX MAPUPYTOB 110 YMOIYa HUO
13. | /lnarHocTHKa M HOMCK HEHCIIPABHOCTEHN TEX. CPEJCTB C MOMOILIOKOMAHJ ping M traceroute
14. | HacTpoiika pa3an4yHbX BapHAHTOB CETH C KOMMYTaTOPOM
CamMocTosiTe1bHasi padoTa NPH H3YYCHUH 21

TeMaTHKa BHeaAyAHTOPHOI CaMOCTOSATEIbHOI padoThI
1. CucremaTtnyeckas npopabOTKa KOHCIICKTOB 3aHATH, YU4COHOW U CIICIMAIbHON TEXHHYCCKON JTUTEPATyPHI.
2. KoncrektupoBaHue TeKcTa, paboTa €O CIOBapsSAMU U CHOPAaBOYHUKAMH, O3HAKOMIICHHC C HOPMATHBHBIMU JIOKYMCHTaMH, Yy4eOHO-
HCCIIeI0BATEIbCKas paboTa Py caMOM IIUPOKOM UCTONb30BaHuu MHTepHeTa u Apyrux IT-TexHonoruii.
3. IIpoexTHbIe HOpMBI pabOTHI, HOATOTOBKA COOOINECHHUH K BEICTYILICHHIO HA CEMUHApaX U KOH(EPEHIHIX; IIOATOTOBKA ped)epaToB, JOKIAI0B.
4. TloarotoBka K Ja0OPaTOPHBIM W MNPAKTHYECKUM padoTaM C HCIOJIb30BAaHMEM METOAMYECKHX PEKOMEHIAIMi MpernojaBatess, ohopMieHHe
11a00paTOPHO-MPAKTHYECKUX PAOOT, OTUYETOB U MOATOTOBKA K UX 3aIlUTE.
5. ®wusuueckas HHQPACTPYKTYpa;
Jlorndeckas nHPpacTpyKTYypa;
CeTeBble MOAKIIOUESHNUS, TPOTOKOJIbI, aIpecalus, CHCTeMa HMEH.
ABTOMaTHYECKOE Ha3HAYeHHE YacTHBIX [P-anpecos;
Mappyruzanus u nadpacrpykrypa cetn Windows Server 2003;
10. VYcranoBka ceTeBuIX KOMIOHEHTOB Windows;
11. VYcranoska Active Directory B cetu Windows;
12. Pa30Ouenue Ha MOJCETH,
13. MexaHu3M pa3OuCHHS HA MTOJICETH;
14. TexHuYCCKHE PErIaMEHTHI, BUIbI JOKYMEHTOB JiJIsl TEXHHUYECKUX OCMOTPOB, METOJIbI M IIPUHIIMIIBI MPOBEPKH PA3IMYHOTO 000PYAOBAHHS, METOIBI
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Ppe3epBUPOBaHMS, TPOTPAMMBI JUIsl pe3epBupoBanus nHdopmannu, BackUp;
15. Mapupyruzamus 8 Windows Server 2003;
16. VYmnpasnenue oOmunmu cBoiictBamu IP-mapipytnzanun; OcHoBHble cBeienust 0 NAT; Paznnune mexay NAT u ICS;
17. VnaneHHBIH TOCTYI MO TeNe(OHHOW JIMHUMY;
18. ABTOpH3aIMs NOAKIIOYCHUH YAAIEHHOTO A0CTYTIA.
19. Omnpenenenue eMKOCTH HOJICETH;
20. OcHOBHBIE CBEICHHUS O MOJUTHKAX yIaJCHHOTO JI0CTYIIa;
21. VYcrpaHeHHE HENOJIAJOK IPH IOAKIIOUYEHUAX YAAICHHOTO JOCTYIa;
22. Peanumzamus mporeayp 0€30macHOr0 aqMHUHUCTPUPOBAHUS CETH;
23. OcHacrka I1Taba0HBI 6€30I1aCHOCTH;
24, Cxembl 00KUMKH BHTOM Iapsbl;
25. VYCTpOHCTBO «IMaKeTa», MepeaaBaeMoro Io CeTH;
26. Hcnonp3zoBaHue OECKIIACCOBON MEXJOMEHHON MapLIpyTH3aLUH;
27. Macku noaceTH IepeMeHHON JUIHHBI;
28. TIlposepka cymecrBytorero [P-anpeca;
29. Pyunas Hactpoiika anpeca; DNS;
30. NetBIOS; DNS B cersix Windows Server 2003;
31. Mexanusm padotsl DNS-3anpocos;
32. Hacrpoiika mapamerpoB DNS-cepBepa;
33. CpencrBa ycrpaneHus Hemoiaamaok DNS;
34. Wzyuenwe yTrautsl ACrONis, n3yueHue 0e30MacHo 30061 ACIONIs;
35. Cosnanue KOHTPOJIBHOM TOUYKHM BOCCTAHOBJIEHHS C TOMOILIBIO ACIONIs;
36. Co3aanue 6a3sl JAHHBIX HA IPUMEPE YICOHON TPYIIIIH;
37. Pa3paborka rtaHa BOCCTaHOBJICHUS Pa0OTOCIIOCOOHOCTH CETH Ha IIPUMeEpE OHOM B3STON opraHu3aiuu (Kojuieaka, opuca);
38. TIlomck HencnpaBHOCTEH 110 MPHUHIIMITY JIOKAJIM3ALUK HEUCIIPABHOCTEH KOHKPETHOTO 000pY/J0BaHNS;
39. M3yuuTh M NOHSATH NPUHLIMI PAOOTHI HOBBIX KOHTPOJIEHO-M3MEPHUTEIIbHBIX aIapaToB.
MK 03.02 be3onacHocTh
KOMIIBIOTEPHBIX ceTeil
Tema 2.1. dyHaaMeHTAIbHBIE Copep:xanue 6
NPUHOMIBI 0e30MACHOI ceTH 1. | CoBpeMeHHbIE yIPO3bl CETEBOI O€30I1acHOCTH
2. | Bupycsl, 4epBH U TPOSIHCKHE KOHH
3. Mertonp! aTak
JlaGopaTopHble paGoThI
IIpakTHyeckne 3aHATHSA 6
1. | CoumanbHasi HHXCHEPHUs
2. | HccnenoBaHue ceTeBbIX aTaK U MHCTPYMEHTOB IPOBEPKHU 3alLIUTHI CETH
3. | HccnenoBaHue ceTeBbIX aTaK U MHCTPYMEHTOB IPOBEPKHU 3alLIUTHI CETH
KonTpoabnas pabdota
CamocTosTebHasi padoTa 00y4aOIuXcs
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Tema 2.2. Copep:xxanue 8
Be3onacHocTh ceTeBbIX 1. | BesonacHslii 1ocTyn K ycTpoicTBaM
yerpoiicte OSIL. 2. | Ha3HaueHue aJMMHUCTPATHBHBIX pOJIei
3. | MOHHUTOpUHT U yIIpaBJIeHHE YCTPOUCTBAMHU
4. | HUcnonb3oBaHue QyHKIMS aBTOMAaTH3UPOBAHHON HACTPOIMKH 0€3011acHOCTH
JlaGopaTopHble paGoThI
IIpakTHyeckne 3aHATHSA 6
1. | Hactpoiika 6e30macHOro 10cTyna K MapupyTu3aropy
2. | Hacrpoiika 6e30macHOro IocTymna K MaplipyTH3aTopy
3. | Hacrpoiika Ge30nmacHOro 1ocTymna K MaplipyTH3aTopy
KonTpoabnas pabdota
CamocTosTebHasi padoTa 00y4aOImuXxcs
Tema 2.3. Copep:xanue 6
ABTOpu3aums, ayreHTUGUKaNus 1. | CpoiictBa AAA
M yueT goctyna (AAA) 2. | JlokanpHas AAA ayreHTHUKANHS
3. | Server-based AAA
JlaGopaTopHble padoThI
IIpakTHyeckne 3aHATHSA 6
1. | Obecneyenne agMuHUCTpaTHBHOTO ocTyna AAA u cepepa Radius
2. | OGecrnieuenne agMuHucTpaTHBHOTO octyna AAA u cepsepa Radius
3. | OGecrnieuenne agmMuHucTpaTHBHOrO noctyna AAA u cepsepa Radius
KonTpoabnas pabdota
CamocTosTebHasi padoTa 00y4aOIuXcs
Tema 2.4, Copaep:xanue 6
Peanu3anus TexHoJ0rui 1. | ACL. Texuonorus OpanaMayaspa
Opanamayspa. 2. | KontekctHeiid koHTposb qoctyna (CBAC)
3. | Honutuku OpanamMayspa OCHOBaHHbIE HAa 30HAX.
JlaGopaTopHble padoThI
IIpakTHyeckne 3aHATHSA 6
1. | Hactpoiika noauTuku 0€300acHOCTH OpaHIMaydpoB
2. | Hactpoiika nonuTuku 0€30MacHOCTH OpaHIMaydpOB
3. | Hactpoiika nonuTuku 0€30MacHOCTH OpaHIMaydpOB
KonTpoabnas padota
CamocTosTebHasi padoTa 00y4alOIuXcs
Tema 2.5. Copep:xanue 6
Peanusanusa Texnosormii 1. | IPS rexnosnoruu. IPS curnarypst
NpeAoTBPALICeHUS BTOPKEHHS 2. Peanuzanus IPS
3. | Ilpoepka u MmonuTopuHr IPS
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JlaGopaTopHble padoThI
IIpakTHyeckne 3aHATHSA 6
1. | Hacrpoiika cucremsl npepoTBpanieHus Bropxxenunit (IPS)
2. | Hacrpotiika cuctemsl npegoTspaineHus sropxkenuii (IPS)
3. | Hacrpotiika cuctemsl npegoTspaiiesus sropxkenuii (IPS)
KonTpoabnas padota
CamocTosTebHasi padoTa 00y4aOIuXcs
Tema 2.6. be3onacHocTh Conepxanue 8
JIOKAJbHOI ceTH 1. | ObGecneyenne 6€300aCHOCTH NOJIB30BATEIILCKMX KOMITBIOTEPOB
2. | Coobpaxenust o 6e3omacHocTr BToporo ypoHs (Layer-2).
3. | Kongurypaiust 6€301acHOCTH BTOPOTO YPOBHS
4. | besonacHocTs OecripoBoaHbIX ceted, VoIP u SAN
JlaGopaTopHble paGoThI
IIpakTHyeckHe 3aHATHSA 6
1. | Hacrpoiika 6e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTropax
2. | Hacrpotika 6e30nacHOCTH Ha BTOPOM YPOBHE Ha KOMMYTAaTOpax
3. | Hacrpotika 6e30nacHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax
KonTpoabnas pabdota
CamocTosTebHasi padoTa 00y4aOIHXCsH
Tema 2.7. Kpunrorpaguueckne Copep:xxanue 6
CHCTEMBI 1. | Kpunrorpaduyeckue cepBUCHI
2. | ba3oBas nesocTHOCTh M ayTeHTHYHOCTh. KoHduaeHmaibHoCTh
3. | Kpunrorpagust OTKPBHITHIX KJIIOYEH.
JlaGopaTopHble padoThI
IIpakTHyeckne 3aHATHSA 6
1. | MccnenoBanue MeTo10B mKQpoBaHHs.
2. | UccnepoBanue MeTo10B 1IN POBAHMUSL.
3. | UccrnenoBanue MeTo10B 1IN POBAHUSL.
KonTpoabnas pabdota
CamocTosTebHasi padoTa 00y4aOIHXCs
Tema 2.8. Peanuzauus Conep:xanne 10
TexHosaoruii VPN 1. | VPN.GRE VPN
2. | Komnonents! u pyHknuonuposanue IPSec VPN
3. | Peanuzanus Site-to-site IPSec VPN c ncnosiszoBannem CLI
4. | Peanmzaums Site-to-site IPSec VPN ¢ ucnonszoBanuem CCP
5. Peanusanus Remote-access VPN
JlaGopaTopHble padoThI
IIpakTHyeckne 3aHATHSA 6
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1.

Hacrpoiika Site-t0-SiteVPN ncnosis3yst unTepdeiic KoMaHIHOM CTPOKH

2.

Hacrpoiika Site-t0-SiteVPN ncnosis3yst unTepdeiic KoMaHIHOM CTPOKH

3.

Hactpoiika Site-to-SiteVPN ucnouss3ys nHTepdheiic KOMaHIHOU CTPOKH

Kont

posabHasi padoTa

CamocTosTebHasi padoTa 00y4aOIuXcs

Tema 2.9. Ynpasaenue
0e30ImacHOM CeThI0

Cone

JKaHHe

1.

HpI/IHIII/IHLI 0€30I1aCHOCTH CETEBOI0 ,HH3afIHa

2.

YnpasieHue rpoueccaMmy u 0e30MacHOCTh

3.

TGCTI/IpOBaHI/Ie CCTH HA YA3BUMOCTHU

4.

Pa3pa60TKa PEriIaMeHTOB KOMIIAHUU U MOJUTHUK 0€30I1aCHOCTH.

Jlabo

paTOpHBIe padoTHI

IIpakTHyeckHe 3aHATHSA

Kont

posabHasi padoTa

CamocTosTebHasi padoTa 00y4alOIuXCcs

Tema 2.10. Cisco ASA

Cone

JKaHHe

1.

BBenenue B AnantuBHoe ycTpoicTBo Oe3onacHocTH ASA .

2

Kondurypauus ganpsosa Ha 6aze ASA c ncnosibzoBanueM rpaguueckoro narepderica ASDM.

Jlabo

paTOpHBIe padoTHI

IIpakTHyeckne 3aHATHSA

34

1. | ba3soBas HacTpoiika nuto3a 6ezonacHocTd ASA n HacTpoiika OpaHIMay3pOB HCHOB3Ys HHTEpdeiic KoMaHIHON
CTPOKH

2. | ba3oBas HacTpoiika nuIr03a 6e30nmacHocTn ASA M HacTpoilika OpaHAMaydpOB UCIIONB3Ys HHTep(elc KOMaHIHON
CTPOKH

3. | ba3oBas HacTpoiika nur03a 6e3onacHocTn ASA 1 HacTpolika OpaHAMaydpOB UCIIONb3Ys HHTep(elc KOMaHIHON
CTPOKH

4. | bazoBas HacTpoiiKa numo3a 6esonacHocTH ASA 1 HacTpoiika OpaHaAMay’poB ucnoib3ysit ASDM

5. | ba3zoBas HacTpoiika nuto3a 6ezonacHocTi ASA u HacTpolika OpaHIMay?IpoB ucmob3ysit ASDM

6. | BasoBas HacTpoilika nuro3a 6e3onacHocTr ASA u HacTpolika OpaHIMayIpoB Hcob3yst ASDM

7. | Hacrpotika Site-to-SiteVPN ¢ oxHO# cTOpOHBI Ha MapLIPYTH3aTOPE UCIIOB3Ysl HHTEp(dEeiic KOMaHIHOW CTPOKHU U C
JIPYTO# CTOPOHBI UCTIONB3Ys LT3 Oe3omacHocTH ASA nocpeactsom ASDM

8. | Hacrpoiika Site-to-SiteVPN ¢ oxHO# cTOpOHBI Ha MapLIPYTH3aTOPE UCIIOJB3Ysl HHTEp(dEeiic KOMaHIHOW CTPOKHU U C
JIPYTOH CTOPOHBI MCTIONB3YsI MUTI03 Oe3omacHoCTH ASA mocpenctsom ASDM

9. | Hacrpoiika Site-t0-Site VPN ¢ 0gHO# CTOPOHBI Ha MapIIPYTH3aTOPE UCIOIb3Ysl HHTePhEC KOMaHIHOW CTPOKU U C
JIPYTOH CTOPOHBI MCTIONB3YsI IUTI03 Oe3omacHoCTH ASA mocpenctsom ASDM

10. | HacrpoiikaClientless Remote Access SSL VPNs ucnionszys ASDM

11. | HacrpoiikaClientless Remote Access SSL VPNs ucnionszys ASDM

12. | HacrpoiikaClientless Remote Access SSL VPNs ucnonszys ASDM

13. | Hacrpoiika AnyConnect Remote Access SSL VPN ucnonszyss ASDM
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14. | Hacrpoiika AnyConnect Remote Access SSL VPN wucnoxnszyst ASDM

15. | Hacrpoiika AnyConnect Remote Access SSL VPN wucnosnszyst ASDM

16. | ®unanbHas KOMIUIEKCHas JaboparopHas paboTta 1o 6e301acHOCTH

17. | ®unanbHas KOMIUIEKCHas JaboparopHas pabota 1o 6e301acHOCTH

KonTpoabnas pabdota

CamocTosTebHasi padoTa 00y4aOIuXcs

CamMocTosiTe1bHasi padoTa NPU H3YYCHUH

TeMaTHKa BHeaAyANTOPHOIl cCaMOCTOSATEIbHOI padoThI
1. Cucremarnueckas npopabOTKa KOHCIICKTOB 3aHATHH, Y4€OHOW U CIIELaTIbHON TEXHUYECKON JINTEPaTyPhI.
2. KoHcnekTupoBaHHMEe TeKcTa, paboTa €O CJOBapsIMM U CIIPABOYHMKAMH, O3HAKOMJICHHE C HOPMAaTUBHBIMH JOKYMEHTaMH, Yy4eOHO-
uccieoBaTeIbekas paboTa py caMoM IIHMPOKOM MCIIOJIb30BaHUU MIHTepHeTa U npyrux I T-TexHomoruii.
3. IIpoekTHbIe POPMBI pabOTHI, TOATOTOBKA COOOIIEHHUH K BHICTYIUICHHIO Ha CEeMUHapax M KOH(EpeHIUX; MOAr0TOBKa pedepaToB, TOKIAI0B.
4. TloarotoBka K J1adOpaTOpHBIM M INPAaKTHYECKMM pPabdOTaM C MCHOJIB30BAHMEM METOAMYECKHX PEKOMEHIAlMH mpernonaBarens, o(opMIICHUE
71a00PaTOPHO-IPAKTHIECKUX PaboT, OTUETOB U MOJATOTOBKA K MX 3aIUTE.

YuefHasi NpaKkTHKA

Buasbl pador:

- Hactpoiika npaB nocrymna.

- OdopmireHne TeXHUYIECKOH JOKYMEHTAIT|H, ITpaBuiIa 0(OpMIICHHS TOKYMEHTOB.
- Hacrpotiika anmapaTHOTO ¥ POTPaAaMMHOTO 00ECTICYSHHSI CETH.

- Hacrpotiika ceTeBoit KapThl, UM KOMITbIOTEPA, pabodasi rpyIma, BBeIeHHE KOMIIbIoTepa B domain.
- IIporpamMmHasi AMarHOCTHKA HEUCIIPABHOCTEH.

- AnmapaTHasi JMarHOCTHKA HEUCIIPABHOCTEH.

- ITouck HeUCIPaBHOCTEH TEXHUYCCKUX CPEICTB.

- Brinonnenue nedcTBU MO yCTPaHEHUIO HEMCIPABHOCTEH.

- Hcnonp30BaHue aKTUBHOTO, TTACCUBHOTO 00OPYIOBAHUS CETH.

- YcrpaneHue napasuTHPYIOIIEH Harpy3Ku B CETH.

- 11. TToctpoeHne hU3NIECKON KapThl JOKAIBHOHN CETH.

72

HpOl/BBOI[CTBeHHaﬂ NMpaKTHuKa

Buasbl pador:

- YcraHoBKa Ha cepBephl M padoUyne CTAHIIMU: ONEPAIlHOHHBIE CHCTEMBI U HEOOX0UMOe T paboThl MPOrpaMMHOE 0OecIIeueHHE.

- OcymmecTBieHne KOHGUTYPUPOBAHHUS IPOTPaMMHOTO O0ECTICUeHHUs Ha cepBepax U pabodnX CTAHITUX.

- IToanepkka B paboTOCTIOCOOHOM COCTOSIHMU MTPOTPaMMHOE 00ecIieueHIE CepBEPOB U PabOUNX CTAHITUH.

- Perucrpanus monp3oBaTenei JOKaaIbHON CETH U IOYTOBOTO CEpBEpa, Ha3HAYACT UACHTH(DUKATOPHI U MTAPOJIH.

- YcTaHOBKA MpaB IOCTYIa U KOHTPOIIh HCIIOIB30BAHUS CETEBBIX PECYPCOB.

- ObecnieueHe CBOCBPEMEHHOTO KOITMPOBAHWUS, APXUBUPOBAHKS U PE3CPBUPOBAHUS TaHHBIX.

- [IpuHsATHE MEp MO BOCCTAHOBICHUIO PA0OTOCIIOCOOHOCTH JIOKATLHOU CETU TPU COOSIX MITH BBIXOJIC M3 CTPOsi CETEBOr0 000y IOBAHUS.
- BrisiBiieHue ommoO0K MOIb30BaTENCH M MPOrPAMMHOTO 00ECIICUSHHS U PUHITHE MEP 110 UX UCIPABJICHUIO.

- [IpoBeieHHe MOHUTOPUHTA CETH, Pa3padaThIBaTh MPEJIOKEHUS 110 PA3BUTHIO HHOPACTPYKTYPHI CETH.

108
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- ObecnieueHne ceTeBoil 0€30MacHOCTH (3aLIUTY OT HECAHKLIIMOHMPOBAHHOTO J0CTYIIa K HH(OpPMALNK, TPOCMOTPa WIX U3MEHEHHUS! CUCTEMHBIX (ailioB n
JIaHHBIX ), 0€30aCHOCTh MEKCETEBOI'0 B3aUMOACHCTBUSI.

- Ocy1ecTBiIeHIE aHTUBUPYCHOM 3aIINThI JIOKAILHON BEIYUCIUTENILHOM CETH, CEpBEPOB U pabOUYMX CTaHIUH.

- JloKyMEeHTUpOBaHHE BCEX MPOU3BEAECHHBIX NEHCTBUIL.

[TpoMexyTOUHasl aTTECTALMS 24

742
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4. YCJIOBUS PEAJIM3ALINU TPOPECCUOHAJIBHOI'O MOAYJISA

4.1. TpeOGoBaHHs K MUHUMAJIbHOMY MATePHAJIbLHO-TeXHHYECKOMY
o0ecIeYeHHIo.

Peanuzanus npodeccuoHaibHOTO MOAYNS HpPEAIojaraeT HaJIM4yhe MacTepcKas
MOHTaKa 1 HACTPOUKHU OOBEKTOB CETEBOU MH(PACTPYKTYPHI.

O6opynoBanne yu4eOHOTO KaOMHETA:

- KOMIUICKT Y4eOHO-METOANYECKOHN TOKYMEHTAIINH;

— HarjsggHbIe II0COOUS,

- MyJbTUMEIuHOE 000pya0oBaHue (PKpaH, MPOEKTOP, KOMITBIOTEP);

— JUIEH3UOHHOE IPOrpaMMHOE oOecTieueHre MpohecCHOHATBHOTO Ha3HAYCHHUS,
— HOPMAaTUBHO-TIPABOBBIC AKTHI.

TexHuueckue cpeacTBa 00yUueHUS:
— KOMIIBIOTED,

—  MYJIBTUMEIUUHBIN IPOEKTOP,
— DJKpaH.

Peanuzanus MIPOrpaMMBbl MOy IS MPEIOJIaraeT 00s13aTEBHYIO
MPOM3BOJCTBEHHYIO MPAKTUKY B YUPEXKACHUSIX COLMAJIbHBIX MAPTHEpPAX HAIPaBJICHUE
KOTOPBIX, COOTBETCTBYET MPOUITIO TOATOTOBKH 00YJAIOIITIUXCS.

4.2. UudopmanuonHoe odecrevyeHue 00yueHus
IlepeyeHb pekoMeHIyeMbIX Y4eOHbIX n31aHuii, UHTEepHET-pecypcoB,
JAOTOJIHUTEILHOM JTUTEPATYPHI

OCHOBHBIEC HCTOUYHUKH:

1. Kazapun, O.B. OcHOBbl HHPOPMAITMOHHON 0€30MaCHOCTHU: HAJEHKHOCTH U
0e30macHOCTh MPOTpaMMHOTO oOecnieueHus: yaeonoe nocooue s CI1O. - M.: FOpaiir,
2019 - 342 c.- Pexxum poctyna: https://biblio-online.ru/

2. HazapoB A.B. Dxkcryaramusi 00beKTOB ceTeBoil mHppacTpyktypsl / [lox
pen. Hazaposa A.B. (1-e u3zn.) yueOHuk.- M.:Akanemus, 2014.

I[OHOJ'IHI/ITGJ'IBHBIG HCTOYHHKMH:

3. Hectepos, C.A. NUudopmarmonnas 0e30MacHOCTh: YYEOHUK M MPAKTHKYM
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s CIIO. -M.: FOpaiit, 2019 - 320 c.- Pesxxum goctyna: https://biblio-online.ru/

4.  Omudep B. I'. Komnbrorepusie cetu. [IpuHINIBI, TEXHOTOTHH, TPOTOKOJIBL:
VYue6noe nocodue. Onudep B.I'., Omdep H.A. CII6: ITutep 2016.

5. OwmunHoB b. ®@. be3onacHoe ynpaBleHHE pecypcamMu U I0Jb30BaTEIsIMU B

KOPIIOPATUBHBIX MH(OPMAIIMOHHBIX ceTsX: YdeOHoe mocodue. OmMuHOB b.®., DOMuHOB
@.1. Kazanb: OOO Macrtep Jlaiin 2014.

4.3. O0mue TpeOOBaAHNMS K OPraHU3aALMH 00pa30BaTEJBLHOIO0 Mpolecca

OcBoenue nmporpaMMbl JAHHOTO MOJIYJIS JOJIKHO TPOXOAUTH MOCIE U3YUYEHUS

Hucuumumnael: OI'CH.02 Uctopus, OI'C3.05 Tlcuxonorus obmenus; EH.01
OnemenTsl Boiciiet mateMatuku. EH.02 Jluckpetnas matemaruka, EH.04 ®usuka;

obmenpodeccuonanpubix guctuiuinH: OIL.01  OnepanoOHHBIE CHUCTEMBI H
cpensl, OIL.02 Apxurekrypa amnmapaTtHbix cpeacts, OIL.03 Mudopmaimontsie
texHosiorud, OI1.04 OcHoBbl anroputMuzauuu U nporpammupoBanus, OIL.06
besonacnocts xusHegestensHoctd, OI1.09 Cranpaptuzanus, cepTUQHUKAUS U
TexHuueckoe gokymeHtoBeneHue, OI1.08 OcHOBBI mNpoekTUpoBaHUs 0a3 aHHBIX,
OI1.10 OcuoBsl anexktporexuuku, OIl.11 Unxenepuas kommnerorepHas rpaduka, OI1.12
OcHoBbl Teopun uHpopmanuu, OIL.13 Texnomornn (HU3NYECKOTO YPOBHS Meperayvu
nauubix, OI1.14 Oxpana Tpyna v TeXHUKa O€30MaCHOCTH;

npodeccuonansuoro moayiisa: [IM.01 BeimonHenue paboT no npoeKTUPOBAHUIO
ceTeBOi HHPPACTPYKTYPHI.

[Ipu mpoBeAeHUN ayAUTOPHBIX 3aHATHN HEOOXOJMMO HCIOJIB30BaTh MOCOOUS U
Martepuaibl (y4eOHO-METOIMYECKHEe KOMITIEKCHI, BKITIOYAIOINE MePEeUeHb KOHTPOIHHO-
U3MEPUTENIbHBIX ~ MaTepHaJIOB), MPE3EHTALMOHHOE O00OpyAOBaHHE, HOPMATUBHO-
MPABOBYIO JOKYMEHTAIINIO, PETYIUPYIOUIYIO JEATEIbHOCTD.

[Ipou3BoACTBEHHAs TMpAKTHKa MPOXOAUT Ha 0a3ze COUMaNbHBIX MapTHEpax
HaIpaBJeHUE KOTOPBIX, COOTBETCTBYET MPO(IITIO TOITOTOBKH O0yYarOIIHXCA.

4.4. KaapoBoe obecnieueHne 00pa3oBaTeLHOIO nMpoiecca

TpeboBaHus K KBaIU(PUKAIIMU T[E€IarOrM4ecKux KajapoB, 00eCTIeUMBAIOIINX
oOy4yeHre MO0 MEXAUCIUIUIMHAPHBIM KypcaM: HaJlM4ue BBICIIET0 O00pa3oBaHUS,
coorBeTcTByroniero  npodwiro  [IM.03  Okcrutyaramusi  0OBEKTOB  CETEBOM
UHOPACTPYKTYPhI, TMPOXOKACHUE OO0A3aTCIBHOW CTAXUPOBKH B  MPOPUIBHBIX
OopraHu3anusx He pexe 1-ro pa3a B 3 roaa.
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TpeOoBanus K KBaJM(UKAMKM KAApPOB, OCYHIECTBISIIOUIMX PYKOBOJACTBO
ITPAKTUKOW:

Meroaunueckuii PYKOBOJMTEIb: HaJIM4ue BBICIIIETO o0Opa3oBanus,
cootBercTByromero  npodpmwmo  [IM.03  Dkcrutyaranus ~ OOBEKTOB  CETEBOM
UHQPACTPYKTYpPhl ~ MPOXOXKJEHUE O00A3aTENbHOW CTAXUPOBKM B  MPOQPUIbHBIX
OopraHu3alMsX He pexe 1-ro pasza B 3 roxa.

OO0mmii W  HENOCPEACTBEHHBIM  PYKOBOAWUTENb:  BhICIIEE OOpa3OBaHMUE,
cootBercTBytomee  npodpumo  [IM.03  Dkcruryatamuss ~ OOBEKTOB  CETEBOM
MH(DPACTPYKTYpHI, ONBIT paboOThl B chepe COUanbHO-NEaroru4eckoil AesTeNbHOCTH
HE MEHee 5 JieT.
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5. KOHTPOJIb 1 OLIEHKA PE3YJIBTATOB OCBOEHUA
MMPO®ECCHOHAJIBHOI'O MOJAYJIS (BUJA TPO®ECCUOHAJIBHON

NESITEJBHOCTH)

PesynbTaTtsl
(ocBOEHHBIE
npogeccuoHaNbHbIE
KOMIIeTEeHIMH)

OcHOBHbIE OKA3aTeJIH OLEHKHU
pe3yJjbTara

(I)OpMI)I U METOABbI KOHTPOJIA U
OLICHKH

TIK 3.1. YcTaHaBiuBath,
HACTPaMBaTh, SKCIUTYaTHPOBATH
1 00CITY>KHBATh TEXHUUECKUE U
POTrPaMMHO-aIlIapaTHbIE
CPEICTBa KOMITBIOTEPHBIX CeTei

— JIEMOHCTpAIXs HABBIKOB TOYHOW U
OBICTpOI HACTPOMKH CETH;

— M3JI0KEHHUE Ka4eCTBEHHbBIX
PEKOMEHAAIHI 110 MTOBBIIICHUIO
paboTOCTIOCOOHOCTH CETH;

— o00ocHOBaHHE BEIOOpA
TEXHOJIOTHYECKOTO 000PYA0BAHUS ISt
HACTPOWKH CETH;

— JIEMOHCTpAIXs HABBIKOB pacueTa
BPEMEHHU IS HACTPOUKHU CETH;

— odopmiicHHE, TOYHO H TI'PAMOTHO
TEXHOJIOTHYECKOW JTOKYMCHTAIIHH.

- DKCIIEPTHAsI OIICHKA PE3YJIbTaTOB
JIeSITEIbHOCTH 00Y4aIoIInuXCs B
MPOILIECCe OCBOCHHUS
00pazoBaTeIbHON MPOTPAMMBI

- HA PAKTHYECKUX 3aHITHSIX,

- [IPH BBIMOJTHEHUH OTIPEICTICHHBIX
BHJIOB Pa0OT MPOM3BOACTBEHHON
MPAKTHKH,

-3Q4eT MO pa3zeiy NPaKTHKU

[IK 3.2. [IpoBoauTh
npoduIaKTHIECKue paboThl Ha
00BEKTax ceTeBOU
HHPPACTPYKTYPHI B pabodnx
CTaHIMAX

— JEMOHCTpPALUs HABBIKOB TOUHOW U
OBICTPOI HACTPOWKH CETH;

— TpEICTaBJICHUE HaBBIKOB
Ka4eCTBEHHOTO aHAJIM3a CBOMCTB CETH,
HCXOJISI U3 €€ CITyKEOHOTO Ha3HAYCHUS;
— M3I0XCEHUE KaYeCTBEHHBIX
PEKOMEHAAINH 110 TTOBBIIICHUIO
TEXHOJIOTHYHOCTH CETH;

— JEMOHCTpPALUS HABBIKOB TOUHOTO U
rpaMOTHOTO 0(OPMIICHUS
TEXHOJIOTHUECKOH JOKYMEHTAIHUH.

- HA MPAKTHYCCKUX 3aHATHSX,
- TIPY BBIMOJIHCHUH OTIPEIICIICHHBIX
BHIOB pabOT MPOU3BOACTBEHHON
MIPAKTHKH

-3a4eT 10 pa3feiy NpaKTHKH

[IK 3.3. DkcmyaTanuu
CETEBBIX KOH(HUTYypanuii.

— JEMOHCTpPALUs HABBIKOB TOUHOU U
OBICTPOI HACTPOUKH CETH;

— MpEeACTaBICHUE HABBIKOB
Ka4eCTBEHHOTO aHAJIM3a CBOMCTB CETH,
HCXOJISl U3 €€ CITyKEOHOTO Ha3HAYCHUS;

— JIeMOHCTpaI¥s HaBBIKOB BEIOOpA
CIOCOO0B HACTPOMKH M TEXHOIOTHYECKH
rpaMOTHOE Ha3HAUYEHHE TEXHOJIOTHIECKON
6a3bl

- DKCIIEPTHAsI OIICHKA PE3YJIbTaTOB
JIESTEIBHOCTH 00YYaIOMINXCSI B
NPOLIECCE OCBOCHHS
00pazoBaTeIbHON MPOTPAMMBI

- HA IPAKTHYECKUX 3aHSITHIX,

- [IPH BBIMOJITHEHUH OTIPEICTICHHBIX
BHJIOB Pa0OT MPOM3BOACTBEHHON
MPaKTHKH,

IK 3.4. Y4acTBOBath B
pa3paboTKe CXEMBI
MOCIIEaBaPUUHOTO
BOCCTAHOBJICHUSI
paboToCcoCcOOHOCTH
KOMITBIOTEPHOI CETH,
BBITIOJTHATH BOCCTAHOBIICHUE U
pe3epBHOE KOTTUPOBAHHE
wHpOpMAN

— IEeMOHCTpAaNHs HaBBIKOB BEIOOPA U
WCIIOJIb30BAaHUS TAKETOB MPHUKJIATHBIX
Iporpamm Jyisi pa3paboTKu
KOHCTPYKTOPCKOH JOKyMEHTalH U
MIPOEKTHUPOBAHUS TEXHOIOTHIECKHUX
MIPOLIECCOB

- OKCIIEpTHAsI OIICHKA PE3yIbTaTOB
JIESITEIILHOCTH 00YYaIOINXCSI B
IpoIecCe OCBOCHUS
00pa30BaTeILHON POTrPAMMEI

- HA MPAKTHYCCKUX 3aHATHSX,

- IPH PEUICHUN CUTYalMOHHBIX
3amad,

- TIPH BBHITIOJTHEHUH OTIPEIEICHHBIX
BHOB pa0dOT MPOU3BOACTBEHHON
MIPAKTHKH,

- 3a4eT M0 Pa3feiy MPaKTHKH

IIK 3.5. Opraau3oBbIBaTh
MHBEHTAPHU3ALUIO TEXHUIECKUX
CpEJICTB CETEBOM
UH(PACTPYKTYPHI,
OCYIIECTBIISITH KOHTPOJIh
MOCTYIHBIIIETO U3 PEMOHTA
00opymoBaHuUs

— JIeMOHCTpAI[Hs HABBIKOB BbIOOpA U
MCIIOJIb30BaHHUsI TAKETOB TPHKJIAHBIX
MpoTpaMM JUIsl pa3paboTKu
KOHCTPYKTOPCKO# TOKYMCHTAIH U
MPOEKTHUPOBAHUS TEXHOIOTHICCKIX
MIPOLIECCOB

- Ha TIPaKTHYCCKUX 3aHATHSAX,
- 3a4eT 10 pa3eiy MPaKTHKU
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IIK 3.6. BbINONHATL 3aMEH| — BBINOJIHEHUE 3aMEH PACXOAHBIX - Ha MPaKTHYECKUX 3aHATHUSX;
pacxoaHbIX MaTEpHajIOB 1 MaTEpUAJIOB U MEJIKUI PEMOHT - [IpY BBIIIOJIHEHUU ONIPEACICHHBIX
MeNKUi# peMOHT nepudepuitHor| nepudepuiinoro 060pyaoBaHus, BUJIOB Pa0OT MPOM3BOACTBEHHON
o0opynoBaHus, OIPENIENIATE ONPEeNIATh YCTapEBIee 000pyAOBaHHE U | IPAKTUKU.
ycTapeBliee  00OpYy/IOBaHHE M IPOTrpaMMHEIE CPENCTBA CETEBON -OKCIICPTHAS OIICHKA PE3yIbTAaTOB
NPOrPAMMHBIE CPEACTBA CETEBO| WHAPACTPYKTYPHIL. NIESITETFHOCTH 00yJaIOMHUXCs B
HHPPACTPYKTYPHI [IPOLIECCE OCBOEHUS

00pa30BaTEIFHON IPOTPAMMEI

(DOPMBI U MCTOJbI KOHTPOJIA W OLCHKHU PE3YyJIbTATOB O6y‘-IeHI/I$I JOJIDKHBI

y
MpOECCUOHATIBHBIX ~ KOMITCTCHIIUN,

NO3BOJISITh  MPOBEPATH oOydaromxcss HeE  TOJBKO  C(HOPMUPOBAHHOCTH

HO ¥ pa3BUTHE OOMMX KOMIETEHIMN U
00ecreynBaKOIIUX UX YMECHHI.

Pe3syabTaTsl
OcHOBHbIE TIOKa3aTeJIM OLeHKH ®opMbI M METO/IbI KOHTPOJISA U
(ocBOEHHBIE 00IINE
pe3yJbTarta OLlEHKH
KOMIIeTeHI1H)

OK 1. Beibupats crnocobi — pacro3HaBaTh CIOXKHBIE NPOOIEMBI B HHTepnpeTanus pe3yiabTaToB
peuieHus 3aJ]aHl 3HAKOMBIX CUTYaIlUsIX; HaOJI0ICHUH 3a 1eITeIbHOCTHIO
1'1130qle(J(JI/IOHaJH:HO17I — BBIJICJIATH CJIOKHBIE COCTABHBIC YaCTHU 06yqammer 0Cs B IIpouecce

ACATCIBbHOCTH, MMPUMCHUTCIIBHO
Pa3JIMYHbIM KOHTCKCTaM.

po0JIEMBI M ONTUCHIBATH €€ IIPUYHMHBI 1
pecypchbl, HEOOXOAUMBIE JUIS €€ PEILICHNUS B
LEJIOM;

— ONpeneNATh MOTPEOHOCTH B
nH(pOpManNy 1 NPEANPHHUMATE YCHITHS
JUIA e€ TIOMCKa;

— BBIJEISATH IVIaBHBIE U AIbTEPHATHBHBIE
HCTOYHHKH HYKHBIX PECYPCOB;

— pa3pabaThIBaTh AETaIbHBIN IIaH
JIEHCTBUM U NPUAEPKUBATHCS €T0;

— KayecTBO pe3yjbTaTa, B IEJIOM,
COOTBETCTBYET TPEOOBAHUAM;

— OLICHUBATH PE3YJbTaT CBOCH paboTHI,
BBIJIEIISITH B HEM CHIIBHBIE U Cl1a0ble
CTOPOHBI;

0CBOEHHs 00pa30BaTEILHOM
HpOrpaMMBbl

DkcrepTHOE HAOIIOICHUE U
OLICHKA Ha J1abopaTOpHO -
MPaKTHYECKUX 3aHATHAX, IPU
BBITTOJTHEHUH PAa0OT 110 YIeOHOH 1
MIPOU3BOACTBEHHON IIPAaKTHKAM

OK 2. OcymecTBisiTh TIOUCK

aHasm3 u
nHpOpMaNK, HEOOXOAMMOHN T

— IUTAaHUPOBATH MH(POPMAITHOHHBIN TIOMCK

HHTEPIPETALNID U3 IHPOKOTO HAOOPa UCTOYHUKOB,

HEOOXOUMOTO IS BBITTOTHEHMS

WHTeprpeTanus pe3yibTaToB
HaOIIOAEHUH 3a 1EeATEIbHOCTRIO
oOyuJaromierocs B rmporecce

BBITIOTHEHUS 3a71a npo(eCCHOHANBHBIX 3a/1a4; OCBOCHHS 00pa30BaTEIHLHON
npoecCHOHANTBHOH — TPOBOJUTH aHAJIU3 MOJTYYEHHON NpOorpamMMabl
JACATCIBHOCTH. I/IHq)OpMaHI/II/I, BBIJIEJISITH B HEW IJIaBHBIE 9KCHCpTHOC Ha6HIOZ[CHI/IC n
aCITICKTHI; OIICHKa Ha J1abopaToOpPHO -
—  CIPYKTYpHPOBATb OTOGPAHHYIO MPAKTHICCKUX 3AHATUSX, TIPU
MH(OPMALIHIO B COOTBETCTBHH C BBINOJIHEHUU pa6ovT 10 y4eOHOH 1
I1apaMeTpaMHu TOHCKA; MPOU3BOJICTBEHHON MPaKTHKaM
— UMHTEPIPETUPOBATH MMOTYYCHHYIO
“H(OPMAIINIO B KOHTEKCTE
Ipo(heCCHOHATBHOM e TeTFHOCTH;
OK 3. [TnanupoBaTh — HCIIOJIBE30BATh AKTYAIbHYIO HHTepnpeTanus pe3yiabTaToB
peai30BbIBATH COOCTBEHHOE HOPMATHBHO-TIPABOBYIO JOKYMEHTALIHMIO HaOJII0IEHUIA 3a AeSATEIbHOCThIO
po(hECCHOHATEHOE 1 1o mpodeccuu (CIEIUALHOCTH); oOyuJaromierocs B rmporecce

JIMIHOCTHOE pa3BUTHE/

— MPHUMEHSTH COBPEMEHHYIO HAay9IHO
IpO(hECCHOHATBHYIO TEPMHHOJIOTHIO;
— OMpEACNATH TPACKTOPHIO
npo(heCcCHOHAIBHOTO Pa3BUTHS U
camMo00pa30BaHus;

OCBOCHHUS 00pa3oBaTEILHON
pOTPaMMBbI

DkcrepTHOE HAOIIOICHUE U
OLICHKA Ha J1abopaTOpHO -
MPaKTHYECKHUX 3aHATUSX, IPH
BBITIOJTHEHUH paboT 10 y4eOHO! U
IPOM3BOJICTBEHHOH ITPAaKTHKAM
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OK 4. PaboraTs B KOJIJIEKTHUBE
KOMaHJIE,
B3aMMOJCHCTBOBATh C KOJIJICTaMY
PYKOBOJICTBOM, KIIMEHTaMH

— Yy4acCTBOBAaTh B ACJIOBOM 06H16HI/II/I JUIsL

5 PeKTUBHP 3(hPeKTUBHOrO PEIICHHUS IEOBBIX 3a/1ay;

— IIaHUPOBATH podecCHOHANBHYIO

JACATCIBbHOCTD,

WHTtepriperanuns pe3yinbTaToB
HaOJIOEHUH 32 IeSITeNbHOCTBIO
oOyyatorierocs B rporecce
0CBOEHHS 00pa30BaTEIbHOM
IPOTPaMMBEI

DKCTepTHOE HAOJIOIEHUE 1
OIICHKa Ha 1abopaTopHO -
MPaKTHYECKUX 3aHATHAX, IPU
BEITIOJTHEHUH PaboT 10 yueOHOH 1
IPOM3BOJICTBEHHOH ITPaKTHKaM

OK 5. OcymecTBnaTh yCTHYIO
IICBMEHHYI0O KOMMYHHUKAIMIO H

rOCyapCTBEHHOM  SI3BIKE
y4eTOM oco0eHHOCTE
COLMATBHOTO M KYJBTYPHOT
KOHTEKCTa

— TPaMOTHO YCTHO U MUCBMEHHO
u31araTb CBOM MBICIH MO

C npodeccroHaIbHOI TeMaTHKe Ha

i TOCYIapCTBEHHOM S3BIKE;

0 — TIposiBIISATH TONEPAHTHOCTH B paboueM
KOJIJIEKTUBE;

WHTtepriperanuns pe3yinbTaToB
HaOJIOCHUH 32 IeSITeNbHOCTBIO
oOyyatorierocs B rporecce
0CBOEHHS 00pa30BaTEIbHOM
HpOrpaMMBbI

DkcrepTHOE HAOIIOICHUE U
OIICHKA Ha 1abOpaToOpHO -
MPaKTHYECKUX 3aHATHAX, IPU
BEITIOJTHEHUH PaboT 10 yueOHOH U
IPOU3BOACTBEHHON NPaKTHKAM

OK 6. IIposBiaTh TpakIaHCKQ

MaTPHOTHIECKYIO TTO3HIIHE]
JIEMOHCTPUPOBATH OCO3HAaHHO
IOBECHUE Ha OCHOB|
TPaTUIMOHHBIX

O6HI€‘~ICJ'IOB€‘ICCKI/IX LIEHHOCTEH

— TMOHMUMATh 3HAYMUMOCTH CBOCH
npodeccnu (criennaaIbHOCTH);

€— [IeMOHCTPUPOBATH MMOBEJACHUE HA

€ 0OcHOBE 001I1e4eI0BEUeCKUX IEHHOCTEH;

Wurepnperanys pe3ynbTaToB
HaOIIOJCHNH 3a AESTEIHLHOCTHIO
oOyuJaromierocs B rmporecce
0CBOEHHS 00pa30BaTEIbHOM
HpOTpaMMBbI

DkcrepTHOE HAOIIOICHUE U
OLICHKA Ha J1abopaTOpHO -
MPaKTHYECKHUX 3aHATUSX, IPH
BBINOJIHEHUH PaboT 10 y4eOHO! U
MIPOU3BOACTBEHHON IIPAaKTHKAM

OK 7. ConeiicTBoBaT
COXPaHCHHIO OKPY’KaroIIIe
cpensl, pecypcocoepeKeHH]
3¢ (GeKTUBHO  JEUCTBOBAThH

lIpe?:BI;I‘-IElI‘/'IHI)IX CUTyalnudax

— coOIrOIaTh MpaBmIIa SKOJIOTHUCCKON

1 0€30IIaCHOCTH MIPH BEICHUU
podeCCHOHAILHOMN JIESITENbHOCTH;

B— oOeccreunBaTh pecypcocOepekeHre Ha
paboueM MecTe MecTe;

Wurepnperanys pe3ynbTaToB
HaOIONCHNH 32 AESTEIHLHOCTBIO
oOyyatorierocs B rporecce
0CBOEHHs 00pa30BaTEIbHOM
HpOrpaMMBbI

DkcrepTHOE HAOIIOICHUE U
OLICHKA Ha J1abopaToOpHO -
MPaKTHYECKHUX 3aHATUSIX, IPH
BEITIOTHEHUH Pa0boT 10 yueOHOH U
IPOU3BOCTBEHHON NPaKTHKAM

OK 8. Hcnomb30BaTh CpelCTB

¢bu3nyeckoif  KyIabTypel Ul
COXpaHeHHs M  YKpeIUICHH
3/10POBBSI B mpoiecc
npodeccruoHaTEHOM

JEATeJIBHOCTH U MOJJIepPIKaH!
HEOOXO0ANMOro YPOBH
(bu3HYECKOi TOArOTOBICHHOCTH

— COXpaHATh U YKPEIUIATh 310POBbE
fl TOCPEICTBOM HCIIOJIb30BaHMSI CPEJICTB
(U3NIECKOH KyIbTYypHI;

— TOAJIEPKUBATh YPOBEHb (GU3NUECKOMN
IIOATOTOBJIEHHOCTH ISl YCIIEUTHON

Al pean3anuy IpodecCuoOHATBHOM

fl eI TENbHOCTHY,

Wutepriperanus pe3yibTaToB
HaOJIOICHU 32 IESITENbHOCTHIO
oOyuJaromierocs B rmporecce
OCBOCHHUS 00pa30oBaTEILHON
pOTPaMMBbI

DkcrepTHOE HAOIIOICHUE U
OLICHKA Ha J1abopaTOpHO -
MPAKTHICCKUX 3aHATUSX, TIPU
BBINOJIHEHHH PaboT 10 y4eOHO! U
MPOU3BOJICTBEHHON MPaKTHKAM

OK 9. Hcnons3oBat
HHPOPMALIMOHHBIC TEXHOJOTHH

— TPUMEHSTH CpeAcTBa HH(POPMaTH3AINH
1 TH()OPMAITOHHBIX TEXHOJIOTHH IS

WuTepnperanus pe3ynbTaToB
HaOJIIOICHUH 32 IeITeIbHOCThIO
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npodeccHoHaNbLHON peanuzayy npodheccunoHaIbHOM oOyyatorierocs B rporecce
JIeSITeTbHOCTH JIeSITebHOCTH; 0CBOEHHS 00pa30BaTEIbHOM

MPOrpaMMbl

DkcrepTHOE HAOIIOICHUE U

OIICHKA Ha TabOopaToOpHO -

MIPAKTHICCKUX 3aHATUSX, TIPH

BBITTOJTHEHUH PA0OT 110 YIeOHOH 1

TIPOM3BOJICTBEHHOM MTPAKTHKAM
OK 10. IMonp30BaThC| — NPUMEHATH B MPOQECCHOHATBHOM HHTepnpeTanus pe3yiabTaToB
npoecCHOHANBHOH JIEATEIbBHOCTA MHCTPYKLNNA Ha HaOJIOIEHUIT 32 JEeATeIbHOCTHIO
JOKYMEHTalueH HA roCyIApCTBEHHOM U MHOCTPAHHOM si3bIKe; | OOydalollerocs B IIporecce
rocy1apCTBEHHOM M— BecTu 06HICHI/IC Ha HpO(l)eCCI/IOHaHLHLIe OCBOCHHUS 06pa30BaTeJ’ILHOI7[

HpOrpaMMBbl
DkcrepTHOE HAOIIOICHUE U
OLICHKA Ha J1abopaTOpHO -
MPaKTHYECKHUX 3aHATUSX, IPH
BBITTOJTHEHUH PAa0OT 110 YIeOHOH 1
IPOU3BOACTBEHHON NPaKTHKAM

OK 11. [Tnanuposat
MpeANPUHIMATEIbCKY O
JIeSITENIbHOCTh

npodeccroHabHOM chepe

— OnpenelsiTh UHBECTHIIHOHHY O
MPUBJIEKATEIBHOCTh KOMMEPYECKUX HJIeH
B B paMKax Mpo¢eCCUOHATBHON
JIeSITENIbHOCTH;

— COCTaBJIATH OM3HEC-IUIAH;

— Ipe3eHTOBaTh OM3HEC-HUJICIO;

— OIpEeNeNIATh HCTOYHUKH
(HHAHCUPOBAHUS,

— MPHUMEHSTH TPAMOTHBIE KPEJIUTHbIC
MPOAYKTHL

Wutepriperanus pe3yibTaToB
HaOJIIOICHU 32 IESITENbHOCTHIO
oOyuJaromierocs B rmporecce
OCBOCHHUS 00pa3oBaTEeILHON
IpOrpaMMBbl

DkcrepTHOE HAOIIOICHUE U
OLICHKA Ha J1abopaToOpHO -
MPAKTHICCKUX 3aHATUSX, TIPU
BBITIOJTHEHUH paboT 10 y4eOHO! U
MPOU3BOJICTBEHHON MPaKTHKAM

Paspaborumk:

TCAIIOY YAO «YMK»
(MecTo paboThI)

TAITIOY YHAO «YMK»
(MecTo paboThI)

TCAIIOY YAO «YMK»

(MecTo paboThI)

IPeIIo4aBaTcjib

(3aHUMaemasi 10JHKHOCTD )
npernoaaBaTeiib

(3aHUMaeMasi 10JKHOCTbD)

IPeIIo4aBaTcjib

(3aHUMaemasi 10JHKHOCTD )

I1. E. T'ammap
(mHUTIAATBI, haMuTHS)
B. 10. Ko6a
(MHULIAATBI, (haMIITHS)
M. 1O. TaruiblieB

(mHUTIAATBI, (haMPITHS)
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