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1. TACHIOPT PABOYEM IMPOT'PAMMBI TIPO®ECCUOHAJIBHOTI'O
MOAYJIA IIM.01 BBIITIOJIHEHHUE PABOT IO NPOEKTUPOBAHUIO
CETEBON UH®PACTPYKTYPbI

1.1. O6n1acTb npuMeHeHUs1 padoyeil MPOrpaMmbl

PaGouass mnporpamma mpodeccuoHambHOrO MOAyJs  (majgee  pabodast
nporpaMma) SIBJISIETCS YacThIO MPOTPAMMBI MOJATOTOBKU CIEHHAIKNCTOB CPEIHETO
3BeHa B coorBeTcTBUU ¢ DPI'OC CIIO mo cnenunanbHoctu 09.02.06 CereBoe m
CHCTEMHOE AIMMHUCTPUPOBaHMe YKpyHEeHHOH rpynmbl cneruanbHocTerd 09.00.00
NudopmaTuka v BeIUMCIUTENIbHAS TEXHUKA HAMpaBlIeHUs] MOATOTOBKU MHxkeHepHoe
JIeJI0, TEXHOJIOTMM W TEXHUYECKHE HAYKH OCHOBHOro BuAa AesarejbHocTH (BJ):
Beinonnenne  pabOT 1O  MNPOEKTHPOBAHUIO  CETEBOM  MH(QPACTPYKTYphl H
COOTBETCTBYIOIMUX ITpodeccronanbubix komnerenuuit (I1K):

[1IK 1.1. BeImonHsATh MPOEKTUPOBAHUE KAOEIBHON CTPYKTYPhl KOMIIBIOTEPHOM
CeTH.

[1IK 1.2. OcymecTBasiTh BHIOOP TEXHOJOTHWH, WHCTPYMEHTAIBHBIX CPEICTB U
CPEIICTB BBIYHMCIUTEILHON TEXHUKUA MPHU OpraHU3allid Tpolecca pa3padoTKu |
UCCIE0BaHUS O0BEKTOB MPOQPECCUOHATEHON JEATETbHOCTH.

[IK 1.3. OOGecrieunBarh 3amury WHGOpPMAIMM B CETH C HCIOJIb30BaHUEM
IPOrpaMMHO-aIIAPaTHBIX CPEICTB.

I[IK 1.4. IlpuHumate ydacTH€ B MPHUEMO-CIATOYHBIX  HCHBITAHUSAX
KOMITBIOTEPHBIX CETeH M CETEBOro 00OPYJIOBaHUS PA3IMYHOIO YPOBHS U B OLIEHKE
KauyecTBa U YKOHOMHUYECKOUN 3(PEKTUBHOCTH CETEBON TOTIOJIOTHH.

[IK 1.5. BoeinonHsats TpeOOBaHUS HOPMATUBHO-TEXHMUYECKOW JTOKYMEHTAllUH,
UMETH OTBIT 0OPMIICHUS TPOCKTHOM IOKYMEHTAIIUU.

Pabouast mporpamma y4yeOHOW AMCHMUIUIMHBI MOKeT ObITh HMCIOJIb30BAaHA B
JIOTIOJTHUTEJIBHOM TPOQECCHOHAILHOM 00pa3oBaHuu (B TpOrpaMmax MOBBIIICHUS
KBIM(PUKALIUKA W TMEPENnoAroTOBKH) U MNpo(pecCHOHANbHOW MOATOTOBKE IO
TOJDKHOCTAM cirykamux: 14995 Hanaguuk TeXHOJIOTHYECKOro 000py10BaHMS.

1.2. Heam wm 3aaayd npodecCHOHATBLHOIO MOJYJsl — TpeOoBaHMS K
pe3yJibTaTaM O0CBOeHHs NPodecCHOHATBHOT0 MOTYJIA

C uenbio OBNaCHUs YKa3aHHBIM BUJIOM JESTEIHBHOCTH U COOTBETCTBYIOIIUMHU
npo(eCCHOHATBLHBIMU ~ KOMIIETEHIIUSAMHA ~ OOYYalomUKWCS B XOAC  OCBOCHHS
npodeccHOHaTBEHOTO MOIYJIS TOJKEH:

AMeTh MPAKTHYEeCKUH OTbBIT:
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—  MPOEKTUPOBAHUU APXUTEKTYPhl JIOKAJIBHOW CETH B COOTBETCTBUU C
IMOCTABJICHHOM 3aJ1aucH;

-  YCTaHOBKE M HACTPOIKE CETEBBIX MPOTOKOJIOB U CETEBOTO 000PYI0BAHUS
B COOTBETCTBUU C KOHKPETHOM 3a7a4eH;

- BbBIOOpPE TEXHOJOTHHM, UHCTPYMEHTAIbHBIX CPEACTB MpPU OpraHU3aluu
mpoiiecca ucciaeoBaHus 00BEKTOB CETEBOM MHPPACTPYKTYPHI;

- obecrmeueHun O€30MACHOTO XpaHEHUA U Tepeaadud HHPOpMAlUU B
JIOKAJIbHOM CETH;

- HUCIOJIb30BAaHWU  CHCIHAIBHOTO TPOrPaMMHOTO  oOecreueHus s
MOJCIUPOBAHUS, TPOCKTUPOBAHUS U TECTUPOBAHUSI KOMITBIOTEPHBIX CETEH;

yMeTh:

- MPOEKTUPOBATh JOKAJILHYIO CETh, BRLIOMPATh CETEBBIE TOTOJIOTHH;

- UCIOJIb30BaTh ~ MHOTO(MYHKIIMOHAJIbHBIE  MPUOOPHI ~ MOHUTOPHHTA,
IporpaMMHO-aINMapaTHbIe CPe/ICTBA TEXHUYECKOT'0 KOHTPOJIS JIOKAJTLHOU CETH;

3HATh:

- o0mme  NOpUHIUIIBI  MOCTPOEHUS  CeTeW, CETEBBIX  TOIOJOTHUI,
MHorocsioiHoi Mmogenu OS], TpeboBaHUN K KOMITBIOTEPHBIM CETSIM;

- apXUTEKTYypy MIPOTOKOJIOB, CTaHJapTU3AIINHU CeTen, ATaIoB
IPOCKTUPOBAHUS CETEBOU MH(PPACTPYKTYPHI;

- 0a30BbIC MPOTOKOJIBI M TEXHOJIOTHH JIOKAIBHBIX CETEH;

- TIPUHIUIIBI TOCTPOCHHMS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

- cTa”AapThl Kabenel, OCHOBHBIE BUJbI KOMMYHUKAIMOHHBIX YCTPOICTB,
TEPMHUHOB, TOHATHUNA, CTAaHAAPTOB W THUIOBBIX JIIEMEHTOB CTPYKTYpUPOBAHHOM
KaOeJIbHOU CUCTEMBI.

1.3. KosnuyecTBO 4acoB HAa OCBOeHHE MPOrpamMmMbl NPodecCHOHATBLHOTO

MOYJIS:
gce2o — 688 yacoB, B TOM 4uCIIE:
MaKCHUMaJIbHOW y4eOHOM Harpy3ku oOyuaromierocs: — 418 gaca, Britoyasi:

ayIMTOpHOW y4deOHOW Harpy3ku oOydaromerocss — 402 wacoB w3 HuHX 4
KOHCYJIbTAIINS;

BHEAYJIUTOPHON YyueOHON Harpy3ku oOydaromerocsi (camMocTOsITeNbHas
pabota) — 16 vacos;

yueOHoM npakTuku — 144 yaca;

MIPOU3BOJICTBEHHOM NTpakThKU — 144 yaca;

IIPOMEXKYTOUYHAs arTecTauus — 18 yacos.
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VIPABJIEHUE JIOKYMEHTAIIAEN

2. PE3YJIBTATBI OCBOEHUS TPOPECCHOHAJIBHOT'O MOAYJIA

PesynbraTom ocBoeHHs TPO(ECCHOHATHLHOTO MOMAYJS SIBISECTCS OBJIAJCHUE

oOyYaronMMucss BUJOM JeATEIbHOCTH BhlnmosiHeHHe padoT mo mpoeKTHPOBAHMIO

ceTeBOil MH(PPACTPYKTYphI, B ToM uucie npodeccuonansubivu (I1K) u obmmmu

(OK) koMneTeHIUsIMU:

Kon HaumeHnoBaHnue pe3yJibTaTa 00y4eHust

K 1.1. BrImonHATE poeKTUpOBaHKe KabeIbHOU CTPYKTYPhl KOMITBIOTEPHOU CETH.

[NK 1.2. | OcymecTBasTh BHIOOP TEXHOIOTHH, HHCTPYMEHTAIBHBIX CPEACTB U CPEACTB BEIYUCIUTEILHON TEXHUKH
IIPY OpraHu3allMy Mpoliecca pa3paboTKH U HCCIIeNOBaHUsI 00bEKTOB NPO(ecCHOHAIBLHOM eI TeIbHOCTH.

K 1.3. | OGecneunBats 3anmTy HHGOPMALIH B CETH C HCIOIB30BAaHUEM IIPOTPaMMHO-AIapaTHBIX CPE/ICTB.

IIK 1.4. IIpunumaTte yuyacTu€ B IPUEMO-CIATOUYHBIX HCIIBITAHUAX KOMIIBIOTEPHBIX CETEd M  CETEBOIO
000pyZOBaHUS PA3IMIHOTO YPOBHS M B OIEHKE KaueCTBA W HKOHOMHUYECKOH 3(h(heKTHBHOCTH CETEBOH
TOTIOJIOTHH.

MK 1.5. | BomonHate TpeOOBaHUS HOPMAaTHBHO-TEXHUYECKOW JOKYMEHTAalMH, HMETh OMNBIT O(OpPMIICHUS
MIPOEKTHOM JIOKyMEHTAIIH.

OK 1. Bri6upars crioco0b! penreHust 3a1a4 NpoecCHOHaIbHON JIeSITeNbHOCTH, MPUMEHUTENBHO K Pa3THYHbIM
KOHTEKCTaM.

OK 2. OCyIIeCTBIATh MMOKCK, aHAJIM3 U WHTEPIIpEeTaluio nHPOopManry, HeoOX0IMMOM 1JIsl BBIITOJHEHHS 33/1a4
PO eCCHOHATBHON IESITEIbHOCTH.

OK 3. [TmanupoBaTh M peann3oBbIBaTh COOCTBEHHOE MTPO(ECCHOHATBHOE H INYHOCTHOE PA3BUTHE.

OK 4. PaboTtate B KOJIEKTHBE W KOoMaHAe, 3(p(PeKTHBHO B3aMMOAEHCTBOBATH C KOJUIETaMH, PYKOBOJICTBOM,
KIIMCHTaMU.

OK 5. OCylIecTBIATh YCTHYIO M HHCBMEHHYI0O KOMMYHHMKAIIMIO Ha TOCYZAPCTBEHHOM S3BIKE C yYETOM
0CcOOEHHOCTEH COIMATIBHOIO M KYJbTYPHOTO KOHTEKCTA.

OK 6. [TposiBAsITE TPa)kJAaHCKO-NATPUOTHUECKYIO TO3MIIHMIO, JEMOHCTPUPOBATh OCO3HAHHOE IOBEJCHUE Ha
OCHOBE TPAJMIMOHHBIX OOILICYEIOBEUYECKUX [ICHHOCTEH, IPUMEHSITh CTaHAAPThl aHTUKOPPYMIIHOHHOTO
TIOBEICHMS.

OK 7. CoeliCTBOBAaTh COXPAHCHUIO OKPYXKAIOIICH CPeIbl, pecypcocOepekeHmo, 3 GEKTHBHO JICHCTBOBATH B
Ype3BBIYAHHBIX CUTYAIHSX.

OK 8. Hcnone3oBath cpeacTBa GprU3N4ecKol KyJIbTYpHI JUIl COXPaHEHHSI M YKPEIJICHUS 3I0pOBbs B ITpoOIlecce
MpOo(QEeCCHOHANBHON  NEATENIFHOCTH W IOJUIEPXaHUsl ~ HEoOXOAMMOro  ypoBHS  (DM3HUYECKOM
MIOJITOTOBJICHHOCTH.

OK 9. Hcnonp3oBath nHPpOpMaANNOHHBIE TEXHOJIOTHH B TPOGECCHOHATIBHON AESTETBHOCTH.

OK 10. [Tonp30BaThCs MpodecCHOHATBHON TOKYMEHTAlMEH Ha TOCY IapCTBEHHOM U MHOCTPAaHHOM SI3bIKaX.

OK 11. Hcnonp3oBarh 3HaHMs 10 (UHAHCOBOM TI'PaMOTHOCTH, IIIAHUPOBATh MPEANPUHUMATEIBCKYIO

JISSITENBHOCTh B MPO(eCCHOHATIBHOM cepe
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3. CTPYKTYPA U COAEP KAHUE TPO®PECCUOHAJIBHOI'O MOAYJIsA
3.1. TemaTuyeckuii niaH npogecCHOHATLHOT0 MOIYJIA
O0BbeM BpeMeHH, OTBeICHHBIN HA OCBOCHHUE
IIpakTuka
MEKANCIUININHAPHOIO Kypca (KypcoB)
CamocrosiTe1bHasI
Bcero Oos3aTenbHast ayiMTOPHAasI
pa6ora IIpousBoacTBeHHast
4acoB yueOHasi HAarpy3Ka o0y4aruerocst
Kon o0yyarouerocs (mo npodpuro
HaunmenoBanus pa3ienos (maxc.
npogeccuoHAIbHbIX B T.4. cIenMaIbHOCTH),
. npoecCHOHAIBLHOT0 MOLYJIA yuebnas B T.4., B T.4., YueOnas,
KOMIleTeHIn i J1aGopaTopHbIe 9acoB
Hazpy3Ka u KypcoBasi KypcoBasi 4acoB
Bcero, padoThI u Bcero, (paccpedomouennas
npaKkmuki) padora padorta
4acoB | MpaKTHYecKHe 4acoB no pasoenam
(npoekr), (mpoekr),
3aHATHA, npakmuxa)
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10
INK11-TIIK15 M/IK.01.01 KoMnbloTepHBbIE CeTH 187 122 70 - 11 - 54
INIK1.1-IIK 1.5 M/K.01.02 Opranusanusi,
NPUHIMIBI TOCTPOEHHUSI U ) )
(byHKIHOHUPOBARHS 339 280 160 5 54
KOMIILIOTEPHBIX ceTeil
NK11-MK15 IIpou3BoacTBeHHasi NPaKTHKA (110
144 144
NPOQUII0 CHENNATBHOCTH), YACOB
IIpoMeskyTOYHasI aTTeCTalUs 18
Bcero: 688 402 230 - 16 - 108 144
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3.2. Conep:xanue oOyuenusi mno mnpodeccuonaabHomy moayao I[IM.01 BBIIMIOJHEHUE PABOT 11O
IMPOEKTUPOBAHUIO CETEBOM UH®PACTPYKTYPBI

HaumeHnoBaHnue pa3ienoB
npogeccuoHAILHOI0 MOIYJIA
(IIM), MeRIMCUUNIIMHAPHBIX

Conep:kanue y4eOHOro MaTepualia, JiabopaTopHbie padoThl H MPAKTHYECKHE 3aHATHS, CAMOCTOsAITEJIbHAs pagoTa

o0yualommnxcs, Kypcopasi padora (MpoeKT)

0O0nLeMm
4acoB

YpoBenn
OCBOEHUSI

kypcoB (MJIK) u Tem
1

2

4

Paznen 1.
KomnboTepHsble ceTn

MK 01.01.
KomnbloTepHsble ceTn

Tema 1.1.
BBeaenne B ceTeBble TEXHOJIOTHHU

Conep:xanue

1.

KommbroTepHsele ceTH.

CoBmecTHas paboTa, lHTEepHET 1 COBpEeMEHHbIE CETEBbIE TEXHOJIOTUH — 00JIaCTh NMPUMEHEHHs 1 Ha3HaueHHne. Busl
KOMITBIOTEPHBIX ceTeld. [noOanbHble M JOKanbHble ceTH. OJHOPAaHTOBbIE U KIIMEHT-CEPBEPHBIE APXUTEKTYPBHI.
OCHOBHBIE KOMIIOHEHTHI CeTell, ceTeBasl cpella U CeTeBble yCTpoWcTBa. TeXHONOTHM MOAKIIOYeHHs K MHTepHeT.
Kongeprentneie cetn. KauectBo m HamexxHOCTh cereil. OCHOBHBIE TOHSTHSI CETEBOH Oe3zomacHOCTH. TeHIEHIMH
pa3BUTHS CeTel.

KoHCOJIbHBIN I0CTYII, yalleHHBIN qocTyn ¢ moMonisio Telnet u SSH, ucnons3oBanue nopra AUX.

CeTteBble IPOTOKOJIBI 1 KOMMYHUKAIIUU

Konuposanue u nmapamerpsl coodimenus. CereBble mpoTokomsl. B3anmozelicTBue npoTokoioB. Habop mpoTokosos
TCP/IP u mporiecc obmena manubpivMu. Opranuzanuu no crangaprusamuu: 1ISOC, 1AB, IETF, IEEE, 1SO.
MmuoroyposueBbie Monenu OSI u TCP/IP. Unkancynsinus ganubix. [Ipotokonbhsie 010k qanusix (PDU). doctym k
nokanbHbIM pecypcam. CeteBas anpecamms. MAC- u IP- aapeca. [loctyn k yaanéuueiM pecypcam. Illmio3 mo
YMOJIYaHHIO.

CereBoii ocTyn

[IpoTtokonbr 1 crangapTel (pruzndeckoro ypoBHa. CrocoOb! moakiroueHus K cetd. CereBble MHTEp(EHCHBIE TUIATHI
(NIC). Cpensl mepenaun MaHHBIX W WX XapaKTEPHCTUKHU: TPOIYCKHAsE CIIOCOOHOCTH, MPOU3BOAUTENHLHOCTD. BuIbl
MeaHbIX ceTeBbix kadeneit: UTP, STP, koakcuanbHbIi. Pa3HOBUAHOCTH, OCOOCHHOCTH MPOKJIAIKHA U TECTHPOBAHUS
kabesneld. CTpyKTypa U OCOOCHHOCTH TPOKJIAJKH ONTOBOJIOKOHHBIX KaOeneil. becrnpoBojHbie cpeacTBa nepenaun
nanabix. Cranmapt Wi-Fi IEEE 802.11.

KananbHblid ypOBEHb U €ro MoJAypoBHH: Ympasnenue norudeckuM kananom (LLC) u Yrpasnenue 1ocTynom K cpene
nepenaun aanHeix MAC. CrpykTypa Kajpa KaHaJbHOTO YPOBHS M NpPHHIMIBI ero ¢opmupoBanus. CTaHaapTsl
KaHaJIbHOTO ypoBHS. Du3myeckas M JIOTMYECKass TOIMOJOTHS CETH. TOIOJIOTMH «TOYKA-TOUKa», «3BE3Jan,
«TIOJTHOCBSI3aHHAs», «KOJbIEeBas». [lomyyruiekcHast ¥ MOJTHOMYIUIEKCHAs nepenada JaHHbIX. OcOOeHHOCTH KaapoB
LAN, WAN, Ethernet, PPP, 802.11.

Ceresble Texnonoruu Ethernet
CewmetictBo cereBbix Texuonoruii Ethernet. TIpunmmn pa6otsr Ethernet. Bsanmoneiictene ua moayposasx LLC u

26
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HaumenoBanmue pa3jesioB

npogeccuoHaJILHOr0 MOy Copaep:xanne y4eO0HOro MaTepuaa, JJad0paTopHbIe pad0Thl M NPAKTHYCCKHE 3AaHATHS, CAMOCTOSITeJIbHAsA padoTa O0beM | YpoBeHb
(IIM), MeRIUCIUIIIHHAPHBIX ol0yyammmuxcs, KypcoBas padora (IIpoeKT) 4acoB | OCBOCHHHA
kypcoB (MJK) u Tem
1 2 3 4

MAC. VYmnpaeienue mgoctymom k cpenae nepemaun ganaeix (CSMA). MAC-ampec: unentudukarms Ethernet.
Atpubyter kampa Ethernet. Ilpeacrasmenust MAC-ampecoB. OmHO- M MHOTOAAPECHOW, IMTHPOKOBENIATEIHHON
paccbutok. CkBo3Hoe noakmodenue, MAC- u IP-aapeca.

[Tpotokon paspemenus aapecoB (ARP): mpuHIuNIBl paboThl, poNb B MPOIECCe YAAICHHOTO OOMEHAa IaHHBIMH.
Taobmuuber ARP Ha ceteBhIX ycTpoiicTBax. OCHOBHBIC HemocTaTku mpotokona ARP - Harpyska Ha cpeny mepenavu
JITAHHBIX U 0€30MaCHOCTb.

6. | OcHoBHas mHpopManus o moprax kommyrtartopa. Tabmmma MAC-agpecoB xommytaropa. @ynkuus Auto-MDIX.
CnocoOsI mepechlIKH Kaapa Ha kommyTtaTopax Cisco. bydepusamus namsatu Ha koMmmyTaTopax. OUKCHpOBaHHAS U
MOAYyJbHAsE KOHQUrypalmu KoMMyTaTopoB. CpaBHEHHE KOMMYyTalUud ypoBHA 2 M ypoBHA. TexHomorms Cisco
Express Forwarding. Bupryanensiii untepdeiic kommyraropa (SVI), Mapmpyrusupyemsiii mopt, EtherChannel
ypoBHst 3. KoHUrypamnus MapmpyTH3HPyeMOro HopTa.

7. | CereBoili ypoBeHB

CereBoif ypoBeHB B Ipollecce mepenadn AaHHBIX. [IpoTokonsl cereBoro ypoBHA. OCHOBHBIE XapakTepucTuku |P-
npotokosia. Crpykrypa makeroB IPv4 u IPv6. OcobeHHOCTH M IpeUMyIlecTBa MpoTokoia Pv6. Meroas
MapuIpyTH3auu y3i1oB. Tabiuia MaplipyTu3alMy y3JI0B W MaplipyTu3aTopa uisi npotokonoB IPv4 u IPV6.
VYerpoiictBo MapuipytuzaTopa — lIpoueccop, namsaTe, onepanuonHas cucrema. [logkimtoueHne Kk MapHipyTU3aTopy
Yyepe3 pasiudHble MopThl. HacTpoiika MCXOAHBIX MapaMeTpoB, WHTep(dEHCOB, ILII03a 10 YMOJNYAHHIO M JIPYTHUX
XapaKTEPUCTUK MapUIPyTHU3aTOpa.

8. | TpaHCTIOPTHEBIN YPOBEHB

Hasnayenue m  3aj1auul TPaHCIIOPTHOTO YPOBHS.

MynbTHIUIEKCHpOBaHUE ceaHcoB CBs3M. Omucanue u cpaBHeHHe mpoTokoigoB TCP m UDP — mHagexHocTh M
MIPOM3BOINTEIBHOCTD, 00J1acTh IpUMeHeHus. Anpecanus nopros u cermeHtanus 1 CP u UDP. OOmeH nanHBIMH TIO
TCP. Ilpoueccer TCP cepepa. Ycranosienue TCP-coenunenust un ero 3aBepiueHue. [IppuHINNBI «TPEXCTOPOHHETO
pykonoxarusi» TCP. HanéxHocts u ynpasnenne norokom TCP - IloarBepiaeHue MOMYyYSHUs] CETMEHTOB, OTEpPsI
AHHBIX ¥ TIOBTOpPHAs Iiepenada, ynpasieHHe moTokoMm. OOMeH naHHbIME ¢ ucroib3oBanneM UDP. TIpomeccst u
sanpocsl UDP-cepBepa, UDP-nararpammel, nporteccbt UDP-kiuenTa. [punoxkenus, ucnosp3yrone UDP u TCP.

9 | IP-ampecarust

Crpykrypa IPv4-aapecoB. CereBas u y3noBas dacth IP-agpeca. IIpeoOpa3oBanue anpecoB MeXIy ABOMYHBIM H
JecATepuUHbIM TIpencTaBieHneM. Macka moacetu IPv4. CereBoii aapec, aapec y3iia ¥ NIMPOKOBEIIATEIbHBINA aapec
cetu IPV4. TIpucBoeHue y3)1y CTaATUYECKOTO U JuHaMu4eckoro |Pv4-anpeca. MHoroanpecHas nepenada. [1yomudanbie
u vactHeie IPv4-anpeca. IPv4-anpeca cniermansaoro Hasnauenus. [IpucBoenue IP-aapecos.

CoBMECTHOE HCHOIBb30BaHUE MPOTOKONOB IPv4 wm IPV6: nBoiiHOW CTEeKk, TyHHEIHpPOBaHUE, MpeoOpa3oBaHUE.
IMpencraBnenne IPv6-ampeco. IlpaBmia cokpamenust 3amucu |PV6-agpecoB. MHIuBHIOyalbHBIN, TPYHIIOBOM,
Ipou3BOJIbHBIH THITEI |PV6-anpecoB. CTPYKTYpHI JIOKAJIbHOTO M INI00aJIbHOTO MHAMBHAYaIbHBIX |PV6-agpecos.
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10

Crarnyeckass ¥ JMHaAMHUYecKas KOH(Urypauuu rio0aabHOr0 HHAMBUAYadbHOro anpeca. [Ipomecc EUI-64 u
CIIy4aifHO CreHEepUPOBaHHBIN HACHTH(UKATOp HHTEepdeiica.

ICMP-cepBucel. OTnuuns mist npoTokosioB IPv4 u IPv6. Coobmenus ICMPVIG «3ampoc k MapiipyTuszatopy,
«O0BsBIEHNE OT MapUIpyTH3aTopa», «3ampoc cocenHero y3na» u «OObsBIEHHE COCEAHETo y3ia». TecTUpOBaHHE
CeTH C IOMOIIBIO 3X0-3aMPOCOB. TpaccupoBka Mapiipyta. Bpemsi mpoxoxIeHHsi cuTHajla B NPSIMOM M OOpaTHOM
nanpasnenusix (RTT). Bpems sxusau (TTL) IPv4 u npenen nepexoznos IPV6.

11

Pasnenenue |P-ceteit Ha monceTn

Cermenrarus IP-ceteii. OOMeH NaHHBIMU MEXIy MOJACETMU. [ITaHUpOBaHME ajpecaliy B MOJACETAX. PacueTHble
(bopMyIIBI [Tl CErMEHTAIMU ceTH. Pa30ueHne Ha MoJICeTH Ha OCHOBE TPeOOBAHUIA Y3JI0B U CeTeil, B COOTBETCTBHUHU C
TpeboBanusmu ceteil. OnpeeneHne Macku nojiceTH. Pa30ueHne Ha MO/ICETH C MCIIONb30BaHUEM MAacKH MepeMEHHOM
mmasl (VLSM). BasoBas Momens u HasHaueHwe OyokoB aapecoB VLSM. IlnanupoBaHue ajpecandy CETH.
Ocobennoctn mnpoektupoBanusi IPv6-cern. Pa3Ouenne Ha mOACeTH C HCHONB30BAaHUEM HICHTHU(PHUKATOPA
unrepdeiica.

12.

YpOoBEHb IPUIIOKEHUN

YpoBeHb IPWIOKEHUN, YPOBEHb IIPEACTaBICHUS M CEaHCOBBIM YpoBeHb. IIpuMepsl pacnpocTpaHEHHBIX
npunokennit. [IpoTokonsl ypoBHs mpuiokenuit. Omgnopanroseie cetn (P2P). Momenb THIA «KIHEHT-CEPBEPY.
0630p mpotokosnoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomenusix umEén (DNS). dopmar coobmienHuii u
uepapxuss DNS. Ytunura «nslookup». Ciyxx6a DHCP. Tlpotokon nepemaun ¢aiinos (FTP). Ilpotokon obmena
6sokamu cepBepHbIx coobmienunit (SMB). Konneniuu «Bceodbemmoniuii Mureprer» BYOD. JlocraBka gaHHBIX O
KOHBEPIeHTHBIM CETSIM.

13.

Co3anne 1 HacTpoKKa HeOOIBIION KOMITBIOTEPHON CETH

[TmanupoBanne W co3gaHue HEOONBIIOW KOMITBIOTEPHOW CETH: OIpEeIeieHHEe KIIIOYEBBIX (aKTOpOB, BBIOOD
TOTIOJIOTHU M CETEBBIX YCTPOMCTB, BHIOOpP M HACTPOHKA NMPOTOKOJIOB, CUCTEMBI ajapecari. Mepsl 10 00ecTiedeH o
6e30macHOCTH CeTH. YSI3BUMOCTH M CETeBbIE aTakW. Pas3BenpiBaTenbHble artakd, Ataku jgoctyma, OTkas B
obcmyxuanun (D0S-ataku). PesepBHOE KOMMpOBaHWE, OOHOBJICHWE M YCTAHOBKA WCIpaBICHHHA. MeKceTeBbe
9KpaHbl. AyTeHTH(HKaIMs, aBTopr3anus 1 y4ét. Bkirouenue nmpotokosia SSH.

@aifioBbIE CUCTEMBI MApIIPYTHU3ATOPOB U KOMMYTAaTOpPOB. Pe3epBHOE KOMMPOBAaHUE U BOCCTAHOBJICHHE C IOMOIIBIO
TEKCTOBBIX (ailsioB, mpotokoia TFTP, USB-nakomnutens. Bcerpoennble cnyxObl Mapripytuzauun. [logmepxka
OecnpoBoAHBIX NoAKIOUeHUH. HacTpolika BCTpOSHHOr0 MapHIpyTU3aTopa.

JlaGopaTopHbie padoThl

IpakTHyeckue 3aHATHSA

1.

CocraBieHue KapThl CCTU I/IHTepHeT C MOMOUIBIKO YTHUJIMT «ping» U «traceroute»

2.

Co3znanue npocTol CeTH:

32
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* YcTaHOBKa ceaHca KOHCOJIU C CETEBBIM 000pYA0BaHUEM TP [TOMOIIM IIporpaMMel Tera Term,
» Co3anue certy,
Hactpolika OCHOBHBIX MapaMeTpOB KOMMYTAaTopa.

w

ITpocMoTp cereBoro Tpaduka ¢ momoiisio mporpammel Wireshark.

4. | IloxknroueHHe KOMITBIOTEPOB K CETH C MIOMOIIbIO Kabemel 1 6eCIpOBOTHBIX a/IallTEPOB:
*  OmpeneneHne CETEBBIX YCTPOICTB U KaHAJIOB CBA3H;

*  OO0XuM ceTeBOro kabdes;
ITpocMOTp TAHHBIX O GECTIPOBOHBIX M MPOBOJHBIX CETEBBIX A/IANTEPax.

5. | Usyuenue Ethernet-rexuomormii:

. IIpocmorp MAC-agpecoB CeTEBBIX yCTPOMICTB;

. Uzyuenne kaapos Ethernet ¢ momorsio nporpammsr Wireshark;

. Ipocmotp ARP ¢ momormrsto iporpammer Wireshark, narepgeticos komanauoii crpokn Windows u 10S;
. Hcnonb3oBanue unrepdeiica komananon crpoku 10S ¢ radbiauamu MAC-aapecoB KOMMYTaTOpa.

6. | IloctpoeHue ceTn Ha 6aze MapIIPyTH3aTOpA:
*  TIpocMoTp TabIHI MapIIPyTHU3ALUH Y3JIOB;

*  l3ydenue pU3MUYECKUX XaPAKTEPUCTUK MapLIPyTHU3ATOPA;
Co3zniaHue ceT, CoCTOosIIEeH U3 KOMMYTaTOpa ¥ MapIIpyTH3aTopa.

7. | V3y4eHue TpaHCIIOPTHOTO YPOBHS:

* HaOnromeHue 3a MPOLECCOM TPEXCTOPOHHErO «pykKomoxatus» TCP ¢ MOMOIIBI0 MPOrpaMMbl
Wireshark;

* H3yuenme 3axBaueHHbIX AaHHBIX DNS UDP ¢ nomMomisto mporpammsl
Wireshark;

H3ydenne 3axBaueHHbIX aketoB FTP u TFTP ¢ momouipto nporpammsr Wireshark.

8. | Hacrpoiika IP-agpecarmu:

*  Hcnonp3oBanue Kanbkysitopa Windows B paboTe ¢ CEeTEBBIMU aJIpecamu;

* Konseprauus IPv4-anpecoB B ABOMUHYIO CHCTEMY CUHCIICHHUS;

*  Omnpenenenne IPv4/IPv6-anpecos;

* Hacrpoiika IPV6-apecoB Ha cE€TEBBIX YCTPOUCTBAX;

* TectupoBaHue CETEBOTrO MOAKIIOUYEHUS C TOMOLIBIO KOMaH «ping» U «traceroutey.

9. | CermenTanus |P-cereii:
*  H3zydeHue KalbKyJIITOPOB MOJCETEH;
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*  Pacuér moxacereii IPv4;

* PazneneHue ceteil ¢ pa3IMUHBIMU TOMOJOTUSIMHU Ha MOJICETH;

* Pa3pabotrka u BHEApPEHUE CXEMBI ajpecanny pa3aeIéHHoi Ha moaceTn |Pv4-cern;
PaspaboTka u BHeqpeHue cxemsl aapecarmu VLSM.

10.

IP-angpecartus:

*  aHanm3 TpaduKka oTHOAAPECHON Mepeaavn, MUPOKOBEIATSIFHON 1 MHOTOAAPECHON paCChIIKHY;
* HacTrpolika aapecanuu |Pv6;

* mpoBepka aapecaryu IPv4 u IPVG;

0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

11.

CermenTanus IP-ceTeii:

*  OpraHu3anus IMOACETH IT0 PA3INIHBIM CIICHAPHUIM;

*  pa3paboTKa U BHEIpEHHE CTPYKTYpHI aapecanun VLSM;

*  BHEAPCHHE CXEMBI aJipecaliuy pa3jenéHHol Ha mojacetu |Pv6-ceTu;
0TpabOTKa KOMIUIEKCHBIX TPAKTHICCKUX HABBIKOB.

12.

M3y4yeHne OCHOBHBIX CETEBBIX CITykKO:

. Uzyuennie pyHkuum ooMeHa (aitnamu MeXIy OJJHOPaHTOBBIME yCTPOHCTBaMH OTIpEIeIIeHUE
npeobpazoBanuii PAT,; *M3yuenue nmpasun padbotsl DNS;
W3zyuenue nporokona FTP.

13.

Obecrieuenne 6€30MaCHOCTH CETH:

* l3yueHwue yrpo3 ceTeBoii 0€30MacHOCTH;

» JlocTym K CETEBBIM yCTpOicTBaM 1o mpoTokony SSH;
Obecneuenne 6€30MaCHOCTH CETEBBIX YCTPOUCTB;

14.

AHanu3 KOMIBIOTEPHON CETH U HACTPOMKA MapLIpyTHU3aTOpa:

* IIpoBepka 3aJiepiKeK B Iiepejauu CETEBBIX MAKETOB C TIOMOIIBIO YTHIIUT «ping» U «traceroute»;

* Hcnonp3oBanue unrepdeiica komanauoit crpoku (CLI) mi1st cOopa cBeaeHuil 0 CETEBBIX YCTPOHCTBAX;

*  VmpasneHue daitnamu KoHPUTYpaIiii MapIIpyTH3aTOPa C TOMOIIBIO TPOTPaMMBI AMYJISIIHH
TepMUHAIA

*  Vmpagsnenue ¢aitnamu KoHGHUTYpalKu yCTPOUCTB ¢ ucoib3oBanueM TFTP, duenr-namsatu u USB-
HaKONUTEJEN

W3yuenue npoueayp BOCCTAHOBJIEHUS AapoJeil.
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15 | AHayiu3 KOMIBIOTEPHOM CETH M HACTPOMKA MapIlpyTHU3aTopa:
* [IIpomepka 3amepkeK B Mepeaur CETEBBIX MTAKETOB C MIOMOIIIBIO YTHIIUT «ping» U «traceroutey;
* Hcnonb3oBanue unrepdeiica komananoii crpoku (CLI) mi1st cbopa cBeneHuit 0 CeTeBbIX YCTPOICTBAX;
*  VopasneHue ¢aitiamu KoH(pUrypaIyu MapipyTH3aTopa ¢ MOMOIIBIO MPOrPaMMBbI AMYJISIHH
TEepMUHAIA
*  VYnpasnenue daitnaMu KOHQUTYpaLul YCTPOHCTB ¢ HcTodab3oBaHueM T FTP, guem-namsatu u USB-
HaKOIHUTENEH
W3yueHue npoueayp BOCCTAHOBJIEHUS APOJIEH.
16 | AHanu3 KOMIBIOTEPHOU CETH M HACTPOIKA MapIIpyTH3aTOPA:
* TIpoBepka 3aziepiKeK B Iepeadn CETEBBIX MAKETOB C IOMOIIBIO YTHIIUT «ping» U «traceroute»;
* Hcnonp3oBanue unrepdeiica komanauoit crpoku (CLI) mi1st cOopa cBeaeHmil 0 CETEBBIX YCTPOHCTBAX;
*  VYupasiernue (aimamMn KOHPUTYpAITUH MapIIPYTH3aTOPa C IIOMOIIBIO IIPOTPAMMEI MY IISIIUN
TEPMHUHAIA
*  Vnpasienue paiinaMu KOHPUTypaluy yCTPOKCTB ¢ ucnonb3oBanueM 1FTP, duem-mamsaru u USB-
HaKomnuresei
M3ydeHue npoliienyp BOCCTAHOBIICHUSI apoJieH.
Tema 1.2. Copep:xanue 24
HpuHIMNBI MAPIIPYTU3ALMHA H 1. BBezneHue B KOMMYTHPYEMBIE CETH 1
KOMMYTallMHU OObenunéHHbIe ceTH. Mepapxus B kKoMMyTHpyeMmo# cetu. Ponb koMmyTHpyembix ceteil. KommyTtupyemas cpena.
Junamudeckoe 3amonHeHue TabOaumbl MAC-aapecoB KoMMmyTaTopa. MeTOAbl MEPEChIKH Ha KOMMYTaTope.
KommyTanus ¢ npoMexxyTouHbIM XpaHeHHeM. CKBO3Hasi KOMMYTalIusl.
Kommyrarmonnsle jomenbl. CHHXKEHUE Neperpy30K CeTH.
2 OCHOBHBIE KOHIETIIIMH 1 HACTPOIKa KOMMYTalluH
OCHOBHbIE KOHIICIIIIMA M HACTpolka KomMMmyTtanuu. [lepBoHadanbHas HacTpolka KOMMYTaTopa M BOCCTaHOBJICHHE
nocie cucreMHoro c6ost. Hacrpoiika noctyna amst 6a30Boro ynpasieHus: KommyTtatopoM ¢ IPv4. JlynnekcHas CBsI3b.
Hacrpoiika moproB koMMyTaTopa Ha (huznueckoM ypoBHE. DyHKIMS aBTOMATHYECKOTO OMpEACIeHHs THIa Kades
(Auto-MDIX). [Tposepka HacTpoek mopta KommyTaTopa. IIouck u yctpaneHrue npodiaeM Ha ypOBHE IOCTYIA K CETH.
be3omnacHocTs KOMMyTaropa. 3amuiiéHHbI yaanéHuslid goctyn. Hacrpoiika SSH. PacnpoctpanéHHbIe yrpo3si
6e3onacHoctu: nepenonanenue Tabnuibl MAC-aapecoB, DHCP-ciyduHr, ucnosip30BaHue ys3BUMOCTEH MTPOTOKOIA
CDP, Artakm Telnet m ap. Aymur W TpakTHUECKHE PEKOMEHIAINM IO OOECTICUCHUIO OE30ITaCHOCTH CETH.
Bbezonmacuocte mopra kommytaropa. Orcnexuanne DHCP cooGmenuit. ®@yHkius Oe3omacHOCTH moprta. Bus
3ammtel MAC-aapecoB. PexxuMmel pearupoBaHus Ha HapymieHue Oe3omacHocTH. [IpoBepka M HacTpoiika MOpPTOB.
Ipotokon cereBoro Bpemenu (NTP).
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Buptyanshnsie nokansasie cetu (VLAN)

Buptyasnshbie nokanpabie cetr (VLAN) — xmaccudukanus U OCHOBHBIE XapaKTEPHCTHKH. TpaHKH BHPTYalbHBIX
cereit. KouTpoms mmpokoBemarensubix gomMeHoB B cersix VLAN. Teruposanwe kaapoB Ethernet mis
unentudukamun cett VLAN. Ceru native VLAN u terupoBanue cranpapta 802.1Q. TerupoBaHHe TroI0OCOBOM
VLAN. Peanuzanum BupTyanbHOH JokanbHOH cetn. Hasnauenme moptoB cerssMm VLAN. Hacrpoiika TpaHKOBBIX
KaHanoB. [IpoTOKON AWHAMHUYECKOro co3jaHus TpankoBoro kaHaia (DTP). Ilowck M ycTpaHeHHE HENONAJOK B
BHUPTYaIIbHBIX JIOKAFHBIX CETSAX M TPAHKOBHIX KaHanax. [Ipoomemsl ¢ IP-anpecammeit cetn VLAN. HecoBmanenuns
PSKUMOB TpaHKOBO# cBsi3u. IlpoekTupoBanue u obecrneuyenue Oe3omacHoct VLAN: hopping, crydunr
KOMMyTaTopa, ataka ¢ aBoWHBIM TerupoBanmeM, Cers PVLAN mepumerpa. IIpakTuueckme peKOMEHAALWU IO
[IPOEKTHUPOBAHUIO BUPTYAJIbHOM JIOKAJIBHOMN CETH.

Konnenuus MapmpyTu3anun

Hacrpoiika wmapupytuzaropa. MexaHU3Mbl IEpecbUIKM MakeToB. lloakmioueHue W HAcTpoiika YCTPOMCTB.
CBeTOMOIHBIE WHAMKATOPHI Ha MapuipyTuzarope. AkTuBanus W Hactpoiika IP-ampecanuu. IIpoBepka CBA3HOCTH
ceTell ¢ HpsAMBIM MOJKIOYeHUeM. [IpoBepka HacTpoek HHTepdeiica. OUIbTpanys BBIXOAHBIX JaHHBIX KOMaHI
«show». KommyTarnust maketoB Mexay ceTsiMu. OyHKIMS KOMMYTalMU MapIpyTH3aTopa. MapIipyTH3aius MakeToB.
Onpenenenne myty. IIporiecc NpUHATHS pelIeHns O MepechlIke nakeToB. Bribop ontumansHoro mytu. I1poTokoist
RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AaMuHUCTpHpoBaHue pacctosiaue (AD) M HageKHOCTh MapIipyTa.
Ananmu3 TaOnuI MapHIpyTH3allil — WCTOYHHUK JaHHBIX, NMPHUHIMIB (OpPMHPOBAHHE BO3MOKHOCTH HACTPOWKH.
3amucy TaONWIBl MapHIpyTH3AMK UL CeTel ¢ MpSAMBIM HOAKIIOYEHHEM. 3aJaHHe CTaTHYECKHX MapIIpyTOB.
[IpoTokoubl TUHAMIUYECKOi MapmpyTu3anuu cereit IPv4 u IPV6.

Mapmpytuzanus mexay VLAN

IMpuannns! pabots MapmpyTtusannu Mexxay VLAN. Hactpoiika mapmpyTu3anny Ha 6a3e MapHIpyTH3aTOPOB C
HECKOJBKAMH (PU3HUECKUMH HHTEp(EHcaMHu, ¢ UCTIOB30BaHHEM KOH(HUTyparwu router-on-a-stick, uepes
MHOTOYPOBHEBEIH KomMyTaTop. [Ipobiemsr mapmpytnsanun mexny VLAN. IIposepka kordpurypamnu
KOMMYTaTopa ¥ HacTpoeK MapimipyTtuzaropa. Hemonanku B pabote naTepdeiica. Ommodku B IP-agpecax m mackax
nojcer. Hactpolika u pabora kommyTaiuu Ha 3-M ypoBHe. Mapmpytuzauus mexay VLAN depe3 BupTyaibHble
nuHTepdeiickl KOMMyTaTopa, MaplIpyTU3UpyeMble mopThl. Herosaiku B HacTpolikax KoMMyTaropa 3-ro ypOoBHs.

Crarnyeckasi MapUIpyTH3aIHs

[MpeumymiecTBa 1 3a/1a41 CTaTUYECKON MapuIpyTH3anuy. THIBI CTAaTHYECKUX MapLIpyTOB: CTaHIAPTHBIMH, 110
YMOJIYaHUIO, CYMMapHBIH, IunaBatomuid. Hactpoiika crarnueckux mapiipyToB |IPv4 un IPV6. Komanna «ip routey.
MapuipyT cnenyroliero nepexoaa. Hanpsmyro moaxtou&HHbIN cTaTUueckuii MapiipyT. [ToTHOCTBIO 3a1aHHBII
crarudeckuit MapmpyT. Hactpoiika cratndeckoro MapupyTa rmo ymosdanuto. Kitaccosas anpecanust. KitaccoBbie
Macku noaceTd. beckiaccoBast mexxpomennast Mmapumpytusanus CIDR. O6bvenunenue mapipytos. Opranusarust
cynepcereil. Mcnonb3oBanue Macok mojcetu pukcupoannoi umael (FLSM). Macka nojceTi nepeMeHHOH JUTHHEL
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(VLSM). Hactpoiika cyMMapHBIX U IUIABAIOIIMX CTATHYECKUX MapIIPyTOB. PacuéT cyMMapHOro MapuipyTa.
O0wenunenne cereBbix anpecoB |IPV4 u IPV6. [Touck u ycTpaHeHHe HENoNaI0K B HACTPOIKAaX CTAaTHYECKOTO
MapuIpyTa ¥ MapuIpyTa o yMOTYaHHIO.

7. JluHamMu4eckasi MapLIpy TH3aLusl

[TpoTokonbl AMHAMUYECKOW MapIIpyTHU3alui — Ha3HaYeHUE, TPUHLUITBI pa0OTHI M MicTOpHs pa3BuThs. CpaBHEHHE
JMHAMHYECKOH M CTaTHYECKON MapLIpyTH3auuy. [[pHHIUITEL pabOTHI TPOTOKOJIOB MapHIPYTH3ALUH: IYCK ITOCTIe
BKIIIOueHHs uTanus, CereBoe oOHapysxeHne, OOMEH AaHHBIMK MapmpyTu3annuy, OdecreueHne CXOaUMOCTH.
Knaccudukarus nporokonoB Mapmpytuzamun. [Iporokonst IGP u EGP. JlucTaHIIMOHHO-BEKTOPHBIE TPOTOKOJIE
RIP, IGRP. IIpoTtokonsr MapmpyTuzanuu o coctosanto kanama OSPF u 1S-1S. KitaccoBeie u OeckiraccoBrie
MPOTOKOJIBI MapUIPYTH3ALMH. XapaKTEPUCTHKH U METPHKH IIPOTOKOJIOB.

8. JlnHaMugeckas AMCTAaHIIMOHHO-BEKTOPHAS MapIIpyTH3anus. JJMCTaHIIMOHHO-BEKTOPHEIH alropuT™M. MeXaHn3MbI
OTIIPABKH W MOJYYCHHUS TaHHBIX MapIIPyTH3aLUH, pacdéTra ONTUMAIbHBIX IIyTeH U J100aBICHUS MapIIPYTOB B
TaOJIUITy MapIIPyTU3AIMK, OOHAPYKCHUS U pearupoBaHus Ha U3MeHeHus B Tomojioruu. Hactpoiika mporokosa RIP:
BkiItoueHre RIPV2, oTkiroueHne aBTOMaTuueckoro o0beJMHEHNs], HACTPOiiKa NacCUBHBIX nHTEp(deiicoB, nepenayua
MaplIpyTa o yMmoadaHuio o cetu. Hactpoiika mpotokona RIPng. Ilponecc MapmpyTu3anuu mo COCTOSHUIO
kanana. Hello mpoTokoun. maket coctostaus kanana (LSP). JlaBiuHHas pacchbuTka MAKETOB COCTOSIHUS KaHAIA.
JlaBuHHAs pacchlIKa MaKeToB cocTosiHU KaHana. Co3nanue aepeBa kparyaimmx myteid SPF. [lobaBnenne
MmapuipyToB OSPF B Tabnuity mapmpytusannu. HemoctaTku MpoTOKOJI0B MaplIpyTH3aLUH MO0 COCTOSIHUIO KaHana.
Tabnwia MapmpyTH3aiy. 3aicH ¢ IPSMBIM MTOAKITIOYCHAEM U yIAIEHHON ceTh. JIMHaAMUYecKH TIOTyYaeMbIe
MmapmpyThl |PV4/6. [ponecc morcka MapiupyTa.

9. OSPF mis oxHoM 0o0i1acTu

CewmetictBo npotokonoB OSPF. XapakTeprcTHKH, TPUHIHIEL padboThl 1 komnoHeHTs! OSPF. Oco6ennoctu OSPF
JUTsL OJIHOM M HECKOJIbKMX obnacteit. Marucrpanbhas obiacts. Muakancymsiius coobuiennit OSPF. Tursl maketos
OSPF: maker mpuserctsus (hello), maket ormcanust 6a3sr nanubix (DBD), maker 3amnpoca coctostaust kanana (LSR),
nakeT o0HOBIeHus cocTosHus kaHaia (LSU). maker moarsepsxaeHus coctostaust kanana (LSACK). O6HoBIeHusE
cocrosinus KaHana. Paboune cocrosiaust OSPF. Beinesnennsiii (DR) u pe3epBHBIi BBIICICHHBIH MapIIPyTH3aTOP
(BDR). Cunxponmuzaius 6a3 qanasix OSPF. Hactpoiika OSPFV2 miist omHo#t o6mactu. Pesxkum KoHpUTYpanim
uneHtruduKaTopsl MapupyTusaropa. Mcenonb3oanue untepdeiica loopback. Bkiarouenne OSPF Ha unTepdeiicax.
[ITabnonnas macka. Komanna «network». Hactpolika maccuBHbIX uHTepQeiicoB. Dopmyna pacyéra METpUKH
croumoctu OSPF. Hacrpoiika 3HaueHuit mpormyckHoi criocoOHocTH MHTEepdeiica. [IpoBepka coceHUX yCTPOHCTB,
HacTPOEK MPOTOKOJIA, JTaHHBIX Iporiecca u Apyrux xapakrepuctuk OSPF. Cpasuenne OSPFV2 u OSPFV3. Anpeca
tuna link-local. Tononorus cetn OSPFV3. Hactpoiika uaeHtndukaropa mapuipytuzaropa OSPFv3. Brirouenue
OSPFv3 na nnTepdeiicax.
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10. | Cmucku xouTposst gocryma (ACL)

Crmcku kouTpostst mocryna (ACL). Ipunimn pa6otst ACLcmuickos. Tunst ACL-crinckos Cisco mist 1Pv4.
[MpuceanBanue HomepoB 1 UMEH ACL-cninckam. Pacuér mabnonnoi macku B ACL-crinckax. Pexomennanuu mo
coznanuio u pasmeniennto ACL-crickoB. Pazmenienue crannaptHeix 1 pacmmpeHabix ACL-cimckoB. Hactpotika
cranpaptHoro ACL-crnmcka. [Ipumenenne crangaptaeix ACL-ciinckoB Ha natepdeiicax. Kommentapun x ACL-
criuckam. [IpoBepka U pegakTHpoBaHHE cTaHAAPTHRIX HymepoBaHHBIX ACLcmuckoB. ACL-craTnctuka. 3amuTa
noptoB VTY ¢ nomomipio crannaptHoro ACL-crincka IPv4. Ctpykrypa u HacTpoiika pacmupeHHbIx ACL-crickoB
st IPv4. ©umsTpanms tpaduka ¢ ucrons3oBanreM pacmupeHHBIX ACL-crinckos. ITonck n ycTpaHeHHEe HETTONAI0K
ACL-cnuckoB. Pacripoctpanéunbie omnbdkn ACL-crickoB. CpaBuenne ACL-cninckoB mist IPv4 u IPV6. Hacrpoiika
u npoBepka ACL-crckoB st IPV6.

11. | IIporokon DHCP

IMporokon DHCP. DHCPV4: 6a3oBast oneparusi, popmar cooOIIeHn , COOOIIeHNsT OOHAPYKESHUSI U TPEIIOKESHUSL.
Hactpoiika, mpoBepka u perpancisnus npocroro DHCPv4-cepeepa. HacTpoiika MapiipyTu3aTtopa B KauyecTBe
DHCPv4-knuenTa. Hactpoiika mapuipyrusatopa knacca SOHO. Iouck u ycTpaHeHHne HENoNaaoK B padoTe
Mmapmpytuzaropa DHCPv4. TIporokon DHCPV6. ABToMaTryeckast HAaCTpOWKa aapeca 0€3 OTCICIKUBAHKSI COCTOSTHUS
(SLAAQC). Npunnun padotet SLAAC ¢ DHCPv6. DHCPV6 ¢ u 6e3 orcnexuanus cocrosuus. [Iporeccsr DHCPVG.
Hactpotiika mapmpytusatopa B kauectBe DHCPV6-cepeepa u DHCPv6-kmuenTa. [Touck u ycTpaHeHuHe HEMONAI0K B
pabore DHCPV6.

12. | Ilpeobpa3zoBaHue ceTeBbIX anapecoB IPv4

[Mpeobpa3zoBanue cereBbix aapecoB IPV4. KonnenryansHoe npeodpazoBanue cereBbix aapecoB (NAT).
Tepmunonorus n npuamnsl padotsl NAT. IIpoctpancTBo yacTHbIx IPV4-anpecos. CtaTtinueckoe U TMHAMHYECKOE
npeoOpasoBanue cereBbix aapecoB (NAT). [IpeodpasoBanue anpecos noptoB (PAT). CpaBHenne NAT u PAT.
[IpenmymectBa u Henoctatku NAT. Aranms cratindeckoro nmpeodpasoBanust NAT. ITpuniun paboTer
nmuHammdeckoro NAT Hacrpoiika n mposepka NAT, PAT. Ilepeanpecamms moptoB. Hactpoiika NAT n mpotokona
IPv6. Tlouck u yctpanenue Hernosiaiok B pabore NAT.

JlaGopaTopHbie padoThI

IIpakTHyeckue 3aHATHSA

1. Hacrpoiika koMMyTaropa:

. bazoBasi HacTpoiika KOMMYTaTOPa;

. Hacrpoiika napamMeTpoB 6€30MacHOCTH KOMMYTATOPA.
2. Hacrpoiika 6€301macHOCTH KOMMYyTaTopa:

. Hactpoiika mpoTtokona SSH;

. Hacrpoiika ¢pyukuun Switch Port Security;

M Tlouck u YCTPpaHCHUEC HCTIOJIAJOK B CUCTEMCE 0€30MacHOCTH IMOPTOB KOMMYTATOpPA,
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OTtpaboTKa KOMIUIEKCHBIX MPaKTHYECKUX HaBBIKOB.

3. Kondurypanus cereit VLAN:
. Kondurypanus cereti VLAN 1 TpaHKOBBIX KaHAJIOB;
. [Touck u ycrpaneHue Henonagok B koHpuryparmu VLAN;
. Peanuzanus cucremsl 06e3omacaHoctu cetd VLAN;
. Peanmzanus cereid VLAN st cermMeHTanmy ceTell mpepusTHi MaJloro U cpestHero Ou3Heca.

4, Hacrpoiika Mapuipytuzaropa:
. Hcnonp3oBanne koMaH s traceroute amst oOHapy KeHHs CETH;
. JlokyMeHTHpOBaHHUE CeTH;
. Hactpoiixa uatepdeiicos IPv4 u IPV6;
. Hactpoiixa u mpoBepka HEOOIBIION CETH;
HccnenoBaHue MapuIpyToB C MIPSIMBIM MOJKITIOYCHHEM.

5. Hacrpolika Mapuipytusaropa:
. Hcnonr3oBanne koMaHAb! traceroute mist oOHapyKeHUs CeTH;
. JloxyMeHTHpOBaHUE CETH;
. Hacrpoiika unrepgeiicos IPv4 u IPV6;
. Hactpotiika u mpoBepka HEOOJIBINON CEeTH;
VccnenoBanue MapuipyToB € MPSMBIM MTOJIKITIOYCHUEM.

6. Hactpoiika mapmpyTusanuu:
. Cocrasnenne cxembl cetn HTEpHET;
. Hacrtpoiika 6a30BbIX MapaMeTpoOB MapIIpyTH3aTopa C MOMOILI0 HHTepdeiica komanaHoi crpoku (CLI)
cucremsl Cisco 10S;
. Hacrpoiika 6a30BbIX TapaMeTpoB MapuipyTu3zaropa ¢ momouniso CCP.

7. Mapmpytuzamms mexay VLAN:
. Hacrpoiika mapmpyrnzammm Mexay VLAN mist kaxnoro untepdetica;
. Hacrpoiika mapupytusaimu Mexy VLAN Ha ocHoBe crangapta 802.1Q u TpaHKOBOTO KaHaja;
. [Towck 1 ycTpaHeHHE HETOJIAO0K B MapimpyTusamu Mexay cersmu VLAN.

8. Hacrpolika ctaTnueckoi MapuIpyTH3aLuu:
. Hacrpoiika crarnueckux mapiipytos |[PV4/IPv6 o ymoruanmto;
. PaspaboTtka u peanuzanus cxemsl aapecaiun |Pv4 ¢ ucnonszosanuem VLSM;
. Pacuér cymmapusix MapuipyTtoB |IPV4 u IPV6;
. [owuck u ycTpaHeHHe HenoIa oK craTudeckux Mapupytos IPv4 u IPV6.

9. Hacrpoiika nuHamMuueckoi MapuIpyTH3auu:
. HccnenoBanue CX0AUMOCTH;
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. CpaBHeHHE MeT0J10B BbIOOpa myTH B poTokonax RIP.

10. | Hacrpoiika tTuHaMAYECKON MapuIpyTH3AIHN:
. HccnenoBanue cXoaMMOCTH;
. CpaBHeHHe MeT0J10B BbIOOpa myTH B poTokonax RIP.

11. | Hacrpoiika TuHAMHYECKONH MapuIpyTH3AIUH:
. HccnenoBanue cXoaMMOCTH;
. CpaBHeHHE METOI0B BEIOOpa yTH B poTokoiax RIP.

12. | Hacrpoiika npotokosnioB RIPV2 u RIPng.

13. | Hacrpoiika npotokonoB OSPF:
. Hactpoiika 6a3oBoro nmpotokora OSPFV2 mis onHol obmacTw;
. BasoBas HacTpoiika mporokoraa OSPFV3 mns ogHOit 0bmacTu.

14. | W3y4yenue MexaHN3MOB pabOTHI CO CIIMCKaMU KOHTPOJIS AOCTYIIA:
. Harnsaroe npencrapnerne padotsl ACL-cricka;
. Hactpoiixa ctangaptasix ACL-crinckos;
. Hactpoiixa ctanmapTHeix nMeHOBaHHBIX ACL-crmckos;
. Hacrpoiika ACL-cniucka st munuit VTY;
. Hactpoiika pacimmperabix ACL-CIIUCKOB /IS pa3IHYHBIX CIICHAPHEB;
. [Touck u ycTpaHeHue Henoaaok B padote ACL-cnuckos;
. Hacrpoiika ACL-criuckoB IPv6;
. OTtpaboTKa KOMIIJIEKCHBIX NPAaKTHYECKUX HABBIKOB.

15. | Hacrpoiika ACL-cnuckoB:
. Hacrpoiika u mpoBepka ctanaapTHbix ACL-CIHCKOB;
. Hactpoiixa u nposepka orpannyenuit VIY;
. Hactpotixa n nposepka pacmupeHHbIXx ACL-cnuckos;
. [Nownck u ycTpaHeHue Hemoaa 0K B HacTpoiike n pazmenienun ACL-crinckos;
. Hacrpoiika u mpoBepka ACL-cnncko st IPV6.

16. | Usyuenue nporokosnoB DHCP:
. Bazosas Hactpoitka DHCPv4 Ha mapmpyTu3arope;
. Bazosas Hactpoitka DHCPv4 Ha koMmyTaTOpe;
. [Mouck u ycTpanenue Henoianok B pabore DHCPv4;
. Hactpoiika cepBepa DHCPV6 6e3 oTciIe)KUBaHHS COCTOSIHUS M C OTCIIC)KUBAHUEM COCTOSIHHUS;
. [Towuck u ycTpaneHue Henosanok B pabore DHCPV6.

17. | Usyuenune nporoxora DHCP:
. Hacrpoiika nporokosia DHCP ¢ nomomsto komang Cisco 10S;
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® OTpaGOTKa KOMINJICKCHBIX IMMPAKTUYCCKUX HABBIKOB.
18. | IIpeobpa3oBaHKE CETEBBIX aPECOB:
. W3zyuenne mpunimna padotsl NAT;
. Hacrpoiika cratudeckoro u auHamMmudeckoro NAT;
. Peanuzanus cratudeckoro u auHamuueckoro NAT;
. Hacrpoiika nepeanpecaryy nopToB Ha Mapmpytusarope Linksys;
. [IpoBepka, mOUCK U yCTpaHEHNE HEMoNMaA0K KoHpuryparuii NAT;
. OTtpaboTKa KOMITIEKCHBIX NPAaKTHIECKUX HABBIKOB.
19 | Usyuenue pabotel c NAT u PAT:
. Hacrpoiika tunamuueckoro u crarnyeckoro NAT;
. Hactpoiika NAT-myna ¢ neperpyskoit u PAT;
. [Tonck u ycrpanenne Henoyanok Kongurypanuit NAT.
CamocTosiTesqibHAs1 padoTa npu u3ydyennn Pazngena 1. 11

TeMaTnKka BHeAyAUTOPHOH CaAMOCTOSATEIbHOI padoThI

1. Cucremarndeckas npopaboTKa KOHCIIEKTOB 3aHATHH, YI€OHOH U CHIEIHATBHON TEXHUIECKOH JTUTEPaTyPHI.

2. KoHcnekTupoBaHUE TEKCTa, pabOTa CO CIOBAPSIMU M CHPAaBOYHUKAMHM, O3HAKOMJIEHHE C HOPMAaTHBHBIMHU JIOKYMEHTaMH, yueOHO-HCCIIeIoBaTeNbcKasl paboTa
IIpYU cCaMOM IIUPOKOM HcTonb30BaHuM VHTepHeTa 1 apyrux | T-TexHOIOTHH.

3. IIpoextHbie GpopMbl pabOTHI, MOArOTOBKA COOOIIEHHH K BBICTYIUICHHIO Ha CEMUHApax U KOH(pEPEHIUX; TOr0TOBKa pedepaToB, JOKIAI0B.

4. TloaroroBka K J1abOpaTOpHBIM U NMPAKTUYECKHM PaboTaM C HCIOJIb30BaHUEM METOJUUYECKHX PEKOMEHAAlMi IperojaBarelis, opopmieHHe J1abopaTopHO-
MIPAaKTHYECKHX PabOT, OTYETOB M MOATOTOBKA K UX 3aIIUTE.

Pasgen 2.

OpraHu3aums, NPUHIHIbI
MOCTPOECHHS H
(pYHKIIMOHMPOBAHUS
KOMIIbHTEPHBIX CceTell

MK 01.02.
Opranuszanys, NPUHIUIBI
NMOCTPOCHHS H
(GyHKIIMOHHpOBAHUSA
KOMINbIOTEPHBIX CceTei

Tema 2.1. MapmpyTuzanust u
koMMyTanusi. Macmrabuposanue
cereit

Conep:xanue

1.

BBenenue B MaciTabupoBaHue ceten
Peanuzanus npoekra cetu. [IpoekT nepapxuueckoii cetu. Pacimpenue ceti. BeIOop ceTeBbIX YCTPOHCTB.
KommyTtanmonHnoe 00opymoBanue. MapiipyTu3aTopsl. Y IPaBISIONIAE YCTPOWCTRA.

64
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N36pITounocts LAN

[MonsiTus mpoTokona spanning-tree. [Ipeanaznauenue nmporokosna spanning-tree. [punuun padotsr STP. Turs
npotokosioB STP. Hactpoiika npotokona STP. Hactpoiika PVST+. Hactpoiika Rapid PVST+. IIpoGieMsr
Hactpoliku STP.

ArperupoBaHue KaHaJlIoOB
OCHOBHBIE TIOHATHS arperMpoOBaHMs KaHaIoB. ArpernpoBanue kananos. [Ipunnumn padorsr EtherChannel. Hactpoiika

arperupoBanus kaHanoB. Hactpoiika EtherChannel. [IpoBepka, mouck u ycTpaHEHHE HEMONAIOK B paboTe
EtherChannel

JlabopaTopHbie padoThl

HpaKTI/l‘lBCKHe 3aAHATHHA

Pa3BepThIBaHHE KOMMYTHPYEMOH CETH C pe3epBHBIMH KaHATAMHU

Hactpoiika Rapid PVST+, PortFast u BPDU Guard

Hactpotiixa npotokosna GLBP

OmnpeneneHne TUIOBBIX OMHMOOK KoHpurypamuu STP

Hactpoiika EtherChannel

[ownck u ycrpanenue Henonanok B padbore EtherChannel

AI‘pCFI/IpOBaHI/Ie KaHaJIOB

Hactpoiika 6ecipoBoIHOr0 MapHIpyTH3aTOPa M KIHEHTA

Hactpoiika 6a3oBoro nporokorxa OSPFv2 mist omgHOM 00macTi

Hactpoiixa OSPFv2 B ceTu MHO>KECTBEHHOIO JOCTyIA

e
Dlolo|o|N|o|a|s|W|NE

Hacrpoiika paciumpenssix ¢pynkimi OSPFv2

[EEN
N

[Townck u ycTpaHeHHe Herosa 0K B pabore ocHOBHBIX 1poTokooB OSPFv2 u OSPFv3 niist ogHoOM obnacTH

[EEN
w

[Tonck u ycTpaHeHHe Heroa 0K B paboTe ycoBepiieHcTBOBaHHOTO npoTokosia OSPFv2 niist oxHol obnacTu

[ERN
SN

Brnayienne HaBBIKaMM IOMCKA M YCTPaHEHUs! Henoualok B pabore OSPF

[EEN
(S

Hactpoiika OSPFv2 nns Heckombkux obmacreit

[ERN
»

Hactpoiika OSPFv3 nns Heckombkux obmacrteit

[EEN
~

Iouck u ycrpanenne Henonanok B pabore OSPFv2 u OSPFv3 s Heckonbkux obmactel

88

Tema 2.3.
OcHoBbI padoThI ceTell U
MPOTOKOJIOB

Cope

JKaAaHHUE

OCHOBHBIE KOMIIOHCHTBI CGTeﬁ, CCTCBAsA CpcJid U CCTCBLIC yc’[‘pOﬁCTBa

HJ'IaHI/IpOBaHI/Ie CTPYKTYPBI CCTH MeTO,HI/IKa 1 HAYAJIbHBIC 9TAlbl IPOCKTUPOBAHUSA CCTU

[Ipotoxkon pazpenienus aapecos (ARP)

[Ipotoxkon pazpenienus aapecos (ARP)

gsiwin

CxeMbl apecoB

30
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6. ITpaBuia KOMMYHHKAIMN
7. | CereBble IPOTOKOJIBI U CTAaHAAPTHI
8. | CereBble IPOTOKOJIBI M CTAHAAPTHI
9. | Ilepenava TaHHBIX B CETH
10. | [potokonbl GU3NUECKOTO YPOBHS
11. | CeteBbie cpecTBa MOJIKIIOUYSHUS
12. | [IpoToKOIIBI KAHAJILHOTO YPOBHSI
13. | YmparieHue q0CTYIIOM K Cpeie
14. | YnpaBieHue JOCTYIIOM K cpeJie
15. | [potoxkon Ethernet
JlaGopaTopHbie pagoThl 0
IpakTHYecKne 3aHATHS 30
1. Vicnionp30BaHue yTHINT «ping» U «traceroutey
2. | Packet Tracer: ocBoeHHE OCHOBHBIX IPUHIIUIIOB pabOTHI
3. | H3yyeHue ceTeBbIX HHCTPYMEHTOB COBMECTHOW paboThI
4. | Hacrtpolika OCHOBHBIX MTapaMeTPOB KOMMYyTaTopa
5. | IIpocMoTp ceTeBoro Tpaduka ¢ MOMOIILI0 mporpammel Wireshark.
6. | IlopkiroueHne KOMIIBIOTEPOB K CETH
7. | Usyuenue Ethernet-rexnosoruii
8. | Ilpocmotp MAC-aapecoB ceTeBbIX YCTPOICTB
9. | Omnpenenenne MAC- u IP- anpecos
10. | M3yuenue tabaumpr ARP
11. | Hactpotika IPv4-agpecanuu
12. | Pacuer noxcereii [Pv4
13. | Hacrpoiika agpecauuu IPv6
14. | Pa3nenenne na noacetu IPvo-cereit
15. | ba3oBas HacTpoiika MapuIpyTHU3aTOopa
Tema 2.4. Conep:xanue 70
CeteBasi cTpyKTYpa 1. | KommyTaTopsl JOKaJIbHbIX ceTeit 2
2. | Ilporokon pazpeuienus agpecoB (ARP)
3. | IIpoToKOIIBI CETEBOIO YPOBHS
4. | MapmpyTtuzauus
5. | MapurpyTtusaropsl
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HaumenoBanmue pa3jesioB
npogeccuoHaJILHOr0 MOy Copaep:xanne y4eO0HOro MaTepuaa, JJad0paTopHbIe pad0Thl M NPAKTHYCCKHE 3AaHATHS, CAMOCTOSITeJIbHAsA padoTa O0beM | YpoBeHb
(IIM), MeRIUCIUIIIHHAPHBIX ol0yyammmuxcs, KypcoBas padora (IIpoeKT) 4acoB | OCBOCHHHA
kypcoB (MJK) u Tem
1 2 3 4
6 HacTtpoiika mapmipytusaropa Cisco
7. IP - anpecanus
8 Paznenenue IP-cereii Ha moaceTu
9. | IlpoTOKOJIBI TPAHCIIOPTHOTO YPOBHSI
10. | [IpoToKOoIbI YPOBHS MPUIOKEHUN
11. | IlpoexTHpoBaHue HEOONBLION CETH
12. | lowuck u ycTpaHeHHe HenoIa 0K
13. | Cisco I0OS. ba3oBast HACTpO#iKa yCTPOWCTB
14. | KoHuenus MapmpyTU3aIiu
15. | Kondurypauus mapuipytusaropa
16. | Cratuyeckas MapIIpyTH3aLMsI
17. | Hactpoiika cTaTHIeCKUX MaplIipyToOB
18. | Iunamudeckasi MapIIpyTH3AIMSI
19. | Cermenranus IP-cereii.
20. | KommyTHpyembie ceTu
21. | Kondurypanus koMMyTaropa
22. | Cetu VLAN
23. | Mapmpyruzamus mexay cersimu VLAN
24. | Crnucky KOHTPOJISI JOCTYIIa
25. | Hactpoiika cranaaptheix ACL - cniickos
26. | DHCPv4
27. | DHCPv6
28. | IlpeodpazoBanne NAT mist IPv4
29. | Hactpoiika NAT
30. | Paznuunsle sl cetu Ethernet
31. | BecnipoBoHast ceTh
32. | CpexcTBa TECTHPOBAHHMS M aHAINM3a CETH
33. | YcTraHOBKa M NOJKIIIOYEHHE CETEBOr0 000PYA0BAHUS
34. | Hactpoiika cetu B8 Windows Server
35. | RAID-TexHonoruu
JlaGopaTopHble paGoThI 0
IMpakTHYecKkne 3aHATHS 60
1. | IToaxnrouenne mapmpytusaropa k JIBC
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HaumenoBanmue pa3jesioB
npogeccuoHaJILHOr0 MOy Copaep:xanne y4eO0HOro MaTepuaa, JJad0paTopHbIe pad0Thl M NPAKTHYCCKHE 3AaHATHS, CAMOCTOSITeJIbHAsA padoTa O0beM | YpoBeHb
(IIM), MeRIUCIUIIIHHAPHBIX ol0yyammmuxcs, KypcoBas padora (IIpoeKT) 4acoB | OCBOCHHHA
kypcoB (MJK) u Tem
1 2 3 4
2. | Ananus Tpaduka 0HOaIPECHOU, ITMPOKOBEIIATEIbHOM M MHOT0IPECHOM PACCHUIKU
3. | CpaBuenue xapaktepuctuk TCP u UDP
4. | V3yyenue obmeHa aitamu o ceTsiM p2p
5. | Hacrpoiika cepsepa DHCP
6. | Mcnonp3oBanue koMau bl nslookup
7. | Wzyuenue nporoxona FTP
8. | M3yuenue yrpo3 6€30MacHOCTH CETH
9. | Hacrpotika npotokosna SSH
10. | Hacrpoiika dynkimu Switch Port Security
11. | Mcnonp3oBaHue koMaHa show
12. | lowuck u ycTpaHeHue HeroJa 0K HOAKIIOUeHH s
13. | JlokyMeHTHpOBaHUE CETH
14. | CocraBnenue cxeMbl cetu MHTEpHET
15. | Hacrpoiika 6a30BbIX TapaMeTPOB MapIIpyTU3aTOpa ¢ IOMOIIbI0 nHTepdeiica komannHo# ctpoku (CLI) cucteMsr
Cisco 10S

16. | Mapupyruzanus mexxay VLAN
17. | Hactpoiika mapmpyrtuzauu Mexxny VLAN Ha ocHoBe ctaggapra 802.1Q u TpaHKOBOTO KaHajia
18. | Iowuck u ycTpaHeHHe HeToJa 0K B MapuIpyTH3auuu Mexay cetsMu VLAN
19. | Hacrpoiika cetu B Windows Server
20. | Hactpoiika ctaTuuecKoi MapHipyTH3aluH
21. | HccrnepoBanue MapiuipyToB ¢ IPsIMBIM HOAKIIOUEHHEM
22. | Hactpoiika MapiipyTH3aiiu
23. | Hactpoiika craruueckux MapiipyTtoB IPv4/IPv6 mo ymonuanuio
24. | Pacuér cymmapubix mapuipytos IPv4 u IPv6
25. | Towck u ycTpaHeHHE HEMOJIAI0K CTaTHYeCKUX MapuipyToB IPv4 u IPv6
26. | Hactpoiika qMHAMHYCCKOW MapIIPyTH3AITUH
27. | CpaBHeHue METOJIOB BbIOOpa IMyTH B poTokosax RIP
28. | Hactpoiika nporokosoB RIPv2 u RIPng
29. | M3yuenune MmexaHu3MOB pabOTHI CO CTUCKAMH KOHTPOJISL IOCTyNa
30. | Hactpoiika crangaptabix ACL-crinckoB

CamocTosiTe1bHasi padoTa npu u3y4yenun Pasnena 2 5

TeMaTuka BHeAyAMTOPHOI CaAMOCTOATEIbHOI PadoThI

1. DOranonnas monens OSI
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HaumenoBanmue pa3jesioB
npogeccuoHaJILHOr0 MOy Copaep:xanne y4eO0HOro MaTepuaa, JJad0paTopHbIe pad0Thl M NPAKTHYCCKHE 3AaHATHS, CAMOCTOSITeJIbHAsA padoTa
(IIM), MeRIUCIUIIIHHAPHBIX ol0yyammmuxcs, KypcoBas padora (IIpoeKT)

0O0nem
4acoB

Yposensn
OCBOEHHUS

kypcoB (MJK) u Tem
1 2

3

4

WudopmanronHast 6€30macHOCTb.

CeteBoe 000pyI0BaHuE.

[MporpammupoBanue oducHbix ATC.

[MpuknagHbie MTPOTOKOIBL.

Optical Ethernet.

JlonoTHATETEHBIE TIPOTOKOJIBI IIT00ATIBHBIX CETEH.

[NpaBmita MOHTaXka TEIEKOMMYHHKAILIMOHHOTO 000PYIOBaHHSI.

Pacuer BciomMorarensHOT0 060pyJOBaHUSL.

10 V3ydeHre TeXHUUECKUX YCIOBHH Ha OTASIbHBIC BUABI KOMMYHHKALIOHHOTO 000PYIOBaHHUS.

©ENDOTAWN

YueOHasi IpaKTHKA

Buael pa6or:

ydacTHe B IPOSKTUPOBAHUY CETEBOH MHPPACTPYKTYPHI;

y4acTHe B OpPraHU3alliy CETEBOro aIMHHUCTPUPOBAHNS;

9KCIUTyaTalus 00bEKTOB CETEBON MH(PPACTPYKTYPHL;

y4acTuE€ B YIIpaBJICHUU CETEBBIMU CEPBUCAMMU,

ydJacTue B MOAEPHHU3AINU CETeBOH HHPPACTPYKTYPHI;

cOOp aHHBIX JUISl aHAJIN3a UCTIOJIb30BAHUS M (PYHKIMOHHUPOBAHHS MPOTPAMMHO-TEXHUYECKHX CPEICTB KOMIBIOTEPHBIX CETEH;

ydJacTue B pa3pabOTKe METOJIOB, CPEJICTB M TEXHOJIOTHUH NPUMEHEHHUS! 00 BEKTOB MTPOPECCHOHATIBHON eI TENbHOCTH;

NpoBe/ieHHe NPOPIIAKTHYECKIX PaboT Ha 00BEKTaX CETeBOH MHPPACTPYKTYPBI M PAaOOUYHX CTAHLIUSIX;

ydacThe B MHBEHTapH3allH1 TEXHUIECKUX CPEICTB CETEBOI HHPPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS IOCTYHBIIETO M3 PEMOHTa 000pyJOBaHUS;

0. 3amMeHa pacXOIHBIX MAaTepHajoB M MEJIKHH PEMOHT Iepu(epruiHOro 000pyIOBaHMS, ONPEACIATH yCTapeBllee 000pyJIOBaHWE W NPOrpaMMHBIE CPEICTBA
ceTeBOi HHQPACTPYKTYPHL.

BoOoo~NooO~wONE

108

IIpon3BoacTBEeHHAs] MPAKTHKA

Buael paor:

1. yuacTme B pa3paboTKe METOIOB, CPEICTB M TEXHOJIOTHIA MPUMEHEHUS 00BEKTOB MPO(eCCHOHAIEHON AESTEIIEHOCTH;

2. mpoBeJcHUE NPO(PUIAKTHUECKUX PA0OT HAa 00BEKTaX CETEBOM MHPPACTPYKTYPhI U Pa0OUMX CTAHIIMSX;

3. yuyacTue B MHBEHTapH3al[M TEXHUYECKHX CPEJICTB CETeBOI MHPPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIsI OCTYNHBIIETO M3 PEMOHTA 000PYIOBaHHSL.

144

Koncynpramms:

IIpomexyTouHas aTTecTalus

18

Bcero:

688
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4. YCJOBUSA PEATIN3ALINU NTPOPECCUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBaHuss K MHHHMAJIBHOMY MAaTepPHAJIbHO-TEXHUYECKOMY
o0ecrneyeHHIo

Peamuzanmst  mpod)ecCHOHANBHOTO  MOIYJIS — MpeAmnojiaracT — HaJIA4YUe
J'Ia60paTOpI/II/I OpFaHI/IBaI_[I/II/I 51 HpI/IHI_II/IHOB HOCTpOeHI/IH KOMHBIOTCpHBIX CUCTECM.

O6opynoBaHue yueOHOTO KaOMHeTa:
- KOMIUIEKT y9eOHO-METOINICCKON TOKYMEHTAINH;
-  HarJSOHBIE TOCOOUS,

MYJIbTUMEIUIHOE 000pyI0BaHuE (IKPaH, MPOEKTOP, KOMITBIOTED);
- JMIEH3UOHHOE  MpPOrpaMMHOE  oOOecrnedyeHue  MNpoPecCUOHAIBHOIO
Ha3HAYCHUS;

- HOPMATHUBHO-IIPABOBLIC AKTHI.

TexHuueckue cpeacTsa 00yyeHUs:
- KOMIIBIOTED,

- MYJBbTHUMEIUNHBIN IIPOEKTOD,
- DKpaH.

Peanuzanus IPOTPaMMBbI MO JIS MpEIosaraet 00s3aTENBHYIO
MPOU3BOJICTBEHHYIO MPAKTUKY B YUPEKACHUSAX JOMOTHUTEIHHOIO 00pa30BaHusI.

4.2. UudopmannoHHoe odecnevyeHue 00ydeHus
Ilepeyenbr pexoMeHayeMbIX YueOHBIX uU3AaHuii, WHTepHeT-pecypcoB,

JAOMOJHUTEIbHOM JIUTEPATYPbI

OCHOBHBIE UCTOUYHHUKH:

1. du6bpos, M. B. KoMmnproTepHble CE€TM M TEIEKOMMYHHUKALUU.
Mapupytuzanust B [P-cetsix B 2 u. YacTtp 1: yueOHUK U NPAKTUKYM JJIsl CPEIHETO
npodeccuoHanbHoro oo6pazoBanus / M. B. JIubGpoB. - Mockpa: M3narenbcTBO
FOpaiit, 2020. - 333 c.

2. JlubpoB, M. B. KomnbroTepHble ceTM M TEJIEKOMMYHHUKAIIMH.

Mapupyrtuzanusa B [P-cetsix B 2 4. YacTh 2: y4yeOHMK M MPAKTUKYM JJIS CPEIHETO
npodeccuoHanbHoro oo6pazoBanus / M. B. JIubGpoB. - Mockpa: M3narenbcTBo
FOpaiit, 2020. - 351 c.
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3. Bamsaruna, O. M. HNHPokOMMYHHKAIITMOHHBIE CUCTEMBI U ceTU. OCHOBBI
MOJICTTUPOBaHUS: yueOHOE mocodue sl CpeaHero MPoPEeCCHOHATBHOTO 00pa3oBaHuUs
/ O. M. 3amsaruna. — Mocksa: M3narensctBo Opaiit, 2020. - 159 c.

4.  Hosoxuinos, O. II. ApxurekTypa KOMIbIOTEPHBIX CUCTEM B 2 4. YacTs 1:
ydyeOHOe mocobue misa cpeaHero mnpodeccronansHoro obpaszosanus / O. L.
HoBoxwunos. - Mocksa: U3znarensctBo FOpaitt, 2020. - 276 c.

5.  Hosoxwunos, O. Il. ApxurekTypa KOMIBIOTEPHBIX CUCTEM B 2 4. YacTsp 2:
ydueOHOe mocobue s cpenHero mnpodeccuonaapHoro obpazosanust / O. 1L
Hogoxwunos. - Mocksa: U3zaarensctBo FOpaiit, 2020. - 246 c.

6. Cawmyitnos K. E. Cetu u TenekoMMyHHKAINHN: y9€OHUK U TPAKTUKYM JIJIS
By30B / K. E. Camyiinos [u np.]; non penakiueit K. E. Camyiinosa, 1. A. [llanumoBa,
J. C. Kynsabogsa. - Mocksa: U3natensctBo FOpaiit, 2020. - 363 c.

JlonoJHUTENIbHBIE UCTOYHUKMU:

7. MaxkcumoB H.B., TlomoB WM.M.. KommbloTepHbie ceTu [DIEKTPOHHBIM
pecypc]: yue6. [Tocobue -M.: ®DOPYM: UHOPA-M 2017

8. MorwuneB A. B. [Ipaktukym mo nadpopmaruke: Yued. mocobue ajis CTyI.
BeiciI. yueO. 3aBenenuii /| A.B. Morwres, H.W. Tlak, E.K. Xennep; Ilox pen. E.K.
XeHHepa. — 2-¢ usl., crep. — M.: U3naTensckuit neHTp «Akagemus», 2005.— 608
(torrentino.com/torrents/385028)

9.  Omudep B.I'. KommbroTepHbIe CETH: MPUHITUIIBI, TEXHOJIOTHUH, TPOTOKOJIBI
. yue0. mocobue s crya. By3os / B. I'. Omudep, H. A. Omudep. - 5-e u3a. - CIIO. :
[Turep, 2012. - 956 c.

10. ITaBmoB B.A. Ilepudepuitasie yctpoiictBa OBM. VYueGHoe mocoOwue:
Yacts 1. Cap®TU, Capos, 2012. — 231 c.: u.

4.3. O6uue TpeGOBaHUS K OPraHU3aliu 00pa3oBaTeJHLHOI0 Mpolecca

OcBoeHue nporpaMmsbl JAHHOTO MOJYJIS TIOJ>KHO ITPOXOJIUTH IOCIE U3yUEHHUS

muctuminabl OI'CH.02 Uctopust, OI'CD.05 Tlcuxonorus oo1meHus;

obmenpodeccrnoHambHBIX JTUCITUTUTHH OI1.03 Nudopmarmonnsie
texHosoruu, OIL.08 OcHoBwl mpoektupoBanus 0a3 ganHbix, OIl.13 Texnomoruu
¢usmueckoro ypoBHs mepeaun naHHbiX, OIl.14 Oxpana tpyma. OCHOBBI
dbunocodpuu, OI'CI.05 Ilcuxomorus oOeHUs,

[Ipu mpoBeneHny ay TMTOPHBIX 3aHATHI HEOOXOAMMO UCTIOIB30BaTh TOCOOUS U
MaTepuasibl  (y4eOHO-METOJMYECKHE  KOMIUIEKChI,  BKIIIOYAIOIIME  TEpPEUYCHb
KOHTPOJIbHO-U3MEPUTEIBHBIX ~ MaTepUaoB), MPE3CHTALIMOHHOE O00OpYyI0BaHHE,
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HOPMaTHUBHO-TIPABOBYIO JOKYMEHTAITHIO, .
[Ipu pabGoTe Hamg BHIIOJHCHHEM WHANBUIAYAIbHBIX 3aJaHUd W PEHICHUU
CUTYaIlMOHHBIX 33/1a4 00YYarONIMMCSI OKa3bIBAIOTCSI KOHCYJIBTAIUH.
[Ipow3BoACTBEHHAS TPAKTHKAa MPOXOTUT Ha 0a3e COIUANTBHOTO TapTHEpA,
HampaBlieHUEe JCATCILHOCTH KOTOPOTO COOTBETCTBYET MPOQPIII0 TOATOTOBKU
00yyarommxcs.

4.4, KaapoBoe obecnieueHne 00pa3oBaTe;IbHOIO Mpolecca

TpeboBanus k KBaMM(pUKAIMK TEIarorMYeCKUX KaJpoB, O0OCCIEUHUBAOITNX
O6y‘-IeHI/IC o MCKIAWUCHUIUIMHAPHBIM KypCaM: HaJIW4YWC BBICIICTO 06p2130BaHI/IH,
cootBeTcTBytomero npoduno IIM.01 BeimonHenue paboT Mo MPOESKTUPOBAHUIO
ceTeBOM  MH(PPACTPYKTYpbl, MPOXOXKJICHUE  O0sA3aTEILHON  CTaXKUPOBKH B
poUILHBIX OpraHu3aIusax He pexxe 1-ro paza B 3 roja.

TpeOboBanuss k KBamUpUKAWK KAAPOB, OCYIICCTBISIONIUX PYKOBOACTBO
IPaKTUKOM:

MeToaudeckuii  PyKOBOJOUTENb:  HAJIMYHWE  BBICIIETO  OOpa3oBaHMS,
cootBercTByOIero npopunto [IM.01 BeimonHeHune padoT MO HPOEKTHPOBAHUIO
CeTeBOI MHMPACTPYKTYPHI IPOXOKIECHNE 0053aTEbHON CTAXUPOBKU B IPODUIBHBIX
opranm3ainusx He pexe 1-ro pasza B 3 roaa.

OOmuii W HENOCPEACTBEHHBIM pPYyKOBOJIWTENb: BhICIIEE OOpa3oBaHMUE,
cootBercTByomee npopuwio I[IM.01 BeimonHenne paboT MO MNPOEKTUPOBAHUIO
ceTeBOoil MHQPACTPYKTYpHl, OMBIT PabOThl B cdepe CoIHalIbHO-TIEAArOru4ecKom
NEATENbHOCTH HE MEHee 5 JeT.
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5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUSA
MMPO®ECCHOHAJIBHOI'O MOAYJIS (BUAA TPODECCUOHAJIBHON

JAEATEJIBHOCTHN)
PesyabTartsl
(ocBOEHHDBIE OcCHOBHBIE TOKA3aTEJIH OLIEHKH ®DopMbI M METOAbI KOHTPOJIA U
npogeccuoHaJbLHbIE pe3yJjbTara OLIEHKH
KOMIIETEHIIHH)
IIK 1.1. BEIONHATE - BBIIOJIHEHHE BCETO KOMILIEKCA | - DK3aMCH;
MIPOEKTUPOBAHUE KaOETbHOM MPOEKTHBIX ~ PaboT, CBSI3aHHBIX C | -TCCTUPOBAHHUE;

CTPYKTYPbl KOMIIBIOTEPHOM
cerTu.

CO3/IaHNEM KOMITBIOTEPHOW CETH («I0j
KITIOU»);

- TPaMOTHOCTh HCHONb30BaHus |T-
TEXHOJIOTHH, B TOM qrcie
CHELHATM3UPOBAHHOTO IIPOTrPAMMHOTO
obecriedyeHns, NpH MPOESKTUPOBAHUU
KOMITBIOTEPHBIX CETEM;

- KayecTBO OpraHu3amuu paboT 1o
IIPOCKTUPOBAHUTIO KOMIIBIOTEPHBIX
ceTel;

- obecrieunBaTh  OECKOH(IMKTHOE
BHEJPEHHE W BBOJA B DKCILUIyaTalHIO
C03/1aBaeMOr0 00BEKTa;

- IIpY TPOEKTHPOBAHWN O00ECHEYNBATH
MIePCIIEKTUBHI U OyAyIIEero pa3BUTHS
KOMITIBIOTEPHOMU CETH.

- KOMIUIEKCHAsl OLIEHKA PElIeHUS
CUTYaIlMOHHBIX 337134,
- aHaNMW3  pe3yiIbTaTOB  CBOEH

MIPaKTHYECKOH paboTHI 1o
HU3y4aeMou TEME;
- OLIEHKa BBINOJIHEHUS

CaMOCTOSITEIFHON PabOTHI;

- OLICHKa COCTaBJECHHA aJropuUTMa
OopraHmu3anuun JACATCIBPHOCTU
MCTOAUCTA.

IK 1.2. Ocy1uecTBasTh BBIOOP
TEXHOJIOTHH, HHCTPYMEHTAIBHBIX
CPEJICTB M CPEJICTB
BBIYMCIIMTEIbHON TEXHUKHU npu
OpraHM3aI{K TPoIiecca
pa3paboTKU U UCCIICAOBAHHS
00BEKTOB PO ECCUOHATBHOM
JeATEBHOCTH

- 11e77ecO00Pa3HOCTh OCYIIECTBICHUS
BEIOOpa TEXHOJIOTHH,
MHCTPYMEHTAJBHBIX CPEZCTB M CPEICTB
BT;

- rpaMOTHOCTb TIJTaHUPOBAHUA u
IIPOBCACHUA HeO6XOJlI/IMBIX TECTOBBIX
NPOBEPOK M MPOPUIAKTHIECKUX
OCMOTPOB;

- KBaJIM(UIMPOBAHHOCTh OpraHU3alNU
W OCYUIECTBICHHS  MOHHMTOPHHIA
UCTIONIb30BAHUSA BBIYHCIIUTEITLHOM
cery;

- TOYHOCTb W  CKPYHYyJIe3HOCTh
¢uKcupoBaHus W aHamm3a cOOEB B
paboTe  CepBEpHOrO M CETEBOTO

obopynoBaHus, CBOEBPEMEHHOCTh
MPUHATHSL PEUICHHUS O BHEOUYCPEIHOM
00CITyKMBaHUN IIPOrpaMMHO-

TEXHUYECKHUX CPEJICTB;
- CBOEBPEMEHHOCTh  BBINOJHEHUS
MEJIKOTO pEMOHTa 000y IOBaHHUS;

- TpPaMOTHOCTb U  aKKypaTHOCTb
BCJICHUS TEXHUYECKOM M OTYCTHOH

- HaOmIOAEHNE W OLEHKAa PEIICHUS
mpo¢eCCHOHANBHBIX 3a7a4;

- KOMITJIEKCHAsI OIICHKA BBITIOIHCHUS
npaktudeckux 3ananuii, CPC;

- TIpe3eHTAIHs pa3paboTaHHbBIX
MO/ieJIel IpeIMETHO-Pa3BUBAIOILIECH
cpenbl;

- OLIEHKA PEUICHHs CUTYaI[MOHHBIX
3ajady;

- aHaIM3  Ppe3yJbTAaTOB  CBOEH
MIPaKTHYECKOH paboThI 1o
H3y4aeMoi TeME;

- OLICHKa BBIMIOJIHEHHS BHIOB paboOT
B TIPOIIECCE TPOXOKACHUS Yy4eOHOU
1 TIPOU3BOJICTBCHHON TPAKTHK

JTIOKYMEHTALHH.
K 1.3. ObecrieunBaTh 3aIUTy - IIOAHOTa oOecredeHus Haau4us M | - DK3aMeH,
WH(POPMAIINHN B CETH C paboTocrocobHOCTH MIPOTPaMMHO- | - OIICHKA PEIICHUS CUTYAIlHOHHBIX
UCIIOJIBb30BaHUEM IIPOTPAMMHO- TEeXHHYECKHX CPEACTB cOopa IaHHBIX | 3a1ad
annapaTHbIX CPeCTB. IS aHanm3a IoKasaTenel | -  aHamu3  pe3ysNbTaToB  CBOEH

UCIIONB30BaHUA U (DyHKIIMOHUPOBAHUS
KOMIIBIOTEPHOU CETH;

- IPaMOTHOCTb U CBOEBPEMEHHOCTH
JIEUCTBUH 10  aJAMHHHUCTPUPOBAHUIO
CETEBBIX PECYPCOB;

MPaKTUIECKOM paboThl o
uzydaeMoir teme (pediiekcusi cBoei
JIESITEIbHOCTH);

- OILICHKa BBIITIOJIHCHU A

CaMOCTOSITCIIEHOM pa6OTLI;
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PesyabTathl
(ocBOEHHBIE OcHOBHbIE TOKA3aTeJIH OLEHKHU ®DopMBbI 1 METOIBI KOHTPOJIS 1
npogeccuoHaIbHbIE pe3yJibTarTa OIIeHKH
KOMIIETeHIMHU)

- OeccOOMHOCTE TOIePKAaHMS CETEBBIX
PECYPCOB B aKTyalITbHOM COCTOSTHHH;

- TIIATEILHOCTD MOHHTOpPHHTA
HCIOJIb30BaHUA cetu MHTepHeT U

- OLEHKAa II0 HUTOraM
KypCOBOH pabOTHI;
- OLEHKAa [OKJIaJa O MepeIoBOM

OIIBITC MICAAroroB AOIOJHUTCIBHOI'O

3aIINATEI

AIIEKTPOHHOM MOYTHI; o0pa3oBaHwUs;
- peryJspHoCTb BBOJla B JeHCTBHE | - OLICHKAa NpEe3eHTaluN
HOBBIX  TEXHOJOTHMH  CHCTEMHOTO | METOAMYECKOTO noptdoano
aJIMUHHUCTPUPOBAHMSI. WCIIONIb30BAaHUSI  ONBITa [EaroroB
JIOTIOJTHUTEIBHOTO 00pa30BaHus;
- OLICHKa BBINOJHEHHS BHIOB paboOT
B TIpOIIECCEe TPOXOXKACHUS Yy4eOHOU
1 IPOU3BOJICTBCHHON TPAKTHK
[IK 1.4. [TpuarMaTh y4yacTHe B - MIPOyKTUBHOE ydJactue B | - aHAJIM3 PE3yJIbTATOB CBOCH
MIPUEMO-CAATOYHBIX UCTIBITAHUAX | MPUEMOCIATOUHBIX UCTIBITAaHMAX | HMPAKTHYECKOH pabOThI MO
KOMITIBIOTEPHBIX CETEN U KOMIBIOTEPHBIX CeTe W CEeTEeBOTo | m3ydaeMoil Teme (pediekcus cBoe
CETEeBOTO 000PYAOBAHUSA 00opyIoBaHHUS; JeSITeTFHOCTH);
Pa3JIMIHOro YpoBHS U B OLHEHKC - IMPpaBUJILHOCTbH u - OICHKA IIeaarorut4ycCKux
Ka4ecTBa U SKOHOMUYECKON apryMEeHTHPOBAaHHOCTh OLICHKHU | pa3paboToK;
3 PEKTUBHOCTH CETEBOM Ka4yecTBa u HKOHOMHUYECKOH | - B3aMMOOLIEHKA YCTHOTO
TOIIOJIOTHH. 3 PEKTUBHOCTH CETEBOH TOMOIOTUH; BBICTYIUICHHS;
- IpaMOTHOCTb NPUMEHEHHUS | - CaMOOLIEHKa ITyOJIMYHOTO
HOPMAaTHBHO-TEXHUIECKON BBICTYIUICHHS
JIOKyMEHTALIH B obmactn
MH()OPMAMOHHBIX TEXHOJIOTHH;
- OCO3HAHHOCTh MIPUMEHEHHS
OTEYECTBEHHOTO U 3apy0eKHOTO OMBITA
UCTIONB30BaHUSA MIPOTPaMMHO-
TEXHUYECKHUX CPE/ICTB.
[IK 1.5. BemonuaTe TpeOoBaHus | - MPaBUIBHOCTh, TEXHHUYECKass M | - 9K3aMEH;
HOpMaTPIBHO-TeXHH‘IeCKOﬁ IOpuandCcCKasd TpaMOTHOCTb - KOMIIZICKCHAasA OLICHKA BBIITIOJIHCHUA
JOKYMCHTAIlMU, UMCTH OIBIT MIPUMECHCHUA HOPMATUBHO- | NMCbMECHHBIX pa60T, MMPaKTUYCCKUX
odopMIIeHHS] TIPOEKTHOM TEXHUYECKOH JIOKyMEHTaI1H B | 3a/1aHMH,
JIOKYMEHTALUH. obmnactu WH(QOPMAIMOHHBIX | - OLEHKA PEIICHHs] CUTYAIIMOHHBIX
TEXHOJIOTUH; 3ajady,
- TNpPOXYKTUBHOCTh  YYacTHsi B | - aHaUM3  pe3yJlbTaTOB  CBOEH
TUITAHUPOBAHMH PA3BUTHS MTPOTPAMMHO- | MPAKTHUECKOMN paboThI o
TEXHUYECKOH 0a3bl OpraHu3anumy; nzydaemoir Teme (pedrexcus coei
- apryMEHTHPOBAaHHOCTh OOOCHOBAHUS | NESATEIHHOCTH);
MIPEATIOKEHUH o peanuzanyy | - OIICHKA BBINOJTHEHUS

CTpaTerny OpraHM3aluu B 001acTH
MH(OPMAIMOHHBIX TEXHOJIOTHH;

- IPOAYKTUBHOCTH y4acTHs B HAyYHBIX
KoH(epeHIHsIX, CEeMUHApax;

- TOYHOCTh u IPaMOTHOCTH | B MpOLECCE MPOXOXKJICHHs yueOHOMH
oopmireHus TEXHOJIOTUYECKOH | U MPOU3BOACTBEHHOMN MPaKTHK
JOKYMEHTALlUH, €€  COOTBETCTBHE

JIeHCTBYIOIIUM TIpaBuIIaM u

PYKOBOJCTBAM.

CaMOCTOSITEIEHON PabOTHI;

- OlEHKa Mpe3eHTaluu MopTdhoaro
OyAyIIero CrennuaincTa;

- OIICHKA BBITIONHEHHSI BUJIOB paboT

q)OpMBI N MCTOJAbl KOHTPOJII KM OLCHKH PE3YyJIbTATOB O6y‘leHI/I$I JOJIDKHBI

IIO3BOJISITh  MIPOBEPSITH

npoeCCUOHANIBHBIX KOMIIETEHIIUH,

y oOywarommuxcsi He

00eCIeuynBaIINX UX YMEHU.

TOJIBKO

c(hopMHUPOBAHHOCTH

HO M pa3BUTHE OOIIUX KOMIETEHIUNA U

Pe3yabTarsl |

OCHOBHbBIE TIOKA3aTeJN OLEHKH

I (I)Ole:l U METO/AbI KOHTPOJIA
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(ocBOeHHBIE 001IME pe3yJabTara OLIEHKHU
KOMIIETEeHIIMH)
OK 1. BsiOupaTe cmocoOf — pacrno3HaBaTh CJIOKHBIE IIPOOIEMBI B Hurepnperanus pe3yibTaToB
peleHus 3a/1a] 3HAKOMBIX CUTYAIHsX; HaOJII0IeHNIT 38 1eSITeTBHOCTHIO

poheCCHOHATFHOMN JEATEIEHOCTH
MPUMEHUTEIFHO K  Pa3JInYHEI

— BBIACJIATH CJI0XXHBIC COCTaBHBIC YaCTHU
HpO6J’I€MBI 1 OIMMCBIBATH €€ IPUYNHBI 1

oby4aromerocs B mpouecce
OCBOCHHS 00pa30BaTEILHON

KOHTEKCTaM. pecypchl, HEOOXOIUMBIE JIJIS €€ PEIICHUS B IporpaMMbl
LEJIOM; DKcnepTHOE HaOIIOEHUE U OIIEHKa
—  ONpeJeNiTh IOTPeGHOCTH B Ha J1a00paTOPHO - MPAKTHYECKUX
HH(QOPMALH U TIPEATPHHAMATE YCHITHS 3aHATHAX, P BBIIOJIHEHUH paboT
IUISL €€ TIOMCKA, 10 y4eOHOH 1 IPOU3BOJACTBEHHON
— BBIACNATH IVIABHBIC U aJIbTEPHATHBHbIC IIpaKTHKaM
HCTOYHUKHU HYXHBIX PECypCOB;
— pa3pabaThIBaTh ACTAIBHBIN TUIAH
JIEHCTBUH U NIPUAEPKUBATHCS €T0;
— KadecTBO pe3yJbTara, B LIEJIOM,
COOTBETCTBYET TPEeOOBaHMUSIM;
— OIICHUBATh Pe3yJIbTaT CBOEH paboTHl,
BBIJICIISITh B HEM CHIIBHBIE 1 cla0ble
CTOpOHBI;
OK 2. OcymecTBiaTh NOMCH — IUIAHAPOBATH HHPOPMAITHOHHEIHM TIOMCK | VIHTeprpeTanus pe3ynbTaToB
aHaIN3 " UHTEPIPETAUMY U3 LIMPOKOr0 HA0OPa HCTOUHHKOB, HaOTIOIeHNH 32 1eSTETBHOCTHIO

nHpOpMaNHK, HEOOXOIMMOHN [T
BBINIOJHEHHUS 3a71a
podeCcCHOHATBHON eI TENBHOCTH

HEO0OXOIMMOTO IS BBIIOJTHEHHS
pohecCHOHANBHBIX 3a7a4;

— MpOBOJAUTH aHAIU3 nonyquHoﬁ
uH(popManuy, BBIACIATH B HEH TJ1aBHBIE
ACIICKTHI;

— CTPYKTYpUpPOBaTh OTOOPaHHYIO
MH()OPMAINIO B COOTBETCTBUH C
rapamMeTpaMH OUCKa;

— HHTEPNPETUPOBATH MOJIYIECHHYIO
MH)OPMAINHNIO B KOHTEKCTE
poQecCHOHATBHON IS TETHHOCTH;

oOyuJarorierocs B mporecce
ocBOeHHsI 00pa30BaTENFHON
MIPOTPaMMBbI

DKcnepTHOE HaOIOIGHUE U OlIEHKa
Ha J1abopaTOPHO - MPAKTHUECKUX
3aHATHSAX, IPH BBIOJIHEHUU paboT
110 y4eOHOM U ITPOM3BOACTBEHHOM
MIPaKTHKaM

OK 3. ITnanupoBaTsb
pearn30BBIBATh COOCTBEHHO
poheCCHOHATBFHOE W JINYHOCTHO
paszBurue/

— HCIOJIB30BATh AKTYaIbHYIO
HOPMaTUBHO-TIPABOBYIO JTOKYMEHTALIUIO 110
npodeccrun (CIIeaaTbHOCTH);

— MNPUMEHATH COBPEMCHHYIO HAYYHO
npodeCcCHOHANBHYIO TEPMUHOJIOTHIO;

— OMPEIENATH TPACKTOPHIO
npo(eCcCHOHANBEHOTO Pa3BUTHS U
caMo00pa3oBaHus;

WHTepriperanus pe3yinbTaToB
HAOIIOACHUH 32 NeSTETHLHOCTHIO
oOydJaromierocs B mporecce
OCBOCHHMSI 00pa3oBaTeIbHON
IIPOTPaMMBbI

DKkcnepTHOE HAOIOZICHUE U OlIEHKA
Ha JJAOOPaTOPHO - MPAKTUIECKUX
3aHATHSX, IPH BBITIOJIHEHUU paboT
10 y4eOHOM U MTPOM3BOACTBEHHOMN
MPAKTHKAM

OK 4. PaboTtaTh B KOJIEKTHBE
KOMaHJe, 3¢ dexTuBH
B3aMMO/JICHCTBOBATh C KOJIJIEraMy
PYKOBOJICTBOM, KITHEHTaMH

— Y4aCcTBOBAaTh B ACJIOBOM O6HI€HI/II/I JUISL
3(1)(1)6KTI/IBHOFO peuieHus ACJIOBBIX 3a1a4;

— IUIaHUPOBATH HpO(I)eCCI/IOHaIILHyIO
JCATCIBHOCTD,

WHTtepriperanus pe3yinbTaToB
HaOJII0IeHNH 32 1eSTETBHOCTHIO
oOyuaromierocs B mporecce
OoCBOEHHSI 00pa30BaTENFHON
MIPOTPaMMBbI

DKcIepTHOE HAaOIOACHNE U OIIEHKA
Ha J1abopaTOPHO - MPAKTHUECKUX
3aHATUAX, IPU BBITOJITHCHUN pa60T
1o y4eOHOH U MPOM3BOACTBEHHOMN
MIPaKTHKaM

OK 5. OcyiecTBisiTh yCTHYIO
Hl/ICbMeHHyIO KOMMyHI/lKaI_lI/IlO H
rOCYZapCTBEHHOM SI3BIKE C yYETON
OCOOEHHOCTEH  COLIMAIILHOTO
KYJIbTYPHOT'O KOHTEKCTA

— TPaMOTHO YCTHO M MHCBMEHHO U3JIaraTh
CBOM MBICJIH 110 TPO(eCCHOHATBHON
Te€MaTHUKe Ha FOCYJapCTBEHHOM SI3BIKE;

— IIposBIATH TOJEPaHTHOCTH B pabodyeM
KOJIJIEKTUBE;

WHrepnperanus pe3ynbTaToB
HaOJII0IeHN#T 32 1eSITeTBHOCTHIO
00yJaroIIerocs B mporecce
0CBOEHUsI 00pa30BaTEIBLHOM
IIPOTPaMMBbI

DKCIepTHOE HAOIOACHUE U OLIEHKA
Ha J1Ja0OPaTOPHO - MPAKTHIECKUX
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3aHATHSX, IPU BBINIOJIHEHUU paboT
10 y4eOHOH U MPOM3BOACTBEHHOMN
HIpaKTUKaM

OK 6. IlposBnare rpaaaHCKQ

NaTpuOTUYICCKYIO MMO3UIHK]
JACMOHCTPUPOBATH OCO3HAaHHO
IIOBCACHUEC Ha OCHOB;
TpaAUIIUOHHBIX

00IIIeYeI0BEYECKUX [IEHHOCTEMN

— TOHUMATh 3HAYUMOCTh CBOEU
npodeccun (CnennaaTbHOCTH);

— JIeMOHCTPUPOBATH ITOBEJICHUE HA OCHOBE
0011IeuesI0OBeYeCKUX [IEHHOCTEH;

WHrepnperanus pe3ynbTaToB
HaOJII0IeHNiT 32 1eSTETBHOCTHIO
oOyuaromierocs B mporecce
OCBOEHHUS 00pa30BaTEeILHON
IIPOrpaMMBbI

DKcnepTHOE HaOIIOIEHUE U OIIEHKa
Ha Ja00paTOPHO - MPAKTHYECKUX
3aHATHAX, IPH BBIIOJTHEHUN padoT
10 y4eOHOH 1 IPOU3BOJACTBEHHON
IIPAKTHKAM

OK 7. ConeiicTBoBary
COXPaHEHMIO OKPY’KaloIleH cpenb
pecypcocbepexennto, 3pPeKTHBH
JICCTBOBaTb B  YPE3BbIYaAliHbI|
CUTyalusiax

— CoOJrOaTh MpaBHiIa SKOJIOTHUECKOM
0e301aCHOCTH IIPY BEICHUHN
poQeCcCHOHATBHON e TEIBHOCTH;

— o0ecrneunBaTh pecypcocoeperxeHre Ha
paboueM MecTe MecTe;

WHTeprperanus pe3yibTaToB
HaOMI0eHNUH 32 1ESTETBHOCTHIO
oOyuJarorierocs B mporiecce
OCBOEHHMSI 00pa3oBaTeIbHON
MPOTPaMMBbI

DKcnepTHOE HaOIIOZIGHUE U OlIEHKa
Ha J1a00paTOPHO - MPAKTHYECKUX
3aHATHSAX, IPH BBIOJIHEHUU paboT
0 y4eOHOM 1 TPOU3BOJACTBEHHON
IIPaKTHKaM

OK 8. Hcnonwp3oBaTh CpeACTB

¢dusmueckoit KYJIBTYPBI JUT
COXpaHEHHs u YKpEIUICHH
3/I0POBBS B TIporecc

po(heCCHOHATBFHON NIeSTETFHOCT
n  TogACpiKaHus HeO6XOI[I/IMOF

— COXpaHSATh H YKPEIULATh 310pPOBbE
MOCPENICTBOM HCIIOIBb30BAHUS CPEACTB
(u3n9IecKoil KyIbTypHI;

— MOJJEP>KUBATh YPOBEHb (DH3HUIECKOI
MIOATOTOBICHHOCTH JJIsl YCIIEIHOM
peanu3aiyy IpoQecCHOHATBHOM

Wurtepriperanus pe3yibTaToB
HaOIIOEHUH 3a NEATENBHOCTRIO
oOyuJarorierocs B mporiecce
OocBOEHHsI 00pa30BaTENFHON
MPOTPaMMBbl

DKCIepTHOE HAOJIOACHUE U OLICHKA

YpOBHA (usnueckol nesrensHOCTH; Ha J1abopaTOPHO - MPAKTHUECKUX

MOJATOTOBJICHHOCTH 3aHATHUSX, IPU BBITIOJTHEHUH padboT
10 y4eOHOM U MTPOM3BOACTBEHHON
MIPaKTUKaM

OK 9. Hcnonb3oBar| — mpumensTs cpenctsa uadopmarmsamuu | VIHTEpnperanus pe3yabTaToB

WH(POPMAIIMOHHBIC TEXHOJIOTUU
po(heCCHOHATBFHOHN IEATEIEHOCTH

1 MH(GOPMAITMOHHBIX TEXHOIOTHH A1
peanu3zanuy npodeccHoHaIEHON
JeSITEIbHOCTH;

HaOJII0IeHNH 3a 1eSTETBHOCTHIO
oOyuaromierocs B mporecce
ocBOeHHsI 00pa30BaTENFHON
MIPOTPaMMBbI

DKcIepTHOE HaOIOACHUE U OIIEHKA
Ha J1abopaTOPHO - MPAKTHUECKUX
3aHATUAX, IPU BBIIIOJITHCHUN pa60T
10 y4eOHOH U MTPOM3BOACTBEHHOM
MIPaKTHKaM

OK 10. ITonp30BaThe
npodhecCHOHATEHON
JIOKyMEHTaIel H

TroCyaAapCTBEHHOM W HMHOCTPAHHON
SA3bIKax

— TPHUMEHSTH B MPOPECCHOHATBHON
JeSITeIbHOCTA MHCTPYKLUH Ha
TOCYAAapCTBEHHOM M MHOCTPAHHOM SI3bIKE;
— BecTH o0IIeHHe Ha poecCHOHATIBHbIE
TEMBI;

WHtepriperanus pe3ynbTaToB
HaOJII0IeHNH 32 1eSITeTBHOCTHIO
oOyuaromierocst B mporecce
OCBOCHUSI 00pa30BaTEIHHOM
MIPOTPaMMBbI

DKcIepTHOE HAaOIOACHNE U OIIEHKA
Ha Ta00PaTOPHO - MPAKTUIECKUX
3aHATHAX, P BBITIOJTHEHUN padoT
1o y4eOHOM U MPOM3BOACTBEHHOMN
MPaKTHKaM

OK 11. [Tnanuponart
MPEANPUHUMATEIbCKY IO
JESTEILHOCTD

npodeccuonanbHol chepe

— OMNpEAENATh HHBECTHIIHOHHYIO
MPUBIICKATEIBHOCTh KOMMEPYECKHX HICH B
pamKax npogecCHuOHaIbHOM NeSTeIbHOCTH;
— COCTaBJIATH OM3HEC-TIIAH;

— IIpe3eHTOBATh OM3HEC-UJIEIO;

— ONpEJEeNsATh UCTOUYHUKH
(huHAHCHPOBAHUS,

Wutepriperanus pe3yibTaToB
HaOJII0IeHN#T 38 IeSITeTIbHOCTHIO
00yJaroIIerocs B mporecce
OCBOCHMsI 00pa30BaTEILHON
MPOTPaMMBbI

DKCIepTHOE HAOIIOACHUE U OIICHKA
Ha J1a00PaTOPHO - MPAKTHUECKUX
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— MPUMCHATH T'PaMOTHBIC KPEAUTHLIC 3aHATUAX, IPU BBIIIOJIHCHUN pa60T
MPOAYKTHL 10 y4eOHOH U MPOM3BOACTBEHHOMN
MIpaKTUKaM
Pa3padoryuk:
TFAIIOY YAO «YMK» MIPEenoaaBaTelb I1. E. I"'ammap
(MecTo paboThI) (3aHUMaemasi JOKHOCTD) (MHULIAAITBI, (PaMIITHS)
TAIIOY YAO «YMK» IPEenoaaBaTelb B. 10. KobGa
(MecTo paboThI) (3aHMMaemas JOJHKHOCTD) (vHUIMATBI, (aMUITHS)
TFAIIOY YAO «YMK» MPEIO/IaBaTeIb M. 1O. TarusblieB

(MecTo paboTHI)

(3aHUMaemasi JOKHOCTD)

(MHULIAATBI, (PaMWITHS)
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