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Pabouass mporpamma MpoU3BOJICTBEHHOW MPAKTHKU pa3paboTaHa Ha OCHOBE
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1. MIACHOPT PABOUYEHN MIPOI'PAMMBI IPAKTUKH

1.1. O6s1acTh NPUMEHEHHUs] MPOTrPAMMBI PAKTHKH

PaGouass mporpamMmMa  NPOU3BOJACTBEHHOM  NPAKTUKH 1O  TPOPUIIIO
CHEUUAJIbHOCTH (J1ajee MporpaMma MpPAaKTHUKW) SBISIETCS COCTABHOM 4YacThIO
po¢heCCUOHAIBHOTO MOYJIS IIM.04. Yuacrue B OpraHu3anuu
TEXHOJIOTHYECKOr0 Ipouecca MporpaMMbl MOATOTOBKH CIELHAIMCTOB CPEIHETO
3BeHa B cootrBerctBUU ¢ PI'OC CIIO 1o conemmansHoctd  44.02.06
IIpodeccnonanbHoe o0ydyenue (1m0  OTpaciasiM) YKPYHNHEHHOM  IPYIIIbI
cnenuainbHocTeir 44.00.00 OOpa3zoBaHMe W TIeAarorMueckKrue HAayKH HalpaBlICHUS
noArotToBkru OO0pa3zoBaHuE U MEIArOTUYECKUE HAYKH.

bazoii npakTuku siBisieTcs yueOHasi MacTepckas

(MecTO IpOBeACHHS IPAKTHKH)

1.2. MecTo mNpakTHKH B CTPYKType pa0odeidi mporpamMmbl
npo¢eccHOHAILHOT0 MOIYJIS:

[Ipou3BoACTBEHHAs TIPAKTUKA MO MPOQUIIIO CIIEIIMATIBHOCTH (J1ajiee MpaKkTHUKa)
MPOBOAMUTCS B COOTBETCTBUM C paboueil mporpaMmoit npodhecCHOHAIBHOTO MOJYJIsS
[IM.04 KOHIIEHTPUPOBAHHO.

1.3 Ileau m 3aga4u NPAKTHKUH — TPeOOBaHUS K Pe3yJbTAaTaAM OCBOCHHUS
NPaKTHKH

Heabo nmpakTuku siBnsiercs GopMHUpOBaHUE OOMIMX M MPOGECCHOHATBHBIX
KOMIIETEHIIUM, HEOOXOJMMBIX  JJII ~ OCBOEHHUS  BHAAa  NpodeccHoHaIbHOU
NEeATEIbHOCTH:

OK 1. I[loHumaTh CyHIHOCTh W COLMAIBHYIO 3HAYUMOCTH CBOEU Oymayiien
npodeccuu, NposiBIATh K HEW yCTOMUMBBINA HHTEPEC.

OK 2. OpranuzoBbiBaTh COOCTBEHHYIO JI€ATEIBHOCTh, OMPEAESATh METOJbI U
CIOCOOBI BBIMOJHEHUSI MPOPECCUOHANIBHBIX 3aJ1a4, OLEHUBATh UX 3(DPEKTUBHOCTD U
Ka4eCTBO.

OK 3. Pematp mnpoOsieMbl, OIIEHMBAaTh PUCKHM W NPUHUMATHh PEIICHUS B
HECTaHJAPTHBIX CUTYaLIHSIX.

OK 4. OcymiecTBiiaTh MOUCK, aHAJIU3 U OLEHKY MH(pOpMaIMU, HeOOXO0AUMON
JUIA TIOCTAaHOBKM M pEIIeHUs Npo(EeCcCHOHATBHBIX 3a/ay, MpPo(ecCHOHAIBHOTO U
JUYHOCTHOTO Pa3BUTHSL.

OK 5. Hcnonb3oBaTh MHGOPMAITMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTUU IS
COBEPILIEHCTBOBAHMS MPO(HECCUOHATBHOMN NEATETbHOCTH.
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OK 6. Paborath B KOJ/UIEKTHBE U KOMaHJC, 00ECICUYMBATL €¢ CIUIOYCHUE,
3¢ PeKTUBHO 00IIATHCS C KOJUIETaMH, PYKOBOJICTBOM, IOTPEOUTEIISIMH.

OK 7. CraBuTh ue€AM, MOTHBUPOBATH JI€ATEIBHOCTh IOJYMHEHHBIX,
OpraHU30BbIBaTb U KOHTPOJMPOBATH HUX padOTy ¢ TMpUHATAEM Ha cels
OTBETCTBEHHOCTH 32 PE3yJIbTAT BBINOJHEHUS 3aJaHH.

OK 8. CamocroaTensHO ONpenenarTh 3aladyud  MNpodhecCUOHATBHOTO U
JUYHOCTHOTO Pa3BUTHS, 3aHUMAThCS CaMOOOpPa30BaHHWEM, OCO3HAHHO IJIaHUPOBATH
MOBBIIICHUE KBATU(DUKALIIH.

OK 9. bwITh TOTOBEIM K CMEHE TEXHOJOTHH B MpodecCHOHATHHON
NEATEIBHOCTH.

I[IK 4.1. VYyacTtBOoBaTh B IUIAHUPOBAHMM JEATEIBHOCTH IEPBUYHOIO
CTPYKTYPHOT'O MOJPa3ACICHHUS.

[IK 4.2. VYuactBoBarb B pa3pabOTKE M BHEAPEHUH TEXHOJIOTHYECKUX
IPOLIECCOB.

[IK 4.3. Pa3pabarbiBath U O(QOPMISATH TEXHUYECKYIO M TEXHOJOTMYECKYIO
JOKYMEHTALUIO.

[1IK 4.4. O6ecnieunBath COONIOJEHNE TEXHOJOTUUECKON U MPOU3BOJCTBEHHOM
TV CUUTUIAHBI.

[IK 4.5. O0ecrieunBarh COOTIOAEHUE TEXHUKHU O€30MMaCHOCTH.

[1IK 4.6. BbmonHATh NpOEKTUPOBAHUE KAOETBHON CTPYKTYPhl KOMIIBIOTEPHOM
CeTH.

[1IK 4.7. OcymecTBisiTh BBIOOP TEXHOJOTUU, UHCTPYMEHTAIBHBIX CPEICTB U
CPEICTB BBIYMCIUTEIBHON TEXHUKM MNpPU OpraHU3aluy Mpouecca pa3padoTKu U
UCCJIeI0BaHUS 00BEKTOB PO(PECCHOHATEHOM NESITEIbHOCTH.

[IK 4.8. OOGecrnieunBarh 3amury WHGOpPMAIMU B CETH C HCIOJIb30BAHHEM
MPOrpaMMHO-aNIMAPaTHBIX CPEACTB.

[IK 4.9. IlpuHumaTh ydacTHE€ B MPUEMO-CIATOYHBIX  HCHBITAHUSAX
KOMITBIOTEPHBIX CETe U CETEBOTr0 O0OpPYJOBaHUS PA3IMYHOIO YPOBHS U B OIICHKE
KauyecTBa U SKOHOMUYECKOH 3(P(HEKTUBHOCTH CETEBOM TOTIOJIOTHH.

[1IK 4.10. BoinonusaTs TpeOOBaHUS HOPMATUBHO-TEXHUUYECKOW JTOKYMEHTAIUH,
UMETb ONBIT 0(OPMIICHUS MPOSKTHOMN TOKYMEHTAIIUH.

[IK 4.11. AaMUHUCTpUpPOBATH JIOKAJIbHBIE BBIUUCIUTEIbHBIE CETH H
MPUHUMATH MEPHI 10 YCTPAHEHUIO BO3MOXKHBIX COOEB.

[IK 4.12. AjnMHHHCTPUPOBATh CETEBbIE pECypchl B HWH(MOPMAIMOHHBIX
CUCTEMAX.

[IK 4.13. ObGecneuuBath cOOp MAaHHBIX ISl aHalW3a WCIOJb30BAaHUS U
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(GYHKIIMOHUPOBAHUS MPOTPAMMHO-TEXHUYECKUX CPEACTB KOMITBIOTEPHBIX CETEH.

[IK 4.14. B3auMoJelicTBOBAaTh CO CICIHATMCTAMU CMEXKHOTro Mpoduis IpH
pa3pabOTKE  METOJOB, CPEACTB M  TEXHOJOIMH  TNPUMEHEHHS  OOBEKTOB
npodeccuoHanbHOM NESITEIbHOCTH.

[IK 4.15. YcranaBnuBaTh, HACTpauWBaTh, 3KCIUIyaTHPOBaTh U OOCIYKHBATh
TEXHUYECKUE U MPOrpaMMHO-aIapaTHbIe CPEACTBA KOMITBIOTEPHBIX CETEH.

[IK 4.16. IlpoBomuTh mnpoduiakTHuecKue paboThl Ha OOBEKTaX CETeBOU
UHGPACTPYKTYPHI U pabOYUX CTAHIIMSIX.

[IK 4.17. Wcnosib30BaTh HHCTPYMEHTAJbHBIE CPEACTBA M SKCILUIyaTalUuu
CETEBbIX KOHPUTYpaIuil.

[IK 4.18. VYuyactBOBaTh B pa3pabOTKE CXEMbI  [OCICaBAPUNHOTO
BOCCTAHOBJIEHHsSI ~ pabOTOCIIOCOOHOCTH  KOMIIBIOTEPHOM  CETH,  BBIINOJHATH
BOCCTaHOBJIEHUE U PE3EPBHOE KOMMPOBAaHUE UH(POPMALIHH.

[IK 4.19. Oprann3oBbIBaTh UHBEHTAPHU3ALNI TEXHUYECKUX CPEJCTB CETEBOM
MH(QPACTPYKTYphl, OCYHIECTBISAThH  KOHTPOJb  IMOCTYNMBUIETO W3  PEMOHTA
000pyI0BaHUS.

[IK 4.20. BbINONHATE 3aMEHY pPAacXOAHBIX MAaTEPUAJIOB U MEJIKUHA PEMOHT
nepudepuitHoro  00OpyJIOBaHMs, ONpPENEIATh YycCTapeBilee OOOpyAOBaHUE U
MIPOrpaMMHBIE CPEJICTBA CETEBOM MH(PACTPYKTYPHI.

C 1enpio OBJIaICHUS YKAa3aHHBIMUA BUAOM MPO(HECCUOHATBLHON ACSITENBHOCTH U
PO EeCCHOHAIBHBIMU KOMITETEHUUAMH 00YyUYarOIIUICS TOJKEH

HMeTh MPAKTHYECKUH ONbIT:

— ydacTud B IUIAaHUPOBAHUM JI€SITEIIBHOCTH MEPBUYHOTO CTPYKTYPHOTO
NOJIpa3ICICHUS;

—  ydacTusd B pa3pabOTKe ¥ BHEAPEHUH TEXHOJIOTMYECKHUX MPOLIECCOB;

—  pa3paboTtkn U  OMOPMIICHHS] TEXHUYECKOW U  TEXHOJIOTHYECKOMN
JOKYMEHTAIINH;

—  KOHTpPOJISI  COOJIIOACHUS  TEXHOJIOTHYECKOM W MPOM3BOJICTBEHHOM
TUCITUTUTHHBL;

—  KOHTpOJIsi COOJIIO/IEHUS TEXHUKH 0€3011aCHOCTH;

— aHanm3a W pa3paboTKu y4yeOHO-METOAMYECKUX MaTepHaioB (pabounx
mporpamm, ydeOHO-TEeMAaTHYeCKUX TUIAaHOB) JUIsl oOecrieueHuss 00pa30BaTEIHHOTO
npolecca;

—  MPOEKTUPOBAHUSL APXUTEKTYPhl JIOKAIBHOM CETH B COOTBETCTBHM C
IMOCTABJICHHOM 3aJ1auecH;

—  YCTAaHOBKM U HaCTPOMKH CETEBBIX MPOTOKOJIOB M CETEBOTO 000OpYAOBaHUS
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B COOTBETCTBUU C KOHKPETHOM 3a1a4ye;

—  BbIOOpa TEXHOJIOTMHM, WHCTPYMEHTAJIBHBIX CpPEJICTB MpPH OpraHU3aINU
mpolecca uccie10BaHusl 00BEKTOB CETEBOM MHPPACTPYKTYPHI;

—  oOecrnieueHus 1EJT0CTHOCTHU pe3epBUPOBAHUS uHpopmaImu,
Hcroab30Banus VPN;

—  YCTaHOBKHU ¥ OOHOBJICHUS CETEBOTO MTPOTPAMMHOTO O0SCIICUEHUS;

—  MOHMTOpPHMHTAa TPOU3BOJUTEIBHOCTH CEpBEpa M MPOTOKOJIUPOBAHMS
CHUCTEMHBIX U CETEBBIX COOBITUI;

—  odopMJIIeHUSI TEXHUYECKOMN TOKYMEHTAalUH;

—  WUCIOJIb30BaHUSl  CHEIUAJIBHOTO MPOTPAMMHOTO  OOCCIEYEeHHS IS
MOJICIIUPOBAHUS, IPOSKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH;

— - YCTaHOBKE, HAaCTPOWKE U COMPOBOXKICHHH, KOHTPOJE HCIOIb30BAHMUS
cepBepa 1 paboyuX CTaHLMM JIJ1s1 Oe301acHoM nepeaayn HHPopMaluu;

—  oOcmyXuBaHUS CETEeBOM UH(DPaCTPYKTYpHI, BOCCTaHOBJICHUS
PaboTOCIIOCOOHOCTH CETH TMOCIe cOOS;

—  yHIaJeHHOTO aIMUHUCTPUPOBAHHUS U BOCCTaHOBJICHHS
paboTOCIIOCOOHOCTH CETeBOM MH(DPACTPYKTYPHI;

— opraHuzanuu OecrniepeOOMHONW pabOThl CHUCTEMBI IO PE3EPBHOMY
KOMTMPOBAHUIO U BOCCTAHOBJICHHUIO HH(OPMAITUH;

—  TOAACPXKKH  TMOJb30BATEJNEHM  CETH, HACTPOMKM  amlllapaTHOTO |
MIPOrpaMMHOTr0 00ecreyeHus: CeTeBON MHPPACTPYKTYPHI.

yMeTh:

—  OCYIIECTBJIATH TEKyIlee IUTAHUPOBAHUE JCATEIHHOCTH TEPBUYHOTO
NeSTeTLHOCTH MEPBUYHOTO CTPYKTYPHOTO MOPA3ICICHHUS;

—  pa3pabaTbiBaTh OCHOBHYIO M BCIIOMOTATEIBHYIO TEXHOJOTHYCCKYIO H
TEXHUYECKYIO JOKYMEHTAIIHIO;

—  pa3pabarhIiBaTh U MPOBOJUTH MHCTPYKTAXKH 10 TEXHUKE OE30MIaCHOCTH;

—  o0ecrieunBaTh COOJIOJICHHE TEXHOJOTUYECKOM U MPOM3BOJICTBEHHOM
TUCITUTUTAHBL;

—  obecneunBaTh COOJIOJICHUE TEXHUKH OE30ITaCHOCTH;

—  OCYUIECTBIISITh IPUEMKY M OLIEHKY KaueCTBa BBIMTOJIHEHHBIX PaldoT;

—  TPOEKTHPOBATH JIOKATHHYIO CETh;

—  BBIOMPATH CETEBBIC TOTIOJOTHH;

—  paccUUTHIBATh OCHOBHBIC MTapaMETPhI JTOKAIBHON CETH;

- YUTATh TCXHUYCCKYIO MW IPOCKTHYIO AJOKYMCHTAIIUIO II0 OpraHU3alun
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CEIrMEHTOB CETH;

—  TIPUMEHSTh AITOPUTMBI IOUCKA KPAaTUYANIIEro MyTH;

—  IUTAaHUPOBATh CTPYKTYpy CETH C TOMOIIBI0 Tpada ¢ ONTUMAIBLHBIM
PAacMoJIOKEHUEM Y3JIOB;

—  HCMOJIb30BaTh MaTeMaTHUYECKHUH ammapar TeopuH rpados;

—  KOHTPOJMPOBATH COOTBETCTBHE pa3pabaTbIBaEMOro MPOEKTA
HOPMATHBHO- TEXHUYECKOW TOKYMEHTAIUH;

—  WUCIOJIb30BaTh MHOTO(YHKIIMOHAJIBHBIE MPUOOPHI ¥ MPOTPAMMHBIE
CpeaCcTBa MOHUTOPHHTA;

—  HCIOJB30BaTh  MpOrpaMMHO-aINapaTHbIE  CPEACTBA  TEXHUYECKOTO
KOHTPOJIS;

—  HCTOJIb30BaTh  TEXHUYECKYIO  JHTEparypy W HHGOPMAIMOHHO-
CIIPAaBOYHBIE CUCTEMBI ISl 3aMEHBI (ITOMCKa aHAJIOTOB) yCTapEBIIEro 000pY/I0BAHMUS;

—  HactpaumBaTh mpotokos TCP/IP u ucmonws3oBaTh BCTPOCHHBIC YTHUIUTHI
OTIEPAITMOHHOM CUCTEMBI JUISl JUATHOCTHKU PA00TOCTIOCOOHOCTH CETH;

—  aJIMUHUCTPHUPOBATH JIOKAJIbHBIEC BEIYUCIUTEIBHBIE CETH;

—  NPUHUMATh MEPHI IO YCTPAHECHHUIO BO3MOXKHBIX COOEB;

— o0ecrieuyuBaTh 3alIUTy TMPU TOAKIOUEHHUHM K HUHGOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHOU ceTn « UHTEpHEeT»;

—  BBINOJHATP MOHUTOPHHT M aHAJIN3 pabOThI JIOKAITHHOW CETH C IMOMOIIIBIO
MPOrpaMMHO-ANIAPATHBIX CPEICTB;

—  HCHOJB30BaTh CXEMBI MocjeaBapuiHOrO BOCCTAHOBJICHUS
pabOTOCTIOCOOHOCTH  CETH, DKCIUTyaTUPOBATh TEXHUYECKUE CPEJICTBA CETEBOM
UHOPACTPYKTYPHI;

—  OCYILIECTBIISITh JWATHOCTUKY M TIOMCK HEHCIPABHOCTEW TEXHUYECKUX
CPEICTB;

—  BBINOJHATH JCHUCTBUSL MO YCTPAHEHUIO HEUCIPABHOCTE B YacTH,
Kacarolieucsl MOJJHOMOYMM TEXHMKA;

—  TECTHUpPOBATh KaOEJIM 1 KOMMYHUKAIIMOHHBIE YCTPOMCTRA;

—  BBINOJHATH 3aMEHY pPacXOJHBIX MAaTepUaIoB W MEJIKUM PEMOHT
nepudepuitHoro o00py10BaHU;

—  TpaBWIHHO 0OPMIISITh TEXHUYECKYIO JOKYMEHTAITHIO;

— HabmomaTh 3a  TpauUKOM, BBINOJHIATH  OINEpPallMM  PE3EPBHOTO
KOMIMPOBAHUS U BOCCTAHOBJICHHUS JTaHHBIX;

— yCTaHaBJIMBAaTb, TCCTUPOBATbL MW OKCINIYyaTHUPOBATbH I/IH(l)OpMaI_II/IOHHBIe



TAIIOY HAO CTO CMK 4.2.01 - 2021

YNPABJIEHME JOKYMEHTAIIUEN

«UMK» JIucr 9/12
CHCTEMBI, COTJIACHO TEXHUYECKOH JOKyMEHTAIlMH, OO0eCreuuBaTh AHTUBUPYCHYIO
3aIuTy

3HATh:

TCXHOJIOTHUYCCKUC TIPOHCCChI, TCXHOJOINICCKOC 060py,Z[0BaHI/IC, €ro

YCTPOUCTBO M 00CTY>KMBaHHE (T10 OTPACIISIM);

OTpaciisiM);

OCHOBBI MaTEpHUaIOBEACHNUS (110 OTPACIISIM);
TpeOOBaHUS TEXHUKU O€30MMaCHOCTH (110 OTPACIISIM);

OCHOBBI p8,3pa6OTKI/I N BHCIAPCHUA TCXHOJIOTHYCCKHUX IIPOLCCCOB (HO

TpeOOBaHUSI K Ka4YECTBY MPOAYKIIUU U TTapAMETPHI €T0 OLICHKHU;
OCHOBBI yNPAaBIICHUS [IEPBUYHBIM CTPYKTYPHBIM MO/Ipa3/ICTICHUEM;
oO0IIe MPUHIIUIIBI TTIOCTPOCHUS CETEH;

CETEBbIC TOIOJIOTUH;

MHOT0CJIONHYI0 Mozenb OSI;

TpeOOBaHMA K KOMITBIOTEPHBIM CETSIM;

aApPXUTEKTYPY MPOTOKOJIOB;

CTaHIAPTU3ALMIO CETEM;

ATaIbl MPOCKTUPOBAHUS CETEBON MHPPACTPYKTYPHI;

TpeOOBaHUS K CETeBOM 0€30MaCHOCTH;

OpraHu3alui0 padoT MO BBOJY B IKCILUIyaTalMI0 OOBEKTOB M CErMEHTOB

KOMIIBIOTEPHBIX CETEH;

MacCCOBOT'O

BCPOATHOCTHBIC M CTOXACTHYCCKHC IIPOHCCChI, JJICMCHTBI TCOPHUHU
06CJ'IY)KI/IBaHI/IH, OCHOBHBIC COOTHOIICHUA TCOPHHU OQGpCHGﬁ, OCHOBHBIC

MOHSTHS TEOpUU TpadoB;

CETH;

AJTOPUTMBI TTIOMCKA KPaTYaMILIEro MyTH;
OCHOBHBIE TTPOOJIEMBI CHHTE3a TpadoB aTak;
MOCTPOEHHE JICKBATHOW MO/ICIIH;

CUCTEMbI TOMNOJIOTHYECKOr0 aHajM3a 3allMIIEHHOCTU KOMHBIOTepHOﬁ

apXUTEKTYpy CKaHepa 0e30MacHOCTH;

AKCIIEPTHBIE CUCTEMBI;

0a30BbI€ MPOTOKOJIbI U TEXHOJIOTHH JIOKAJIBHBIX CETEH;
MPUHLUIBI IOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

OCHOBBI IIPOCKTHUPOBAHUSA JTOKAJIBbHBIX C€T€I>’I, 6CCHp0BOI[HBIC JIOKAJIbHBIC
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CeTH;

—  cTaHJapThl KaOesei, OCHOBHbIE BUAbl KOMMYHUKALIMOHHBIX YCTPOMCTB,
TEPMUHBI, TMOHATUSA, CTaHAAPTBI M THUIIOBBIE 3JEMEHTHl CTPYKTYpPHUPOBAHHOM
KaOeJIbHON CUCTEMBI: MOHTaX, TECTUPOBAHMUE;

—  CpenacTBa TECTHPOBAHUS U aHAJIU3a;

—  IPOrpaMMHO-aIapaTHbIE CPEACTBA TEXHUUECKOTO KOHTPOJIS;

—  JIMAarHOCTUKY XECTKUX JHUCKOB;

—  pesepBHOe komupoBanue nHpopmarmu, RAID-TexHonoruu, XxpaHuanina
JTAHHBIX;

—  OCHOBHBIE HaIlpaBJIECHUS aJIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEM;

—  YTWINTHI, PYHKIUH, YJAJIEHHOE YIIPABICHHE CEPBEPOM;

—  TEXHOJIOTHIO 0€301acHOCTH, IPOTOKOJIOB aBTOpU3ALMH,
KOH(QUACHIIUAIBLHOCTU U 0€30I1aCHOCTU IIPpU paboTe ¢ CETEBBIMU PECYPCAMU;

—  apXUTEKTYpYy M (YHKIMHU CUCTEM YIPaBJICHUS CETIMHU, CTAHAAPTHI CUCTEM
YIPABJICHHUS,

—  3aJayd  YNpaBJEHUS: aHajdu3 MPOU3BOAUTEIBHOCTH U HAJECKHOCTH,
ynpasjieHHe 0€30IaCHOCThIO, yueT Tpaduka, yrnpaBieHHe KOH(Urypamnueii;

—  CcpeacTBa MOHUTOPHMHIA U aHAJIN3a JIOKAJIbHBIX CETEH;

—  KjJaccu(UKaui  PEerJaMeHTOB, TMOPSAOK TEXHUYECKUX OCMOTPOB,
IPOBEPOK U MPOPHIAKTUIECKUX PadOT;

—  IpaBuWjIa dKCIUTyaTallMy TEXHUYECKUX CPEACTB CETEBOM HHPPACTPYKTYPHI;

—  pacllupeHue  CTPYKTypbl, METOABl W  CPEACTBA  JHUAarHOCTHKHU
HEHUCIIPABHOCTEN TEXHUYECKUX CPEACTB U CETEBOU CTPYKTYPHI;

—  METOJbl YCTPAHEHUS HEUCTIPABHOCTEH B TEXHUYECKUX CPEACTBAX, CXEMBI
HOCJIeaBapUHOTO BOCCTAHOBJIEHHS PAOOTOCMOCOOHOCTH CETHU, TEXHUYECKYI0 U
MPOEKTHYIO JOKYMEHTAIIHNIO, CIOCOOBI PE3€PBHOIO KOMUPOBAHUS JAHHBIX, TPUHIIUIIBI
paboThl XpaHWJIMIL JAHHBIX;

—  OCHOBHbIC TIOHATHS HMH(POPMALMOHHBIX CHCTEM, KU3HEHHBIH IUKI,
npoOsieMbl  OOecreyeHUs] TEXHOJOTMYecKOM Oe30MmacHOCTH  MH(POPMAIMOHHBIX
cucTeM, TpeOOBaHUS K apXUTEKType MH(POPMAIMOHHBIX CUCTEM U MX KOMIIOHEHTaM
g obecriedeHusi 0€30MacCHOCTH  (PYHKIIMOHUPOBAHUS, ONEPATUBHBIE METObI
NOBBIILIEHUA 0€30MacHOCTH (DYHKIIMOHMPOBAHUS MPOrPAMMHBIX CpEICTB M 0a3
JAHHBIX;

—  OCHOBHbIE TpeOOBaHUS K CpeACTBAM U BHUIAM TECTUPOBAHUS IS
onpeaeneHus: TEXHOJIOTHYecKoil 0€30MacHOCTH MH(POPMALTMOHHBIX CUCTEM.



TAIIOY HAO
«UMK»

YNPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2021

Juer 11/12

1.4. Koiu4yecTBO YacOB HA OCBOEHME MPOrpaMMbl MPAKTUKH:

OO6mmii 00beM BpeMEHM Ha NpoBeneHHe NpakTuku onpenensercas PI'OC

CIIO, yyeOHbIM M1aHOM U paboyelt mporpaMMon MpoPecCHOHATILHOTO MOYJIS.

[Iporpamma paccurMTaHa Ha MPOXOXKICHUE CTYJEHTAMH MPAKTHUKU B O0OBEME
252 4gacoB o MJIK.04.01 Opranu3zanus TexHojoruueckoro mpoiecca, MJIK.04.02
BrimonHerne paboT mo mpoeKTHpoBaHWIO ceTreBor mHpacTpykTypsi, MJIK.04.03
Opranuzanus cereBoro anmMuuuctpupoBanus 1 MJIK.04.04 Dkcryartanusi 0ObEKTOB
ceTeBOr HH(PPACTPYKTYPHI.

1.5. ®opma aTTecTANMHU 10 NPAKTHKE:

dopMOH aTTeCTalMU MO IPAKTUKE sBIACTCA AU PepeHIUPOBAHHBIN 3a4eT.
JuddepeHinpoBaHHblii 3a4€T BBICTABIISETCA IOCIE€ OCBOCHHS CTYJACHTOM BCEX
IPEIyCMOTPEHHBIX BHJIOB PA0OT, YTO YKa3bIBACTCS PYKOBOAMUTENIEM IPAKTUKH B

XapaKTEPUCTHKE.
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2. CTPYKTYPA U COAEPKAHUE ITPAKTUKHA

2.1. TemaTu4ecKHUii MJIaH MPAKTHKHA

Ne Koua-Bo DopMBbI M METOABI
Buasl pador
n/n 4acoB KOHTPOJIS
1. YcTaHOBKA Ha CepBephl U padOYre CTAHINH: OTIEPAIOHHBIC 12 OIIEHKA IPAaKTHIECKON
CHCTEMBI U He00X0JuMoe JUT paboThl MPOrpaMMHOE o0ecriedeHue JIeSITEIIbHOCTH
2. Opraan3anys I0CTyNa K JOKaJIbHBIM CeTsIM U MIHTepHeTY 12 OIIEHKA IPAaKTHIECKOH
JIeSITEIEHOCTH
3. YmpaBieHre YIeTHBIMU 3aIHCSIMH H Ky pPHAITHPOBaHUEM 12 OIIEHKA IPAaKTHIECKOH
JIeSITEIIbHOCTH
4, Kondurypauus Beo-ciryx6 12 OIIEHKa IIPaKTUYECKOH
JIESITEIIEHOCTH
5. Kondurypanus ciryx0 yaaaeHHOTO J0CTyIa 12 OIICHKA MPaKTHYECKOH
JIESITEIIEHOCTH
6. Opranuzanus HHOOPMaIHOHHON 0€30I1aCHOCTH 12 OIICHKA MPaKTHUYECKOM
JIESITEIIEHOCTH
7. Hactpoiika cepsepos bJ{ 12 OLICHKA IIPaKTHYECKOMI
JIESITEIIEHOCTH
8. Hactpotika ¢aiinoBoro cepepa 12 OIICHKA IPAKTHYCCKOM
JIESITEIIEHOCTH
9. JlokyMeHTHpOBaHUE BCEX MPOU3BENICHHBIX IEHUCTBUI 12 OLIEHKA MPaKTUYECKON
JIESITEIIEHOCTH
1. YcTaHOBKa Ha cepBepbl U paboyre CTAaHIUH OTIePallMOHHBIX 12 OLICHKA IIPAKTHYECKOMI
CHCTEM M HEOOXOIMMOTO I PabOThI POTPAMMHOTO JIESITEIIEHOCTH
obecrieueHus
2. OcyiecTBieHne KOHGUTYPUPOBAHHS TPOTPAMMHOTO 12 OIICHKA MPaKTHYECKOH
obecrieueHns Ha cepBepax U pabOUYMX CTaHIMAX JIeSITEIIbHOCTH
3. Peructpanus nonabp3oBaTeeil J0KaIbHOU CETU U IOYTOBOIO 12 OLICHKA IIPAKTHUYECKOI
cepBepa, Ha3HAUYeHHE HCHTU(PHUKATOPOB 1 ITapoJiei JIeSITEIIEHOCTH
4, YcraHOBKa MpaB I0CTYIIA U KOHTPOJIb UCIIOJIb30BAHMUS CETEBBIX 12 OLIeHKA MPAKTHYECKOit
pecypcoB JIeSITEIIbHOCTH
5. ObecneueHne CBOEBPEMEHHOT'O KOITMPOBAHNUS, AapXUBUPOBAHHS U 12 OIIEHKa IPaKTHYECKOH
Pe3epBUPOBAHMUS TaHHBIX JIeSITEIIbHOCTH
6. [TpunsATHE MEp N0 BOCCTAHOBIEHUIO pabOTOCTIOCOOHOCTH 12 OLICHKA IIPAKTHYECKOM
JIOKAJIbHOM CETH IPH COOSX WIN BBIXOJE U3 CTPOSI CETEBOTO ACATCIPHOCTH
obopynoBaHus
7. OobecrieueHne ceTeBoil 6€30MacHOCTH 12 OLIEHKA IIPaKTUUECKOM
JIeSITEIIFHOCTH
8. Ocy1ecTBieHNE aHTUBUPYCHOM 3aIIUThI JJOKAILHOM 12 OLIEHKa MPAKTHYECKOH
BBIYHCITUTEIIFHON CETH, CEPBEPOB U pabounx CTaHIWH. ACATEILHOCTH
9. JlokyMeHTHpOBaHUE BCEX NMPOM3BEICHHBIX AEHCTBUI 12 OLIEHKa MPAKTHYECKOH
JIeSITEIbHOCTH
Bcero: 252 A/3ader
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2.2. Conep:xanne NpakKTUKH

Koapl
Hupexc O6bem | (opmMUpYEMBIX
Buasl paéot Copaep:xanue pador .
MK 4acoB | KommeTeHuHii
OK IK
MK 1. YcranoBka Ha cepBephl U ¥YcTaHoBKa BUPTYaJIbHOM MAalllUHBI 2 OK 1. | IIK2.1.
04.03 paboune cTaHIUH: 'YcTaHOBKa Ha IIOJTOTOBRIICHHYIO OK2. | 11Kk 2.2.
OIIepAllNOHHBIE CUCTEMBI U BUpTyaIbHYyIo MarivHy CentOS wm 8§ i IIK 2.3.
HEOOXOUMOE IS PaGOTHI Debian OK 5: IK 2.4.
HporpaMMHOE 00ecrieyeHne VeTaHoBKa MPOrpaMMHOTO 4 OK 6.
obecrnieueHus OK 7.
Hactpolika uMeHH X0CTa, a TaKxKe 2 OK 8.
(aiina hosts OK9.
Hroro: 12
MJIK 2. OpraHu3anus J0CTyma K Hactpoiika IP-ampecanuu 6 OK1 | IIK2.1.
04.03 nokanbHbeIM ceTsM ¥ MuTepreTy | Hactpoiite DHCP-cepBepa 6 OK2 | IIK2.2.
Hactpoiixa DNS cepsepa 6 OK4 | IIK2.3.
Hactpoiika auHaMuyeckoro 6 OK8 | IIK2.4.
obHoBnenus 3anuceid DNS
Hroro: 24
MK 3. YnpasieHue y9eTHRIMHI PasseptriBanne LDAP-cepBep 6 OK1 | IIK2.1.
04.03 3alUCSAMH U KypHaIUpoBaHUeM | OpraHuzands — [HEHTPaIU30BAHHOTO 6 OK2 | TIK2.2.
cOopa )KypHaIOB OK4 | IIK2.3.
Hacrpoiika MOHTHPOBaHHS 6 OK8 | [IK2.4.
JIOMAIIHEro Karajiora MOJb30BaTels
o TpeOOBaHUIO
Hroro: 18
MK 4. Konogwuryparws Be6-ciayx0 YcTaHOBKa M HacTpoiika BeO-cepBep 6 OK1 | IIK2.1.
04.03 apache OK2 | MK 2.2.
YcTaHOBKa M HacTpoiika BeO-cepBep 6 OK4 | TIK2.3.
NGINX OK 8 | TIK2.4.
Opraauzanus (hattrooOMeHHOTO 6
cepsuca FTP
Hroro: 18
MK 5. Kondurypamus ciyx6 Hacrpoiika ayrentudukannu SSH 6 OK1 | IIK2.1.
04.03 YIAJIEHHOT'0 1OCTyIa 0 MyOINIHOMY KITFOUy OK2 | TIK2.2.
Hacrpoiika cepBepa y1aieHHOTO 6 OK4 | TIK2.3.
JIOCTyIIa Ha OCHOBE TEXHOJIOTMH OK 8 | TIK 2.4.
OpenVPN
Hactpolika ki11eHTa yAaaeHHOro 6
JIOCTYTIa Ha OCHOBE TEXHOJIOTUH
OpenVPN
Hacrpoiika GRE-TyHHens 6
Hroro: 24
MK 6. Opranuzamus Awnanu3 paboTsl MexaHu3ma SELinX 4 OK1 | IIK2.1.
04.03 nH(popMannoHHOH Hacrpoiika orpanndeHuii Ha 2 OK2 | IIK2.2.
0e301acHOCTH noaxirouenue k Telnet OK4 | TIK2.3.
OpraHu3anys MexXCceTeBOro YKpaHa 6 OK 8 | TIK 2.4.
Hacrpoiika cHHXpOHH3aI[1 BPEMEHU 6
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Koasl
A Buasi padot Conep:xanue padot Often | qopmupyembix
MJK 4acoB | KOMIETeHIHii
OK [K
Hactpotika cuEXpOoHH3anNAN 6
KaTaJoroB Ha OCHOBE JIeMOHa
Hroro: 24
MK 7. Hactpotika cepBepoB B/1 Hacrpotika cepepa MySQL. 6 OK1 | IIK2.1.
04.03 Hacrpoiika cepsepa MongoDB 6 OK2 | IIK2.2
Hroro: 12 OK4 | IIK2.3.
OK 8 | IIK2.4.
MK 8. Hactpotika ¢aiinmoBoro Hactpotika ¢aiinoBoro cepsepa 6 OK1 | IIK 2.1.
04.03 cepBepa Samba. OK2 | TIK2.2.
Hroro: 6 OK4 | IIK2.3.
OK 8 | TIK2.4.
MK 9. lokyMeHTHpOBaHHE BCEX [lonBeneHue UTOroB MPaKTUKH, 4
04.03 IIPOM3BE/ICHHBIX JCHCTBHIA. COCTaBJIEHHE OTYETOB, IOJrOTOBKA
odopmiieHre MOPTHOIIHO.
[TonroToBka u opopmiicHHE 2
MPE3EHTAIMH 110 UTOTaM MPAKTHKH.
Hroro: 6
MK 10. YcTaHOBKA Ha CepBEPHI U 'YcTaHOBKa M HACTPOIKA CHCTEM 4 OK 1. | TIK3.1.
04.04 paboume cTaHIIuU BUPTYaTM3AIH OK2. | 1K 3.2.
OIIEPAIMOHHBIX CHCTEM U VY cTaHOBKaA M HACTPOMKA BUPTYAIbHBIX 4 8§ i IIK 3.3.
HE00X0IMMOTO JIJIs1 pabOThI MAILH OK 5. IIK 3.4.
IIPOrPaMMHOI0 00ecreyeH s Ba30Bas HaCTPOiika OTeparMOHHBIX 4 0K 6. | IK3.5.
CHCTEM Ha CO3JaHHBIX BHPTYalbHBIX OK7. | TIK 3.6.
MalHax OK'8.
OK 9.
Hroro: 12
MK 11. OcymectBieHne YcTaHoBKa u HacTpoWKa 4 OK1 | IIK3.1.
04.04 KOH(UTYpUPOBaHUS MIPOTPaAaMMHOTO obecrieueHus OK2 | IIK3.2.
MIPOTPAaMMHOTO OOECTICUCHHS Ha | KOHTPOJISA YYETHBIX 3anucen, OK4 | TIK 3.3.
cepBepax M pabodrx CTaHIIHUAX obecrneueHus CEPBHUCOB OK8 | TIK3.4.
KOPIHOPaTUBHOM CETH K 3.5.
YcTaHoBKa u HacTpoika 4 IIK 3.6.
MPOTPaMMHOTO obecrieueHus
MOHHUTOPMHIa M aHaiu3a paboThI
JIOKaJIbHOH ceTH
Hactpolika ygajeHHOTO ynpaBileHUs 4
yCTpOHCTBaMuU
Hroro: 12
MK 12. Perucrpanus nons3osareineit | CocTaBieHHe CIUCKA TOJIb30BaTENeH 2 OK1 | IIK3.1.
04.04 JIOKAaIbHOHU CETH U OYTOBOTO U JICJICHUE €T0 Ha IPYIIIIbL OK2 | IIK3.2.
cepBepa, Ha3HAYCHHE Peructpanus  momb3oBaTenei 4 OK4 | TIK 3.3.
UACHTU(PUKATOPOB U MapoIeit cucTeme OK8 | TIK3.4.
I'eHepanust  UAEHTH(OUKATOPOB 2 IK 3.5.
naposei IK 3.6.
OOHOBIIEHUE YUETHBIX JaHHBIX 4
Hroro: 12
MK 13. YcranoBka npaB JocTyna u PazpaboTka periaMeHTa 4 OK1 | IIK3.1.
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A Buasi padot Conep:xanue padot Often | qopmupyembix
MJK 4acoB KOMIIeTeHI M
OK [K
03.01 KOHTPOJIb HCIOJH30BAHUS HCTIONB30BaHUS pecypcoB OK2 | IIK3.2.
CETEBBIX PECYPCOB riobanbHOM cetn VIHTEepHET OK4 | IIK 3.3.
Paspaborka periaMeHTa 4 OK 8 | IIK 3.4.
UCTIONB30BaHUs PECYPCOB JOKAIbHOM IIK 3.5.
cetn K 3.6.
Omnpenencane HapyIIeHAN 4
periameHTa UCIIOJIb30BaHMS
pecypcoB ceTH
Hroro: 12
MK 14. Ob6ecrnieuenue OmnpeneneHne TOPSIKa pe3ePBHOTO 4 OK1 | IIK3.1.
03.01 CBOEBPEMEHHOTO KONTUPOBAHUS, | KOIMUPOBAHUS U BOCCTAHOBIICHUS OK2 | TIK3.2.
apXMBUPOBAHUSA U JIAHHBIX OK4 | TIK 3.3.
pe3epBUPOBAHUS JaHHBIX [ToaroroBka qaHHBIX IS 4 OK8 | TIK3.4.
pe3epBUPOBAHUS MK 3.5.
Brinonuenue ornepaimii pe3epBHOTO 4 IIK 3.6.
KOTIMPOBAHUS U BOCCTAaHOBJICHHS
JIAHHBIX
Hroro: 12
MK 15. IIpunsatue Mep 1o IIpoBenenue TMarHOCTUKYU U IOUCK 6 OK1 | IIK3.1.
03.01 BOCCTaHOBJICHUIO HEHCIIPABHOCTEH TEXHUYCCKIX OK2 | TIK3.2.
paboTocmocoOHOCTH JTOKAILHON | CpesCTB OK4 | TIK 3.3.
ceTH NpH cO0sX MM BbIXOJE M3 | OmpesieneHue cxeMbl 2 OK 8 | TIK3.4.
CTPOSsi CETEBOTO 000PYA0BAHUS MOCJICaBaPUIHOIO BOCCTAHOBJICHHUS IIK 3.5.
CUCTEMBI [IK 3.6.
Hcnonb30BaHUE CXEMBI 2
[10CJI€aBapUIHOTO BOCCTAHOBJICHUS
paboTOCTIOCOOHOCTH CeTH
W3y4yeHue CTpyKTYpbl, OpraHu3aliu 2
paboT M IOKyMEHTaLUH
BBIYHCIIUTEIbHBIX IEHTPOB
Hroro: 12
MK 16. ObecrnieueHme ceTeBOM Pa3pabotka mapameTpoB 4 OK 1. | TIK 3.1.
03.02 6e30MaCHOCTH 3aLIMIIEHHOCTH [TPOrPAMMHBIX U OK2. | TIK 3.2.
annapaTHBIX CPEACTB KOMITAHHH OK3. | TIK 33,
nporpamMmsl 1b
Brmoxaenue pabdot mo 4 OK 4. | TIK3.4.
00€3BPEKMBAHUIO PA3PYIIAIOIETO OK'5. | TIK3.5.
MIPOrPaMMHOTO BO3JACHCTBHS OK 6. | TIK 3.6.
ConpoBOXK/IEHHE TEXHOIOTHYECKUX 4 OK 7.
MPOLIECCOB B CHCTEMaX 3aIUThI OK 8.
nH(OpMaMOHHBIX ceTer
e Hroro: 12 OK.
MK 17. OcymecTBieHue PazpaboTka HHCTpYKIHA 4 OK 1. | TIK 3.1.
03.02 AHTUBUPYCHOI 3aLUTHI 0€3011acHOCTH T0JIb30BATENS OK2. | TIK3.2.
JIOKAJIbHOM BBIYUCIUTENBHON MHpOPMAHOHHOI CHVCTeMH OK 3. | IK3.3.
CeTH, CEpBEPOB U PAOOIHX ::TT;:;;;?HP;:;Crg;yg;?\mmm 4 OK 4. | TIK3.4.
CTaHLUH obecreueHms OK 5. | TIK3.5.
Hactpoiika neHTpasn3oBaHHOTO 4
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Koasl
Hupexc B 6 C 6 O6beM | (opMHpYeMBIX
MJAK AR padot QACPIRAIHE PAOOT 4acoB KOMIIeTeHI U
OK K
YIpaBJICHUS] aHTUBUPYCHOU 3aITUTON OK 6. | TIK 3.6.
Hroro: 12 OK 7.
OK 8.
OK 9.
MK 18. JlokyMeHTHpOBaHHE BCEX JIoKyMeHTHpOBaHHE TIOJTUTHKA 4 OK 1. | TIK3.1.
03.01 MIPOU3BEACHHBIX JIeiicTBUI 0e30MacHOCTH KOMIAHHH OK 2. | IIK3.2.
CocraBieHne 3KCIDTyaTallHOHHOH 4 OK3. | TIK3.3.
JIOKYMEHTAIINH KOMIBIOTEPHOH CeTH oK 4. | IK3.4.
[TonBeneHne UTOTOB MPAKTHKH, 2
COCTaBJICHUE OTYECTOB, IIOATOTOBKA U OK'S. | TIK 3.5.
oopMIIeHHE TOPTOITHO. OK 6. | IIK 3.6.
[MonroroBka u opopmireHIEe 2 OK 7.
MPE3EHTAIIMH 110 UTOTaM MPAKTHKH. OK 8.
Hroro: 12 OK 9.
BCEI'O: 252
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3. YCJIOBUSA PEAJINBALU ITPOT'PAMMBI IPAKTUKHA

3.1. MudopmanuonHoe odbecneyeHue:

OCHOBHBIE HCTOYHUKHU:

1. bapanumkoB, A. WM. OpraHuzanus CeTEBOr0 aJIMHUHUCTPUPOBAHUS:
yueOHuk mist ctynentoB CIIO/ A. U. bapanuukos, II. A. bapanuukos, A. HO.
I'pomoB. - Mocksa : Akagemus, 2016. - 320 c.

2. HazapoB A.B. Dkcmyatanus 00beKTOB ceTeBoil nuHpacTpykTypsl / [lox
pen. Hazaposa A.B. (1-e u3n.) yueOHuk.- M.:Axanemus, 2014

3. Iamumona M. A. CeTu u TeIEeKOMMYHUKAIIMU: YYEOHUK U MPAKTUKYM/
nop penakuend U. A. llanumona, [. C. Kyns6osa. — M.: IOpaiit, 2018. — 363 c.
—  Tekcr : oanexkrponnbii  //  OBbC  IOpakr [caiit]. —  URL:
https://urait.ru/bcode/450234

I[OHOJ]HI/ITGJ'IBHBIG HCTOYHUKMU.

4. Jlubpos, M. B. KoMmnproTepHble CE€TM UM TEIEKOMMYHHUKALUU.
MapmipyTtuzanusa B [P-cetsix B 2 4. YacTh 1: y4yeOHHMK M IPAKTUKYM JJI CPEIHETO
npodeccuoHanbHoro oobpazoBanus / M. B. JluObpoB. - Mockpa: M3nmarenbcTBoO
IOpaiir, 2020. - 333 c.

5. JuGpoB, M. B. KoMmnbloTepHble Ce€TH UM TEIEKOMMYHHUKALUU.

MapmipyTtuzanusa B [P-cetsix B 2 4. YacTh 2: y4yeOHHMK M NMPAKTUKYM JJI CPEIHErO
npodeccuoHanbHoro oopazoBanus / M. B. JluOGpoB. - Mockpa: M3nmarenbcTBO
FOpaiit, 2020. - 351 c.

6. 3amaruna, O. M. MHd)oKOMMYHUKAIIMOHHBIE CUCTEMBI U ceTU. OCHOBBI
MOJIETTUPOBaHUS: yueOHOe mocodue st CpeHero MpoPpecCuOHAIBHOTO 00pa3oBaHus
/ O. M. 3amstuna. — Mocksa: U3znarensctBo FOpaiit, 2020. - 159 c.

7. Kazapun, O.B. OcHoBbI HH(GOPMAIIMOHHON 0€30MaCHOCTH: HAICKHOCTD U
0€30IacHOCTh MPOTrpaMMHOTO oOecreueHus: ydeOHoe mocobue mis CIIO. -M.:
FOpaiit, 2019 - 342 c.- Pexxum noctyna: https://biblio-online.ru/

3.2. MaTepuajibHO-TEXHUYECKOE oDecrieueHme:
— yKoMmIUlekToBaHHas ©0Oaza mpaktuku: ['AIIOY YAO «Yykorckuit
MHOTOMPO(PUIbHBINA KOJUIEIIKY;

—  JIOTOBOD.
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