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Pabouass nmnporpamMmma y4yeOHOM NpaKTUKH pa3padOTaHa Ha  OCHOBE
®denepanbHOTO  TOCYAAPCTBEHHOIO  OOpa30BaTENILHOTO  CTaHAApTa  CPEIHETrO
npodeccuonanbaoro oopazoanus (naee ®I'OC CIIO) no cnenmanbrocTy 44.02.06
IIpodeccuonanbuoe o0ydyeHue (MO0  OTpaAcaAsiM)  YKPYOHEHHOM  TPYIIIbI
cnequanbHocTel 44.00.00 OOpa3zoBaHME W TEAArOrMYECKUE HAYKH HAIpaBICHUS
noarotoBku OOpa3oBaHuE U MEeIaroruyecKue HayKH.

Opranuzanusi-pazpaboTyuK: I'ocynmapcTBeHHOE aBTOHOMHOE
npodeccuoHanbHoe 00pa3zoBaTeNbHOE yupexkaeHne  YyKoTCKOro aBTOHOMHOTO
okpyra «Hykorckuit MHOTOnpoduiibHbIN Komtemx» (nainee IAIIOY HUAO «UMK»)

Pa3zpabotuuk: TaruneuieB Muxann KOpseBuu, npenojaBaresb.

Perucrpannonnsiii Ne I10 223-19 ot 02.04.2019 1.
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VYreepxaena mpukaz Ne 01-10/401 ot 30.08.2019 r. «OO6 yTBepkaeHUH
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1. MIACHOPT PABOUYEHN MIPOI'PAMMBI IPAKTUKH

1.1. O6s1acTh NPUMEHEHHUs] MPOTrPAMMBI PAKTHKH

Pabouas nporpamma y4eOHOIN MPAKTUKU MO MPOQUIIIO0 CIENUAIBHOCTH (Haiee
mporpaMMa MPaKTUKH) SBISETCS COCTAaBHOM YacCThI0 MPO(GECCHOHATBLHOTO MOJIYJIS
IIM.04. YuyacTe B OpPraHM3alMH TEeXHOJOTHYECKOro Ipomecca IporpaMMbl
MOATOTOBKM CHEIUAINCTOB cpenHero 3BeHa B coorBercTBuu ¢ PI'OC CIIO mo
cienmanbHocT  44.02.06 IIpodeccuonanbHoe o0ydeHue (MO OTpPaACISIM)
yKpynHeHHou rpynmnsl crennanbHocTeil 44.00.00 OOpa3zoBaHue M Menarorunyeckue
HayKH HallpaBjeHUs MOoAroToBkU OOpa30BaHUE U ME1arOrHYeCKUe HayKu.

bazoit nmpaktuku sBisierca yueonas mactepekad FAITIOY YAO «UMK»

(MecTO IpoBeICHHS PAKTHKH)

1.2. MecTo 1NpakTHKH B  CTPYKType padoyeil  mporpamMmbl
npo¢ecCHOHAILHOI0 MOXYJIS:

VYuebHas mnpakTuka 10 MpPOPUIII0 CHCIUATBLHOCTH (Jajiee MpaKTUKA)
IPOBOJAUTCA B COOTBETCTBUU C paboueld mporpammon mpo¢eCCHOHAIBLHOTO MOJYJIS
[IM.04 KOHLIEHTPUPOBAHHO.

1.3 Heau u 3aga4u NPAKTHUKH — TPeOOBaHMSA K pe3y/JbTaTaM OCBOCHHS
NPAKTHKH

Henabo mpakTukm sBisercs (GOpMHPOBAHUE OOHIMX M MPOPECCHOHATBHBIX
KOMIIETEHIIMHA,  HEOOXOAWMBIX  JUIsl  OCBOEHHUS  BuJa  NpodeCcCHOHATBHON
NeSATEIbHOCTH:

OK 1. I[loHumaTh CyHIHOCTh W COLMAIBHYIO 3HAYUMOCTh CBOEU Oymayiien
npodeccun, MposIBIATH K HeW yCTOMYNBBIN UHTEPEC.

OK 2. Opranu3oBbiBaTh COOCTBEHHYIO JAESITEIBLHOCTD, ONPEASTSATh METOIbl U
CIOCOOBI BBITIOJTHEHUSI TPOPECCUOHANIBHBIX 3aJ1a4, OIEHUBATh UX d()PEKTUBHOCTD U
KauyecTBO.

OK 3. Pemats mnpoOiieMbl, OIICHMBATh PUCKHM W TMPUHUMATHh DEIICHUS B
HECTaHJIAPTHBIX CUTYaITUsX.

OK 4. OcymiecTBiaTh MOUCK, aHAJIW3 U OLIEHKY WHGMOpMAINU, HE0OXO MMON
JUISl TIOCTAHOBKM W PpEIICHUS MPOQECCHOHANBHBIX 3a/ay, NpodecCUOHATBHOTO WU
JUYHOCTHOTO Pa3BUTHSL.

OK 5. Ucnonb3oBath nHGOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTUM JIJIs
COBEPIIIEHCTBOBAHMSI MPOHECCUOHATHHOU NEATeTLHOCTH.

OK 6. Paborate B KO/UICKTUBE M KOMaHjie, OOeCICUMBaTL €€ CINIOUCHUEC,
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3¢ (eKTUBHO 00IIAThCS € KOJIEraMH, PYKOBOJICTBOM, MOTPEOUTEIISMH.

OK 7. CraBurp 1enM, MOTHUBHPOBATh JEATEIBHOCTh MOJAYUHEHHBIX,
OpraHU30BbIBATH W KOHTPOJIUPOBaTH HUX pabOTy C NOPUHATHEM Ha ceos
OTBETCTBEHHOCTH 3a PE3YyJIbTAT BHIMIOJHEHUS 3a1aHUI.

OK 8. CamocToATensHO ONpenesaTh 3aJayd  Npo(ecCHOHANIBHOTO U
JUYHOCTHOTO Pa3BUTHS, 3aHUMAThCS CaMOOOpa30BaHHWEM, OCO3HAHHO IJIaHUPOBATH
MTOBBINICHUE KBATHU(UKAIIIH.

OK 9. bbb TOTOBBIM K CMEHE TEXHOJOTMH B mpodeccuoHaIbHOM
NEATEIIBHOCTH.

OK 10. OcymectBiarh npouIakTUKy TpaBMaTH3Ma, 00ECIeunBaTh OXpaHy
KU3HU U 3I0POBbS 00yYAIOUTUXCSI.

OK 11. Crpouts mnpodeccuoHadbHyIO0 ACATEIBHOCTh C COOJIIOJACHUEM
MIPABOBBIX HOPM €€ PETYIUPYIOIIUX.

[IK 4.1. VYyacTtBoBaTh B IUIAHUPOBAHUM [IESITEIBHOCTH IEPBUYHOTO
CTPYKTYPHOTO TOJIpa3ACICHUSI.

[IK 4.2. VYuactBoBarh B pa3pabOTKE M BHEIPEHUH TEXHOJIOTHYECKUX
MIPOLIECCOB.

[IK 4.3. Pa3pabatpiBath U O(QOPMISATH TEXHUYECKYIO U TEXHOJIOTHMUYECKYIO
JIOKYMEHTAIIUIO.

[1IK 4.4. O6ecnieunBaTh COONIOCHNE TEXHOJOTHUYECCKON M MPOU3BOJICTBEHHOM
JUCHUTUIAHBI.

[1IK 4.5. OGecneunBath COOJIIOICHUE TEXHUKHA O€30MTaCHOCTH.

[1K 4.6. BeInoyiHATh NPOEKTUPOBAHUE KAOEIBHOW CTPYKTYpPbl KOMIIBIOTEPHOM
CETH.

[IK 4.7. OcyuiecTBisTh BbIOOP TEXHOJOTHUU, WHCTPYMEHTAIBHBIX CPEJICTB H
CPEACTB BBIYMCIUTEIPHON TEXHUKU MPU OpPraHU3alUM Ipollecca pa3paboTKu U
UCCJIeI0BaHUS 00BEKTOB MPO(PECCHOHATEHOM NESITEIbHOCTH.

[IK 4.8. OOecneuuBarh 3amury WHGOpPMAIMU B CETU C HCHOJIb30BaAHHUEM
MPOTrpaMMHO-aNNapaTHbIX CPEJCTB.

[IK 4.9. IlpuHumaTe ydacTHE B MPUEMO-CHATOYHBIX  HMCHBITAHUAX
KOMITBIOTEPHBIX CETEH U CETEBOT0 00OPY/IOBAaHUS PA3IUYHOTO YPOBHS M B OIIEHKE
KauecTBa U AKOHOMUUYECKOH 3 (PEKTUBHOCTH CETEBOU TOIMOJIOTHHU.

[1K 4.10. BeimonasaTs TpeOOBaHUS HOPMATUBHO-TEXHUUECKOW TOKYMEHTAIUH,
UMETh OIBIT 0OPMIICHUS TPOCKTHON JJOKYMEHTAITUH.

[IK 4.11. AJMUHHUCTPUPOBATH JIOKAJIbHBIE BBIYUCIUTEIbHBIE CETH U
MIPUHUMATH MEPHI 110 YCTPAHEHUIO BO3MOKHBIX COOEB.
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[IK 4.12. AnMUHUCTPUPOBATh CETEBbIE pECcypchl B HHPOPMAIIMOHHBIX
CUCTEMax.

[IK 4.13. ObecneunBaTh COOp JaHHBIX [JI aHAJNM3a WCIOJIL30BAHUS U
(GYHKUIMOHUPOBAHUS MPOrPAMMHO-TEXHUYECKUX CPEICTB KOMITBIOTEPHBIX CETEH.

[IK 4.14. B3auMoaeicTBOBaTh CO CHELHAIUCTAMH CMEXHOTO MPOPUIs MpHU
pa3paboTKe  METOJ0B, CPEIACTB M  TEXHOJOTMH  TNPUMEHEHUS  OOBEKTOB
npodeccCHoHaNBbHOMN e TEeTbHOCTH.

[IK 4.15. YcranaBnuBaTh, HACTpauMBaTh, IKCIUTyaTHUPOBaTh U OOCIY>KUBAThH
TEXHUYECKUE U TPOrPAMMHO-AIIAPATHBIE CPEACTBA KOMITBIOTEPHBIX CETEH.

[IK 4.16. ITlpoBoauth mnpoduisakTuyeckue padoThl Ha OOBEKTaX CETEBOM
MH(DPACTPYKTYphl U pabOUYUX CTAHLIMSIX.

[IK 4.17. HWcnosnp30BaTh WHCTPYMEHTAJbHBIE CPEACTBA I JKCILTyaTallUU
CETEBbIX KOHPUTYypaluii.

[IK 4.18. VYwuactBoBarh B  pa3pabOTKe CXEMbl IOCICaBAPUHHOTO
BOCCTAQHOBJIEHUSI ~ pabOTOCHOCOOHOCTH  KOMIIBIOTEPHOM  CETH,  BBINOJHSATH
BOCCTAHOBJICHHE U PE3EPBHOE KOMMPOBaHUE NH(DOPMALIHH.

[IK 4.19. Oprann3oBbIBaTh MHBEHTAPU3ALNUIO TEXHUYECKUX CPEICTB CETEBOMU
UHQPACTPYKTYphl, OCYIIECTBIIATh  KOHTPOJb  IMOCTYNUBIIETO W3  PEMOHTA
000pynOBaHUSI.

[IK 4.20. BbINONHATH 3aMEHY pacXOAHBIX MAaTE€pUaIOB M MEJIKUHA PEMOHT
nepudepuitHoro 00OpPYIOBaHUsA, OMNpPENeNsATh ycTapeBliee 00OpyJOBaHUE U
IpOrpaMMHBIE CPEJICTBA CETEBON MH(PACTPYKTYPHI.

C uenbio OBIaICHHS YKA3aHHBIMUA BUAOM NPO(HECCUOHATBHON S TEIbHOCTH U
npo¢heCCUOHATBbHBIMUA KOMIETEHIMSIMH 00YyYaroUics JOHKEH:

UMeTh IPAKTHYECKUI ONBIT:

— yyacTusi B IUIAHUPOBAHUM JEATEIBHOCTH NEPBHUYHOTO CTPYKTYPHOTO
MO/Ipa3/ICICHUS;

—  ydacTus B pa3pabOTKe U BHEIPEHUU TEXHOJIOTUYECKUX MPOLECCOB;

—  pa3paboTku W  O(opMIEHHUS TEXHUYECKOH M  TEXHOJIOTHYECKOMN
JOKYMEHTAlINH;

—  KOHTPOJS  COONIOACHHWS  TEXHOJIOTMUYECKOW W  MPOU3BOJICTBEHHOMN
JTUCIUIUIAHBI;

—  KOHTPOJIS COOJIOICHHS] TEXHUKH OC30MaCHOCTH;

— aHanu3a U pa3paboTKU Y4yeOHO-METOAUYECKUX MaTepuaioB (pabouux
nporpamM, y4yeOHO-TEeMAaTHUYECKHX IUIAHOB) Uid oOecredeHusi 00pa30BaTENbHOIO
mpolecca;
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—  TPOCKTHUPOBAHUS APXUTEKTYphl JIOKAJbHOW CETH B COOTBETCTBHH C
IIOCTaBJICHHOM 3aJ1auci;

—  YCTaHOBKH U HACTPOWKH CETEBBIX IMPOTOKOJIOB U CETEBOT0 000pYyAOBaHUS
B COOTBETCTBUU C KOHKPETHOM 3a1a4ye;

—  BbIOOpa TEXHOJIOTMHM, WHCTPYMEHTAJIBHBIX CpPEJCTB MpPH OpraHu3aluu
mpolecca uccie10BaHusl 00BEKTOB CETEBOM MHPPACTPYKTYPHI;

—  oOecrnieueHus 1EJT0CTHOCTHU pe3epBUPOBAHUS uHpopmaImu,
ncnoab3oBanus VPN;

—  YCTaHOBKHU U OOHOBJICHUS CETEBOTO IPOrPAMMHOTO O0ECIICYESHHUS;

—  MOHUTOpPUHIAa TPOU3BOAMUTEIBHOCTH CEpBEpa U IPOTOKOJIUPOBAHUSA
CHUCTEMHBIX U CETEBBIX COOBITHH;

—  ohopmIIeHUS TEXHUYECKON JOKYMEHTAIUH;

—  WUCIOJIb30BaHUSl  CHEIHUAJIBHOTO MPOTPAMMHOrO  OOECHEeYeHHs IS
MOJICTTUPOBAHUS, MPOCKTUPOBAHUS M TECTUPOBAHUS KOMIBIOTEPHBIX CETEH;

—  YCTaHOBKE, HACTPOHKE M COINPOBOXACHHUU, KOHTPOJE HCIOJIb30BaHUs
cepBepa 1 padouyuX CTAHLMK 17151 Oe30nacHoi nepeaayn HHPopMaluu;

—  0o0ciyXUBaHUS CETEeBOM UH(PaCTPYKTYPHI, BOCCTAHOBJICHMUSI
PaboTOCTIOCOOHOCTH CETH TocJe cOos;

—  yJaJIGHHOTO aJIMMUHUCTPUPOBAHMUS U BOCCTAHOBJICHHUSI
paboTOCIOCOOHOCTH CeTeBOM MH(DPACTPYKTYPHI,

— opraHuzanuu Oecrnepe0oilHOW pabOThl CHCTEMBI MO PE3EPBHOMY
KOIIMPOBAHUIO U BOCCTAHOBJICHUIO HH()OPMALINY;

—  TOAACPXKKH  TMOJb30BATEJENM  CETH, HACTPOMKM  amlllapaTHOTO |
IPOrPaMMHOTO 00ECTICYEHHS CETEBON MHPPACTPYKTYPHI;

yMeThb:

—  OCYHICCTBIIITH TEKyIIee IUTAHHUPOBAHWUE JIEATCIBHOCTH TICPBUYHOTO
CTPYKTYPHOTO TIO/Ipa3/ICICHHSI;

—  pa3pabaThiBaTh OCHOBHYIO U BCIIOMOTATEIbHYI0 TEXHOJOTHYECKYI0 U
TEXHUYCCKYIO IOKYMCHTAIIHIO;

—  pa3pabaTrhIBaTh M MPOBOJIUTH HHCTPYKTAKHU O TEXHUKE OE30MaCHOCTH;

—  obecnieunBaTh COOJIOJIGHUE TEXHOJIOTHYECKOW U TMPOU3BOJCTBEHHOM
TUACIUATUINHEL

—  obecneunBaTh COOJIIOJICHHNE TEXHUKH O€30I1aCHOCTH;

— OCYHIECTBIIATL NPUEMKY U OLICHKY Ka4u€CTBa BBIITOJIHCHHBIX pa60T;
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—  NPOEKTUPOBATh JIOKAIbHYIO CETh;

—  BbIOMpATH CETEBBIC TOMOJIOTHUU;

—  pacCUMTHIBATH OCHOBHBIE MAPAMETPHI JOKAIILHOU CETH;

—  YUTaTh TEXHUYECKYI0 W MPOEKTHYIO JIOKYMEHTAIMIO MO OpraHu3alfu
CErMEHTOB CETH;

—  NPUMEHSTH AJITOPUTMBI MOMCKA KpaTyanilero myTH;

—  IUTAaHUPOBATh CTPYKTYpy CETH C TOMOIIBI0 Tpada ¢ ONTUMAIBLHBIM
PaCIIOJI0KEHUEM Y3IIOB;

—  HCHOJIb30BaTh MaTeMaTUUYECKUH ammapaTt Teopuu rpados;

—  KOHTPOJUPOBATH COOTBETCTBHUE pa3zpabaThiBaEMOT0 MIPOEKTA
HOPMAaTUBHO- TEXHUYECKOW IOKYMEHTAIUU;

—  HCHOJIb30BaTb MHOTO(YHKIMOHAJIbHBIE TMPUOOPHl U  MPOrPAMMHBIE
CpeACTBa MOHUTOPHUHTA;

—  HCHOJIb30BaThb  NPOrpaMMHO-AIMapaTHBIE  CPEICTBA  TEXHUYECKOTO
KOHTPOJIS;

—  HCHOJIb30BaTh  TEXHUYECKYIO  JHUTEparypy W  HHGOPMAIMOHHO-
CIIPAaBOYHBIE CUCTEMBI ISl 3aMEHBI (ITOMCKa aHAJIOTOB) yCTapeBIIEro 000py10BaHUS;

—  wactpauBaTh npotokos TCP/IP m ucnonb30BaTh BCTPOEHHBIE YTHIIUTHI
OTIepPaIlMOHHOMN CUCTEMBI ISl AMAaTHOCTUKU Pa00TOCTIOCOOHOCTH CETH;

—  aJIMUHUCTPHUPOBATH JIOKAJIbHbIE BEHIYMCIUTEIBHBIE CETH;

—  NPUHUMATh MEPHI MO0 YCTPAHEHHUIO BO3MOXKHBIX COOEB;

— o0ecrieuyuBaTh 3alUTy TMNpU TMOAKIIOUEHUHM K HUHGOPMAIMOHHO-
TEJICKOMMYHUKAMOHHOW ceTtn « THTEpHETTY;

—  BBINOJIHATh MOHUTOPHUHI U aHAJU3 padOThI JIOKAIBHON CETU C MOMOILBIO
IpOrpaMMHO-aNMNapaTHbIX CPECTB;

—  HCTOJIb30BaTh CXEMBI MOCJICaBAPUNHOTO BOCCTAHOBJICHUS
pabOTOCIOCOOHOCTH  CETH, DKCIUTyaTUPOBAaTh TEXHUYECKUE CPEJICTBA CETEBOM
UHDPACTPYKTYPHI,

—  OCYHICCTBJIATh JIMATHOCTUKY M TIOMCK HEUCIPABHOCTEH TEXHUYECKUX
CPEIICTB;

—  BBINOJHATH JCHUCTBUS 10 YCTPAHCHHIO HEUCIPABHOCTEM B YaCTH,
Kacarolieucsl MOJJHOMOYMM TEXHMKA;

—  TeCTHpOBaTh KaOelu U KOMMYHUKAIIMOHHBIC YCTPOMCTBA;

—  BBINOJHATH 3aMEHY PAaCXOJHBIX MaTepUalOB M MEJIKUH pPEMOHT

nepuepuitHOro 000pyA0BaHMUS;
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- IMpaBUJIbHO OCI)OpMJ'I?ITB TCXHUYCCKYIO TOKYMCHTAIINIO,

- Ha6JII-OI[aTI) 3a Tpa(bI/IKOM, BBITIIOJIHATD OoIIcpannuu PE3CPBHOTO
KOIIMPOBAHHUA U BOCCTAHOBJICHUA NAHHBIX,

- YCTaHaBJIMBAaTb, TCCTUPOBATHL MW OKCINIYAaTHUPOBATH I/IH(l)OpMaI_[I/IOHHI)Ie
CHUCTCMBI, COIJIaCHO TEXHUYECKOM HOKYMCHTAaIlUH, o0ecreynBaTh AHTUBHUPYCHYIO

3alUTY;

3HATh:

—  TEXHOJOrMYECKHE TMPOIECChl, TEXHOJOTMYECKoe OO0OpYyJOBaHHUE, €ro
YCTPOUCTBO U 0OCTY>KUBaHUE (TI0 OTPACIISIM);

—  OCHOBBI MaTepuaIoBeIeHUs (110 OTPACIISIM);

—  TpeOoBaHUs TEXHUKHU 0€30MaCHOCTH (110 OTPACIIAM);

—  OCHOBBI Pa3pabOTKH W BHEAPCHHUS TEXHOJOTHYECKUX TIPOIECCOB (IO
OTpacisim);

—  TpeOoBaHUS K KaUeCTBY MPOAYKIIMH U TTapaMeTPhI €TO OICHKH;

—  OCHOBHI YIIPaBJICHUS TICPBUYHBIM CTPYKTYPHBIM TIOIpa3CIICHUCM;

—  0oOI1Iue TPUHIUIIBI TIOCTPOCHUS CETEH;

—  CETEBBIC TOIOJIOTHH;

—  MHoOrocioinyro mozaens OSI;

—  TpeOOBaHUS K KOMIIBIOTEPHBIM CETSIM;

—  apPXHUTEKTYpPY MPOTOKOJIOB;

—  CTaHJApTHU3ALUIO CETEW;

—  JTambl IPOCKTUPOBAHUS CETEBOU HHPPACTPYKTYPHI;

—  TpeOoBaHMUsI K CETeBOM 0€30MacHOCTH;

—  OpraHu3amuio padoT MO BBOJY B IKCILIyaTalMI0 OOBEKTOB M CETMEHTOB
KOMIIBIOTEPHBIX CETEM;

—  BCPOSTHOCTHBIE W CTOXAaCTHYECKHE IIPOIECCHI, JJIEMEHTHI TEOPUHU
MacCoOBOTO OOCITy)KHBaHHUsS, OCHOBHBIC COOTHOIIICHHUS TCOPHUHU OdYepeseh, OCHOBHBIC
MOHSTHUS TEOpUH TpadoB;

—  aNITOPHWTMBI NTOMCKA KpaTYalIIero myTu;

—  OCHOBHBIE TTPOOJIEMBI CHHTE3a rpad)oB aTak;

—  TIOCTPOEHHE aJEKBATHOU MOJIEIIH;

—  CHCTEMbI TOIOJIOTHYECKOTO aHalh3a 3allWIIEHHOCTH KOMITBIOTCPHOMN
CeTH;

—  apXUTEKTYpy ckaHepa 0€30MacCHOCTH;
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—  DKCIEPTHBIE CUCTEMBI;

—  0a30BbI€ IPOTOKOJIBI U TEXHOJIOTMH JIOKAJIBHBIX CETEH;

—  IPUHIUIBI IOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

—  OCHOBBI IIPOEKTUPOBAHMS JIOKAIBHBIX CETEH, OECTPOBOIHBIC JOKAIbHBIC
CeTH;

—  cTaHAapThl Kaleseil, OCHOBHBIE BUABl KOMMYHUKALIMOHHBIX yCTPOMCTB,
TEPMUHBI, TMOHATUSA, CTAaHAAPTHI M THUIIOBBIE 3JEMEHTHl CTPYKTYpPHUPOBAHHOM
KaOeJIbHON CUCTEMBI: MOHTAX, TECTUPOBAHMUE;

—  CpelcTBa TECTUPOBAHUS U aHAIMU3A;

—  IPOrpaMMHO-aINIAPATHBIE CPEACTBA TEXHUUECKOTO KOHTPOJIS;

—  JMarHOCTUKY XECTKUX JHCKOB;

—  pe3epBHOe KonupoBaHue HHpopmanuu, RAID-TexHOIOTHH, XpaHWINAILA
JAHHBIX;

—  OCHOBHBIE HaIlpaBJIEHUS aIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEH;

—  YTWINTHI, PYHKINHU, YJAICHHOE YIIPaBJIECHUE CEPBEPOM;

—  TEXHOJIOTHUIO 0€301acHOCTH, IPOTOKOJIOB aBTOpU3ALUH,
KOH(DHIEHIIMAIBHOCTH U 0€30IMaCHOCTH IIPU pabOTe C CETEBBIMU PECYpPCaMU;

—  apXMUTEKTYpY U (PYHKUUU CUCTEM YIPABICHUS CETSIMU, CTAHIAPTHI CUCTEM
yIpaBJCHUS;

—  3aJayd  YNpPAaBJCHUSA: aHaIU3 IPOU3BOAUTENBHOCTH MW HAAECKHOCTH,
yhpaBiieHre 0€30MacHOCThIO, yueT Tpaduka, yInpaBieHHe KOHPUTypaIue;

—  cpeacTBa MOHUTOPHMHIA U aHAJIW3a JIOKAJIbHBIX CETEH;

—  KJIaccu(UKalMio  perJaMeHTOB, TMOPSJOK TEXHUYECKHX OCMOTpPOB,
MPOBEPOK U MPOPUITAKTUUECKUX paAOOT;

—  IpaBujia dKCIUTyaTalliyd TEXHUYECKUX CPE/ICTB CETEBOM MH(PACTPYKTYpHI;

—  pacllupeHue  CTPYKTypbl, METOABl W  CPEACTBA  JIUAarHOCTUKHU
HEUCIPaBHOCTEN TEXHUYECKUX CPEJICTB U CETEBOM CTPYKTYPHI;

—  METOJbl YCTPAHEHUsI HEUCIIPABHOCTEH B TEXHUYECKUX CPEACTBAX, CXEMBI
MOCJICaBaPUIHOTO BOCCTAHOBJIECHHUSI PabOTOCIIOCOOHOCTU CETH, TEXHUYECKYI0 W
IPOEKTHYIO TOKYMEHTALIHIO, CIIOCOOBI PE3EPBHOTO KOMUPOBAHUS JAHHBIX, TPUHIIUIIBI
paboThl XpaHWJIMIL JAHHBIX;

—  OCHOBHbIE TIOHATUS MH(GOPMAIIMOHHBIX CHUCTEM, U3HEHHBIA IUKII,
npoOsieMbl  0OecreyeHUs] TEXHOJOTMYeCKOM Oe30macHOCTH  MH(POPMAIMOHHBIX
cucTeM, TpeOOBaHUS K apXUTEKType MH(POPMAIMOHHBIX CUCTEM U MX KOMIIOHEHTaM
g obecriedeHuss 0€30MaCHOCTH  (PYHKIIMOHUPOBAHUS, ONEPATUBHBIE METObI
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MOBBILICHUST 0€30MacHOCTH (YHKIIMOHUPOBAHMS MPOTPaMMHBIX CpEACTB U 0a3
JQHHBIX;

—  OCHOBHbIE TpeOOBaHMSI K CpeACTBAaM W BHUAAM TECTUPOBAHUS IS
OTIpe/IeNICHUS] TEXHOJIOTNYECKON 0€30I1aCHOCTH MHPOPMAIIMOHHBIX CUCTEM.

1.4. Koiu4yecTBO YacOB HA OCBOEHME MPOrpaMMbl MPAKTUKH:

OO6mmii 00beM BpeMEHM Ha MpoBeneHHe npakThuku onpenensercas PIOC
CIIO, yyeOHbIM MJ1aHOM U paboyelt mporpaMMon MpoPecCHOHATILHOT'O MOTYJIS.

[Iporpamma paccunTaHa Ha MPOXOXKIACHHE CTYICHTAMU MPAKTHUKA B 00BEMe
180 wacor mo MJIK.04.02 BeimogHeHue pabOT IO MPOCKTUPOBAHUIO CETEBOMU

MH(DPaCTPYKTYpHI.

1.5. ®opma aTTecTANMHU 10 NPAKTHKE:

dopMOH aTTeCTAlMU MO IPAKTUKE SBIAETCA AU(PepeHIUPOBAHHBIN 3a4eT.
HuddepeHunpoBaHHblii 3a4e€T BBICTABISIETCS MOCIE OCBOCHHSI CTYJEHTOM BCEX
OpEeIyCMOTPEHHBIX BUAOB pabOT, YTO YKa3bIBAE€TCS PYKOBOJUTENIEM NPAKTUKH B
XapaKTEPUCTHKE.
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2. CTPYKTYPA U COAEPKAHUE ITPAKTUKHA

2.1. TemaTu4ecKHUii MJIaH MPAKTHKHA

Ne Buasi pador Kon-Bo | ®opMbI M MeTOABI KOHTPOJIS
n/n 4acos
1. OpraHuzanus ceTeBoro 10CTyIa 12 YCTHBIH OIIpOC, OLICHKA
NPaKTHYECKOH JAesTeIbHOCTH
2. Kondurypuposanue xommyraropa 6 YCTHBIH OIIpOC, OLIEHKA
NPaKTHYECKOH JAesTeITbHOCTH
3. Kondurypupopanue mapmpyrusaropa 6 YCTHBIH OIIpOC, OLICHKA
MPaKTHIECKOH AESTEIbHOCTH
4. Hacrpoiika IP-anpecaunu 12 YCTHBIN OIIPOC, OLIEHKA
MPaKTHIECKOH AESTEIBHOCTH
5. Pasnenenue IP-ceTelt Ha moaceTn 12 YCTHBIN OIIPOC, OLIEHKA
MPaKTHIECKOH AESTEIBHOCTH
6. Peanusanus BUpTyanbHBIX JOKAJIbHBIX CeTeH 12 YCTHBIH OIIpOC, OLICHKA
MPaKTHIECKOH AESTEIHHOCTH
7. Hactpotika mapmpyTtuzamnm mexay cetsmua VLAN 12 YCTHBIN OIIPOC, OIICHKA
MPAaKTHIECKOH AESTEITHHOCTH
8. Opranuszanus yAaJIeHHOTO JOCTyTa 12 YCTHBIH OIIpOC, OLICHKA
NPAKTHYECKOH e TeIbHOCTH
9. Opranuzanus u30erTounoctd LAN 12 YCTHBIH OIMpPOC, OIIEHKA
NPaKTHYECKOH e TeIbHOCTH
10. | ArperupoBaHue KaHAJIOB 12 YCTHBIU OIIPOC, OLICHKA
NPAKTHYECKOH e TeIbHOCTH
11. | Hacrpoiika craTudecKkoif MapIpyTH3aluu 12 YCTHBIHU OIIPOC, OLIEHKA
NPAKTHYECKOH JAeSTeIbHOCTH
12. | Hacrpoiika tuHaMUueCcKOi MapIpy TH3aLHH 12 YCTHBIHU OIIPOC, OLIEHKA
MPAKTHYECKOM e TeIbHOCTH
13. | Co3naHue CIIMCKOB KOHTPOJIS AOCTYTIa 12 YCTHBIN OIIPOC, OIIEHKA
PAKTHYECKOM e TeIbHOCTH
14. | Hacrpoiika DHCPv4 6 YCTHBIN OIIPOC, OIICHKA
MPAaKTHYECKOH AeSTEITHbHOCTH
15. | Hacrpoiika DHCPV6 6 YCTHBIN OIIPOC, OIICHKA
MPaKTHYECKOH AeSTeTbHOCTH
16. | IIpeo6pazoBanme NAT ms IPv4 6 YCTHBIN OIIPOC, OIICHKA
MPAaKTHYECKOH AeSTEITbHOCTH
17. | Ob6HnapyxeHue, ynpaBieHHE U 00CITy)KHBaHHUE YCTPOICTB 6 YCTHBIH OIIpOC, OLICHKA
MPAaKTHYECKOH AeSTeITbHOCTH
18. | IIpoekTupoBaHue JIOKATHHON CETH 6 YCTHBIH OIIpOC, OLICHKA
MPaKTHYECKOH AeSTeTbHOCTH
19. | CocraBnenne OTYETHON TOKyMEHTALIUH 6 YCTHBIH OIIpPOC, OLICHKA
MPaKTHYECKOM e TeIbHOCTH
180 auddepeHHpPOBaAHHBII 3a4eT
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2.2. Conep:xanne NpakKTUKH
Koasl
(hopmupyembIx
Hrpexe Buasl paéot Copep:xanue padot Obnem yMenuii u
MJAK 4acos NMPAKTHYECKOIo
onbITa
OK IK
MK 1. Opraanzanus ceTeBoro OmnpeneneHne CETEBBIX YCTPOUCTB H 2 OK 1. K 1.1.
04.02 JOCTyTIa KaHAJIOB CBSI3U OK 2. K 1.2.
Cocrasnenune kapTel ceTd VIHTEpHET ¢ 2 OK 3. IK 1.3.
MTOMOIIBIO YTHIIAT «ping» u OK 4. K 1.4.
«traceroute» OK' 5. IIK L.5.
OGx)uM ceTeBoro Kabems 4 OK 6.
[IpoCcMOTp JAHHEIX 0 GECTIPOBOAHBIX U 2 OK7.
ITPOBOAHBIX CCTCBLIX adalTepax. OK 8.
IIpocMOTp ceTeBoro Tpaduka ¢ 2 OK9.
noMouipto nporpammel Wireshark OK 10.
Hroro: 12 OK 1.
MK 2. Kondurypupopanue IlepBoHauanbpHast HACTPOUKA 2 OK 1. IIK 1.1.
04.02 KOMMYyTaTopa KOMMYyTaTopa OK 2. IIK 1.2.
HacTtpoiika nopToB KOMMyTaTopa 2 OK 3. IIK 1.3.
HacTpotika 3aIuiieHHoro 2 OK 4. K 1.4.
yAaJeHHOTr0 JOCTyna OK 5. K L.5.
Hroro: 6 OK 6.
OK 7.
OK 8.
OK 9.
OK 10.
OK 11.
MK 3. Kondurypuposanue ITepBoHauanbpHast HACTPOUKA 2 OK 1. K 1.1.
04.02 MapuIpyTH3aTopa MapuIpyTU3aTropa OK 2. IIK 1.2.
HacTtpoiika HOpTOB MapIpyTH3aTopa 2 OK 3. IIK 1.3.
TTpoBepKa CBI3HOCTH CETHU C MPAMBIM 2 OK4. | IIK14.
MOJAKIFOYCHUEM, aHATU3 TaOJIHIIBI OK 5. TIK 1.5.
MapuIpyTU3alUU OK 6.
Hroro: 6 OK7.
OK 8.
OK 9.
OK 10.
OK 11.
MIK 4. Hactpoiika [P-anpecanmn | Vcrmons30BaHre KaNbKyIATOpa 2 OK 1. K 1.1.
04.02 Windows B paboTte ¢ ceTeBbIMU OK 2. K 1.2.
azpecamMu OK 3. IIK 1.3.
Kongsepramus [Pv4-agpecos B 2 OK 4. [IK 1.4.
JIBOMYHYIO CUCTEMY CUHUCIEHUS OK 5. IIK 1.5.
Hacrpotika IPv4-aapecoB Ha ceTeBbIX 4 OK 6.
YCTpOHCTBaxX OK 7.
Hacrpoiika IPv6-aapecoB Ha ceTeBbIX 4 OK 8.
ycTpoicTBax OK9.
Hroro: 12 OK 10.
OK 11.
MJIK 5. Pasnenenue IP-cereil Ha Anamu3  Tpaduka  OJTHOAIPECHOU 2 OK 1. TIK 1.1.
04.02 MOJICETH nepefaud, MIMPOKOBEIATENbHON U OK 2. K 1.2.

MHOFO&HPGCHOﬁ PacChbUIKN

OK 3. K 1.3.

Pacuér moaceren

Hactpoiika u mnpoBepka agpecanuu
IPv4 u IPv6

OTtpaboTka KOMITJICKCHBIX
MPAaKTHYECKUX HABBIKOB

2 OK 4. IIK 1.4.
4 OK 5. IIK 1.5.
OK 6.
4 OK 7.
OK 8.
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Hroro: 12 OK 9.
OK 10.
OK 11.
MK 6. Peanuzanus Kondurypuposanue cereit VLAN u 4 OK 1. K 1.1.
04.02 BUPTyaJIbHBIX JOKaJIbHBIX TPAaHKOBBIX KaHAJIOB OK 2. K 1.2.
cerelt Peanuzanus cucteMsl 0€301aCHOCTH 4 OK 3. MK 1.3.
cetu VLAN OK 4. IIK 1.4.
[Nouck u ycTpaneHue HENoIaa0K B 4 OK 5. MK 1.5.
koHbpuryparmu VLAN OK 6.
Hroro: 12 OK 7.
OK 8.
OK 9.
OK 10.
OK 11.
MK 7. Hactpotika HacTpotika MapImpyTH3aiuym MexIy 4 OK 1. K 1.1.
04.02 MapIIpyTH3AMAN MEXKITY VLAN mns xaxkaoro uaTepdeiica OK 2. K 1.2.
cersimu VLAN HacTpolika MapmpyTu3anuy MexIy 4 OK 3. IIK 1.3.
VLAN Ha ocHoBe cranaaprta 802.1Q u OK 4. IIK 1.4.
TPAHKOBOT'O KaHaja OK 5. IIK 1.5.
[Nouck u ycTpaHeHue HENoIaa0K B 4 OK 6.
MapUIPyTU3AIMHA MEXIY CETSIMHU OK 7.
VLAN OK 8.
Hroro: 12 OK9.
OK 10.
OK 11.
MK 8. Opranmanus Hactpoiika npotokosna SSH. 4 OK 1. TIK 1.1.
04.02 YIaIeHHOTO JIOCTYIIa Hacrpotixa ¢pyrknum Switch Port 2 OK2. | IIK1.2.
Security OK 3. IIK 1.3.
[Nouck u ycTpaHeHHe HEMoIaI0K B 2 OK 4. IK 1.4.
crcreMe 0e3011acHOCTH MOPTOB OK 5. MK 1.5.
KOMMYyTaropa OK 6.
OTpaboTKa KOMILIEKCHBIX 4 OK 7.
MPAKTUYECKUX HABBIKOB OK 8.
Hroro: 12 OK9.
OK 10.
OK 11.
MIK 9. Opranmanus Pa3BepThiBaHNE KOMMYTUPYEMOU CETH 4 OK 1. K 1.1.
04.02 n3osITouHOCTH LAN C pe3epBHBIMH KaHAJIAMHU OK 2. K 1.2.
Hactpotika STP 4 OK 3. K 1.3.
Hactpotika ¢pysaknwii 3amutsl STP 4 OK 4. K 1.4.
Uroro: 12 OK 5. TIK 1.5.
OK 6.
OK 7.
OK 8.
OK 9.
OK 10.
OK 11.
MK 10. ArperupoBanue kaHanoB | Hacrpoiika EtherChannel 4 OK 1. K 1.1.
04.02 [ouck u ycTpaHeHue HEMoIa10K B 4 OK 2. K 1.2.
pabote EtherChannel OK 3. IIK 1.3.
OTtpaboTKa KOMIUIEKCHBIX 4 OK 4. IIK 1.4.
MIPAKTUYECKUX HABBIKOB OK 5. K 1.5.
Hroro: 12 OK 6.
OK 7.
OK 8.
OK 9.
OK 10.
OK 11.
MK 11. Hactpoiika cratndeckoi | Peanmzaiins craTHUECKUX MapIIPYTOB 2 OK I. K 1.1.
04.02 MapIIpyTH3aIUH HacTtpolika cTaTHIeCKUX MapIIpyTOB 4 OK 2. TIK 1.2.
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IPv4 OK 3. MK 1.3.
Hacrpoiika craTHdecknx MapipyToB 4 OK 4. IK 1.4.
IPv6 OK 5. MK 1.5.
IoncK K yCTpaHEHHE HETOIAn0K 2 OK 6.
CBSI3aHHBIX CO CTATUYECKUMU OK 7.
MapupyTamu OK 8.
Hroro: 12 OK 9.
OK 10.
OK 11.
MK 12. Hactpotiika CpaBHeHne TUHAMAYIECKOM 2 OK 1. K 1.1.
04.02 JTUHAMHYECKON MapIIPYTH3AIHH CO CTATUICCKON OK 2. IIK 1.2.
MapIIpyTH3AIII Hacrpotiika mpotokosa RIPv6 4 OK 3. TIK 1.3.
OnpeneneHne  POAUTENbCKUX U 2 OK4. | IIK14.
JlouepHuX mMapuipytos IPv4 OK 5. MK 1.5.
AHanu3  TabNMIBl  MapIIPYTH3AIUH 4 OK 6.
IPv6 OK 7.
Hroro: 12 OK 8.
OK 9.
OK 10.
OK 11.
MK 13. Co3nanue cmuckoB Hactpoiika crangaptaeix ACL- 4 OK I. IIK 1.1.
04.02 KOHTPOJIS TOCTYTIa cruckoB st [IPv4 OK 2. TIK 1.2.
3amura moptoB VTY ¢ moMoImbko 4 OK 3. K 1.3.
crangaptHoro ACL-cniucka [Pv4 OK 4. TIK 1.4.
[Nouck u ycTpaHeHHE HEIONAI0K B 4 OK'5. K L.5.
pabore ACL-cruckoB OK 6.
Hroro: 12 OK 7.
OK 8.
OK 9.
OK 10.
OK 11.
MK 14. Hactpoiika DHCPv4 Hacrpoiika 6azoBoro DHCPv4- 2 OK I. K 1.1.
04.02 cepBepa OK 2. K 1.2.
Hactpoiika DHCPv4-knuenra 2 OK 3. IIK 1.3.
TTouck U yCTpaHEHUE HETIONAIO0K B 2 OK4. | IIK14.
pabote mapmpytuzaropa DHCPv4 OK'5. K L.5.
Hroro: 6 OK 6.
OK 7.
OK 8.
OK 9.
OK 10.
OK 11.
MK 15. Hactpoiika DHCPv6 Hacrpoiika 6azoBoro DHCPv6- 2 OK I. K 1.1.
04.02 cepBepa OK 2. K 1.2.
Hactpoiika DHCPv6-kiueHTa 2 OK 3. IK 1.3.
[Touck u ycTpaHeHHE HEIONIAI0K B 2 OK 4. K 1.4.
pabote mapmpytuzaropa DHCPv6 OK' 5. K 1.5.
Hroro: 6 OK 6.
OK 7.
OK 8.
OK 9.
OK 10.
OK 11.
MK 16. Tlpeo6pa3zoBanne NAT Hactpoiika cratngeckoro NAT 2 OK I. K 1.1.
04.02 nnst IPv4 TTpuHLMI pabOTHl AMHAMUYECKOTO 2 OK2. | IIK1.2.
NAT OK 3. MK 1.3.
Hacrpoiika PAT. [y agpecos 2 OK 4. IK 1.4.
HUtoro: 6 OK 5. TIK 1.5.
OK 6.

OK 7.
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OK 8.
OK 9.
OK 10.
OK 11.

MJIK
04.02

17. OGHapyxeHue,
ynpaBJjeHue U
o0cIty)KHBaHHE YCTPOHCTB

OOHapyXeHHe YCTPOUCTB

OK I. K 1.1.

YnpasneHue ycTpoicTBaMu

OK 2. K 1.2.

OOcity)K1BaHHE YCTPOUCTB

OK 3. MK 1.3.

HUroro:

DININN

OK 4. IIK 1.4.
OK'5. MK 1.5.
OK 6.
OK 7.
OK 8.
OK 9.
OK 10.
OK 11.

MJIK
04.02

18. [IpoexTupoBanue
JIOKQJILHOU CETH

IIpoextrpoBanne
KOMMYTHPYEMOU CETH

YpOBHEH

3 OK 1. K 1.1.
OK 2. K 1.2.

[ondop KOMMYTaI[MOHHOTO
000py10BaHUs

3 OK 3. IK 1.3.
OK 4. [IK 1.4.

HTroro:

6 OK 5. MK 1.5.
OK 6.
OK 7.
OK 8.
OK 9.
OK 10.
OK 11.

MJIK
04.02

19. CocraBienue OTYETHON
JIOKyMEHTAINN

3aroaHeHIe JHCBHHUKOB

2 OK 1. K 1.1.

IMoxBeeHNE UTOTOB MIPAKTHKH,
COCTaBJICHHE OTYETOB, TOATOTOBKA H
odopmieHre mopThoJIHo.

2 OK 2. K 1.2.
OK 3. IK 1.3.
OK 4. IIK 1.4.

[Moaroroska u opopmireHne
MPE3CHTAlNHU 110 UTOTraM MPAKTHUKHA.

2 OK 5. MK 1.5.
OK 6.

Hroro:

6 OK 7.
OK 8.
OK 9.
OK 10.
OK 11.

BCEI'O:

180
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3. YCJIOBUA PEAJIN3ALIAU TPOT'PAMMBI ITPAKTUKHU
3.1. MudopmanuonHoe odbecneyeHue:

OduunanbHbie rocy1apcTBeHHbIE JOKYMEHThI
1. 3akoH PO «O0 oOpazoBaHUm.

Monorpaduueckas Jureparypa:

1. IubpoB, M. B. KomneroTepHsle ceTM W TEIEKOMMYHUKALIUH.
MapmipyTtuzanus B [P-cetsix B 2 4. YacTh 1: y4yeOHHK U TMPAKTUKYM JJIS CPEIHErO
npodeccruoHaibHOro ob6pazoBanust / M. B. JluGpoB. - Mocksa: N3aaTenbcTBO
FOpaiit, 2020. - 333 c.

2. Iubpos, M. B. KomneroTepHbsle ceTM W TEIEKOMMYHUKAIWU.
MapmipyTtuzanusa B [P-cetsix B 2 4. YacTh 2: y4yeOHHK U MPAKTUKYM JJIS CPEIHErO
npodeccruoHaibHOro ob6pazoBanust / M. B. JluGpoB. - Mocksa: M3gaTenbcTBO
FOpaiit, 2020. - 351 c.

3.Cetn W TENEKOMMYHUKAIMK: YYeOHWK U TPAKTUKyM [UISI CPEIHEro
npodeccuonansuoro odpaszopanus / K. E. CamyiinoB [u ap.]; nmon pengakuuei K. E.
Cawmyitnopa, . A. Illanumosa, J[. C. Kynabosa. — Mocka: NU3gatenscTtBo FOpaiiT,
2020. - 363 c.

4. Jlemmn, T. Bapu [. Dxcnept no cereBbiM TexHoJOTHsAM Cisco. YueOHoe
pykoBoactBO — M.: Jlopu, 2019. — 758 c.

3.2. MaTepuajibHO-TeXHUYECKOe oDecrieueHme:
— yKoMmIUlekToBaHHas ©Oaza mpaktuku: [ATIOY YAO «Uykorckuit
MHOTOMPO(MIBHBIN KOJIICIIK;

— JIOTOBOP.
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