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3AJAHMSA JJI1 ONEHKU PE3YJIBTATOB OCBOEHUA
1. Bonpocsl ¥ 3ajaHus IS TEKYLIEro KOHTPOJISI

Tema 1. O0mue cBeeHUsI 0 KOMIILIOTEPHOM CETH

1.

[ToHsTHE KOMITBIOTEPHOU CETU (KOMIBIOTEPHAS CETh, CETEBOE

BBaHMOIIefICTBHC, ABTOHOMHaAA CpCaa, HA3HAYCHUC CCTU, PECYPChI CCTH,

WHTEpaKTUBHAs CBs3b, IHTEpHET).

2.

Knaccudukanuys KOMIbIOTEPHBIX CETEH MO CTENEHU TEPPUTOPUATILHON

pacnpeeIéHHOCTH: JOKaJbHbIE, TTI00aTbHbIe CETH, CETH MacliTaba roposa.

3.

Knaccudukanus cered Mo ypoBHIO aIMUHUCTPATUBHOMN MOIEPKKU:

OIHOPAHTOBBLIC CECTHU, CCTH HA OCHOBC CCPBCPA.

4.

KJ’IaCCI/I(bI/IKaI_II/IH CETEH MO TOMOJIOTHH.

Tema 2. AnnapaTHbie KOMIIOHEHTbI KOMIILIOTEPHBIX CeTel

dusnyeckue cpelbl nepeaadyu JaHHbIX.

Tunel kabenel U X XapaKTEPUCTUKH.

CpaBHeHus Kabene.

Tunel ceTell, TMHUM U KaHAJIOB CBSI3H.

CoenuHUTENN, KOHHEKTOPHI JIsl pa3JIMYHbIX TUIIOB Kabemeil.
NHCTpyMEHTBI U1l MOHTaXa U TECTUPOBAHUS KaOEIbHBIX CUCTEM.
becnipoBoiHbIe cpelbl IEpeaauy JaHHbIX.

Tema 3. Ilepenaya JaHHBIX 110 CeTH

12.
13.
14.
15.
16.
17.
18.
19.
20.
21,
22,
23.
24,
25,
26.
27,

Teopernyeckre OCHOBBI ITepeAAUN JaHHBIX.

[TonsiTue curHana, JaHHbBIX.

Mertonabl KOAUPOBAHMS TaHHBIX IIPU NIEpeaye.

Mopgynauust CUTHAJIOB.

Metobl o POBKH.

[TonATHE KOMMYyTaLINH.

KommyTarnus kananoB, makeToB, cooOmieHuid. [TonsTue nakera.
IIpoTOKONBI U CTEKH MTPOTOKOJIOB.

Crpykrypa crekoB OSI, IPX/SPX, NetBios/SMB.

Crek npotokosioB TCP/IP.

Ero coctaB u Ha3HaueHUE KaKAOr0 MPOTOKOJIA.
Pacnpenenenne npoTokoaoB 1o Ha3Ha4YeHUIo B moaenu OSI.
CereBble U TPAaHCHOPTHBIE MPOTOKOJIBI.

[Iporokomnsl npuknagHoro yposus FTP, HTTP, Telnet, SMTP, POP3.

Tuner anpecos crexka TCP/IP. Tumnbr anpecos ctexa TCP/IP.
JloxanbHble anpeca. CereBbie [P-aapeca.
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28. Jlomennbie uMeHa. ®opmar u knaccel [P-anpecos.
29. Tlonmcern n macku mojceTeit. HazHaueHnue aapecoB aBTOHOMHOM CETH.
30. llenTpanu3oBaHHOE pacHpenesieHue aapecoB.
31. Otobpaxenue [P-anpecor Ha mokansHbIe anpeca. Cucrema DNS.
Tema 4. CeTeBble apXUTEKTYPbI
32. TexHOJOTHH JOKAIbHBIX KOMITbIOTEpHBIX ceTel. Texnomorus Ethernet.
33. Texunonoruu TokenRing u FDDI. TexHnonoruu 6ecrnpoBoIHbIX
JIOKAJIbHBIX CETEM.
34. TexHonoruu riao0anbHbIX ceTed. [IpHHINUIBI TOCTPOCHUS T100aTBHBIX
CETEH.
35. OpraHuzaiysi MEKCETEeBOTO B3aMO,ICHCTBHSI.
2.Bomnpochl 1 3a1aHUA 1JI51 HTOTOBOT0 KOHTPOJIS
Teopernueckue BOpocsl
. CoBpeMEHHBIE CETEBbIE TEXHOIOTUH.
. [Ipenocrasienne pecypcoB B paMKax CETH.
. KOMIoOHEHTHI ceTH.
. Cetu LAN u WAN.
. Cetn UHTEepHET MIHTpaHeT n DKCTpaHeT.
. [loaxroueHue K UHTEPHETY.
. KouBeprenTHele cetn.

. TpaI[I/II_[HOHHBIe OTACJIBHBIC CCTH.
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24. Cisco 10S.

25. OCHOBHBIE KOMaH/IHbIE PEXKUMBI.

26. KoMaH1HBIE peKUMBI KOH(PHUTYpALTIH.

27. Noctym k Cisco 10S.

28. HaBuranus o 10S.

29. CTpykTypa KOMaH/.

30. MimeHa y3710B.

31. OrpanuueHue A0CTyna K KOHQUTYpALHUSIM YCTPOMHCTB.

32. CXeMbI CETEBBIX aJIPECOB.

33. IlpaBuia KOMMYHHKAIIUH.

34. Untepdeiichl 1 OPTHI.

35. KomupoBanue cooOtmeHus.

36. ®opMaTUPOBAHKUE U UHKATICYJISIINS COOOIIEHUN.

37. CuHXpOHU3AIUS COOOIIECHUH.

38. CeTeBble MPOTOKOJIBI U CTAHIAPTHI.

39. [lepemaya MaHHBIX B CETH.

40. [IpoTokoibl PU3NYECKOTO YPOBHSI.

41. CeteBble Cpe/iCTBa MOJIKIIOUCHHUS.

42. IIpoTOKOJIBI KAaHATBHOTO YPOBHSI.

43. YrpaBieHHE TOCTYIIOM K cperie.

44. TIporokon Ethernet.

45. Kommytaropsl nokaibHbiX ceTeii(LAN).

46. [Ipotokon pazpemienust anpecoB(ARP).

47. IIpOoTOKOJIBI CETEBOTO YPOBHSI.

48. MapmpyTuzaius.

49. MapipyTH3aTopsbl.

50. Hacrpoiika mapmpytuzaropa Cisco.

IIpakTuuyeckue 3a1aHus

3ananme 1.

3agauu:

— Hactpouts nmena y3ioB u [P-agpeca Ha AByX koMMyTaTopax Iox
ynpasiienneM oneparontoi cucteMbl Cisco [0S ¢ momonrsio unrepderica
koMaHHoM ctpoku (CLI).

— Ucnons3ys komauast Cisco 10S, 3agath mapaMeTpsl JOCTYIIa U OTPAHUYUTh
JOCTYI K KOH(UTYpaIluu yCTPONCTBA.

— C nomorisio komau [OS coxpaHuTh TEKYIIYIO KOH(GUTYpPALHIO.
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— Hactpouts Ha nByx xocrax [P-anpeca.

— [IpoBepuTh NOAKITIOUEHHE MEXKTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanus

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite koMMyTaropam umeHa Sl u S2.

— Hcnonp3ayiiTe mapois CiSCO [Tl BCeX JIMHUM.

— Hcnonp3yiiTe CKphITHIH (secret) mapoib eneble.

— 3ammudpyiite Bce He3aMppOBaHHBIEC TAPOIIH.

— Bxumtounte croBo warning (nipeaymnpexaenne) B 6anaep MOTD (coobmenue

TTHS).
— HactpoiiTe aapecanuro aJisi BCeX YCTPOHUCTB B COOTBETCTBUHM C TaOIUIICH
azpecanuu.
— CoxpaHHTE HACTPOUKHU.
— YboenuTech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YcrpoiicTBo Nurtepdeiic IP-anpec Macka noacetu
S1 VLAN1 192.168.0.1 255.255.255.0
S1 VLAN1 192.168.0.2 255.255.255.0
PC-A VLAN1 192.168.0.3 255.255.255.0
PC-B VLAN1 192.168.0.4 255.255.255.0
3amanue 2.

3amaun:
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— Hactpouts nmena y31oB u [P-aipeca Ha IByx KOMMyTaropax 1o
ynpasieHueM oneparronHoi cucteMbl Cisco IOS ¢ momonisio uatepderica
komaHHOM cTpoku (CLI).

— Ucnonesyst komanel Cisco 10S, 3agath nmapameTpbl 1OCTyNa U OTPaHUYHUTD
JOCTYT K KOH(UTYpaIlluu yCTPONUCTBA.

— C momomiwio koman [0S coxpaHUTh TEKYyIIyI0 KOHGUTYPAITHUIO.

— HacTtpouts Ha nByx xoctax [P-agpeca.

— [IpoBepuTh NOAKITIOUEHHE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpebGoBanus:

— Hcnonb3yiiTe KOHCOJIbHOE MOJKIIIOYEHUE IS JOCTYTIA K KaKIOMY

KOMMYTaTopy.

— 3anaiite komMyTaropam umena Root-1 u Root-2.

— Wcnonp3yiite naposs fgghh4 s Bcex munwmid.

— Hcnonp3yiiTe cKpbITHIH (secret) mapons dd45ww.

— 3ammdpyiite Bce He3amnppOBaHHBIE TAPOITH.

— Bxuttounte cnoBo warning (nipeaynpexaenue) B 6anaep MOTD (cooOiienue

TTHS).
— Hacrpoiite anpecanuio a1 Bcex yCTPONUCTB B COOTBETCTBUU C TaOIUIIEH
azpecaluu.
— CoxpaHHUTe HACTPOUKHU.
— Ybenutech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YerpolicTBo Hurtepdetic IP-anpec Macka noacetu
S1 VLAN1 192.168.10.1 255.255.255.0
S2 VLAN1 192.168.10.2 255.255.255.0
PC-A VLAN1 192.168.10.3 255.255.255.0
PC-B VLAN1 192.168.10.4 255.255.255.0
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3amanue 3. 3agauu:

— Hactpouts uMeHna y3ioB u [P-aapeca Ha AByX KOMMyTaTOpax Mol
ynpasiienreM oneparnronHoi cuctemsl Cisco [0S ¢ momonisio unrepderica
koMmaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco 10S, 3anarh mapaMeTpsl 1OCTYIAa U OTPAHUYUTh
JOCTYI K KOH(pUTypalluu yCTPOUCTBA.

— C nomonibio komau [OS coxpaHuTh TEKYITYIO KOH(MUTYpPALTHIO.

— Hactpouts Ha nByx xoctax [P-anpeca.

— [IpoBepuTh NOAKITIOYCHUE MEXKTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanus

— HMcnonp3yiTe KOHCOIBHOE MOAKIOUEHUE IS TOCTYIIA K KaXKI0MY

KOMMYTAaTOopy.

— 3agaiiTe KoMMyTaropam umMeHa Rom - 1u Rom - 2,

— Ucnonw3yiite maponb Rrrtl pist Bcex muHuit.

— Ucnone3ayiiTe cKphITHIH (secret) maposb Rest12.

— 3ammdpyiiTe Bce He3aMPPOBAHHBIE TAPOIIH.

— Bxattounte cnoBo warning (npenymnpexaenue) B 6anaep MOTD (cooOmienue
JTHS).

— HacrpoiiTe anpecanuro s Bcex yCTPONCTB B COOTBETCTBUU C TaOIUIIEH
aZpecanni.

— CoxpaHHTE HACTPOUKHU.

— Y0enurech B HAJIMYUU COCTUHEHHS MKy BCEMU YCTPOMCTBAMHU.
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YerpoiicTBo Nurepdeiic IP-anpec Macka noziceTu
S1 VLAN1 192.170.12.11 255.255.255.0
S2 VLAN1 192.170.12.12 255.255.255.0
PC-A VLAN1 192.170.12.21 255.255.255.0
PC-B VLAN1 192.170.12.10 255.255.255.0
3ananue 4.

3amaun:

— Hactpouts nmena y310B u [P-apeca Ha 1Byx KOMMyTaropax Ioj

ynpasiienneM onepaionHoi cucteMbl Cisco [0S ¢ momonrsto uatepderica

komauHO# cTpoku (CLI).

— Ucnons3ys komauasl Cisco 10S, 3agarh mapaMeTpsl 1OCTYyIa U OTPAHUYUTH

JOCTYT K KOH(UTYpalluu yCTPONUCTBA.

— C nomomisio komana [0S coxpaHuTh TeKyIIy0 KOHGUTYPAIHUIO.

— Hactpouts Ha nByx xocrax [P-anpeca.

— IIpoBepuTh NOAKIIOUEHUE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeOGoBanus:

— Mcnionb3yiTe KOHCONIBHOE TOAKIIFOUEHHE IS IOCTYNA K KAKIOMY

KOMMYTaTopy.

— 3anaiite kommyTtatopam umena DSTR1u DSTR2 .

— HUcnone3ayiite maposs disrt456 aiis Bcex JTUHHIA.

— Wcnonb3yiiTe ckphIThIi (secret) maposts secdistrb67.

— 3ammdpyiTe Bce He3amuppOBaHHBIE TTAPOITH.
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— BrurounTe cnoBo warning (npenynpexaenue) B 6anaep MOTD (cooOrienue

TTHS).
— HacTpoiiTe angpecanuio s BceX YCTPOHUCTB B COOTBETCTBHUH C TAOIHUIICH
ajipecaruu.
— CoxpaHuTe HaCTPOUKH.
— YboenuTech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YcrpoiicTBo Nurepdeiic IP-anpec Macka nosiceTu
S1 VLAN1 10.0.0.1 255.255.255.0
S2 VLAN1 10.0.0.2 255.255.255.0
PC-A VLAN1 10.0.0.3 255.255.255.0
PC-B VLAN1 10.0.04 255.255.255.0

3ananme S. 3angaun:

— Hactpouts nmeHna y3ioB u [P-agpeca Ha AByX KOMMyTaTopax moj
ynpasiienneM onepaiontoi cucteMbl Cisco [0S ¢ momonrsto uarepderica
komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco 10S, 3agarh mapaMeTpsl 1OCTyIa U OTPAHUYUTh
JOCTYI K KOH(UTypaluu yCTPONUCTBA.

— C nomorisio komau [OS coxpaHUTh TEKYITYIO KOH(MUTYpPALTHIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— IIpoBepuTh NOAKITIOUEHHE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanwus:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VTSl JOCTYIIA K KaXKIOMY
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KOMMYTaTopy.

— 3anaiite komMmyTaropam umena F1 u F2.

— Ucnonw3yiite mapois fgh4S mist Bcex nuuuii.

— Ucnone3yiiTe cKpbIThIH (secret) rrtt5566mapos.

— 3ammdpyite Bce He3amnppOBaHHBIE TAPOITH.

— Bxutounte cnoBo warning (nipeaynpexaenue) B 6anaep MOTD (cooOiienue

TTHS).
— HacrpoiiTe anpecanuro a1 BCeX YCTPONCTB B COOTBETCTBUU C TaOIUIICH
azpecaluu.
— CoxpaHHUTE HaCTPOMKH.
— Yoenutech B HAUIMYUM COCTMHEHUS MEKTy BCEMH YCTPOHCTBAMHU.
YerpolicTBo HNurtepdeiic IP-anpec Macka noacetu
S1 VLAN1 10.10.34.34 255.255.255.0
S2 VLAN1 10.10.34.35 255.255.255.0
PC-A VLAN1 10.10.34.36 255.255.255.0
PC-B VLAN1 10.10.34.37 255.255.255.0

3apanme 6. 3axaun:

— Hactpouts nmena y31oB u [P-aipeca Ha 1Byx KOMMyTaropax 1o
ynpasiienneM oneparontoi cucteMbl Cisco [0S ¢ momonrsio unrepderica
koMaHHoM cTtpoku (CLI).

— Ucnons3ys komauasl Cisco 10S, 3anarh mapaMeTpsl OCTYyIAa U OTPAHUYUTH



T'AIIOY HAO
«UMK»

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

JOCTYI K KOH(UTYpalluu yCTPOUCTBA.

— C nomomisio komans [0S coxpaHUTh TEKyIy0 KOHGUTYPAIHIO.

— Hactpouts Ha nByx xoctax IP-agpeca.

— [IpoBepuTh NOAKIIOUEHNE MEXKTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanwms:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE Ul JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3agaiite kommyTaropam umeHa G1 u G2.

— HUcnoneayitte mapons dddfffS mist Becex nunuii.

— Hcnonb3ayiiTe cKphITHIH (secret) mapois hhhttt567.

— 3ammdpyiite Bce He3amnppOBaHHBIE TAPOITH.

— Bxarounte cioBo warning (npeaynpexaenue) B 6anaep MOTD (cooOmenue

TTHS).
— HactpoiiTe aapecanuro AJist BCEX YCTPOUCTB B COOTBETCTBHUM C TaOIULICH
azpecaluu.
— CoxpaHHUTe HACTPOIKHU.
— YboenuTech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YerpolicTBo Wurepdeiic IP-anpec Macka noacetu
S1 VLAN1 192.168.0.21 255.255.255.0
S2 VLAN1 192.168.0.22 255.255.255.0
PC-A VLAN1 192.168.0.23 255.255.255.0
PC-B VLAN1 192.168.0.24 255.255.255.0
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3aganue 7. 3amaun:

— Hactpouts nmeHna y3ioB u [P-agpeca Ha AByX KOMMyTaTopax mnox

ynpasienueM oneparronnoi cuctemsl Cisco [0S ¢ momonisio unrepderica

komaHHOM cTpoku (CLI).

— Ucnonesyst komanel Cisco 10S, 3anath mapameTpbl JOCTyNa U OTPaHUYHUTD

JOCTYT K KOH(QUTYpaIH yCTPONCTBA.

— C momomiwio koman [0S coxpaHUTh TEKyIIy0 KOHGUTYPAITHIO.

— Hactpouts Ha nByx xoctax IP-agpeca.

— [IpoBepuTh NOAKITIOYEHUE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanus:

- HCHOHBBYﬁTG KOHCOJIbHOC ITOAKJIFOYCHUC IJIA JOCTYIIA K KAXKIOMY

KOMMYTaTopy.

— 3anaiite kommyTaropam umena H1 u H2.

— Wcnonb3yiite naposs jjjRT]jj A/ BceX JIMHUIA.

— Ucnone3ayiiTe ckpbIThIH (secret) maponb 12RTS6 .

— 3ammdpyite Bce He3amnppOBaHHBIE TAPOITH.

— Bxuttounte cnoBo warning (nipenymnpexaenue) B 6anaep MOTD (cooOmienue

TTHS).

— Hacrpoiite anpecanuio s Bcex yCTPONUCTB B COOTBETCTBUU C TaOIUIIEH

aZpecaruu.

— CoxpaHHUTe HACTPOMKHU.

— Ybenutech B HATMYMHU COCTUHEHUS MEKY BCEMHU YCTPONCTBAMH.

YerpolicTBo WNurtepdetic IP-anpec Macka noaceTtu
S1 VLAN1 20.1.2.1 255.255.255.0
S2 VLAN1 20.1.2.2 255.255.255.0
PC-A VLAN1 20.1.2.3 255.255.255.0
PC-B VLAN1 20.1.24 255.255.255.0
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3amanue 8. 3agauu:

— Hactpouts uMeHna y3ioB u [P-aapeca Ha AByX KOMMyTaTOpax Mol
ynpasienuem oneparronnoi cucteMsl Cisco IOS ¢ momornisio unrepderica
koMmaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco 10S, 3anarh mapaMeTpsl 1OCTYIAa U OTPAHUYUTh
JOCTYI K KOH(pUTypalluu yCTPOUCTBA.

— C nomonibio koMau [OS coxpaHuTh TEKYIIYIO KOH(UTYPALTHIO.

— Hactpouts Ha nByx xoctax [P-anpeca.

— [IpoBepuTh NOAKITIOYCHUE MEXKTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBaHus:

— HMcnonp3yiTe KOHCOIBHOE MOAKIOUEHUE IS TOCTYIIA K KaXKI0MY

KOMMYTAaTOopy.

— 3amaiite kommyTaropam umeHa K1 n K2.

— Wcnonb3yiite naposs SSAd67 11 Bcex JIMHUA.

— Ucnone3yiite ckphIThIi (secret) mapons FGHrty.

— 3ammdpyiiTe Bce He3aMPPOBAHHBIE TAPOIIH.

— Bxattounte cnoBo warning (npenymnpexaenue) B 6anaep MOTD (cooOmienue
JTHS).

— HacrpoiiTe anpecanuro a1 BceX yCTPONUCTB B COOTBETCTBUU C TAOIUIIEH
aZpecanni.

— CoxpaHHTE HACTPOUKHU.

— Y0enurech B HAJIMUUU COCIUHEHUSI MEXKIAY BCEMHU YCTPOUCTBAMU.



I'AIIOY YAO

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

«4YMK»

YerpoiicTBo Nurepdeiic IP-anpec Macka noziceTu
S1 VLAN1 178.10.11.1 255.255.255.0
S2 VLAN1 178.10.11.2 255.255.255.0
PC-A VLAN1 178.10.11.3 255.255.255.0
PC-B VLAN1 178.10.11.4 255.255.255.0

3aganmne 9. 3amaun:

— Hactpouts nmena y310B u [P-apeca Ha 1Byx KOMMyTaropax Ioj

ynpasiienneM onepaionHoi cucteMbl Cisco [0S ¢ momonrsto uatepderica

komauHO# cTpoku (CLI).

— Ucnons3ys komauasl Cisco [0S, 3agath mapaMeTpsl JOCTYIIa U OTPAHUYUTh

JOCTYT K KOH(UTYpalluu yCTPONUCTBA.

— C nomomisio komana [0S coxpaHuTh TeKyIIy0 KOHGUTYPAIHUIO.

— Hactpouts Ha nByx xocrax [P-anpeca.

— IIpoBepuTh NOAKIIOUEHUE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeOGoBanus:

— Mcnionb3yiTe KOHCONIBHOE TOAKIIFOUEHHE IS IOCTYNA K KAKIOMY

KOMMYTaTopy.

— 3anaiite komMyTaropam umena L1 u L2,

— HUcnone3ayiite mapois lleerr ais Bcex TuHuiA.

— Ucnons3yiiTe CKpbBITHIH (Secret) mapoms ttyyrrS.

— 3ammdpyiTe Bce He3amuppOBaHHBIE TTAPOITH.




T'AIIOY HAO
«UMK»

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

— Brurounte cnoBo warning (npenynpexaenue) B 6annep MOTD (cooOmienue

TTHS).
— HacTpoiiTe anpecaruto s BceX YCTPONCTB B COOTBETCTBHH C TaOIHUIICH
ajipecaruu.
— CoxpaHuTe HaCTPOUKH.
— YboenuTech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YcrpoiicTBo Nurepdeiic IP-anpec Macka nosiceTu
S1 VLAN1 192.168.0.45 255.255.255.0
S2 VLAN1 192.168.0.46 255.255.255.0
PC-A VLAN1 192.168.0.47 255.255.255.0
PC-B VLAN1 192.168.0.48 255.255.255.0

3aganue 10. 3agaun:

— Hactpouts nmena y310B u [P-apeca Ha 1Byx KOMMyTaropax Ioj

ynpaienuem oneparmonto cucteMbl Cisco [0S ¢ momornisio untepderica

komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco 10S, 3agarh mapaMeTpsl 1OCTYIa U OTPAHUYUTh

JO0CTYM K KOH(UTYpaIK yCTPOHCTBA.

— C nomorisio komana [0S coxpaHuTh TEKyIIy0 KOHGUTYPAITHUIO.

— Hactpouts Ha 1Byx xocrax IP-agpeca.

— [IpoBepuTh NOAKIIOUEHNE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBaMmH (I1K).

TpeOGoBanus:




T'AIIOY HAO
«UMK»

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3agaiite KomMyTaropam umeHa Z1 u Z2.

— Wcnonp3yiite napons asdfg s Bcex ymHMiA.

— Hcnone3ayiiTe cKphIThIi (secret) mapois dfghj.

— 3ammdpyiTe Bce He3amppOBaHHBIE TAPOITH.

— BrurounTe cnoBo warning (npenynpexaenue) B 6anaep MOTD (cooOrienue

TTHS).
— HactpoiiTe aapecanuio aJisi BCeX YCTPONUCTB B COOTBETCTBHUM C TaOIULICH
ajipecaruu.
— CoxpaHHUTe HACTPOIKHU.
— YboenuTech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YerpolicTBo HNurepdeiic IP-anpec Macka noacetu
S1 VLAN1 192.168.34.10 255.255.255.0
S2 VLAN1 192.168.34.11 255.255.255.0
PC-A VLAN1 192.168.34.12 255.255.255.0
PC-B VLAN1 192.168.34.15 255.255.255.0

3aganue 11. 3agaun:

— Hactpouts nmena y31oB u [P-agpeca Ha AByX koMMyTaTopax Iox

ynpasiienneMm oneparontoi cucteMsl Cisco [0S ¢ momonrsio unrepderica

koMaHHoM cTtpoku (CLI).

— Ucnons3ys komauasl Cisco 10S, 3anarh mapaMeTpsl OCTYyIAa U OTPAHUYUTH




T'AIIOY HAO
«UMK»

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

JOCTYI K KOH(UTYpalluu yCTPOUCTBA.

— C nomomisio komana [0S coxpaHuTh TEKyIy10 KOHGUTYPAIHIO.

— Hactpouts Ha nByx xoctax IP-agpeca.

— [IpoBepuTh NOAKIIOUEHNE MEXKTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanwms:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE Ul JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3agaiite KomMmyTaropam umena P1 u P2.

— Wcnone3yiite naposs a34fg st Bcex TrHAN.

— Hcnonp3yiiTe cKpbITHIH (secret) mapous dfg22.

— 3ammdpyiite Bce He3amnppOBaHHBIE TAPOITH.

— Bxarounte ciioBo warning (nipeaynpexaenue) B 6anaep MOTD (cooOiienue

TTHS).
— HactpoiiTe aapecanuio aJisi BCeX YCTPOHUCTB B COOTBETCTBUHM C TaOIUIICH
azpecaluu.
— CoxpaHHUTe HACTPOIKHU.
— YboenuTech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YerpolicTBo Wurepdeiic IP-anpec Macka noacetu
S1 VLAN1 192.168.40.25 255.255.255.0
S2 VLAN1 192.168.40.26 255.255.255.0
PC-A VLAN1 192.168.40.27 255.255.255.0
PC-B VLAN1 192.168.40.28 255.255.255.0




T'AIIOY HAO
«UMK»

YNIPABJEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

3aganune 12. 3amauu:

— Hactpouts umena y3mnoB u [P-agpeca Ha AByX KOMMyTaropax Mo

ynpasieHueM onepannoHHo cuctemsl Cisco IOS ¢ momomnisio uatepdeiica

koMaH1HOM cTpoku (CLI).

— Ucnons3ys komauasl Cisco 10S, 3agath mapaMeTpsl 1OCTYIa U OTPAHUYUTh

JOCTYI K KOH(UTYpalluy yCTPOUCTBA.

— C nomomisio komans [0S coxpaHUTh TeKyIy0 KOHGUTYpAIHIO.

— Hactpouts Ha nByx xocrax [P-anpeca.

— IIpoBepuTh NOAKIIOUEHHE MEXKTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanus:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anmaiite kommyTaTtopam umera X1 u X2.

— Wcnonesyiite napoins rtgdf ams Bcex muHwmid.

— Ucnonw3yiiTe CKpbITHI (secret) mapoib 2345rt.

— 3ammdpyiiTe Bce He3aUPPOBAHHBIE TAPOJIH.

— Bxurounte ciioBo warning (npeaynpexaenue) B oanaep MOTD (cooOenue

TTHS).
— HactpoiiTe aapecanuro aJisi BCeX YCTPOHUCTB B COOTBETCTBUHM C TaOIUIIECH
aapecanuu.
— CoxpaHHTE HACTPOUKHU.
— Y0enurech B HATMYUHU COCTUHEHHSI MEXKAY BCEMHU YCTPOWCTBAMHU.
YcrpoiicTBo Nnurepdetic IP-anpec Macka noacetu
S1 VLAN1 11.11.0.23 255.255.255.0
S2 VLAN1 11.11.0.24 255.255.255.0
PC-A VLAN1 11.11.0.25 255.255.255.0
PC-B VLAN1 11.11.0.26 255.255.255.0




I'AIIOY YAO

YIIPABJEHUE JOKYMEHTALIMEI CTO CMK 4.2.01 - 2024
«UYMK»

3amanue 13. 3agauu:

— Hactpouts uMeHna y3ioB u [P-aapeca Ha AByX KOMMyTaTOpax Mol
ynpasiienreM oneparnronHoi cuctemsl Cisco [0S ¢ momonisio unrepderica
koMmaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco 10S, 3anarh mapaMeTpsl 1OCTYIAa U OTPAHUYUTh
JOCTYI K KOH(pUTypalluu yCTPOUCTBA.

— C nomonibio komau [OS coxpaHuTh TEKYITYIO KOH(MUTYpPALTHIO.

— Hactpouts Ha nByx xoctax [P-anpeca.

— [IpoBepuTh NOAKITIOYEHUE MEXTY IBYMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBaHus:

— HMcnonp3yiTe KOHCOIBHOE MOAKIOUEHUE IS TOCTYIIA K KaXKI0MY

KOMMYTaTopy.

— 3amaiite kommyTaropam umeHa C1 u C2,

— Wcnone3yiite naposns ghfghj ams Becex nunwuii.

— Ucnone3yiiTe cKphITHIH (secret) mapois ty456.

— 3ammdpyiiTe Bce He3aMPPOBAHHBIE TAPOIIH.

— Bxattounte cnoBo warning (npenymnpexaenue) B 6anaep MOTD (cooOmienue
JTHS).

— HacrpoiiTe anpecanuro s Bcex yCTPONCTB B COOTBETCTBUU C TaOIUIIEH
aZpecanni.

— CoxpaHHTE HACTPOUKHU.

— Y0enurech B HAJIMUUU COCIUHEHUSI MEXKIAY BCEMHU YCTPOUCTBAMU.



I'AIIOY YAO

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

«4YMK»

YerpoiicTBo Nurepdeiic IP-anpec Macka noziceTu
S1 VLAN1 192.164.24.5 255.255.255.0
S2 VLAN1 192.164.24.6 255.255.255.0
PC-A VLAN1 192.164.24.7 255.255.255.0
PC-B VLAN1 192.164.24.8 255.255.255.0

3aganne 14. 3agaun:

— Hactpouts nmena y310B u [P-apeca Ha 1Byx KOMMyTaropax Ioj

ynpasiienneM onepaionHoi cucteMbl Cisco [0S ¢ momonrsto uatepderica

komauHO# cTpoku (CLI).

— Ucnons3ys komauasl Cisco [0S, 3agath mapaMeTpsl JOCTYIIa U OTPAHUYUTh

JOCTYT K KOH(UTYpalluu yCTPONUCTBA.

— C nomomisio komana [0S coxpaHuTh TeKyIIy0 KOHGUTYPAIHUIO.

— Hactpouts Ha nByx xocrax [P-anpeca.

— IIpoBepuTh NOAKIIOUEHUE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeOGoBanus:

— Mcnionb3yiTe KOHCONIBHOE TOAKIIFOUEHHE IS IOCTYNA K KAKIOMY

KOMMYTaTopy.

— 3anaiite komMmyTartopam umena V1 u V2.

— Hcnonp3yiiTe nmaponslet56 s Bcex JIMHUM.

— Wcnonb3yiiTe ckpoiThiii (secret) maposns fdghfgj67.

— 3ammdpyiTe Bce He3amuppOBaHHBIE TTAPOITH.




T'AIIOY HAO
«UMK»

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

— Brurounte cnoBo warning (mpenynpexnaenue) B 6annep MOTD (cooOmienue

TTHS).
— HacTpoiiTe anpecaruto s BceX YCTPONCTB B COOTBETCTBHH C TaOIHUIICH
ajipecaruu.
— CoxpaHuTe HaCTPOUKH.
— YboenuTech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YcrpoiicTBo Nurepdeiic IP-anpec Macka nosiceTu
S1 VLAN1 192.168.0.21 255.255.255.0
S2 VLAN1 192.168.0.22 255.255.255.0
PC-A VLAN1 192.168.0.23 255.255.255.0
PC-B VLAN1 192.168.0.24 255.255.255.0

3aganme 15. 3agaun:

— Hactpouts nmena y310B u [P-apeca Ha 1Byx KOMMyTaropax Ioj

ynpaienuem oneparmonto cucteMbl Cisco [0S ¢ momornisio untepderica

komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco 10S, 3agarh mapaMeTpsl 1OCTYIa U OTPAHUYUTh

JO0CTYM K KOH(UTYpaIK yCTPOHCTBA.

— C nomorisio komana [0S coxpaHuTh TEKyIIy0 KOHGUTYPAITHUIO.

— Hactpouts Ha 1Byx xocrax IP-agpeca.

— [IpoBepuTh NOAKIIOUEHNE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBaMmH (I1K).

TpeOGoBanus:




T'AIIOY HAO
«UMK»

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite KomMyTaropam umeHa Bl u B2 .

— Hcnonp3yiite mapois 34Ui45 mist Beex JIMHUH.

— Hcnonb3yiiTe CKphITHIH (secret) maposib 671056.

— 3ammdpyiTe Bce He3amppOBaHHBIE TAPOITH.

— BrurounTe cnoBo warning (npenynpexaenue) B 6anaep MOTD (cooOrienue

TTHS).
— HactpoiiTe aapecanuio AJisi BCeX YCTPOUCTB B COOTBETCTBHUM C TaOIULICH
ajipecaruu.
— CoxpaHHUTe HACTPOIKHU.
— YboenuTech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YerpolicTBo HNurepdeiic IP-anpec Macka noacetu
S1 VLAN1 192.168.0.251 255.255.255.0
S2 VLAN1 192.168.0.252 255.255.255.0
PC-A VLAN1 192.168.0.253 255.255.255.0
PC-B VLAN1 192.168.0.254 255.255.255.0

3aganue 16. 3agaun:

— Hactpouts nmena y31oB u [P-aipeca Ha 1Byx KOMMyTaropax 1o

ynpasienuem omneparmonaoi cucteMbl Cisco [0S ¢ momornisio uatepderica

komaHiHOM cTpoku (CLI).




T'AIIOY HAO
«UMK»

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

— Ucnonesys komanel Cisco 10S, 3anath mapameTpbl JOCTyNa U OTPaHUYHUTD

JOCTYI K KOH(UTYpalluu yCTPOUCTRA.

— C nomomisio koman [0S coxpaHuTh TEKyIy10 KOHGUTYPAIUIO.

— Hactpouts Ha nByx xocrax [P-anpeca.

— [IpoBepuTh NOAKITIOUEHHE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanwms:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite kommyTatopam umera N1 u N2.

— Ucnonw3yiite mapois ffgghh78 s Beex mummii.

— Hcnonb3yiiTe ckphIThIi (secret) mapons 87ffgghh.

— 3ammdpyiTe Bce He3aM(PPOBAHHBIE TAPOIIH.

— Bxuttounte cnoBo warning (nipenynpexaenue) B 6anaep MOTD (cooOmienue

TTHS).
— HacrpoiiTe anpecanuio A Bcex yCTPONUCTB B COOTBETCTBUU C TaOIUIEH
azpecanuu.
— CoxpaHHTE HACTPOUKHU.
— Y0enurech B HAJIMYUU COEUHEHUSI MEXKAY BCEMHU YCTPOWCTBAMU.
YcrpoiicTBo Nurtepdeiic IP-anpec Macka noacetu
S1 VLAN1 192.168.0.128 255.255.255.0
S2 VLAN1 192.168.0.129 255.255.255.0
PC-A VLAN1 192.168.0.130 255.255.255.0
PC-B VLAN1 192.168.0.131 255.255.255.0




T'AIIOY HAO
«UMK»

YNIPABJEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

3aganune 17. 3amauu:

— Hactrpouts umena y3mnoB u [P-agpeca Ha AByX KOMMyTaropax Mo

ynpasieHuem onepannoHHon cuctemsl Cisco IOS ¢ momomnisio nuaTepdeiica

koMaH1HOM cTpoku (CLI).

— Ucnons3ys komauasl Cisco 10S, 3agath mapaMeTpsl 1OCTYIa U OTPAHUYUTh

JOCTYI K KOH(UTYpalluu yCTPOUCTRA.

— C nomomisio komana [0S coxpaHuTh TEKyIy0 KOHGUTYPAIHIO.

— Hactpouts Ha nByx xocrax [P-anpeca.

— IIpoBepuTh NOAKITIOUEHHE MEXKTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpebGoBanus:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3amaiite kommyTaropam umeHa M1 u M2,

— Ucnoneayitte mapoias WW34rtrt 1uis Bcex TUHUH.

— HUcnonw3yiiTe CKpbITHIH (Secret) mapoib qw34we.

— 3ammdpyiTe Bce He3aMPPOBAHHBIE TAPOIIH.

— Bxurounte ciioBo warning (npeaynpexaenue) B oanaep MOTD (cooOenue

THS).
— HactpoiiTe aapecanuro aJisi BCeX YCTPOHUCTB B COOTBETCTBUM C TaOIUIICH
aapecanuu.
— CoxpaHHTE HACTPOUKHU.
— Y0enurech B HATMYUU COCTUHEHHSI MEXKAY BCEMHU YCTPOWCTBAMHU.
YcrpoiicTBo Nurepdetic IP-anpec Macka noacetu
S1 VLAN1 192.168.0.51 255.255.255.0
S2 VLAN1 192.168.0.52 255.255.255.0
PC-A VLAN1 192.168.0.53 255.255.255.0
PC-B VLAN1 192.168.0.54 255.255.255.0




I'AIIOY YAO

YIIPABJEHUE JOKYMEHTALIMEI CTO CMK 4.2.01 - 2024
«UYMK»

3amanue 18. 3apauu:

— Hactpouts uMeHna y3ioB u [P-aapeca Ha AByX KOMMyTaTOpax Mol
ynpasiienreM oneparnronHoi cuctemsl Cisco [0S ¢ momonisio unrepderica
koMmaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco 10S, 3anarh mapaMeTpsl 1OCTYIAa U OTPAHUYUTh
JOCTYI K KOH(pUTypalluu yCTPOUCTBA.

— C nomonibio komau [OS coxpaHuTh TEKYITYIO KOH(MUTYpPALTHIO.

— Hactpouts Ha nByx xoctax [P-anpeca.

— [IpoBepuTh NOAKITIOYEHUE MEXTY IBYMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBaHus:

— HMcnonp3yiTe KOHCOIBHOE MOAKIOUEHUE IS TOCTYIIA K KaXKI0MY

KOMMYTAaTOopy.

— 3amaiite kommyTaropam umeHa Q1 u Q2.

— Ucnons3yiite maponb Fgter mist Bcex TuHUi.

— Ucnonwayiite ckphIThIi (secret) mapons 12FG45.

— 3ammdpyiiTe Bce He3aMPPOBAHHBIE TAPOIIH.

— Bxattounte cnoBo warning (npenymnpexaenue) B 6anaep MOTD (cooOmienue
JTHS).

— HacrpoiiTe anpecanuro s Bcex yCTPONCTB B COOTBETCTBUU C TaOIUIIEH
aZpecanni.

— CoxpaHHTE HACTPOUKHU.

— Y0enurech B HAJIMUYUU COCTUHEHHSI MEXKIY BCEMU YCTPOICTBAMH.



I'AIIOY YAO

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

«4YMK»

YerpoiicTBo Nurepdeiic IP-anpec Macka noziceTu
S1 VLAN1 192.168.0.45 255.255.255.0
S2 VLAN1 192.168.0.46 255.255.255.0
PC-A VLAN1 192.168.0.47 255.255.255.0
PC-B VLAN1 192.168.0.48 255.255.255.0

3aganme 19. 3agaun:

— Hactpouts nmena y310B u [P-apeca Ha 1Byx KOMMyTaropax Ioj

ynpasiienneM onepaionHoi cucteMbl Cisco [0S ¢ momonrsto uatepderica

komauHO# cTpoku (CLI).

— Ucnons3ys komauasl Cisco 10S, 3agarh mapaMeTpsl 1OCTYyIa U OTPAHUYUTH

JOCTYT K KOH(UTYpalluu yCTPONUCTBA.

— C nmomorsio komaug IOS coxpaHuTh TEKYITYIO KOH(MUTYPALTHIO.

— Hactpouts Ha nByx xocrax [P-anpeca.

— IIpoBepuTh NOAKIIOUEHUE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanus:

— Mcnionb3yiTe KOHCONIBHOE TOAKIIFOUEHHE IS IOCTYNA K KAKIOMY

KOMMYTaTopy.

— 3anaiite kommyTtaropam umena W1 u W2,

— Wcnonb3yiiTe mapoiib OPiUy Jist BceX JTMHUM.

— Wcnonb3yiiTe CKphITHIH (secret) maposns rtygbvf.

— 3ammdpyiTe Bce He3amuppOBaHHBIE TTAPOITH.




T'AIIOY HAO
«UMK»

VIIPABJIEHUE JOKYMEHTALIMEN CTO CMK 4.2.01 - 2024

— BrurounTe cnoBo warning (npenynpexaenue) B 6anaep MOTD (cooOrienue
TTHS).

— Hacrpoiite anpecanuio i BCeX YCTPOHUCTB B COOTBETCTBUU C TaOIUIICH
aJipecalyu.

— CoxpaHuTe HaCTPOMKH.

— Y0enurech B HAJTMUUU COSTUHEHHSI MEXKAY BCEMHU YCTPOWCTBAMHU.

YcrpoiicTBo Nurepdeiic IP-anpec Macka nosiceTu
S1 VLAN1 100.1.2.1 255.255.255.0
S2 VLAN1 100.1.2.2 255.255.255.0
PC-A VLAN1 100.1.2.3 255.255.255.0
PC-B VLAN1 100.1.2.4 255.255.255.0

3apanme 20. 3amaun:

— Hactpouts nmena y310B u [P-apeca Ha 1Byx KOMMyTaropax Ioj
ynpaienuem oneparmonto cucteMbl Cisco [0S ¢ momornisio untepderica
komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco 10S, 3agarh mapaMeTpsl 1OCTYIa U OTPAHUYUTh
JOCTYT K KOH(UTYpalluu yCTPOUCTBA.

— C nomorisio komana [0S coxpaHuTh TEKyIIy0 KOHGUTYPAITHUIO.

— Hactpouts Ha 1Byx xocrax IP-agpeca.

— [IpoBepuTh NOAKIIOUEHNE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBaMmH (I1K).
TpeboBanus:



T'AIIOY HAO
«UMK»

YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3agaiite kommyTtaropam umena E1 u E2.

— Wcnonb3yiite nmapons wertql aist Bcex JIMHUIA.

— Wcnonp3yiiTe CKpBITHIN (secret) mapoib Wertqg2.

— 3ammdpyiTe Bce He3amppOBaHHBIE TAPOITH.

— Brurounte cnoBo warning (npenynpexaenue) B 0anaep MOTD (cooOuienue

TTHS).
— HacrpoiiTe anpecanuro ais BCex yCTPONCTB B COOTBETCTBUU C TaOIHUIICH
ajipecaruu.
— CoxpaHHUTe HACTPOIKHU.
— YboenuTech B HATMYUH COCTUHEHUS MEXKy BCEMH YCTPONCTBAMHU.
YerpolicTBo HNurepdeiic IP-anpec Macka noaceTtu
S1 VLAN1 20.20.1.154 255.255.255.0
S2 VLAN1 20.20.1.155 255.255.255.0
PC-A VLAN1 20.20.1.156 255.255.255.0
PC-B VLAN1 20.20.1.157 255.255.255.0

3aganme 21. 3agaun:

— Hactpouts nmena y31oB u [P-aipeca Ha 1Byx KOMMyTaropax 1o

ynpasienuem omneparmonaoi cucteMbl Cisco [0S ¢ momornisio uatepderica

komaHiHOM cTpoku (CLI).




T'AIIOY HAO
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YNIPABJIEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2024

— Ucnonesys komanel Cisco 10S, 3anath mapameTpbl JOCTyNa U OTPaHUYHUTD

JOCTYI K KOH(UTYpalluu yCTPOUCTRA.

— C nomomisio komans [0S coxpaHuTh TeKyIy0 KOHGUTYPAIHIO.

— Hactpouts Ha nByx xocrax [P-anpeca.

— [IpoBepuTh NOAKITIOUEHHE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanwms:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite kommyTaTtopam umera R1 u R2.

— Hcnonp3ayiiTe maposs tyhas s Bcex JTUHHIA.

— Wcnonb3yiiTe ckphIThIH (secret) maposs dfgwe.

— 3ammdpyiTe Bce He3aM(PPOBAHHBIE TAPOIIH.

— Bxuttounte cnoBo warning (nipenynpexaenue) B 6anaep MOTD (cooOmienue

TTHS).
— HacrpoiiTe anpecanuio A BceX yCTPOHUCTB B COOTBETCTBUU C TaOIULEH
azpecanuu.
— CoxpaHHTE HACTPOUKHU.
— Y0enurech B HAJIMYUU COEUHEHUSI MEXKAY BCEMHU YCTPOWCTBAMU.
YcrpoiicTBo Nurtepdeiic IP-anpec Macka noacetu
S1 VLAN1 192.168.3.66 255.255.255.0
S2 VLAN1 192.168.30.67 255.255.255.0
PC-A VLAN1 192.168.30.68 255.255.255.0
PC-B VLAN1 192.168.30.69 255.255.255.0




T'AIIOY HAO
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3aganune 22. 3amayu:

— Hactrpouts umena y3mnoB u [P-agpeca Ha AByX KOMMyTaropax Mo

ynpasieHuem onepannoHHon cuctemsl Cisco IOS ¢ momomnisio nuaTepdeiica

koMaH1HOM cTpoku (CLI).

— Ucnons3ys komauasl Cisco 10S, 3agath mapaMeTpsl 1OCTYIa U OTPAHUYUTh

JOCTYI K KOH(UTYpalluu yCTPOUCTRA.

— C nomomisio komana [0S coxpaHuTh TEKyIy0 KOHGUTYPAIHIO.

— Hactpouts Ha nByx xocrax [P-anpeca.

— IIpoBepuTh NOAKITIOUEHHE MEXKTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanus:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3amaiite KomMmyTaropam umeHa 11 u T2.

— Hcnone3yiite mapois edfge mis Becex TUHUIA.

— Wcnonb3yiiTe CKphITHIN (secret) maposs rtndjts6.

— 3ammdpyiTe Bce He3aMPPOBAHHBIE TAPOIIH.

— BxurounTte cioBo warning (nipeaynpexaenue) B 6anaep MOTD (cooOenue

THS).
— HactpoiiTe aapecanuro aJisi BCeX YCTPOHUCTB B COOTBETCTBUM C TaOIUIICH
aapecanuu.
— CoxpaHHTE HACTPOUKHU.
— Y0enurech B HATMYUU COCTUHEHHSI MEXKAY BCEMHU YCTPOWCTBAMHU.
YcrpoiicTBo Nurepdetic IP-anpec Macka noacetu
S1 VLAN1 192.168.0.92 255.255.255.0
S2 VLAN1 192.168.0.93 255.255.255.0
PC-A VLAN1 192.168.0.94 255.255.255.0
PC-B VLAN1 192.168.0.95 255.255.255.0
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3aganue 23. 3agaun:

— Hactpouts nmeHna y31oB u [P-anpeca Ha AByX KOMMyTaTopax moj

yrpasiieHneM onepaonHoi cucteMbl Cisco [0S ¢ momonrsto uaTepderica

komaHHOM cTpoku (CLI).

— Ucnons3ys komauasl Cisco 10S, 3a1arh mapaMeTpsl 1OCTYyIa U OTPAHUYUTh

JOCTYT K KOH(UTYpalluu yCTPONUCTBA.

— C nomorpio komaug IOS coxpaHuTh TEKYITYIO KOH(GUTYPALTHIO.

— Hactpouts Ha 1Byx xocrax [P-agpeca.

— IIpoBepuTh NOAKIIOUEHHE MEXKTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanus:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHUE VISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3amaiite KomMyTaropam umeHa Y1 u Y2.

— Wcnonb3yiite napons ddvveerr ajist Bcex JIMHUM.

— Hcnonb3yiiTe ckphiThii (secret) maponb gghherts.

— 3ammdpyiTe Bce He3amuppOBaHHBIE TTAPOITH.

— Bxatounte ciioBo warning (npeaynpexaenue) B 6anaep MOTD (cooOienue

TTHS).

— HactpoiiTe aapecanuro 151 BCeX YCTPOUCTB B COOTBETCTBHUM C TaOIUIICH

aJpecaluu.

— CoxpaHHUTe HACTPOUKHU.

— YbenuTech B HATMYMKU COETUHEHUS MEXKy BCEMHU YCTPOICTBaAMHU.

YeTponcTBo

Nutepdeiic

IP-anpec

Macka mojceTu




I'AIIOY YAO

UM VIIPABJIEHHE JOKYMEHTALUE CTO CMK 4.2.01 - 2024
S1 VLAN1 192.168.56.78 255.255.255.0
S2 VLAN1 192.168.56.79 255.255.255.0
PC-A VLAN1 192.168.56.80 255.255.255.0
PC-B VLAN1 192.168.56.81 255.255.255.0

3aganue 24. 3agaqu:

— Hactpouts nmena y31oB u [P-ajipeca Ha IByXx KOMMYyTaTropax o
ynpasiienrem oneparmonton cucreMsl Cisco 10S ¢ momombto nHTEpdEiica
komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco 10S, 3agarh mapaMeTpsl 1OCTYINa U OTPAHUYUTh
JOCTYI K KOH(UTypaluu yCTPOUCTBA.

— C nomonibio komaug [OS coxpaHuTh TEKYIIYIO KOH(MUTYPALHIO.

— Hactpouts Ha nByx xocrax [P-agpeca.

— [IpoBepuTh NOAKITIOYEHUE MEXTY IBYMsI OKOHeUHBbIMU ycTporicTBamu (I1K).

TpeboBanwus:

— Mcnonp3yiTe KOHCOIBHOE MOAKIOUEHUE IS TOCTYIIA K KaXKI0MY

KOMMYTaTopy.

— 3anaiite kommyTaropam umena Ul u U2.

— Ucnone3yiite nmaposs llkkhhyy nis Becex nunuii.

— Wcnonb3yiiTe cKkpbIThIHN (secret) mapoiib Wsbfas.

— 3ammdpyiTe Bce He3amuppOBaHHBIE TTAPOITH.

— Bxuttounte cnoBo warning (nipenynpexaenue) B 6anaep MOTD (cooOmienue



I'AIIOY YAO

UM VIPABJEHHE JOKYMEHTAIHUE CTO CMK 4.2.01 - 2024
TTHS).

— HacTpoiiTe anpecaruto s BceX YCTPONCTB B COOTBETCTBHH C TaOIHUIICH
ajipecanuu.

— CoxpaHHUTe HACTPOMKH.

— YbenuTech B HATMYUM COCTMHEHUS MEKY BCEMU YCTPONUCTBAMH.

YerpoiicTBo Nurepdeiic IP-anpec Macka nosiceTu

S1 VLAN1 12.13.14.1 255.255.255.0

S2 VLAN1 12.13.14.2 255.255.255.0

PC-A VLAN1 12.13.14.3 255.255.255.0

PC-B VLAN1 12.13.14.4 255.255.255.0

3aganue 25. 3agaun:

— Hactpouts nmena y310B u [P-apeca Ha 1Byx KOMMyTaropax Ioj
ynpasiienneM onepaionHoi cucteMbl Cisco [0S ¢ momonrsto uatepderica
komauHO# cTpoku (CLI).

— Ucnons3ys komauasl Cisco 10S, 3agarh mapaMeTpsl 1OCTyIa U OTPAHUYUTh
JOCTYM K KOH(QUTYpaIK yCTPOHCTBA.

— C nomorsio koMau [0S coxpaHuTh TEKYIYIO KOH(UTYpALHIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— IIpoBepuTh NOAKITIOUEHHE MEXTY IByMsI OKOHEUHBbIMU ycTporicTBamu (I1K).

TpeboBanus:

— Mcnionb3yTe KOHCONIBHOE TOAKIIFOYEHHE IS IOCTYNA K KAOKIOMY
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KOMMYTaTopy.

— 3agaiite komMmyTaropam umena I1 u 12.

— Ucnoneayitte mapoas ghklut as Bcex munmii.

— Hcnone3ayiiTe cKpbITHIH (secret) mapois qwerdf.

— 3ammdpyite Bce He3amnppOBaHHBIE TAPOITH.

— Bxutounte cioBo warning (nipeaynpexaenue) B 6anaep MOTD (cooOiienue

TTHS).
— HacrpoiiTe anpecanuro 1 BCEX yCTPOHCTB B COOTBETCTBUU C TaOIUICH
azpecaluu.
— CoxpaHHUTE HaCTPOMKH.
— Yoenutech B HAUIMYUM COCTMHEHUS MEKTy BCEMH YCTPOHCTBAMHU.
YerpolicTBo HNurtepdeiic IP-anpec Macka noacetu
S1 VLAN1 192.168.13.12 255.255.255.0
S2 VLAN1 192.168.13.13 255.255.255.0
PC-A VLAN1 192.168.13.14 255.255.255.0
PC-B VLAN1 192.168.13.15 255.255.255.0
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