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3AJJAHUSA JJIs1 OHEHKU PE3YJIBTATOB OCBOEHUSA
1. Bonnpochl ¥ 3a1aHUA ISl TEKYHIEr0 KOHTPOJIS

Tema 1.2. XapakTepucTuky HHGOPMALMOHHBIX CeTEN.

1. Tlepeuucnure OCHOBHBIEC TUIIBI KAYECTBA OOCITY )KUBAHUS?

2. Paccka3zaTb NpuHIMN aarOpUTMOB yripaBieHus ouepeasmu MC?

3. Anroputmsl npoduiupoBanus u GopMupoBanus Tpapukra’?

4. TlpeaBaputenabHOE PE3EPBUPOBAHHUE CETEBBIX PECYPCOB C MOMOIIBIO
nporokosia RSVP?

5. [atb onpenenenue nepudepun KOMIbIOTEPHBIX CeTEI?

6. OKOHEYHbIE CHCTEMBbI, KIINEHTHI U CEPBEPHI?

7. JlaTb ompeaesneHue «s1po KOMIBIOTEPHBIX CETEN»?

8. KommyTtamus kaHaJIOB M1 KOMMYTAIUs TTAKETOB?

9. Paccka3arb npaBuia JocTyna K CeTd U ee pusndeckon cpeae?

10. Ilepeuucnuts ¢pyHKIMU ypoBHEH OSI?

11. CocraBienue miaHa KauecTBa 00CITyKUBaHUS.

12. Pabora no anroputmy ympasienus ouepensmu HC.

13. IIpodunupoBanue u popMupoBanue Tpaduka.

14. W3yuenue nepudepuu KOMIBIOTEPHBIX CETEN.

15. Hacrpoiika cucTeMbl KJIMEHT-CEPBEP.

16. IIpoexTupoBaHue spa KOMIBIOTEPHBIX CETEH.

17. Paccka3arb aJroputM HaCTPOMKM KOMMYTallMK KaHAJIOB MAKETOB.

Tema 1.3. ®usnveckuii ypopeHb

18. Pacckazarb npo ¢usznueckue npoBOAHUKU: MeaHbiii kabenb, Buras mapa,
OnrTryeckoe BOJIOKHO.

19. TpeboBanus npu ycTaHOBKE KaOETbHON CUCTEMBI.

20. «llogxmroueHne yepes3 MEeIHBIN KaOeby.

21. «JlogkmroueHue yepes BUTYIO apy».

22. «llogxmroueHne yepe3 ONTOBOJIOKOHHBIN KaOemby.

Tema 1.4 KanajbHblil ypOBEHb.

23. Wndopmannonnas cets Ethernet.

24. becnpoBOJIHBIE CETH.

25. KoubIeBbie ceT ¢ MapKEepPOM.

26. BO0J0OKOHHO-ONTHYECKUE CETH.

27. Cranpgaptsl Ethernet.

28. OO6opynoBanue HHOOPMAITMOHHBIX CETEH.

VIIPABJIEHUE JIOKYMEHTAIIAEN CTO CMK 4.2.01 - 2022
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29. TexHoJIOTHUs JOTUUECKON («BUPTYaJTIbHOW) ) JIOKATHHON KOMITBIOTEPHOMN
cetu (VLAN).

30. TumnoBble CTPYKTYpPHI JTOKATBHBIX CETEH B KOPIOPATUBHBIX
UH(OPMAIIMOHHBIX CETSIX.

31. «Hacrpoiika uadopmarmonnoit cetu Ethernety.

32. «CpaBHeHHE O0ECIIPOBOIHBIX CETEI.

33. «IIpoekTrpoBaHUE KOJBIIEBOI CETH C MAPKEPOM.

34. «U3ydeHne BOIIOKOHHO-OMTHYECKON CETH.

35. «IToabop obopynoBaHuss HHPOPMAITMOHHOMN CETHY.

36. «lcnonp30BaHUE TEXHOJIOTUH JIOTHYECKOH («BUPTYAIBbHOI) JTIOKaIbHON

KOMHLI-OTCpHOﬁ CCTM».

37.

«HacTtpoiika KopnopaTuBHOW HH(POPMALTMOHHOU CETH».

Tema 1.15 Onepaunonnas cucrema Linux.

1. Slapo onepalluOHHOM CUCTEMBI 3TO?

a) IpPOrpaMMbl, BXOJAIIUE B JUCTPUOYTUB ONEPALIUOHHON CUCTEMBI;

0) pe3uieHTHAas YacTh ONEePALIMOHHON CUCTEMBI;

B) OCHOBHas MporpaMma, MpUuHUMaroIas 1 oopadaTeIBaroIas KOMaH /bl

ITOJIB30BATCJIA,

r) rpaduyeckas 000J04Ka, MO3BOJIAIONIAS BBIMOIHUTE onepauuu ¢ ¢paiaaMu u

KaTaJoraMm

2. 'ne 00bIyHO OyAEeT HAXOAUTHCS TOMALTHUM KaTajaor MoJIb30BaTels user?
a) C:\Documents and Settings\User

0) C:\windows\system32\users\user

B) /home/user

3. KDE —>ro...

a) MeHemkep ynpaBlieHUs MaKeTaMu

0) I'padpuueckast o6onouka

B) OnepalmoHHas cucrema

4. Kakue u3 mnepeuucieHHbIX NpOrpaMMm MpeJHA3HAYEHbl Il paboThl C

BEKTOPHOU rpadukoii?
a) Inkscape
0) GIMP
B) Draw
r) ColourPaint

5.

C mnoMouplo, Kakod MpOrpaMMbl MOXHO YHOPaBIATH (daidmamMu U
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KaTtajoramu?
a) Krusader
0) KFile
B) FileMaster
6. OO6wmunblii apxuB ¢opmata TAR, TGZ, TBZ wimu TAZ, conepxamuii
UCXOJHBIN KOJI IPUIIOKEHUS, TMOO0 OMHAPHBIE YCTAaHOBOYHBIE (DAMIIBI 3TO...
a) Pemmozuropwnii
0) ductpudyTus
B) Tap6os (Tarball)
7. CrienualbHbIN CEPBEP-XPAHWIHIIE TAKETOB 3TO...
a) Pemmosuropwnii
0) ductpudyTus
B) Tap6ost (Tarball)
8. Ykaxute cniocob ycranoBkH [10, He npumensemslii B Linux
a) 13 peno3uTtopus rnpu NOMoUM MEHEKepa MAaKeToB ¢ rpaduueckum
uHTEpPEercom
0) YcraHoBKa U3 COXpaHEHHBIX Ha KOMITBIOTEPE rPM-IIaKETOB
B) 13 ycTtaHnoBouHOTO exe (haitna (setup. exe)
9. Ins yero ciay>XUT KOMaH1a rpm
a) Jlis co3nanus Manku B JOMalIHEM KaTajlore MoJib30BaTeNs
0) Jlns ycTraHOBKM MakeTa COOTBETCTBYIONIETO hopMara
B) JlJ1s mepekiroueHus B peKUM CYTepIrofib3oBaTes (root)
10. Jlnsg ycTaHOBKM OpOrpaMMbl M3 PEMO3UTOPHS MPHU MOMOIIM MEHEIKEpa
naketoB APT ucnons3yercs komanaa:
a) apt-cache search <kmiroueBoe ci10B0>
0) apt-get install <ums naxera>
B) apt-get remove <ums makera>
11. YkaxuTte KOMaHay, KOTOpas MO3BOJISIET YIaIuTh (pailin win nanky:
a) rm
0) pm
B) del.
12. Kakast u3 KoMaHJ] UCTIONIb3YyeTCs sl cOOpKu Moayaei sapa Linux?
a) make config
6) make modules
B) make menucofig
r) make xconfig
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1) make dep
13. Kakas nporpamma ycranasinusaet [P anpec unrepgeiica?
a) route
0) ifconfig
B) telnet
r) ipconfig
n) arp
Tema 1.16 Onepaunonnas cucrema Windows Server
14. Ponp koHTpoismepa jaoMeHa ¢ jgoctynoMm Toiibko misi ureHus (RODC)
II03BOJISAET?
a) YMEHbIIUTh PEIUIMKALMOHHYIO HAarpy3Ky Ha KaHajl CBSI3U
0) O0ecneunTh JOMOIHUTEIBHBIE MEPBI 0€30MACHOCTH Ha (PU3NYECKOM
ypOBHE
B) O0ecrneunTh 00paTHYI0 COBMECTUMOCTh C KOHTPOJIEpaMH JIOMEHA
Windows NT
r) ONTUMU3UPOBATH AyTEHTHU(PUKALMIO B CalTaX, I[J1€ HET JOJKHOTO YPOBHS
aJIMMUHUCTPATUBHOM MOJAECPKKU
15. Tlonp3oBarenb HMMEET CHEAYIOIIME pa3pelieHuss Ha OOyl Mamnky
«JlokyMeHThI»: paspenieHue oOmiero gocryna — Yrenue u pasperieHue ¢anaoBoi
cucteMbl NTFS — [lonsslii moctyn. YTo MOXKET Jenarh MOJIb30BaTeNb, 00JaAaTellb
yKa3aHHBIX Pa3pelICHUN IIPU JOCTYIE K NANKE 110 CETH?
a) He monyuut noctyna
6) [lomyuut MONHBIN AOCTYTT
B) [lonyuuT noctyn Ha yTeHUE
r) [Tomy4dnt nocTym Ha 3amuchk.
16. Jlna mnomnepkku paspemieHnss umeH B [Pv6-aapeca, 4To I0JKEH
noaaepxuate DNS?
a) 3amuck Host (a)
0) 3anuce AAA
B) 3anuch AAAA
r) Hlomen [IP6.ARPA
17. YneHCTBO B KaKo rpyIine HeoOXoaumMo Juist apTopusanuu cepsepa DHCP?
a) Anmunuctpatopsl DHCP
0) Anmunuctparopsl [Ipeanpusarus
B) AnmuHuctpaTopsl Jlomena
r) AIAMUHUCTPATOPBI
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18. Kakum cpeacrBom Bbl MoxkeTe BOCHOJB30BATHCS, YTOOBI JOOABUTH
cepepayto poiab B Windows Server 2008R2 Enterprise Core Mode? Bwibepute u3
NEPEUUCICHHOTO BCE YTO MOJAXOIUT:

a) [locpeactBom Server Manager, MOJKJIFOYUBIIKCH MO CETH

0) sconfig.exe

B) OCSetup.exe

r) netsh.

19. J1ns1 gero ciyxut kop3una AD?

a) XpaHEeHUs yIaJeHHBIX 00bEKTOB U UX CBOMCTB;

0) XpaHEHHUs )KypPHAJIOB;

B) aHaJU3 Tpauka CUCTEMBI;

20. kakue TpyIIIkI Mosib3oBartelei moiepxxuaet Windows Server?

a) JIOKAJIbHBIC,

0) rpynmsl 0€30MacHOCTH;

B) TPYMIIBI PACCHUIKH;

') IOCTYI «TOJBKO JIJIsi YTEHUSD ISl BCEX, KpOMe Bliazienblia Qaiina.

21. Kakue yueTHble 3allUCH CO3JAIOTCS aBTOMATUYECKH TIPH YCTAHOBKE
windows server?

a) BCTPOEHHBIE

0) npeaonpeaeeHHbIE UCKITIOUNTEIbHBIE TPaBa pad0ThI B CUCTEME

B) HESABHBIC

T) JIOKQJIbHBIC

22. Kaumke BapuaHThl TMOAKIIOYEHUS K paboueMy CTONy YIaa&HHOTO
KOMIbIOTEpa?

a) aIMUHUCTPATUBHBIN PEKUM

0) MoJIb30BATEIBCKUN PEKUM

B) TEPMUHAJIbHBIN PEXKUM

23. Jlns TOATOTOBKH JKECTKOTO JUCKA K JyOJUPOBAHHWIO MCIOJIB3YETCS
yTUIIATA?

a) ipconfig

0) sysprep

B) tracert

r)cd

24. JIns HAaCTPOMKHM ip-aapeca ucmonb3yercs komanaa PowerShell?

a) New-NetIPAddress

0) Set-DnsClientServerAddress
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B) New-NetFirewallRule

25. J1ns i3MEeHEeHHUs UMEHHU YCTPOUCTBA UCTIONb3yeTcst komanaa PowerShell?
a) New-NetIPAddress

0) Get-NetAdapter

B) Rename-Computer

OT1BeTHhI:

o
N

10
11
12
13
14
15
16
17
18
19
24
25

21
22
23

™M | (IO | © |~ oo

=)

a,p/la |B |a|B|0|0|a|0|0|0|B|B|B|a,0/a |a,0,B (2a,0,B a,0 (0 |a |B

9.

2.Bonipochl ¥ 3aJaHUA /ISl HTOTOBOI'0 KOHTPOJIA

Teopernyeckue BOpoCHI

MoxHo 11 paccmarpuBarh ucrnonb3oBanne SSH kak peannsanuo VPN?
[Touemy nonw3oBarenbckue VPN TpeOyroT cTporoii ayreHTuduKanum?
MoxkeT 1 mugppoBaHUE MOITHOCTHIO 3AIUTUTH TaHHBIE, TIEpejaBacMble Yepes
VPN.

Kakue acniekts! ynpasienus Harpy3koid ATM u3aMeHsTCs, eClii COeTUHEHUS
ATM npunHaanexar oIHOMY U3 OTPAHUYEHHBIX KJIACCOB U €CJIM KaYeCTBO
0OCIy’KMBaHHs TapaHTUPYETCS] HE HA MHJIMBHUIyalbHbIE COSAMHEHMS, a HA
KJIacC B 1IeJIOM?

OOwsacuaute, kak apxutekrypa ATM obnerdaer co3nanue MHOKECTBEHHBIX
BUPTYaJIbHBIX CE€TEH, KOTOPHIE COCYIIECTBYIOT IO TOM K€ caMOil (pu3nuecKon
uHppacTpykrype cetu ATM, HO MOTYT HCTIOIB30BATHCS, KaK OyTO OHU
SIBJISIFOTCS OTACJIbHBIMU HE3aBUCUMBIMU CETSIMHU.

Yro 03HavaeT AMHAMUYECKas MapLIpyTH3aLns?

Kakue ¢pyHKIIMU BBIMOTHSAIOT MapHIpyTHU3UpYIOIIKe (routing) MPOTOKOIIbI?
Kakue npoTokosibl QyHKIMOHUPYIOT BHYTPH ABTOHOMHBIX CUCTEM M MEXK]TY
aBTOHOMHBIMH cucTeMa?

Yro Takoe aIMUHUCTPATUBHOE PACCTOSIHUE, KAK OHO HCIIOIb3YETCS?

10.Kakoe agmunuctparuBHoe paccrosaue npotokosioB RIP, EIGRP, OSPF?

11.Ha ocHoBaHuu 4ero IMPOU3BOAUTC OIIPCACIICHUC OIITUMAJIBHOT'O ITYTH K CCTHU

Ha3HAuEHUs?

12.Kakue napaMeTpbl METPUKHU HCIIONB3YIOT MapIIPyTU3UPYIOLIUE MPOTOKOJbI?

13.Yt0 03HauaeT TePMUH CXOAUMOCTh?

14.Kak mapuipytu3zaropsl 0OMEHHBAIOTCS TaOJIMLIAMHA MapLIPyTU3aLHUU C

COCCHAMMU IIPH HUCIIOJIb30BAHUHU AJITOPHUTMA BCKTOPA paCCTOHHI/ISI?

VIIPABJIEHUE JIOKYMEHTAIIAEN CTO CMK 4.2.01 - 2022
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15.Koraa mapuipyTuzatopbl 0OMEHUBAIOTCS MapIIpyTHON MHGOpMaLUe npu

HCITIO0JIb30BAHMHU ITPOTOKOJIA COCTOSHUA KaHaja?

16.Kak OSI u ISO (MexayHapoaHasi opraHu3aiusi o cTaHAapTU3alUK) CBSI3aHbI
JPYT C IpyromMm?
17.0tHecure cnenyroiee kK ogHoMy u3 cemu OSI-ypoBHeii:

a) ompejelieHUue MapIIpyTa,

b) ympaBieHue mOTOKOM,

C) CBs3b C MMOMOIIIBIO HHTEp(Eiica ¢ BHEITHUM MHPOM,

d) obecrnieyeHne AOCTyIa K CETH JIJIs1 KOHEYHOTO MOJIb30BATEIS,
e) 3amena ASCII paciimpeHHBIM JTBOUIHO-ACCATHUHBIM KOJIOM,
f) makeTHas KOMMyTaI[HSI.

18.ComnocraBsre cienytomee oqaomy u3 cemu OSl-ypoBHeit:

a)
b)
c)
d)

e)

JIOCTOBEpHAs JOCTaBKa COOOIIEHHUS MPOIIecC-TIpolece,

BBIOOD CETH,

OTIpeJIeJICHHE Kajipa,

o0ecredeHne MoIb30BaTEIbCKUX YCIIYT, TAKUX KaK MOCHUIKA T10
AIIEKTPOHHOM MOYTeE,

nepeaaya (aitnos,

f)mepenaua OMTOBOTO MOTOKA Yepe3 PU3NICCKYIO CPETy.

19.ComnocraBsre cienyromiee oqaomy nu3 cemu OSI-ypoBHeit:

a)

b)
c)
d)
e)

00OMEH COOOIIEHUSIMU HETIOCPEACTBEHHO € MIPUKIIAAHON MTPOTPaMMOit
TIOJIb30BaTes,

UCIIPaBJICHHE ONTMOKHM U TIOBTOPHAs Tepe/aya,

MEXaHWUYECKHUH, STEKTPUICCKUA 1 (PyHKIIMOHATBLHBIN HHTEpdeiic,
OTBETCTBEHHOCTH 32 MH(DOPMAITHIO MEXKIY CMEKHBIMU y3JIaMH,
MOBTOpHAs COOpKa MaKeTOB JaHHBIX.

20.ComocraBsre cneayromiee onHomy u3 cemu OSI-ypoBHei:

a)
b)
c)
d)
e)

dbopmar u yciayru npeodpazoBaHust Koja,

yCTaHOBKA, YIPABIICHUE U 3aBEPIICHUE CEaHCa,

rapaHTHs TOCTOBEPHOMN TepeIavyn TaHHbIX,

IPOLIEYPHI BXO/Ia B CUCTEMY M BBIXOJ]a U3 CUCTEMBI,

obecrieueHre HE3aBUCUMOCTH OT PA3HUIIBI B TIPEJCTABICHUY JTaHHBIX,

f)cuHXpOHM3AIIKS T0JIH30BATEIICH.

21.]lomeHHas cucteMa uMmeH, i DNS — npukiiagHas nporpamma B Habope

nporokosia TCP/IP. Cnenaiite aHanu3 1 HAWIUTE SKBUBAJICHT 3TOTO IMPOTOKOIA

B Mojiesid OSI. CpaBHUTE U COMOCTABBTE 3TU JBA MOHSTHUSL.

VIIPABJIEHUE JIOKYMEHTAIIAEN CTO CMK 4.2.01 - 2022
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22 Ilporoxon nepenaun daitnos, unu FTP — npuknannas nporpamma B Habope
npotokona TCP/IP. Cnenaiite ananu3 v HalUTE SKBUBAJICHT 3TOTO MPOTOKOJA
B Mozenu OSI. CpaBHUTE U COMOCTABBTE ATU J1BA MOHATHS.

23. TpuBuanbHBIN TPOTOKON nepenaun (aiinos, win TFTP — npuknannas
nporpamma B Habope npotokosia TCP/IP. Cnenaiite ananu3 u HalauTe
SKBUBAJIEHT 3TOr0 MpoTokosia B Moaenu OSI. CpaBHUTE U NPOTHUBOIIOCTABBTE
9TU JBa NOHATHUS.

24 .EcTb HECKOJIBKO MOJIETICH TPAaHCIIOPTHOTO YPOBHSI, MPEATIOKECHHBIX B MOJICIH
OSI. Cnenaiite ananu3 U HaiiauTe Bce U3 HUX. OOBICHUTE Pa3HUIY MEXKTY
HUMH.

25.EcTbh HECKOJIBKO MOJIEJIeH CETEBOTO YPOBHS, MPEIOKeHHBIX B Mojeu OSI.
Cnenaiite ananu3 v HailauTe Bce U3 HUX. OOBSCHUTE pa3HUILY MEKIY HUMH.

IIpakTn4eckue 3agaHus

1. B cpene Packet Tracer ckoHpurypupyiite TMHAMUYECKYIO
MapUIPYTH3ALNI0 HUKEITPUBEAECHHON CXEMBI C HCTIOJIb30BaHMEM NpoTokona RIPv2.

2. TlpoBemuTe MPOBEPKY M OTJIAKY CETH C UCIOIB30BaHUEM KoMaH,1 ShOW
running-config, show ip route, ping, traceroute u tracert.

3. IlpoxommeHTupyiTe Tabauiyy MapiipyTtusanuu. OObsICHUTE, KaK
dopmupyercst metpuka mytu k Cetu 3 Ha Mapuipytuzaropax A, B.

Cemn 4 Cern 5
200.4.4.12/30 200.4.4.16/30

Cern | Cern 2 Cern 3
192.168.10.128/26 10.10.20.160/27 192.168.10.16/29

4.  VYnanute npotokon RIP, ckonpurypupyiite tuHaMuuecKyto
MapuIpyTH3alH1IO ¢ UCMoJb30BaHueM npotokosia EIGRP.

5. IIpoBemute MpOBEPKY C KCIIOJIB30BaHUEM KoMaH 1 Show running-config,
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show ip route, ping, traceroute u tracert.

6. IIpoxommentupyite Tabnuiy Mapipytuzanuu. OObsICHUTE, KaK
dbopmupyetrcs metpuka nmytu k Cetu 3 Ha MapuipyTuzaropax A, B.

/. VI3MeHuTe 3HaYeHHE NOJOCHI IpomycKkanus coeaunenuii Cets 4, Cetb 5 u
00BSICHUTE U3MEHEHUE METPUKH.

8. Ilepeuncnure HOMepa moptoB npotokosaoB HTTP, HTTPS, FTP, DNS,
Telnet, SMTP, POP. Vkaxure, kakue (yHKIHUN BBITIOIHAIOT IAHHBIE TIPOTOKOJIBI.

9. Ha3zoBuTe NpOTOKOJIBI IEPEIadn AMEKTPOHHON OUYThL. OOBSICHUTE
paznunuue npotokoiaoB POP u IMAP.

10. C ucnonp3oBaHMEM KOMAaHIHOW CTPOKH BBIITOJHUTE KOMaH IbI: ipconfig,
nslookup Ha cBoeM kommbioTepe. [I[pokoOMMeHTUpYTE UX.

Teoperuyeckune BONpPOCHI

1. ApxuTeKkTypa NpuiioKeHus: KINEHT/CepBep.

2. PazpaboTka npocroro web-cepsepa.

3. Pacnipenenenue pecypcos.

4, Ciiy)0bI TPAHCTIOPTHOT'O YPOBHS

5. BzaumopeiicTBre MeX Ay TPAHCIIOPTHBIM U CETEBBIM YPOBHSIMMU.
6. TpancnopTHsIil ypoBeHb B IHTEpHETE.

/. MynbTUIIEKCUPOBAHUE U JIEMYJIbTUIICKCUPOBAHHUE.
8. ITlpuHIUIIBI HAJEKHOH TIepeavyy TaHHBIX.

9. IIporoxon TCP.

10. Kontpons neperpy3ok B TCP. BeipaBHUBaHME CKOPOCTEi mepeadm.
11. OcHOBBI MapuIpyTH3aLUU

12. AnropuT™Mbl MapuipyTHU3aIluu

13. Anpecanus B mpotokoie [Pv4.

14. Mapmpytuzanus B IuTepHere.

15. YcTpoiicTBO MapuipyTuzaTopa.

16. KoMmyTanmoHHBIH OJIOK.

17. TIpotoxoi IPv6.

18. T'pymnmoBasi MapuipyTr3armsi.

19. Anpecanus B TOKaTbHBIX CETAX M MpOoTOoKoT ARP.
20. Ocunossl Texnosoruu Ethernet.

21. Xa0bl, MOCTBI, KOMMYTATOPHI.

22. becripoBOIHBIE KaHAJIBI CBSI3U.

23. IlonsiTue ceTeBoil 0€30MAaCHOCTH.
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25.
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31.
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39.
40.
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42.
43,
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45.
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KJIFOUEH.

o1,
52,
53.
54,

ConepxkanveM 3aJaHusl SBISIOTCA PaOOTHI

[Tpuniune! kpunrorpaguu. AyTeHTuduxanms.

LenoctHocThk AaHHbIX. [lepenaya katouei U cepruduranus.

VYrpasieHue 10CTyNOM ¢ TOMOIIBIO OpaHIMay3pOB.
be3onacHOCTh Ha CETEBOM ypOBHE.

be3omnacHoCTh B 0€CIIPOBOJIHBIX JTOKATBHBIX CETSIX.
[TonsiTre ceTeBOro aAMUHUCTPUPOBAHUS.
NudpactpykTypa ceTeBOro aMuHUCTPUPOBAHHUS.
ApxuTekTypa ynpasisomux MHTepHET-CTaH1apTOB.
be3zonacHOCTh U aIMUHUCTPUPOBAHUE

Ceanc pabots! B Linux.

Crpykrypa (haitJioBOH CUCTEMBI

Pabora ¢ (aitnoBoii cuctemoit

Jloctyn mporieccoB K (paitiam U KaTaioram.

Pabota ¢ TeKCTOBBIMU JaHHBIMU

Bo03M0OXHOCTH KOMaHIHOW 000JI0UYKH

VYpasneHue nakeTaMu

Cetp TCP/IP B Linux

CeteBble U CEPBEPHBIE BOZMOKHOCTH

I'paduueckuit uatepdeiic (X11)

[TpuknaaHbie MPOrpaMMsl

[Tonutuka cBOOOHOTO JIUIIEH3UPOBAHMSL.
[Tonp3zoBarenu. I'pynnel. KommnberoTepsl.
Nudpactpykrypa rpynnoBoil MOJIUTHKA

[IpoBepka MOMIMHHOCTH

Wuterpanus DNS ¢ Active Directory Domain Services.
Kontpomneps! nomena. JloMeHsl 1 Jeca.

Cnyx0b1 cepruduxarnuu Active Directory u mHGpacTpyKTypa OTKPBITHIX

CayxOb1 ynipaBieHnus npaBamu Active Directory.
Ycranoska Active Directory Rights Management Services.

Coznanue mabioHa MOTUTUKH TPaB

[ToxroroBka k pa3BepteiBanuto Active Directory Federation Services
IIpakTH4eckoe 3aganue

M0 IYCKOHAJaJKE CETEBOU

uHQPACTPYKTYphl Ha 0Oa3e omepalnuoHHBIX cucTteM cemeircrBa Linux. CryaeHTHI
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NOJIyYalOT MHCTPYKLHIO, CETEBbIE NUAarpaMMbl U METOJUYECKUE PEKOMEHIALMU IO
BBITIOJIHEHUIO.

JIocTyn KO BCEM BUPTYaJIbHBIM MalllMHAM HACTPOEH 110 aKKayHTY root:toor.

Ecomu Bam TpeOyercst ycTaHOBUTH MMapoyib, (M OH HE yKa3aH B 3aJlaHHM)
ucnonbayire: “P@sswird”.

3anauu:

1. HacTpoliTe nMeHa XOCTOB B COOTBETCTBHH C J[marpaMmoit

2. Ha Bcex MapmipyTu3aTopax U MEKCETEBBIX IKpaHaX BKIIOUUTh MEPECHUTKY
MAKEeTOB MEXy UHTepdeiicamu.

3. Ycranosure cienyromiee [10 na BCE BupTyanbHble MalIuHBI:

— tcpdump;

— net-tools;

—curl;

— vim;

— lynx;

— dhclient;

— bind-utils;

— nfs-utils;

— cifs-utils;

— sshpass;

4. Bce XOCThI IOMKHBI OBITh IOCTYIHBI akkayHTY root mo SSH Ha
cTaHJapTHOM (22) mopTy.

5. Hacrpoiite IP-aapecamuio na BCEX xoctax B cooTBeTCTBUU ¢ [[narpammoit

6. Hactpoiite GRE-Tynnens mexay L-FW u R-FW. Ucnons3yiiTe
caenyroinyto agpecanuto BHyTpu GRE-TyHHens:

— L-FW: 10.5.5.1/30;

— R-FW: 10.5.5.2/30.

7. HacTpoiite nTMHAMUYECKYI0 MapiipyTu3aiuto no npotokoiay OSPF c
ucnoJsb3oBanueM nakera FRR:

— aHOHCUPYWTE BCE CETU, HEOOXOAUMBIE SISl IOCTHXKEHUS TIOJTHOM CBS3HOCTH;

— IPUMEHEHUE CTATUYECKUX MAPIIPYTOB HE JOMYCKAETCS;

— B 0OMeHe MapuipyTHoOil nH(opmanuent yuactByoT L-RTR-A, L-RTR-B, R-
RTR, L-FW u R-FW;

— CcOCeACTBO U 00MeH MapiuipyTHOi uHpopmanueit mexay L-FW u R-FW
JOJKHO OCYIIECTBISATHCS UCKIFOUUTENbHO uyepe3 HacTpoeHHbId GRE-TyHHEND;
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— aHOHCHUpYWTE ceTu JokanbHbIX HHTEpPeiicoB L-RTR-A u L-RTR-B.

8. HactpoiiTe cepBep nNpoTOKoJa JUHAMUYECKON KOHPUTYpallui XOCTOB ISt

L-CLI-A u L-CLI-B:

— B kauectBe DHCP-cepBepa opranuzanuu LEFT ucnonssyiite L-RTR-A.

— ucnoap3yute myn agpecos 172.16.100.65 — 172.16.100.75 nns cetu L-

RTR-A.

— ucnoap3yiTe myna agpecos 172.16.200.65 — 172.16.200.75 nns cetu L-

RTR-B.

— ucnoib3yere aapec L-SRV B kauecte agpeca DNS-cepsepa.

— Hactpoiite DHCP-cepBep Takum o6paszom, utoObl L-CLI-B Bcerna nomyyan

¢dbukcupoBanHnsblit [P-anpec B coorBeTcTBUM C J{lnarpamMmoit.

— B KQ4eCTBE 1III03a 110 YMOJIYAHUIO UCTIONB3YHTE ajipec uHTepdeiica

COOTBETCTBYIOIIETO MapUIPYTU3aTOPa B JTOKAJIBLHOMN CETH.
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JTHATPAMMA BHPTVAJTPHOH CETH

OUT-CLI

R-SRV

% 1]
192.168.20.024 -
—

¢,
<59
<2

72.16.100.024 172.16.200.024
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