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Pabouass mporpamma Mpo@ecCHOHAIIBHOTO MOJYJid pa3dpaboTaHa Ha OCHOBE
denepaabHOTO TOCYAapCcTBEHHOTO 0oOpaszoBarenbHOro cranmapta (ganee ®I'OC) mo
CHEeUaIbHOCTU cpeaHero npodeccuoHanbHoro oopazoanus (nanee CI10) 44.02.06
IIpogeccnonanbHoe o0yueHue (IO  OTPacasiM)  YKPYNIHEHHOW  TPYIIIBI
cnermanbHocTei 44.00.00 OOpa3zoBaHue W TeAaroruuyeckue HayKu HarpaBJICHUS
noAroToBku OOpa3oBaHUE U NMEJArorMYEeCKUE HAyKH.

Opranuzanusi-pa3padoTUHK: l'ocynapcTtBeHHOE aBTOHOMHOE
npodeccruoHanbHoe 0o0pa3oBaTeabHOE YUpekaeHue  YyKOTCKOro aBTOHOMHOTO
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1. MACIIOPT PABOUE# MPOrPAMMBI MTPO®ECCUOHAJIBLHOTO
MO/IVJISI [IM.04 YYACTHUE B OPTAHU3ALIMUA TEXHOJIOTHMUYECKOTO
MPOLIECCA

1.1. O6n1acTh npuMeHeHus1 padoyveil MPOrpaMmbl

PabGouast mporpamma TpodecCHOHATLHOTO MOAyNs (manmee  pabouas
nporpamMma) SIBJISIETCS 4acThblO OCHOBHOM TmpodeccroHanbHOil 00pa3oBaTeIbHOM
nporpaMmmbl B cooTtBeTctBHM ¢ DPI'OC mno cmemumansHoct  44.02.06
[IpodeccruonanibHOe  oOydyeHue (MO OTpaciasiM)  YKPYIHEHHOM  TPYIIIbBI
cnenunansHocTelr 44.00.00 OOGpa3oBaHme W TMeJarormueckue HayKH HaIlpaBJICHUS
noaroroBku OOpa3oBaHHE M NEAArOTMYECKUE HAYKH B YACTH OCBOCHHUS OCHOBHOIO
Buaa mnpodeccuonaabHoii aesarenbHocTd (BII): VYuactue B opranusainuu
texHonoruyeckoro mpoiecca (I1K):

I[IK 4.1. VYyacTBoBaTh B IUIAHUPOBAHMM JACSITEIBHOCTH IEPBHUYHOIO
CTPYKTYPHOTO MOAPA3IEICHHUS.

[IK 4.2. VYdyactBoBaTh B pa3pabOTKE M BHEAPEHUH TEXHOJIOTUYECKUX
IIPOLIECCOB.

[IK 4.3. Pa3zpabatbeiBaTh U OQOPMIISITH TEXHUUYECKYIO U TEXHOJIOTHYECKYIO
JIOKYMEHTAIIHIO.

IIK 4.4. OGecrieunBaTh COOMIOICHUE TEXHOJOTMYECKONM M MPOM3BOJICTBEHHOM
JUCIUTUTAHBIL.

[1K 4.5. OGecrnieunBath COOJIIOICHIE TEXHUKH 0€30MMaCHOCTH.

I1IK 4.6. BBIONHATH TPOSKTHPOBAHNE KAOCIBHON CTPYKTYPhl KOMITBIOTEPHOMN
CETH.

[IK 4.7. OcymiecTBasiTh BBIOOP TEXHOJOTUHM, UHCTPYMEHTAIbHBIX CPEACTB U
CPEICTB BBIYMCIUTENBLHON TEXHUKM NpU OpraHu3aluu Ipolecca pa3paboTKu U
UCCleI0BaHUsI OOBEKTOB MPOPECCUOHATIEHON JIEATEIIbHOCTH.

[IK 4.8. OGecneunBarh 3amuTy WH(OpMAIMM B CETH C HCIOJH30BAHUEM
IPOrPaMMHO-aIaPaTHBIX CPE/ICTB.

I[IK 4.9. IlpuauMare ydacTu€ B MPUEMO-CHATOYHBIX  HMCIBITAHUSIX
KOMIIBIOTEPHBIX CETEH M CEeTEBOTO OOOPYIOBaHMS PA3IUYHOTO YPOBHS U B OIICHKE
KauecTBa U SKOHOMUYECKOH 3((HEKTUBHOCTH CETEBOU TOMOJIOTHH.

I1IK 4.10. BeinonHsaTs TpeOOBaHMS HOPMATUBHO-TEXHUYECKOW JTOKYMEHTALIUH,
UMETH OMBIT 0(OPMIICHHS MPOCKTHON JOKYMEHTAIIH

I[IK 4.11. AAMUHUCTPHpPOBATH JIOKAJIbHbIE BBIYMCIUTEIbHBIE CETU U
NPUHUMATH MEPHI TI0 YCTPAHEHUIO BO3MOKHBIX COOEB.
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I[IK 4.12. AamMuHUCTpUpPOBaTh CETEBBICE pecCypchl B HH()OPMAIIMOHHBIX
CHUCTEMaXx.

IIK 4.13. OOGecneunBath cOOp JaHHBIX JUIS aHalM3a HCMOJb30BaHUS U
(GYHKIIMOHUPOBAHUS MPOTPAMMHO-TEXHUYECKUX CPEJICTB KOMIBIOTEPHBIX CETEH.

IIK 4.14. B3aumoJieicTBOBAaTh CO CICIIHATUCTAMH CMEXKHOTO MpOodUiIs Ipu
pa3pabOTKE  METOAOB, CPEACTB U  TEXHOJOTHMH  MPUMEHEHH  OOBEKTOB
npodecCUOHANIbHOM JAESITEIbHOCTH.

IIK 4.15. YcranaBnuBaTh, HaCTpaWBaTh, DKCILNTyaTHPOBATh M OOCITY)KHBATh
TEXHUYECKUE U IPOrPaMMHO-aIapaTHIE CPEICTBA KOMITBIOTEPHBIX CETEH.

[IK 4.16. IlpoBoauth mnpoduirakTHueckue padoThl HA OOBEKTaX CETEBOM
UHOPACTPYKTYPHI U PAOOYUX CTAHIIMSIX.

[IK 4.17. Wcnonb3oBaTh MHCTPYMEHTAJbHBIE CPEACTBA JUIsl SKCIUTyaTaluu
CETEBBIX KOHPUTYpaIii.

I[IK 4.18. VYuactBOBaTh B pa3pabOTKE CXEMBI  IOCJI€aBAPUITHOTO
BOCCTAHOBJICHMSI ~ pabOTOCIIOCOOHOCTH  KOMITBIOTEPHOM  CETH,  BBINOJIHATH
BOCCTAHOBJICHHE U PE3EPBHOE KOMUPOBAHUE HHPOPMAITHH.

[IK 4.19. Opranu3oBbIBaTh MHBEHTAPHU3ALUIO TEXHUYECKUX CPEJICTB CETEBOU
UHPPACTPYKTYPHl,  OCYIIECTBIATH  KOHTPOJb  TOCTYNMBIIETO W3  PEMOHTA
00opy10BaHUS.

[IK 4.20. BpimonHATH 3aMEHY pPacXOJHBIX MaTEpHaiOB W METKUNA PEMOHT
nepudepuitHoro  000pyIOBaHUs, OMPEAENATh YyCTapeBlee O000pylOBaHUE W
pPOrpaMMHBIE CPEICTBA CETEBON MH(PPACTPYKTYPHI.

PaGouass mporpamma  mpOQPECCHOHATILHOTO  MOIYJA  MOKeT  ObITh
ucnojn3oBana 14995 Hamaguuk TexHonormdeckoro obopymoBanus, 16199
OmnepaTop JIeKTPOHHO-BBIUUCIUTENBHBIX 1 BRIUMCTUTEIHHBIX MAIIIHH.

1.2. Heau um 3apaum npoecCHOHAJIBLHOI0O MOAYJsI — TpPeOOBaHUA K
pe3yJbTaTaM 0CBOeHUsI NPOo¢eccHOHATBHOT0 MOLYJIA

C uenpio OBNAJEHUSI YKA3aHHBIM BUIOM NMPO(PECCHOHANBHON ACSITENIbHOCTH U
COOTBETCTBYIOIIUMHU TPO(HECCHOHATFHBIMUA KOMITETEHIIMSIMU OOYYAIOIINIICS B XOJe
OCBOEHUS MPOHECCUOHATIBHOTO MOAYJISI IOJIKEH:

HMeTh MPAKTHYECKHii ONbIT:

— ydJacTus B IUIAHUPOBAHMM JCATEIBHOCTH TMEPBHYHOTO CTPYKTYpPHOTO
NOJIpa3/IeTICHHUS;

—  ydacTus B pa3pabOTKe U BHEAPEHUH TEXHOJIOTMUYECKUX MPOLIECCOB;

—  pa3paboTku W  O(QopMIIEHHUS TEXHUYECKOM M  TEXHOJIOTHYECKOMH
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JIOKyMEHTAIIHH;

—  KOHTPOJS  COOJIOJNEHUS  TEXHOJOTMYECKOM U MPOU3BOACTBEHHOU
JUCITUTUIMHBI;

—  KOHTPOJISl COOMIOACHUS TEXHUKH 0€30M1aCHOCTH;

— a”HaimM3a W pa3pabOTKH y4eOHO-METOJAMYECKUX MaTepuaioB (paboumx
nporpammM, ydeOHO-TeMAaTHYECKUX IUIaHOB) JIsi oOecrieueHus o0pa3oBaTEIbLHOTO
nporiecca;

—  TPOCKTHUPOBAHUS APXUTEKTYpPHl JIOKAIBHOW CETH B COOTBETCTBUU C
MOCTaBJICHHOM 3a7auci;

—  YCTaHOBKHU M HACTPOWKH CETEBBIX MPOTOKOJIOB U CETEBOTO0 000PYI0BAHUS
B COOTBETCTBUU C KOHKPETHOM 3aaueii;

—  BbIOOpa TEXHOJIOTMHM, WHCTPYMEHTAJIBHBIX CPEACTB MPU OpPraHU3aluu
mpoliecca ucciea0BaHusl 0OBEKTOB CETeBOM MH(PPACTPYKTYPHI;

—  obecrnieueHus 1[EJIOCTHOCTHU pe3epBUPOBAHUSA uHdopmaIm,
ucnonp3oBanua VPN;

—  YCTaHOBKHU W OOHOBJICHUSI CETEBOTO MTPOTPAMMHOTO 00ECIICUEHUS;

—  MOHHUTOpPMHTA TMPOU3BOJUTEILHOCTH CE€pBEpa M MPOTOKOJIMPOBAHUS
CUCTEMHBIX U CETEBBIX COOBITUH;

—  odopMIIEHUS TEXHUYECKOMN TOKYMEHTAIIUU;

—  UCIIOJIB30BaHUS  CHEIUAIBHOTO IMPOTPAMMHOTO  OOECIeUCHUsS IS
MOJICIUPOBAHUS, IPOSKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH;

—  YCTaHOBKE, HACTPONKE W COIMPOBOXKICHUHU, KOHTPOJIE HCIOJIb30BAHUS
cepBepa U paboyux CTaHIMM JJ1s1 6€30MacHo nepegayn nHPopMaIuu;

—  obOcmykuBaHUS CETEBOM UHOPACTPYKTYPHI, BOCCTAHOBJICHUS
PabOTOCIIOCOOHOCTH CETH TOce COOs;

—  yHaJeHHOTO aIMUHUCTPUPOBAHUS u BOCCTaHOBJICHUS
paboTOCIOCOOHOCTH CETEBOM MH(PPACTPYKTYPHI;

—  opraHuzanmu OecrniepeOoifHOM pabOThl CUCTEMBI IO PE3EPBHOMY
KOITMPOBAHUIO U BOCCTAHOBJICHUIO HH(OPMAITUH;

—  TNOAAECPKKH  IIOJIb30BATEJIEM  CE€TH, HACTPOMKHU  almaparTHoro u
MIPOTrPAMMHOTO O0ECIICUCHUS CETEBON MHPPACTPYKTYPHI;

yMeThb:

—  OCYHIECTBJISITH TEKyIlee IUIAaHUPOBAHUE JIEATETLHOCTH TIEPBUYHOTO
CTPYKTYPHOTO TIOJIpa3/ICIICHHS,

—  pa3pabarbiBaTh OCHOBHYK) W BCIIOMOTATEJIbHYIO TEXHOJOTUYECKYIO U
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TEXHUYECKYIO TOKYMEHTALUIO;

—  pa3pabarbIBaTh U IPOBOJUTH MHCTPYKTAXKU 110 TEXHUKE O€3011aCHOCTH;

—  obecrieunBaTh COOJIIOJICHHNE TEXHOJIOTMYECKOM U MPOU3BOACTBEHHOM
JUCLUIUIMHBI;

—  obecrneunBaTh COOJIIOJICHUE TEXHUKHU O€30MaCHOCTH;

—  OCYUIECTBJISITh IPUEMKY U OLIEHKY Kau€CTBa BBIIIOJIHEHHBIX padoT;

—  IIPOEKTUPOBATH JIOKAIBHYIO CETh;

—  BBIOMPATbH CETEBBIE TOMOJIOTHH;

—  paccUMUTHIBATh OCHOBHBIE MMapaMETPhI JOKAIbHOU CETH;

—  YUTaTh TEXHUYECKYI0O M NPOEKTHYIO JOKYMEHTALMIO [0 OpPraHU3aluu
CErMEHTOB CETH;

—  TIPUMEHSATH AJITOPUTMbI TOMCKA KpaTYallIero nyTH;

—  IUIAHUPOBATh CTPYKTYpy CETH C MOMOLIBI0 TIpada ¢ ONTHUMAIbHBIM
PAaCIIOJIOKEHUEM Y3IIOB;

—  HCIOJb30BaTh MAaTEMAaTUUECKU anmapar Teopuu rpados;

—  KOHTpPOJINPOBAaTh COOTBETCTBHE pa3pabaTbIBa€MOro IIPOEKTa
HOPMATHBHO- TEXHUYECKOU TOKYMEHTALNN;

—  HCNOJb30BaTh MHOTO(YHKUIMOHANbHBIE MNPUOOPHI M  MPOrpaMMHBIE
CpellcTBa MOHUTOPHHTIA;

—  UCIIOJIB30BaTh  IPOTrPaMMHO-AIIAPATHBIE  CPEICTBA  TEXHUYECKOTO
KOHTPOJIS;

—  UCIOJIb30BaTh  TEXHUYECKYIO  JIUTEpaTypy W  MH(DOpMAMOHHO-
CIIPABOYHBIE CUCTEMBI /ISl 3aMEHBI (MIOKMCKa aHAJIOTOB) YCTAPEBILET0 000PYA0BAHMS;

—  HactpauBaTh npoTokos TCP/IP u ucnonp30BaTh BCTPOCHHBIC YTHIUTHI
OTIEPAIlMOHHON CHCTEMBI JIsl IUarHOCTHKU PabOTOCTIOCOOHOCTHU CETH;

—  QJMUHUCTPHUPOBATH JIOKAJIbHBIE BBIYUCIUTEIIbHBIE CETH;

—  TPUHUMATh MEPHI [0 YCTPAHEHHUIO BO3MOKHBIX COOEB;

— ofbecrneunBarh 3allMTy MNpU MOAKIIOUYEHUH K  HHPOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHOU ceTu «IHTepHEeT;

—  BBINOJIHATHD MOHUTOPHUHT U aHAJIM3 pabOThl JOKAIBHOU CETH C MOMOIIbIO
POrpaMMHO-AMIAPATHBIX CPEACTB;

—  UCIIOJIb30BaTh CXEMBbI M0CJI€aBaAPUNHOTO BOCCTaHOBJICHUS

paboTOCTIOCOOHOCTH CETH, OKCIUTyaTHPOBATh TEXHUYECKHUE CPEIICTBA CETEBOM
UHOPACTPYKTYPHI;



TAIIOY HAO N CTO CMK 4.2.01 - 2023
YIIPABJIEHME JOKYMEHTALIUE

«UMK» Juer 8/51

—  OCYIIECTBJSATh JMArHOCTUKY M TOHCK HEHCIPABHOCTEH TEXHUYECKUX
CPEICTB;

—  BBINOJHATH JEHCTBUS MO YCTPAHEHHUIO HEHUCIPABHOCTEH B 4YacTH,
KacaroIeicst TOJTHOMOYNN TEXHHKA,

—  TecTUpOBaTh Kabear U KOMMYHHUKAIIMOHHBIE YCTPOICTBA;

—  BBIIOJIHATH 3aMEHy pAacXOJHBIX MaTEepPHATOB W MEIKUA PEMOHT
nepudepuitHoro 060pyI0BaHMS;

—  MIpPaBUIbHO 0POPMIISTH TEXHUUECKYIO JOKYMEHTAIHUIO;

— HalOmiomath 3a  TpadUKOM, BBIMOJHATH  OMNEpAllMd  PE3EPBHOTO
KOITUPOBAHUS U BOCCTAHOBJICHUS JaHHBIX;

—  yCTaHaBIMBaTh, TECTUPOBATh U OJKCIUIyaTHPOBaTh HH(POPMAIMOHHEIC
CHCTEMBI, COIJIACHO TEXHHWYECKOW JTOKyMEHTaluu, oOecredynBaTh aHTHUBHUPYCHYIO
3aIlUTY;

3HATh:

—  TEXHOJIOTHYECKHE TIPOIECChl, TEXHOJIOTHYECKOEe O0OpYyIOBaHHUE, €Tro
YCTPONCTBO U 00CITy>KMBaHHE (110 OTPACIISIM);

—  OCHOBBI MaTepuaJIoBeieHus (TI0 OTpacisiM);

—  TpeOoBaHUS TEXHUKHU 0€30MaCHOCTH (110 OTPACIISM);

—  OCHOBBI pPa3pabOTKW U BHEAPEHMSI TEXHOJIOIMYECKUX IMPOLEccoB (IO
OTpaciisiM);

—  TpeboBaHUS K Ka4eCTBY MPOIYKIIUHU U TTAPAMETPHI €T0 OICHKH;

—  OCHOBBI yNpaBJIE€HUS IEPBUYHBIM CTPYKTYPHBIM TOJIPA3/ICIICHUEM;

—  0o0ImIMe MpUHIIMIIBI TOCTPOSHUS CETEi;

—  CETEeBbIE TOMOJIOTHH;

—  MHorocjoHy Mmoaens OSI;

—  TpeOOBaHUSA K KOMITBIOTEPHBIM CETSIM;

—  apXHUTEKTYpY IPOTOKOJIOB,;

—  CTaHJApTU3ALUIO CETEM;

—  DTambl MIPOSKTUPOBAHUS CETEBOM MHPPACTPYKTYPHI;

—  TpeOOBaHMS K CETEBOM O€30MACHOCTH;

—  OpraHuzanuio pa®oT Mo BBOAY B IKCIIyaTalni0 OOBEKTOB U CETMEHTOB
KOMIIBIOTEPHBIX CETEM;

—  BEpPOSITHOCTHBIE M CTOXACTUYECKHME TMPOIECCHl, JJIEMEHTHl TEOPHH
MacCOBOTO OOCITY>KMBaHHS, OCHOBHBIE COOTHOIIEHUS TEOPWUHU oOuepeneld, OCHOBHEIC
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HOHSATHS TeOpUH rpados;
—  aJIrOPUTMBI MOUCKA KpPaTYalIIero myTu;
—  OCHOBHBIE TPOOJIEMBI CHHTE3a TpadoB aTak;
—  IIOCTPOEHHE aJIeKBaTHON MOJEIH;

- CHUCTCMBI TOIIOJIOTHYCCKOI'O aHaJIn3a SaHlI/IHIéHHOCTI/I KOMHBIOTCpHOﬁ

CETH;
—  apXUTEKTYpy ckaHepa 0€30MacHOCTH;
—  DKCIIEPTHBIE CUCTEMBI;
—  0a30BbIe IPOTOKOJIBI U TEXHOJIOTUH JIOKAIBHBIX CETEH;
—  NPUHIMUIBI HOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;
—  OCHOBBI MPOEKTUPOBAHMS JIOKAJIBHBIX CeTel, OECpOBOAHBIC JOKAIbHBIC
CETH;

—  CTaHJapThl KaOeseil, OCHOBHbIE BUJbl KOMMYHUKAIIMOHHBIX YCTPOMCTB,
TEPMUHBI, MOHATUSA, CTAaHAAPTBI W THUIIOBBIE 3JIEMEHTHI CTPYKTYpPHPOBAHHOMU
Ka0eJIbHOIN CUCTEMBI: MOHTaX, TECTUPOBAHUE;

—  CpenacTBa TECTHPOBAHUS U aHAJIU3a;

—  IpOrpamMMHO-AINIAPATHBIE CPEICTBA TEXHUYECKOTO KOHTPOJIS;

—  JMArHOCTUKY XKECTKHUX JUCKOB;

—  pesepBHOe KomnupoBaHue uHpopmanuu, RAID-texHonoruu, XxpaHuiuina
JTaHHBIX;

—  OCHOBHBIE HaIIPaBJICHUS aJMUHUCTPUPOBAHNS KOMIIBIOTEPHBIX CETEN;

—  YTWIUTHI, QYHKIMH, YJAJIEHHOE YIIPaBICHUE CEPBEPOM;

—  TEXHOJIOTHIO 0€30MacHOCTH, IPOTOKOJIOB aBTOpHU3AIIIH,
KOH(HIEHIIMATLHOCTH ¥ 0€30MaCHOCTH MTPU pabOTe C CETEBBIMU PECYPCAMU;

—  apXUTEKTYpy U (PYHKLUHU CUCTEM YIPABIEHUS CETSAMH, CTAHIAPThl CUCTEM
YIPABIICHHUS;

—  3aJlayd  yMpaBJICHUSA: AaHAJIW3 TPOU3BOJUTEIBHOCTHU W HAJEKHOCTH,
ympaBiieHre 0€30MacCHOCThI0, yUeT TpadurKa, yrpaBieHue KOHPUTYpaIuei;

—  CcpencTBa MOHMTOPHMHIA U aHAJIW32a JIOKAIbHBIX CETEH;

—  KJaccu(UKauuio PEerjiaMeHToOB, MOPSJOK TEXHUYECKUX OCMOTpPOB,
MPOBEPOK U MPOPHIAKTUUECKUX padoT;

—  IpaBuWJia dKCIUTyaTallud TEXHUYECKUX CPEJICTB CETEBOM MH(DPACTPYKTYPHI;

—  paclIMpeHue  CTPYKTypbl, METOAbl M  CPEICTBA  JMATHOCTHKHU
HEUCITPaBHOCTEN TEXHUYECKUX CPENICTB U CETEBOU CTPYKTYPHI;
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—  METOJBl YCTPAHCHUS HEWCIPABHOCTEH B TEXHUYECKUX CPEIICTBAX, CXEMBI
MIOCJICABAPUMHOTO BOCCTAHOBJICHUS PAOOTOCTIOCOOHOCTH CETH, TEXHHYECKYI0 W
MPOEKTHYIO TOKYMEHTAIINIO, CIIOCOOBI PE3ePBHOTO KOMMMPOBAHMSI TaHHBIX, TIPUHITUTIBI
pabOThI XpaHWIHII JAaHHBIX;

—  OCHOBHBIC TIOHSATHS WH(MOPMAITMOHHBIX CHCTEM, JKW3HCHHBIA IIUKII,
npoOsieMbl  0OecrieYeHUs] TEXHOJOTHYEeCKOW Oe30macHOCTH  WHGOPMAIMOHHBIX
CUCTEM, TPeOOBaHUS K apXHUTEKType MH(POPMAIMOHHBIX CUCTEM M MX KOMIIOHCHTaM
Uit o0ecniedeHrss 0e30MacHOCTH  (PYHKIIMOHHUPOBAHHUS, OIEPATUBHBIC METOIBI
MOBBIIIICHHSI 0€30MacHOCTH (HYHKIIMOHUPOBAHMSI TMPOTPaMMHBIX CpEACTB W 0a3
JaHHBIX;

—  OCHOBHBIC TpeOOBaHUS K CpEACTBAM H BHJAM TECTHPOBAHUSA IS
OTIpEJICIICHHS TEXHOJIOTHYECKOM 0€30MacHOCTH HH(DOPMAITMOHHBIX CUCTEM.

1.3. KoJinuecTBO 4acoB Ha OCBOEHHE MPOrpaMMbl NPodecCHOHATBHOIO
MOIYJIS:
6ceco — 2058 yacoB, B TOM YHCJIE:

MaKCUMaJIbHOU y4eOHOM Harpy3ku oOydaromierocs — 1626 yacos, BKiro4ast:
00s13aTeNHPHON ayAUTOPHOU yueOHOU Harpy3ku oOydarorierocs — 1084 gacos;
CaMOCTOSTENIbHOM padoThl 0Oyuaromerocs — 542 Jaca;
yueOHoii mpakTuku — 180 "acos;

IPOU3BOJICTBEHHOM MPAKTUKHU — 252 yaca
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YIIPABJIEHUE JOKYMEHTAIIUEA

2. PE3YJIBTATBI OCBOEHUSA ITPOPECCUOHAJIBHOT'O MOAY JIA

PCBYJILTaTOM OCBOCHMH HpO(bCCCI/IOHaJ'IBHOI‘O MOAYJIA ABJIICTCSA OBJIAACHHUC

OOyJarOmMMHUCS  BHAOM  NPOPECCHOHAIBHONW  NIEATETLHOCTH  Y4yacTue B

OpraHms3almid TEXHOJOIHYIECKOro impomecca, B TOM 4YHUCIIC HpO(l)CCCI/IOHaJIBHBIMI/I

(ITK) u o6mumu (OK) KoMIIeTeHITUSMHA

Kon HaumeHnoBaHue pe3ysbTaTta 00yueHust
K 4.1. Y4acTBOBATH B INIAHNPOBAHMH JESITEIFHOCTH IIEPBUYHOTO CTPYKTYPHOTO TIOAPA3ACICHUSI.
1K 4.2 YgacTBoBaThH B pa3paboTKe W BHEAPESHUHN TEXHOJIOTHUECKUX MPOIECCOB.
IIK 4.3. PaspabateiBaTh 1 0POPMIISTh TEXHUYECKYIO H TEXHOJIOTHYECKYIO TOKYMEHTAIHIO.
TIK 4.4. ObecneunBaTh COOTIOICHUE TEXHOJIOTHUECKOW U MPON3BOACTBEHHOHN ITHUCIUTIINHEIL.
TIK 4.5. O0ecnieynBaTh COOIONEHNE TEXHUKHU O€30IIaCHOCTH.
K 4.6 BrIMOTHATE TPOEKTHPOBAHNE KaOSIEHOU CTPYKTYPHI KOMIIBIOTEPHOH CETH.
IIK 4.7 Ocy1ecTBIATh BHIOOP TEXHOJOTUH, MHCTPYMEHTAIBHBIX CPEJICTB U CPEJCTB BBIYMCIUTEIBHOW TEXHUKU
MIPY OpTaHM3aLUH IIpoIecca pa3paboTKH U HCCIIeIOBAaHUA 00BEKTOB NMPO(ECCHOHATLHON AEATEIBHOCTH.
I1K 4.8 Ob6ecrnieunBaTh 3aMUTY HHOOPMAIIMH B CETU C UCIIOJIH30BAHUEM MTPOrPAMMHO-AIIAPATHBIX CPECTB.
1K 4.9 [TpuHKuMaTh y4yacTHe B MPUEMO-CAATOUYHBIX HCIBITAHMIX KOMIBIOTEPHBIX CETEH M CETEBOTO 000PYAOBaHUS
Pa3IMYHOTO YPOBHS M B OLICHKE KayecTBa U SKOHOMUYECKOH 3()(heKTUBHOCTH CETEBOM TOIIOJIOTHH.
I1K 4.10 BeinosnHsATh TpeOOBaHHUS HOPMATHBHO-TEXHUYECKOW JOKYMEHTAIMH, UIMETh OTBIT OPOPMIICHHS TPOSKTHON
JOKyMEHTAIHH.
I[IK 4.11 | AAMHUHUCTPHPOBATH JIOKAJIbHBIE BBIYUCIUTENBHBIE CETH M MPUHUMATH MEPHI 110 YCTPAHEHUIO BO3MOXKHBIX
cboeB.
1K 4.12 | AIMHHUCTPHPOBATH CETEBHIC PECYPChl B MHOPMAIIMOHHBIX CUCTEMaX.
I1K 4.13 OOecrnieunBaTh COOp MAaHHBIX JJIsI aHAIKM3a MKCIOJb30BAaHUSA U (DYHKIIMOHUPOBAHHS MPOrPaMMHO-
TEXHHYECKUX CPE/ICTB KOMIIBIOTEPHBIX ceTel
[IK 4.14 | B3anmopeicTBOBaTh CO CIIENMAIMCTAMH CMEXHOro Hpodmis npu pa3paboTKe METONOB, CPEICTB M
TEXHOJIOTHH MPpUMEHEeHH 00BEKTOB IPO(PECCHOHANBHON JAESITeNbHOCTH.
IIK 4.15 | YcranaBnuBaTh, HAcTpaWBaTh, OJKCIUIyaTHPOBATh M OOCITYXXHBATh TEXHUYECKHE M IPOTPAMMHO-
anmnapaTHbIE CPEJICTBA KOMIBIOTEPHBIX CETeH
IIK 4.16 | IIpoBoxutk npoduiakTHdeckue paboThl Ha 00BEKTaX CETEBOH MHPPACTPYKTYPBI U paOOYUX CTAHLIUIX
MK 4.17 | DKcmryaTHpOBaTh CETEBbIe KOHPHUTYpaIHU
I[IK 4.18 | VuacrtBoBaTh B pa3pabOTKE CXEMbl IIOCIECABAPUHHOIO  BOCCTAHOBIICHHMS  PpabOTOCIOCOOHOCTH
KOMITBIOTEPHOH CETH, BBITIOIHATH BOCCTAHOBIICHHE U pe3epBHOE KOMMMPOBaHNE HHPOPMaNU
[IK 4.19 | OpraHu3oBbIBaTh WHBEHTAPH3ALMIO TEXHUYECKHX CPEICTB CETEBOW HWH(PACTPYKTYPHI, OCYIIECTBIAThH
KOHTPOJIb MTOCTYNHBIIETO U3 PEMOHTa 000PYIOBAHUS
I[IK 4.20 | BeInosiHATh 3aMEHY pACXOJHBIX MAaTEepHUAIIOB M MEJKHH pEeMOHT mnepuepuiftHoro 00opyIoBaHus,
OTIPEIETATh yCTapeBiiee 000pya0BaHNE 1 IIPOrPaMMHBIE CPEACTBA CETEBON HHPPACTPYKTYPHI.
OK 1. [TornMaTe CYIIHOCTP M COLMANBHYIO 3HAYMMOCTh CBOeH Oyaymieidl mpodeccruu, MPOSBIATH K HEH
YCTOWYMUBBIH UHTEPEC.
OK 2. OpraHu30BbIBaTh COOCTBEHHYIO AESATEIHLHOCTD, ONMPENEATh METOABI pelieHus MpodeccnoHabHBIX 3a1ad,
OIICHUBATh UX APPEKTUBHOCTH U KAUECTBO.
OK 3. OreHNBaTh PUCKH M IPUHUMATH PEIICHUS] B HECTAHJAPTHBIX CUTYaIHIX
OK 4. OcCymiecTBIATh TOUCK, aHATW3 M OLEHKY HH(OpMaruu, HEOOXOAMMOI IS TOCTAaHOBKH M PEIICHHS
mpodecCHoHATBHBIX 337124, MPO(HECCHOHATHLHOTO U JIMYHOCTHOTO Pa3BUTHSL.
OK 5. Hcnonp3oBate  WHPOPMALMOHHO-KOMMYHUKAIIMOHHBIE ~ TEXHOJOTMH  JUI  COBEPIICHCTBOBAHUS
podeccnoHaTBLHON e TENHHOCTH.
OK 6. PaboraTe B KOJUIEKTHMBE W KOMaHJE, B3aMMOJACHCTBOBATH C PYKOBOJACTBOM, KOJUIETaMH M COIHAILHBIMU
apTHEpaMH.
OK 7. CraBuTh I€TM, MOTHBHPOBATH AEATEIHHOCTh OOYJAIOMMXCS, OPTaHW30BBIBATH M KOHTPOJIHMPOBATH HX

pa60Ty C IIPUHATUEM Ha ce0s1 OTBETCTBEHHOCTH 33 KAYECTBO O6paBOBaTCJ’ILHOFO rnponecca
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OK 8. CaMOCTOSITeIbHO OIPENeNATh 3aJadd MpOo(EeCCHOHATBHOTO W JIMYHOCTHOTO DPAa3BUTHA, 3aHUMATBCS
camM000pa30BaHNEM, OCO3HAHHO TUIAHWPOBATH MOBBIICHNE KBATH(UKAIMN
OK 9. OcymecTBiIsATh TPO(PECCHOHANBHYIO NESATeIBHOCTh B YCIOBHAX OOHOBJICHHS €€ IIeliel, coiepikaHus,
CMEHBI TEXHOJIOTHIA.
OK 10. OcymecTBISTh NPOPIIAKTHKY TPaBMaTH3Ma, 00eCTIeYNBATh OXpaHy JKU3HHU H 3I0POBBS 00YJaOIIIXCSI.
OK 11. Ctpouts mpoeCcCHOHATBHYIO IEATSIFHOCTD C COOIIOJICHHEM IIPABOBEIX HOPM €€ PeTryIUPYIOIIUX.
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3. CTPYKTYPA U COAEP KAHUE TPO®PECCUOHAJIBHOI'O MOAY JIsA
3.1. TemaTuveckuii njian npogeccuoHaTbLHOT0 MOLYJIs
O0BbeM BpeMeHH, OTBe/I¢HHbII Ha 0OCBOCHHUE
IIpakTnka
MEKIUCHUINIMHAPHOIO Kypca (KypcoB)
CamocrosiTe1bHAS
Bcero O6s3aTebHAs1 ayANTOPHAS
pabora IIpousBoacTBeHHast
4acos ydeOHast Harpy3Kka o0y4arouierocs
Kon odyuaromerocs (mo nmpo¢uio
HanmeHoBaHus pa3igenoB (maxc.
npogeccHoHAIbHbBIX B T.4. CHeNHaJIbHOCTH),
. npogeccuoHaJIbHOI0 MOAYJISA yuebHas B T.4., B T.4., Yueonas,
KOMIeTeHIu i J1abopaTopHbIe 4acoB
Hacpyska u KypcoBasi KypcoBasi 4acoB
Bcero, pa6oThI U Bcero, (paccpedomouennasn
npaKkmuKu) pa6ora padora
4acoB | MpaKTHYeCKHe 4acoB no pazoenam
(npoekr), (npoekr),
3aHATHS, npakmuxa)
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10
K 4.1-4.5 MJK.04.01 Opranuszanust
TEXHOJIOTHYeCKOro npomecca (1o 114 76 22 - 38 - - -
oTpacisiM)
MK 4.6-4.10 M/K.04.02 BoinosiHeHue padoT no
MPOEKTHPOBAHHUIO CeTeBOIi 771 394 198 - 197 - 180 -
HHPPACTPYKTYPbI
K 4.11-4.14 M/IK.04.03 Opranu3anusi ceTeBoro 549 366 200 ) 183 ) ) )
aAMHUHHCTPUPOBAHUSA
TIK 4.15-4.20 M/K.04.04 DxcruryaTanus
00bEKTOB CeTeBOIi 372 248 124 - 124 - - -
HHPPACTPYKTYPbI
IK4.1-4.20 I[IpousBoacTBeHHAsS] MPAKTHKA (110
252 252
npoduJiio cneuuaJbHOCTH), 4aCOB
Bcero: 2058 1084 | 544 | - 542 | - 180 252
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3.2. Copep:xanne oOydyenusi mno mnpodeccuonaabuomy wmoayarw IIM.04 YUYACTHE B OPIAHU3ALUU
TEXHOJIOI'MYECKOI'O ITPOLHECCA

HanmenoBanmue pasiesioB ConepxaHue y4eGHOT0 MaTepHnaJa, 1adopaTopHble padoThl H NPAKTHYECKHE 3aHATHS, CAMOCTOATEIHLHAs Obbem | YpoBeHs
npodgeccnoHATBHOT0 MOAYJIS padoTa oGyuyarommuxcs, KypcoBasi pagora (IIpoeKT) YacoB | OCBOEHHS
(IIM), Me:kTUCHUTITHHAPHBIX

kypcoB (MJK) u Tem
1 2 3 4
MK 04.01.
Opranuzanust
TeXHOJOTH4ecKoro npouecca (1mo
oTpac/asim)
Tema 1.1. Copep:xanue 54
Hacrpoiika cepsepa u padoueit 1. | Hacrpotika ciry:x661 DHCP cepsepa 1
CTaHIHH 11 6e30macHOM 2. | YcranoBka u koHpurypuposanne DHCP
nepeaayu uHdopMauMu 3. | Hactpoiixa ciry:x651 DHCP cepsepa
4. | Hacrpoiika ot DHCP cepsepa
5. | Hactpoiixa ciry:x6s1 DNS cepsepa
6. | YcranoBka u koHpurypupoaane DNS cepBepa
7. | Hactpoiixa ciry:x6s1 DNS cepsepa

Hactpotiika ximenTa ciayx0s1 DNS cepBepa

8. | Hactpoiixa 1oKanpHOM MOJUTHKH O€30MACHOCTH PadOYel CTAHIIUI
9. | Hactpoiika NONUTHKA YYETHBIX 3aITHCEH
10. | Hacrpoiika 10KaIbHOH MOJUTHKH 0€30ITaCHOCTH paboueii cTaHIuK
11. | Hacrpoiika mapaMeTpoB 0€30T1aCHOCTH
12. | Hacrpoiika moJmTHKE O0€301IacHOCTH cepBepa
YrpasiieHue rpynnoBoil NoIUTUKON yepe3 KoHcoss MMC
13. | Co3manue 00BEKTOB TPYIIIOBOH IMOIUTHKHI
14. | Hacrpoiika moimTHKN 0€301IacHOCTH cepBepa
V3meHeHne 1 HacTpoHKa MapaMeTpoB IrPYIIOBON ITOJUTHKU
15. | Co3pnanue n1abI0HOB TPYNIOBOI TOJUTHKH
16. | Ynpasnenue 6e30nacHo nepeiadn HHGOpPMAIMN
17. | Ha3HaueHHe M MPUHIIMO HCIOIB30BaHKE MpoTokona IPSec
18. | Ynpapnenue 6e30nacHO nepeiadn HHGOPMAIHH
19. | Kondurypuposanue npotokoiua IPSec
20. | Hacrtpoiika naopMalmoHHOH CHCTEMbI JOMEHA
21. | YcraHoBKa 1 KOHQUTYpHPOBaHHE CPEJICTB aIMUHUCTPUPOBAHUS JOMEHA
22. | Co3nanue y4eTHbIX 3amuceil moJib30BaTels!
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HanmenoBanmue pasiesioB ConepxaHue y4eGHOT0 MaTepHaJa, 1adopaTopHbie padoThl H NPAKTHYECKHE 3aHATHS, CAMOCTOATEIbHAs Obbem | YpoBeHs
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
23. | Co3panme rpymi. YpaBieHHE WICHCTBOM B TPYIIIIE
24. | Hactpoiika rpynmoBbIX TIOJIATHK TOMEHA
25. | YnpaBiieHHEe IPUMEHEHNEM TPYMIIOBBIX MOJIUTHK
26. | Co3ganne mabaoHa 6€301MacHOCTH U MCTIONB30BAHHUE €T0 COBMECTHO C TPYNIIOBON HOJTHTHKOM
27. | Cozganne mabaoHa 6€30MaCHOCTH M MCIOIb30BAHNE €r0 COBMECTHO C TPYNIIOBOM NOJUTHKOM
JlaGopaTopHbie paGoThI 0
IIpakTHyeckne 3aHATHSA 22
1. | Ycranoska ciayx0 DHCP cepsepa.
2. | YcranoBka ciy:x6 DNS cepsepa.
3. | Kondurypuposanue u nposepka padborocrnocodroctu DNS cepsepa.
4. | Hacrpoiika MOJUTHKH apoIIei.
5. | Hactpoiixa momuTHku OJIOKHPOBKH YIETHBIX 3aITHUCEH.
6. | Hacrpoiika mapameTpoB 6€30MaCHOCTH.
7. | Hactpoiixa oOriel HOMUTHKH TapoJIeH.
8. | Hactpoiika gocTyma K mporpaMmmam.
9. | Hactpoiika knmenTa [PSec.
10. | Hacrpoiika kiuenTa [PSec.
11. | Ilposepka HacTpoiiku IPSec.
CamocTosiTeTpbHasi padoTa npu n3ydenun Pasnmena 1 38
TemaTuka BHeayIMTOPHOMN caMOCTOSITeIbHON PadoThI
1. Cucremarnyeckas IpopadOTKa KOHCIIEKTOB 3aHSITHH, y4eOHOH 1 criennabHOM TeXHUYECKOM INTEPaTypBhI.
2. KoncnexkrupoBanue Tekcra, padoTa CO CIOBapsSMH U CIIPaBOYHHKAMH, O3HAKOMJICHHE C HOPMAaTHUBHBIMU JIOKYMEHTaMH, y4eOHO-HCCIIeI0BaTeIbCKas
paboTa mpu caMoM IIMPOKOM HCToIb30BaHuH VHTepHeTa u pyrux IT-rexHomoruii.
3. TIpoexkrtHbie hopMbI pabOTHI, MOJATOTOBKA COOOLICHHUH K BBICTYILICHUIO HAa CEMHHAapax ¥ KOH(EpeHIUsIX; MTOAroToBKa pedeparos, JOKIAIO0B.
4. TlonroroBka K JJaOOpaTOPHBIM U NMPAKTHUECKUM padoTaM ¢ MCIOIb30BAaHUEM METOUUECKHX PEKOMEHAAlii IpernoiaBarelis, opopmiieHre 1abopaTopHO-
NpPaKTHYECKUX paboT, OTYETOB U MOJITOTOBKA K UX 3alHTE.
M/IK 04.02.
BoinosiHeHne padoT no
NMPOEKTHPOBAHHUIO CeTEeBOI
HHPPACTPYKTYPbI
Tema 1.1. Copnep:xanue 50
Beenenue B ceTeBbIe 1. | KomnbrotepHsle ceTu. 1
TeXHOJOTHH CoBmectHast pabota, IHTepHET W COBpEeMEHHBIE CETEBbIE TEXHOJIOTHMH — 00JACTh NMPHUMEHEHUs M Ha3HaueHHE.
Bupnpl  kommbloTepHBIX ceTed. [nmoGanbHple ¥ jloKanbHble ceTH. ONHOpaHTOBbIE M KJIMEHT-CEPBEPHBIE
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HaumeHoBaHue pa3znenos Copep:xaHue yue0HOIr0 MaTepHaJia, JIaGopaTopHbIe pa00ThI H MPAKTHYECKHE 3aHATHS, CAMOCTOSATEIbHAS O0beM | YpoBeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4

apxuTeKkTypsl. OCHOBHbIE KOMIIOHEHTHI CETEH, CETEBasi CPEla M CETEBBIE yCTPOHCTBA. TEXHOIOTUH MTOJKITIOYCHUS
k NaTepuer. KonBeprentarie cetn. KauecTBo 1 HafneHOCTH ceTeil. OCHOBHBIC ITOHATHS CETEBOI 0€30I1aCHOCTH.
TeHaeHInN pa3BUTHS CETEH.

KoHconpHBIN HoCTYN, yaaneHHBIH noctyn ¢ momonipio Telnet 1 SSH, ucnonp3oanne mopra AUX.

CeTteBble MPOTOKOJIBI H KOMMYHHKAIITHA

KommpoBanne wu mapamerpsl coobmieHns. CeTeBble MPOTOKONBL. BlammopefictBue mpoTokono. Habop
npotokosioB TCP/IP u nponecc oOmena nanubpiMu. Opranusaiuu o cranmaprusanun: ISOC, IAB, IETF, IEEE,
ISO. Muoroyposuesie Mozenu OSI u TCP/IP. Mukancyssinus naHabix. [IpoTokonsHbie 010ku Aanubix (PDU).
Hoctyn k nokaneHeIM pecypcaM. CereBas aapecauus. MAC- u IP- agpeca. JlocTyn k ynanéHHBIM pecypcam.
111103 Mo ymon4aHuto.

CerteBoit noctyn

[IpoTokosbl U cTaHAapThl (pusmyeckoro ypoBHsA. CrocoObl mojkmoueHus K cetd. CeTeBble HMHTEpQEiCHbIC
miatel  (NIC). Cpenpl mepenauu JaHHBIX W HMX  XapaKTEPUCTHKH: IPOMYCKHas  CIOCOOHOCTS,
MIPOU3BOIUTEIHLHOCTh. Bumel Menmubslx cereBbix kaOemeit: UTP, STP, xoakcuanbHbIA. PasHOBHUIHOCTH,
0COOCHHOCTH TPOKIAIKUA M TecTUpoBaHMs Kabenei. CTpyKTypa W 0COOCHHOCTH MPOKIAIKH ONTOBOJOKOHHBIX
kabereil. becipoBojiHbIe cpescTBa nepeaayn aanHpix. Cranmapt Wi-Fi IEEE 802.11.

KaHanpHBINH ypOBEHB M €r0 MOMYpPOBHHU: YmpasieHue jJorudeckuMm kanajaoMm (LLC) u VmpaBieHue qOCTyIIoM K
cpene mepenaun maHHBIX MAC. CTpykTypa Kaapa KaHaJbHOTO YPOBHS W TPUHIMIIEI €r0 (OPMHPOBAHHUS.
CraHgapTel KaHaJbHOTO YpOBHs. Du3uYeckas W JIOTUYECKas TOMOJOTHS CETH. TOMONOTMH «TOYKa-TOUYKay,
«3Be3/Ia», «MOJHOCBSI3aHHAN», «KOJbIEBas». l[lodyaymiekcHas W TONMHOAYIJIEKCHAs Tepenadya JaHHBIX.
Ocob6ennoctu kagpoB LAN, WAN, Ethernet, PPP, 802.11.

Ceressle TexHosoruu Ethernet

CewmeiicTBo ceteBbix TexHonoruii Ethernet. [Tpunuun padoter Ethernet. Bzaumoneiicterie Ha nonypoBHsix LLC u
MAC. Vnpasnenue nocrynoMm Kk cpexae nepenadn nanuHbix (CSMA). MAC-aapec: unentuduxanus Ethernet.
ATpubythl kaapa Ethernet. IIpencraBnenus MAC-aapecoB. OHO- U MHOTOaJIpECHOH, NIMPOKOBEIIATEIbHON
pacceuiok. CkBo3Hoe noakmouenue, MAC- u IP-aapeca.

IMporoxon paspemenus agpecoB (ARP): npunIumer paboTsl, poib B MpoIecce YAAIEHHOT0 0OMEHa JIaHHBIMU.
Tabmuuer ARP Ha ceteBbiXx ycrpoiicTBax. OCHOBHBIE HemocTaTtku mnpotokona ARP - Harpyska Ha cpenmy
repeiauy JaHHBIX U 0€30MacHOCTb.

OcHoBHas nH(pOpMaIMs o oprax kommyraropa. Tabnmuna MAC-aapecoB kommyTaropa. @yakuus Auto-MDIX.
Cnoco0bI nepecbuIky Kapa Ha kommyTatopax Cisco. bydepuzamus namaru Ha koMmmyTtaropax. @uKcupoBaHHas
1 MOAYNbHAs KOH(GUTYypaluu KoMMyTaTopoB. CpaBHEeHHE KOMMYTAIUN YpoBHS 2 U ypoBHA. Texnomorust Cisco
Express Forwarding. Buptyansnsliit naTepdeiic kommyraTtopa (SVI), Mapmpyrmsupyemsriii nopt, EtherChannel
ypoBHs 3. Kondurypanus MapuipyTH3npyeMoro mnopra.
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npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4

CeteBoii ypoBEHb

CerteBoii ypoBeHB B IIpoIiecce Iepeavyn JaHHBIX. [IpoToKoIbI ceTeBoro ypoBHS. OCHOBHEIC XapaKTepUCTHKH [P-
mpotokona. Ctpykrypa makeroB IPv4 m IPv6. OcoGeHHOCTH W TpemMyInecTBa MpoTokoma Pv6. Mertonmsr
MapuIpyTH3alud y3710B. Tabnuia MapmpyTH3aIM{ y3JI0OB M MapuipyTu3atopa ais npotokoioB IPv4 um IPv6.
VYerpoiictBo  Mapmipytuzaropa — IIpomeccop, mnamare, omnepaunuoHHas cucrtema. lloaxmodeHune K
MapHIpyTH3aTOpy 4epe3 pas3siMuHble MOpThl. HacTpoiika MCXOAHBIX TMapaMeTpoB, HUHTEp(EHCcOoB, LLI03a IO
YMOJYaHHIO U IPYTHX XapaKTEPUCTHK MapIIPyTH3aTOpa.

TpaHCHIOPTHBIN YpOBEHb

Hasnauenue 1 3agauu TPAHCIIOPTHOTO YPOBHS.

MynbTHUIUIEKCUPOBAaHUE ceaHCOB cBA3M. Ommcanue u cpaBHeHue npotokonoB TCP u UDP — HagexHOCTH U
MIPOU3BOIUTEIBHOCTD, 00JaCTh pUMeHeHHs. Aapecanus mopToB u cermenTanus TCP u UDP. OOMeH naHHBIMU
no TCP. Ilpoueccst TCP cepBepa. Ycranosinenue TCP-coenuHeHuss u ero 3aBepuieHue. IIpuHUUIEBI
«rpéxcroponHero pykonoxarusi» TCP. Hanéxnocts u ynpasnenue norokom TCP - IloarBepkaeHue noyy4eHus
CETMEHTOB, IOTEPS JaHHBIX U MOBTOPHAs Mepeaada, yrnpasieHrHe NoTokoM. OOMEH NaHHBIMH C UCTIOIb30BAHHEM
UDP. Ilponeccst u 3ampocel UDP-cepepa, UDP-nmatarpammsel, npoueccel UDP-knuenra. Ilpunosxenus,
ucnospiytoue UDP u TCP.

IP-ampecarms

Crtpyktypa IPv4-aapecoB. CeteBast u y3i0Bas dactb [P-anpeca. [IpeoOpa3oBanue agpecoB MEeXIy JBOMYHBIM U
JecATepUYIHBIM IpefacTaBieHneM. Macka noncetu IPv4. CeteBoil anpec, aapec y3na M IIMPOKOBEIIATENbHBIN
aapec cetu [Pv4. TlpucBoeHue y3i1y cTaTHYECKOTO W AuHamuueckoro IPv4-aapeca. MHoroaapecHas nepenaya.
[Ty6muunsie u yactHble [Pv4-anpeca. IPv4-anpeca crenuansaoro HazHaueHus. [IpucBoenne IP-agpecos.
CoBMecTHOE HCIOJIb30BaHHE MPOTOKOJNIOB IPv4 u IPv6: 1BOIHON CTEK, TyHHEIMpOBaHHE, MpeoOpa3oBaHUE.
IIpencraBnenne IPv6-anpecos. IlpaBmia cokpamenus 3anucu [Pv6-agpecos. MHIuBHAyanbHBIN, TPYIIOBOH,
MPOU3BONBHBIN THIIEI [Pv6-anpecoB. CTPYKTypHI JIOKaTBHOTO W TIOOANEHOTO MHIMBHUIYaTbHBIX [Pv6-ampecos.
Crarnyeckass W JWHAMHYECKass KOH(PHUTypalWH TI00aTsHOrO WHIMBHIyalmbHOTO aapeca. [Ipomecc EUI-64 u
CITy4aifHO CTeHEpHPOBaHHbBIN naeHTH(uKaTop HHTEpdeiica.

ICMP-cepBucsl. Otimaust i nporokosios IPv4 u IPv6. Coobmenus ICMPvVI6 «3anpoc k MapuipyTuzaTopy»,
«OOBsiBIICHHE OT MaplIpyTH3aTOpa», «3ampoc coceqHero y3ma» u  «OObBSBICHHE COCEIHETO  Yy3/ay.
TecTupoBaHHe ceTH ¢ IOMOIIBIO 3X0-3ampocoB. TpaccupoBka Mmapuipyra. Bpems mpoxoxaeHHsl cCUrHana B
psiMoM 1 oopatHoM HampasieHusx (RTT). Bpems sxuszuau (TTL) IPv4 u npenen nepexonos [Pvo6.

Pasnenenue IP-ceTelt Ha moaceTn

Cermentanms [P-cereit. OOMEH MaHHBIMM MEXAYy TMOJACETsIMH. llmaHWpoBaHHWE aapecalii B TIOJCETSX.
PacueTHble GpopMyIbl Tl cerMeHTannu ceTH. Pa3OneHne Ha MmojaceTd Ha OCHOBE TPeOOBaHH Y3JI0B U CETE, B
COOTBETCTBUU C TpeOoBaHusIMH ceTel. Onpenienienne Macku nojceTr. PasOneHue Ha MOJICETH C UCITOJIb30BAHUEM
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Macku nepemerHoi mnuHbl (VLSM). basoBas moxens u Ha3HadeHne OmokoB ampecoB VLSM. IlmanupoBanme
anpecarun cetd. OcoOGeHHOCTH TpoekTupoBaHus [Pvo-cetn. Pa3Omenne Ha MOACETH C WCIIONB30BAaHHEM
naeHTuduKaropa naTepdetica.
10. | YpoBeHb IPHITOKEHHIH
VYpoBeHb TNPHUIIOKEHHH, YPOBCHb IIPEACTABICHUS M CEaHCOBBIM ypoBeHb. [IpuMepsl pacmpoCTpaHEHHBIX
npuioxeHuil. IIpotokomnsl ypoBHs npmiokeHui. OgHopanrossle cetu (P2P). Monens TUMa «KIHEHT-CEpBEP».
O0630p nporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cuyx6a nomennsix umén (DNS). dopmar
coobmmennii u mepapxuss DNS. Vrunmura «nslookup». Cnyx6a DHCP. Ilporokon nepemaun daitnos (FTP).
IMporokon oOmena Onokamu cepBepHbIX coobuiennii (SMB). Konuenuuu «BceoOowsemmmonmii VHTEpHET»
BYOD. /locTaBka JaHHBIX 10 KOHBEPTEHTHBIM CETSIM.
11. | Co3pmanue u HacTpoiika HEOOIBIIOW KOMIIBIOTEPHOI! CeTH
[InanupoBanue W co3fgaHue HEOOJNBIIONW KOMIIBIOTEPHOH CETH: OIpelelieHHe KII0YeBBIX (DAaKTOpOB, BBIOOP
TONOJIOTUM M CETEBBIX YCTPOMCTB, BHIOOp M HAacTpoWKa NPOTOKOJOB, CHCTEMBI aapecanuu. Mepsl 10
obecrieueHnI0 OE30MaCHOCTH CETH. YSA3BUMOCTH M CETEBbIC aTakW. Pa3BenpIBaTeNbHBIC aTakW, ATakd JOCTyIa,
Otkaz B obcmyxuBanuu (DoS-arakm). PesepBHoe KommpoBaHWe, OOHOBICHHE W YCTAaHOBKA HCIPaBICHHUI.
MesxceTeBble SKpaHbl. AyTeHTH(UKAINS, aBTOpU3aIys 1 YI€T. BrimroueHne mpoTokona SSH.
daitioBbIe CHCTEMBI MapIIPyTH3aTOPOB M KOMMYTAaTopoB. Pe3epBHOE KONMMpOBaHHWE M BOCCTAHOBIEHHE C
IIOMOIIBI0 TEKCTOBBIX (haitnoB, mporokona TFTP, USB-nakonutens. BeTpoeHHbIe ciIyXO0BI MapuIpyTH3alKH.
IToanepsxka 6ecpoBOAHBIX MOAKI0UeHUH. HacTpolika BCTpOCHHOTO MapIipyTH3aTopa.
JladopaTopHble padoThl 0
IIpakTHYyecKue 3aHATHUSA 58
1. | CocraBnenue kapThl ceTr HTEPHET C MOMOIIBIO YTHIIUT «ping» U «traceroutey
2. | Co3manue mpocToi CeTH:
* YcTaHOBKA ceaHca KOHCOJIM C CETEBBIM 000PYZOBaHHEM IIpU ITOMOITH mporpaMMsel Tera Term;
* Co3iaHue ceTu;
HacTpolika OCHOBHBIX TapaMeTPOB KOMMYTAaTOpa.
3. | IIpocmoTp ceTeBoro Tpaduka ¢ moMoIbio nporpammsl Wireshark.
4. | IogxmoyeHne KOMITBIOTEPOB K CETH € TIOMOIIBIO Kabene 1 6ecTIpoBOIHBIX aanTepoB:
*  OmpeneneHne CETEBBIX YCTPOMCTB M KAHAIOB CBSI3H;
*  OOXuM ceTeBOro Kabes;
ITpocMOTp HaHHBIX 0 OECIIPOBOAHBIX U MPOBOIHBIX CETEBBIX aJanTepax.
5. | U3yuenue Ethernet-rexnomnoruii:
. ITpocmotp MAC-aapecoB cCeTeBbIX YCTPOUCTB;
. N3yqenue kaapos Ethernet ¢ momomsio nporpammsl Wireshark;
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. IIpocmotp ARP ¢ momomrsio mporpammer Wireshark, maTepdeiicoB komanmaaoit crpokn Windows u
10S;
. Vcnonp3oBanne naTepdeiica komanaao# crpoku 10S ¢ tabmumamu MAC-anpecoB KoMMyTaTopa.

6. | Iloctpoenme ceTn Ha 6a3e MapIIPyTH3ATOPA:
* IIpocmoTp TabIMIl MapUIPYTH3AIUH y3JI0B;
*  l3ydeHue GpU3MYECKUX XaPAKTEPUCTHK MapIIPYTH3aTOPa;
Co3pmaHue ceTH, CocTosIIeH n3 KOMMYTAaTopa M MapuIpyTH3aTopa.

7. | V3y4yeHue TpaHCHOPTHOTO YPOBHSI:
* HaGmoneHue 3a mpoueccoM TpEXcToponHero «pykomnoxatusi» TCP ¢ momouipto nporpammel Wireshark;
*  U3yuenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomomnisio nporpaMmsl

Wireshark;

W3zyyenue 3axBaueHHbIx nmaketoB FTP u TFTP ¢ nomorukto nporpammsl Wireshark.

8. | Hactpoiika IP-anpecaruu:
*  Hcnonp3oBanue kanbKymsiTopa Windows B paboTe ¢ CEeTEeBBIME aipecaMy;
*  Kounseprauus [Pv4-anpecoB B IBOMUHYIO CUCTEMY CUHCICHUSI,;
*  Omnpenenenne [Pv4/IPv6-anpecos;
* Hacrpoiika IPv6-agpecoB Ha ceTeBbIX yCTpOMCTBAX;
* TectupoBaHue CETEBOIO IMOAKIIOYCHHUS ¢ IOMOIIBIO KOMaH «ping» M «traceroutey.

9. | Cermenrarmus IP-cereii:
* H3yueHue KajabKyJIATOPOB IOJCETEM;
*  Pacuér noxacereit [IPv4;
* PazjeneHue ceTel ¢ pa3IMYHBIMU TONOJIOTUAMHU Ha IIOJCETH;
* PazpaboTka u BHEIpPEHHE CXEMBI aJjpecaliuu pa3ieaéHHol Ha moacetu [Pv4-ceTu;
Pa3paboTtka u BHepeHue cxeMbl aapecarmu VLSM.

10. | IP-agpecamus:
*  aHanu3 TpaduKa OTHOAIPECHON NepeIadn, MNPOKOBEIATEIFHON 1 MHOT0aIPECHON PACCHIIKY;
*  Hacrtpoiika agpecauuu [Pv6;
* mpoBepka aapecanuu [Pv4 u IPvo6;
0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKHX HABBIKOB.

11. | Cermenranus IP-cereii:

® OopraHu3anus 1noJACCTHU Mo Pa3JIMIHbIM CHCHAPUIM;
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*  pa3paboTKa u BHEJAPEHHE CTPYKTYPHI aapecanun VLSM;

®  BHEApEHHE CXEMBI a/Ipecalluyl pa3ae’aéHHo Ha moaceTn [Pv6-cery;
0TpabOTKa KOMIUICKCHBIX MTPAKTHYECKUX HABBIKOB.

12.

N3y4yeHne OCHOBHBIX CETEBBIX CITyXkO:

. W3zydenue ¢pyHkium odMeHa (paitaMu Mexy OZHOPAHTOBBIMH YCTPOHCTBAMH OIIpEAeIICHNE
npeobpaszoBanuii PAT;

W3zyyenune npasun padotsl DNS;
M3yuenue npotokona FTP.

13.

OGecmneueHue 0€30IaCHOCTH CETH:
* H3ydenue yrpo3 ceTeBoii 0€30MacHOCTH;

e JlocTyn K CETEBBIM yCTpoiicTBaM 1o npotokony SSH;
Oo0ecrnieueHne 0E30MIaCHOCTH CETEBBIX YCTPOUCTB;

14.

AHanu3 KOMIBIOTEPHOH CeTH M HACTPOWKa MapIIpyTU3aTOpa:

* IlpoBepka 3a/iepKeK B IIEPEAAUN CETEBBIX MTAKETOB C OMOIIBIO YTHIINT «ping» U «traceroute»;

*  Hcnonp3oBanue uaTepdeiica komanauo crpoku (CLI) mis cOopa cBeneHNI O CETEBBIX YCTPOMCTBAX;

*  Vmpasnenue Qainamu KOHOUTYpaIuu MapIPYTH3aTOPa C OMOIIBIO IPOIPaMMBI SMYJISIIIMY TEPMHUHAIIA

*  VYnpasnenue QaitaMu KOHQHUTYpauu yCTPOUCTB ¢ ucrnonb3oBanueM TFTP, ¢pnem-nmamsata u USB-
HaKOMHUTeJIeH

W3ydenue mporielyp BOCCTAHOBJICHHS MapoJIe.

Tema 1.2 IIpuHIMNBI
MapLIIPYTH3aLMH U KOMMYTaluu

Coaep:xkanue

56

1.

BBeneHue B KOMMYTHpPYEMBIE CETH

OO0benuHéHHbBIE ceTH. Mlepapxusi B KOMMYTUPYeMoii ceTu. Ponb koMmMmyTupyembix ceteir. Kommytupyemas cpena.
JuHamuueckoe 3amonHeHue Taomumel MAC-agpecoB KoMMyTaTopa. MeETOABI TEepPechUIKH Ha KOMMYTaTope.
KomMmyTauus ¢ npoMexyTouHbM XpaHeHneM. CKBO3Hasi KOMMYTAaLHsl.

KommyTannonsslie foMeHbl. CHUKEHUE MEPETPY30K CETH.

OCHOBHBIE KOHIIENIIMU U HACTPOHKA KOMMYTaLUH

OCHOBHBIC ~KOHIIETIIIMM W HAcTpoOiika KoMmMMyTanuu. [lepBoHavanbHass HAcTpoiika KOMMYyTaTopa W
BOCCTAaHOBJICHHE II0CJIe CHUCTeMHOro cOosi. Hactpoiika noctyma st 6a30BOTO ynpaBiieHHST KOMMYTaTopoM C
[Pv4. lynutexcHas cBsi3b. HacTpoiika mopToB KoMMyTaTopa Ha (pu3ndeckoM ypoBHe. DyHKIUS aBTOMaTHYECKOTO
ompenenenus tumna kabemst (Auto-MDIX). Ilposepka HacTpoek mopra kKommyTaropa. [lowck m ycTpaHeHHe
po0JieM Ha ypOBHE JJOCTYIA K CETH.

BesomacHocTh KOMMyTaTopa. 3amMIIEHHBINA ynanéHHsid focTyn. Hactpoiika SSH. Pacnpoctpanénnsie yrposst
6e3omacHocTr: mnepenonHeHne Tabimmuel MAC-anpecoB, DHCP-ciypuHr, wucmonb3oBaHHE YSI3BUMOCTEH
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npotokona CDP, Ataku Telnet u ap. AyauT u mpakTHYeckre PEeKOMEHIAINH 0 00ecredeHHIo 6e30MacHOCTH
cetn. besonmacHocts mopra kxommytatopa. Orcnexuanne DHCP coobmennii. @yHKIMsS 6€30MacHOCTH TOpTa.
Bunsr 3ammuter MAC-anpecoB. PexuMbl pearnpoBaHisl Ha HapymieHHe Oe3omacHocTd. IIpoBepka m HacTpoiika
mopToB. [IpoTokon cereBoro BpeMenu (NTP).

Buptyansusie nokansable cetd (VLAN)

BupryanbsHbie nokanshbie cetd (VLAN) — kilaccudukanusi 1 OCHOBHBIE XapaKTePUCTHKH. TpaHKu BUPTYalbHBIX
cereil. KoHrponb mmpokoBematenbHbix goMeHoB B cersix VLAN. Terupoanme xanpos Ethernet s
unentudukanuu cetu VLAN. Cetu native VLAN u terupoBanue cranaapra 8§02.1Q. TerupoBanue ronocoBoit
VLAN. Peanuzauun BUpTyanbHOU okansHOU cetd. HazHauenue mopToB cetsiMm VLAN. Hacrpoiika TpaHKOBBIX
kaHanoB. [IpoTokon AuHaMu4Yeckoro co3maHus TpankoBoro kanana (DTP). Ilouck u ycTpaHeHue HENonaloK B
BUPTYaJbHBIX JIOKQJIBHBIX CETSIX W TPAaHKOBBIX KaHamax. IIpoGmemsl c¢ IP-agpecanmeit cetm VLAN.
HecoBmageHus: pe>xuMoB TpaHKOBOH cBs3u. IIpoekTupoBanue u obecreuenne OesomacHoct VLAN: hopping,
cnyGuHT KOMMYyTaTopa, aTaka ¢ JBOWHBIM TerupoBaHmeM, Cetrb PVLAN mnepumerpa. [Ipaxtuueckue
PEKOMEHALNH 110 MPOESKTUPOBAHHIO BUPTYaIbHOM JIOKAJIbHON CETH.

KoHuenmus MapmpyTusanuu

Hacrpoiika mapumpyTtuzatopa. MexaHu3Mbl TNEpeCHUIKM MakeToB. [loAxioueHne M HacTpoika yCTpOMCTB.
CeToauoaHble MHAUKATOPBI HA MaplIpyTU3aTope. AKTUBanus U HacTpolika IP-anpecanmu. IIposepka cBsa3HOCTH
ceTeil ¢ mpsiIMbIM NozKIItOuYeHreM. [IpoBepka HacTpoek nHTepdeiica. DunbTpanys BBIXOAHBIX JaHHBIX KOMaHI
«showy». Kommyraius mnakertoB Mexnay cersmMu. DyHKIHMS KOMMYTAlMHd MapuipyTH3atopa. MapuipyTusanus
nakeToB. Onpeznenenue myTy. IIporecc MpUHATHS PEIIEHUS O IepEChUIKE MaKeToB. BEIOOP ONTHMANBHOTO IyTH.
IIpotokomer RIP, OSPF, EIGRP. Pacnpenenenme Harpy3ku. AIMHUHHCTpHpOBaHHe paccrostHue (AD) u
HAJIe)KHOCTh MapuipyTa. AHanIM3 TaOIWIl MapIIpyTHU3alUMd — MCTOYHHMK AaHHBIX, NPUHIMOBI (opMHpOBaHKE
BO3MOKHOCTH HACTPOHKHU. 3amuCH TaOIUIBI MapLIpYTH3aLUU JUIS ceTel ¢ MPAMBIM MOAKIIOYEHUEM. 3aJaHue
craTHuecKux MapmpytoB. [IpoTokosbl tuHaMuueckoil Mapuipytuszauuu ceteit [IPv4 u IPv6.

Mapupyruzauus mexay VLAN

[puaune! paboTel MapmpyTm3anud Mexay VLAN. Hactpoiika Mapmpytuzanum Ha 6a3e MapImipyTH3aTOPOB C
HECKOJIbKUMH (PM3MYECKUMH UHTepdericaMH, ¢ HCIOIb30BaHneM KOH(pUTypanuy router-on-a-stick, yepes
MHOTOYPOBHEBBII KoMMmyTaTop. [Ipobnemsr mapmpytusannu Mmexay VLAN. [Iposepka kondurypaunu
KOMMYTaTopa M HacTpoeK Mapmpyrtusaropa. Heronanaku B pabote unrepdeiica. Ommbku B IP-agpecax n mackax
noacer. Hactpotiika n pabora kommyTaruu Ha 3-M ypoBHe. Mapmpyrusanus Mmexay VLAN udepes
BHpPTYyaJbHBIE HHTEP(HEHCH KOMMYyTaTopa, MapuIpyTH3NpyeMble TopThl. Hermonaaku B HaCTpoHkax KOMMyTaTopa
3-T0 ypoOBHSL.

Crarudeckast MapIIpyTH3AIUSL
[IpeumyniecTBa U 3aJ1lauu CTaTUYECKON MaplupyTu3anuu. TUIbI cTaTHYECKUX MApIIPYTOB: CTAHIAPTHBIH, 110
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YMOJTYaHHUIO, CyMMapHBIH, IaBaromuii. Hactpoiika crarndeckux MapmipytoB [IPv4 i [Pv6. Komarna «ip route».
MapupyT cienyroiuero nepexonaa. HanpsaMyro noakmod€HHbIN cTaTuyeckuil MapupyT. [1onHOCTbIO 3a0aHHbBII
craTuueckuil Mapupyt. Hactpoiika crarnyeckoro MapiipyTta no ymonuanuto. Kiaccosast agpecanusi.
Knaccossie macku noacetu. becknaccoBas mexxnomenHas mapimpytmsanus CIDR. O0benuHeHe MapIIpyToB.
Opranuzanus cynepcereii. Mcnosip3oBanne Macok nojcetd pukcuposanuoii anunsl (FLSM). Macka noacern
nepemerHoi muael (VLSM). Hactpoiika cyMMapHBIX U IIaBalOIUX CTATHYECKUX MapIIpyToB. Pacuér
cyMMapHoro Mapupyra. O0beiuHeHne ceTeBbIX anapeco IPv4 u IPv6. Ilouck u ycTpaHeHue HENoOIa 10K B
HAcTpOHKax CTATMYECKOr0 MapIIpyTa ¥ MapIIpyTa M0 YMOTYAHHIO.

JluHamMuueckas MapIpyTH3anus

[TpoTokonbl AMHAMUYECKON MapLIPYTH3aLUH — HA3HAYEeHHE, IIPHHIHITBI pA0OTHI U UCTOPUS Pa3BUTHSL.
CpaBHeHHe TUHAMUYECKOI U cTaTHdeckoi MapuipyTu3anui. [IpuHIUIEI paboThl IPOTOKOIOB MapIIPYTH3AIMH:
ITyCK TTocyie BKIroueHus nuTtanus, CereBoe oOHapykeHne, OOMeH naHHBIMU MapuipyTi3anuy, ObecrneueHne
cxoaumoctu. Knaccudukanus nporokosnos Maprpytusanun. [Iporokonst IGP u EGP. [Tucranmmonso-
BekTopHBIe TpoTokoisl RIP, IGRP. [IpoTokonsr MapmpyTrzanuu mo cocrostauto kanama OSPF u IS-IS.
KnaccoBsle u 6ecknaccoBble MPOTOKOIIBI MapIIPyTH3AMH. XapaKTEPUCTHKH U METPUKH IIPOTOKOJIOB.
JHamMuueckas TUCTaHIMOHHO-BEKTOPHAs MapIIpyTH3anus. JJUCTaHIIMOHHO-BEKTOPHBIA alnropuT™. MexaHu3MBI
OTIIPABKH U MOJTYYEHHUS TaHHBIX MapUIPyTH3AINH, pPacY€éTa ONTUMAIBHBIX IyTeH U 100aBICHUS MapIIPYTOB B
TaOIUIy MapIIpyTH3aIMK, OOHAPYKEHUS U pearupoBaHUs Ha U3MEHEHHUs B Tomonoruu. Hactpoiika nporokona
RIP: Bxirouenue RIPV2, oTKIIIOUCHHE aBTOMATUYECKOTO O0BEAMHEHHS, HACTPOIKA TACCUBHBIX HHTEP(EHCOB,
nepezada MapuipyTa o ymoadanuro 1no cetd. Hactpoiika nporokona RIPng. IIpouecc mapupyrusanuu 1no
cocrosiHuio kanana. Hello mpoTtokon. naker cocrosuust kaHana (LSP). JlaBuHHas pacchlika aKeTOB COCTOSIHUS
KaHana. JJaBUHHas pacchUIKa MaKeTOB COCTOSHUS KaHana. Co3gaHue nepeBa Kpatdanmux myTteid SPF.
Hob6asnenne maprmpyros OSPF B Tabnuiry mapmpytuzanun. HemoctaTku MpoTOKOIOB MapIIpyTH3AIHH 1O
COCTOSTHHIO KaHana. Tabnuia MappyTH3alyiy. 3aicy ¢ MPSIMBIM ITOKIIOYEHUEM U yJalEHHON CETH.
JwHamudgeckn nonydaemble MapipyTsl [Pv4/6. Iporece moncka Mapmpyra.

OSPF mits ogHoM o0actn

CewmetictBo nporokonoB OSPF. Xapakrepuctuku, npuHuumns! pabotsl 1 koMmroneHTsl OSPF. OcobenHocTn
OSPF mi1st omHOM M HecKOJIBKHX o0nacteil. MaructpansHas oonacts. Muakancynsmms coobmennit OSPF. Tumbt
nakeroB OSPF: naker npuserctaus (hello), maker onucanus 6a3sl nanHbix (DBD), maker 3anpoca cocTosHUA
kaHana (LSR), maker o6HOBeHUs coctossHuA KaHana (LSU). makeT moaTBepKIeHHsI COCTOSHIS KaHaa
(LSAck). O6noBeHNs cocTosiHM KaHana. Paboune cocrostans OSPF. Brinenennsriii (DR) u pezepBHbIit
BhIIeNeHHBIN MapmpyTu3aTtop (BDR). Cuaxponusammst 6a3 nanasrx OSPF. Hactpoiika OSPFv2 mist oxgHoM
obmactu. Pexum xorpurypannm uaeHTHUKaTOPE MapmpyTu3aropa. McnonszoBanue unrepdeiica loopback.
Brorouenne OSPF Ha untepdeiicax. [llabnonnas macka. Komanna «networky». Hactpoiika maccMBHBIX
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uaTepdeiicoB. Popmyna pacuéra merpuxu ctoumocti OSPF. Hacrpoiika 3HaueHH TIPOITyCKHOM CITIOCOOHOCTH
unTepdeiica. [IpoBepka COCETHNX YCTPOHCTB, HACTPOEK NPOTOKOJIA, TAHHBIX IPOLECCca U APYTHX XapaKTePUCTHK
OSPF. Cpasuerne OSPFv2 u OSPFv3. Anpeca tima link-local. Tommomorus cetn OSPFv3. Hacrpoiika
nneaTudukaropa Mmapmpyruzaropa OSPFv3. Brutouenne OSPFv3 Ha uaTepdeiicax.

Crucku koHTpOss gocrymna (ACL)

Cnucku koHTposs gocryna (ACL). Ipunnun padotst ACLcenuckoB. Tunbsl ACL-cninckos Cisco aist [Pv4.
[TpucsanBanue HomMepoB U uMEH ACL-cninckam. Pacuér mabnonnoi macku B ACL-crinckax. Pekomennanuu mo
co3nanuio 1 pasmenieHnto ACL-criuckoB. Pa3menieHre cTaHapTHBIX U paciupeHHbIXx ACL-criuckoB.
Hacrpoiika crannaptaoro ACL-cniucka. [lpumenenune ctanaaptaeix ACL-crinckoB Ha uHTepdeiicax.
Kommenrapun k ACL-ciickaMm. IIpoBepka u pefakTHpOBaHKHE CTaHAAPTHBIX HyMepoBaHHBIX ACLCIHCKOB.
ACL-craructuka. 3amura moptoB VTY ¢ nomonisio crannaptaoro ACL-crucka IPv4. CTpykTypa 1 HacTpoiika
pacmupeHHbIx ACL-cmmuckoB must [Pv4. @unprpanus Tpaduka ¢ UConb30BaHIeM pacmupeHHBIXx ACL-
crckoB. [louck n yerpanenue Henonagqok ACL-ciimckoB. Pacnpoctpanénnsie ommoOkun ACL-cimckoB.
CpaBHenue ACL-cniuckoB st IPv4 u [Pv6. Hactpolika u npoepka ACL-cnuckoB nis [Pvé6.

10.

IIporoxon DHCP

[portokon DHCP. DHCPv4: 6a3oBas oneparsi, oopMaT cooOIIeHNH, COOOMEHHUs 00HAPYKEHHUS U
npennoxxenusi. Hacrpoiika, mposepka u perpancisiuus npoctoro DHCPv4-cepsepa. Hactpoiika
Mapuipytusaropa B kauectBe DHCPv4-ximnenta. Hactpoiika mapmpytuzatopa kinacca SOHO. Tlouck u
yCTpaHEeHUe Hemonaaok B padore mapuipyruzatopa DHCPv4. [Iporokon DHCPv6. ABTomMaTHueckas HacTpoiika
anpeca 6e3 orcnexuanus coctostaust (SLAAC). [punnun pa6otst SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3
otcnexuBanus coctostaust. [Iponeccet DHCPv6. Hactpotika mapmpyruzatopa B kauectBe DHCPv6-cepBepa u
DHCPvV6-knuenTa. [louck u yctpanenue HerosaJiok B pabore DHCPv6.

11.

[IpeobpazoBanue ceTeBbIx anpecos [Pv4

IIpeobpa3oBanue ceteBbix aapecos [Pv4. KonnenryansHoe npeobpa3oBanue ceteBbix aapecoB (NAT).
Tepmunonorus u npuHIUIE padoTel NAT. IIpoctpancTBo yacTHEIX [Pv4-anpecos. Ctatudeckoe u
IUHaMUIeckoe mpeodpasoBanue ceTeBbIxX aapecoB (NAT). [IpeobpazoBanue anpecor moptoB (PAT). CpaBHeHHE
NAT u PAT. Ilpeumymmectsa u Henoctatku NAT. Ananu3 cratndeckoro npeodpasoBanust NAT. [punimn
pabotsl nunammyeckoro NAT Hactpoiika n nposepka NAT, PAT. [lepeanpecarus nopros. Hactpoiika NAT u
nporokona [Pv6. Ilouck n ycrpanenue Henonanok B pabore NAT.

JlaGopaTopHbie paGoThI

IIpakTHyeckne 3aHATHSA

60

1.

Hactpolika kommyTaropa:
. ba3oBas HacTpoiika KOMMYTaTopa;
. Hactpotiika mapameTpoB 6€300aCHOCTH KOMMYTAaTOpa.
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Hactpotiika 6e30macHOCTH KOMMYTaTopa:
. Hacrpotiika mporoxona SSH;
. Hactpoiika pyukim Switch Port Security;
. ITonck n ycTpaHeHHE HENONAA0K B CHCTEME 0€30MacHOCTH ITOPTOB KOMMYTAaTOPa;
OT1paboTKa KOMIUIEKCHBIX IPAKTUYECKUX HABBIKOB.
Kondurypauus cereit VLAN:
. Kondurypanus cereit VLAN 1 TpaHKOBBIX KaHAJIOB,;
. [Touck n ycrpaneHue Henonaaok B koudurypauuun VLAN;
. Peanuzanus cucremsl 6e3onacHocTd ceTd VLAN;
. Peanu3arus cereit VLAN miis cerMeHTaIiu ceTeil mpeAnpusITHil Majoro u CpeaHero OusHeca.
Hacrpoiika mapuipyrusaTtopa:
. Vcnionp3oBaHne KOMaH bl traceroute Uit OOHAPYKEHUS CETH;
. JIOKyMEHTUpOBaHHE CETH;
. Hactpotika narepdetico [Pv4 u [Pv6;
. Hactpotiika 1 mpoBepka HEOONBIIOH CeTH;
HccnenoBanye MapuIpyToB ¢ IPSIMBIM HOJKIIOUEHHEM.
Hacrpoiika mapuipyruzanuu:
. CocraBnenue cxemsl ceTu HTepHeT;
. Hactpoiika 6a30BbIX MapaMeTPOB MapIIpyTH3aTOPa C MOMOIIBI0 HHTepdetica komanaHo# cTpoku (CLI)
cucteMmsl Cisco 10S;
. Hactpoiika 6a30BBIX MapaMeTpoB MapipyTuzaropa ¢ nomomnisio CCP.
Mapmpytuzarust Mexxy VLAN:
. Hacrpoiika mapmpyrtuzamnmu mexay VLAN nms kaxxaoro uarepdeiica;
. Hacrpoiika mapmpytuzanuu mexxay VLAN Ha ocHoBe cTangapta 802.1Q u TpaHKOBOTO KaHaja;
. ITouck u ycTpaHeHHE HEMoIal0K B MapIIpyTH3anuu Mexay cetsimu VLAN.
Hacrpolika cTaTuuecKkoi MapluIpyTU3aluu:
. Hacrpoiika cratnueckux mapumpytos [Pv4/IPv6 o ymomuanuio;
. Paspabotka u peanu3samust cxemsl afapecanuu [Pv4 ¢ ucrionszoBannem VLSM;
. Pacuér cymmapnsix mapuipyros IPv4 u IPv6;
. ITouck u ycTpaHeHHE HEMoIal0K cTaTuueckux Mapupytos [IPv4 u IPv6.
Hactpolika nuHaMuueckoi MapHIpyTU3aIIH:
. HccnenoBanue cxoaumMocTy;
. CpaBHeHHe METO/I0B BEIOOpa MyTH B poTokonax RIP.
Hactpotiika nporokonos RIPv2 u RIPng.
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10. | Hacrpoiika mpotokomnoB OSPF:
. Hactpotiika 6a3oBoro npotokona OSPFv2 st ogHO# obmactu;
. BasoBas mHacTpoiika mpotokona OSPFv3 musa oxHOM obmacTh.

11. | V3y4eHne MeXxaHU3MOB pabOTHI CO CIIMCKAaMH KOHTPOJIS TOCTYTIA:
. Harmsnaoe npencrasienue padborsr ACL-crimcka;
. Hactpoiika crangaptasix ACL-cnuckos;
. Hactpoiika crangapTHbIX IMeHOBaHHBIX ACL-CIIHCKOB;
. Hactpoiika ACL-cniucka anst iuauid VTY;
. Hactpoiika pacmmpennbix ACL-CIUCKOB AJIst pa3InYHBIX CLIICHAPHEB;
. [Touck u yctpanenue Hernonanok B pabore ACL-CIIUCKOB;
. Hactpoiika ACL-crckoB IPv6;
. OT1paboTKa KOMIIEKCHBIX IPAKTHIECKUX HABBIKOB.

12. | Hacrpoiika ACL-cinckoB:
. Hactpoiika u npoBepka crangapTHbix ACL-cnuckos;
. Hactpoiika u npoBepka orpannyenuiit VIY;
. Hactpoiika u npoBepka pacmmpeHusix ACL-cnuckos;
. [Touck u ycTpaHeHue Henonaao0K B HacTpoiike U pazmemieHun ACL-crucKoB;
. Hactpotika u mpoBepka ACL-crinckoB s IPv6.

13. | U3yuenue nporokonos DHCP:
. bazoas nactpoiika DHCPv4 Ha mapiipyTtuszaTope;
. bazosas nactpoiika DHCPv4 Ha koMMyTaTOpE;
. ITouck u ycrpanenue Henonanok B pabore DHCPv4;
. Hactpoiika cepsepa DHCPv6 6e3 oTcrexxuBaHUsS COCTOSIHUS U C OTCIIEKUBAHUEM COCTOSTHHUS;
. ITouck u ycrpaneHnue Henonanok B pabore DHCPv6.

14. | Nsyuenune npotoxona DHCP:
. Hacrpotika mporokona DHCP ¢ momompro komann Cisco 10S;
. OTtpaboTKa KOMIIEKCHBIX IPAKTHYECKHUX HABBIKOB.

15. | Ilpeobpa3oBaHKe CETEBHIX aAPECOB:
. N3ydyenune npunnuna padbotsl NAT;
. Hactpoiika ctatnueckoro u nuHamuueckoro NAT;
. Peanuzanus cratuueckoro u fuHamudeckoro NAT;
. Hacrpoiika nepeaspecannu nopToB Ha Mapuipytuzarope Linksys;
. ITpoBepka, MOMCK M ycTpaHEHNE HeT0Ia 0K KoHpuryparmii NAT;
. OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.
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Uzyuaenne paboter ¢ NAT u PAT:

. Hactpoiika auaamMuueckoro u cratuaeckoro NAT;

. Hactpoiika NAT-nyna ¢ neperpyskoii u PAT;

. [Tonck u ycTpaHeHne Hemonanok KoHpurypammit NAT.

Tema 1.3. Mapmpyruzauus u
KOMMYTAalMs.
MacmradupoBaHue cereit

Conepxxanue

154

1.

BBenenne B MaciiTabupoBaHue ceTel
Peanuzarus npoekra cetu. [IpoekT uepapxudeckoii cetu. Pacmupenue cetu. Beioop ceTeBBIX yCTPOHCTB.
Kommyranmronnoe o0opymoBanue. MapiipyTu3aTopsl. Y IpaBisiOIIKe YCTPOICTBA.

N36prTounocTs LAN

[MousiTus mpoTokona spanning-tree. [Ipennaznauenne nmporokosa spanning-tree. [Ipuaunn padotsr STP. Tums
npotokosioB STP. Hactpoiika mpotokona STP. Hactpoiika PVST+. Hacrpoiika Rapid PVST+. IIpo6iembr
Hactpoiiku STP.

ArperupoBaHHie KaHAJIOB

OCHOBHBIE MOHATHS arpernpoBaHus KaHAIOB. Arperupoanue kaHaioB. [Ipunuun padots! EtherChannel.
Hactpotika arperuposanus kaHano. Hactpoiika EtherChannel. IIpoBepka, mouck u ycTpaHeHHE HETIONAI0K B
pabote EtherChannel

BecripoBomHbIC TOKATBHBIC CETH

Konmuemnmun 6ecripoBoHOM cBsi3u. BBenenne B 6ecripoBoHy0 cBI3b. KomnoneHTs! ceteit WLAN. Tomomorun
ceteit WLAN 802.11. ITpurnums! paboTs! OecripoBogHOH TokansHOU cetn. CTpykTypa kaapa 802.11.
OyHKIIMOHUpOBaHKE OCSCIIPOBOIHOI CBs3H. YIIpaBlieHHE KaHaIaMu. be3onacHoCTh OecTpOBOIHBIX JIOKATBHBIX

cereil. Hactpoiika 6ecipoBoiHOTO MapuipyTtu3aTopa. Hactpoiika 6ecipoBoIHBIX KIHEHTOB. [lonck u
yCTpaHEHHUE Hemonaaok B padore ceteit WLAN.

ceteil. Yrpo3sl ais cereit WLAN. O6ecnieuenue 6ezonmacHoctdt WLAN. HacTpoiika 6ecripoBOIHBIX JTOKAIbHBIX

3amura 6€CIIpOBOIHBIX JIOKAIBHBIX CETEH

DTajoHHas MOJIENb B3aUMOJIEHCTBUS OTKPHITHIX cucTem OSI

DTajoHHas MOJIENb B3aUMOJIEHCTBUS OTKPHITHIX cuctem OSI

CrangapTsl kabemneit

Tune! naTepdEeiicoB TaHHBIX

CereBoe nepeparoiiee 000pya0BaHNE

IMepenaroree 060pymOBaHNE JTOKATBHBIX CETEH

IIpoTOKOJIBI JIOKAJIBHBIX CETEN

Texuomorus ATM

Texuomorus ATM

HI/ICTaHHI/IOHHOG YIpaBJICHUE KOMITBIOTCPOM
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16. | IIporoxon TCP/IP
17. | IIporoxon TCP/IP
18. | Ilpuanmn pabotsl cHUGGEpOB
19. | Ceru X25. MerobI nepeadn JaHHBIX B X.25
20. | Merons! nepenaun qasHbIX B X.25. Mcmonp3oBanue cereit X.25
21. | Merons! nepenaun qasHEIX B X.25. Mcmonp3oBanue cereit X.25
22. | Cetu c perpancisanuen kagpos (frame relay). [Ipuanumns! padotsl ISDN-ceteit
23. | Cetu c perpancisnue kagpos (frame relay). [Ipuanumnst padotsl ISDN-ceteit
24. | CeteBrie cayx0b1 1.200
25. | becnpoBoanas nepenava ganHbx. Jlmanu DSL. Cetu SONET
26. | Pernonansueie Ethernet-cetn (Optical Ethernet). Yposau SONET u atanonnas mogems OSI.
27. | Pernonansueie Ethernet-cetn (Optical Ethernet). YpoBau SONET u atanonnas mogems OSI.
28. | JlomomHUTETBHBIE MPOTOKOIEI r1o0anbHEIX cereil [IpoTokon Serial Line Internet Protocol (SLIP)
29. | Iporoxkon Point-to-Point Protocol (PPP) u Point-to-Point Tunneling Protocol (PPTP)
30. | porokon Point-to-Point Protocol (PPP) u Point-to-Point Tunneling Protocol (PPTP)
31. | IlpoekTHast JOKyMEHTAIIUS.
32. | TpeboBanms CHull x 06opynoBaHHI0O KOMIIBIOTEPHBIX CeTel
33. | Tpeboanms CHull x 06opynoBaHHI0O KOMIIBIOTEPHBIX CeTel
34. | IlpoekTHpoBaHNE aNIapaTHON
35. | IlpoekTupoBaHme KPOCCOBBIX
36. | IIporpaMMBI KOHTPOJISI CETEBOTO TpaduKa
JlaGopaTopHbie paGoThI 0
IIpakTHyeckne 3aHATHSA 146
1. | Pa3BepThIBaHME KOMMYTHPYEMOH CETH C pe3epBHBIMH KaHAJIAMHU
2. | Hacrpoiika Rapid PVST+, PortFast u BPDU Guard
3. | Hacrpotika nporokona GLBP
4. | Omnpenenenue THNOBBIX OMMOOK KoHpurypauuu STP
5. | Hacrpotika EtherChannel
6. | Ilouck u ycrpanenue Henoa 1ok B padbore EtherChannel
7. | UccienoBanue TONOJIOTHH CETH
8. | BrlnonHEeHNs MOHTaKHBIX pabOT C KOAKCHAJILHBIM KabeJeM M BUTOH 1apoi
9. | UccrnenoBanue THIioB MHTEp(EHCOB JaHHBIX
10. | OnpeneneHune TONOJIOTUH U IPOTOKOJIOB JUIsl YKa3aHHOM CETH
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11. | TTonck aHAIOTOB YCTapPEeBIIETO 00OPYIOBAHHS
12. | Tlonck aHAJIOTOB YCTApPEBIIETO 00OPYIOBAHHS
13. | Bribop obopymoBaHuUS TSI TPOSKTA CETH
14. | Beibop obopynoBaHus U MPOCKTA CETH
15. | Pacuet OCHOBHBIX MapaMeTPOB JIOKATBHON CETH
16. | N3yuyenne nporokomna IP
17. | W3yyenne nporoxomna IP
18. | Paznoxxenne IP mo moacetsim
19. | FTP-mmpoTokon
20. | M3yuenne u HacTpoiika MapHIPyTH3aTOPOB
21. | M3yueHne u HacTpOiiKa MapHIPyTH3aTOPOB
22. | lnarHOCTHKA paboTOCIOCOOHOCTH M NPaBHIBHOCTH HACTPOEK MapIIPyTH3aTOPOB
23. | U3zyuenne u HacTpoiKa KOMMYTaTOPOB ceTeit
24. | UzyueHne u HaCTPOKa KOMMYTaTOPOB ceTeit
25. | JlnarHOCcTHKA paboTOCTIOCOOHOCTH M NPaBHIBHOCTH HACTPOEK KOMMYTaTOPOB CeTei
26. | Hacrpoiika mokansHoU cetu. Hactpoiika mpotokona TCP/IP
27. | AnarHocTrka pabOTOCIIOCOOHOCTH CETH.
28. | JlononHUTENbHBIE IPOTOKOJIIBI MIO0ATBHBIX ceTel
29. | YcraHOBKa ¥ HACTPOIiKa CETEBOU KapThI
30. | BoccranoBneHne koMIbIoTepa nocie cbos (pabota ¢ backup-amm).
31. | BoccranoBneHne KoMITbIOTepa nocie cbos (pabota ¢ backup-amm).
32. | Opraam3anus B3aNMOACHUCTBH JIOKATHHOM U TII00abHONH KOMITHIOTEPHBIX CETeH
33. | CanurapHOo-THTHEHHYECKHE TPEOOBAHMS K Pa3MEICHUIO KOMIIBIOTEPHOTO 000pYAOBaHUSI.
34. | OdopmireHe TPOSKTHOHN TOKYMEHTAIIUHI
35. | Tlopsimok TecTupoBaHMs M MPUEMO-CAATOYHBIX HCTIBITAHUH JIOKAJIBHON CETH
36. | TTopsiioK MPOEKTUPOBAHMSI JIOKAJILHOM CEeTH.
37. | lnarHocTHKa paboTOCIIOCOOHOCTH CETH.
38. | PacueT 0CHOBHBIX TAPaMETPOB JIOKAJILHON CETH

CamocrosiTe1bHasi padoTa npu u3ydenuu Pasnena 2 197

TeMaTnKa BHeayAUTOPHOH CaAMOCTOSATEIbHOH PadoThI

1. Dranonnas moueis OSI

2. Uudopmannonnas 6€30MacHOCTb.

3. CereBoe 000pymOBaHHE.
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4. TlporpammupoBanue opucHbIx ATC.
5. IlpuknagHBIE TPOTOKOIIBI.
6. Optical Ethernet.
7. JlomosHUTEIBHBIE MPOTOKOIBI TIIO0ATBHBIX CETEH.
8. IIpaBuna MOHTaXa TEIEKOMMYHHKAIIHOHHOTO 000PYJOBaHHUSI.
9. Pacuer BcmoMoraTensHOTO 000pyIOBaHMSI.
10. M3ydeHHe TEXHUYECKUX YCIOBUIl Ha OT/AENbHbIE BUABI KOMMYHHKAIIMOHHOTO 000PYJOBaHHSI.
MK 04.03.
Opranu3zanusi ceTeBoro
aIMHUHHCTPHPOBAHUS
Tema 1.1. Copep:xanue 140
Anmunucrpupoanne Windows 1. | Pa3BeprteiBanue u ynpasienue Windows Server 2012 R2 1
Server 2012 R2 2. | Hactpoiixa Windows Server 2012R2 nocie ycTaHOBKH
3. | Beenenue B Windows PowerShell
4. | Benenue B noMeHHbIe cepBrchl Ciry0561 Karanora
5. | O630p GyHKINIT KOHTPOJUIEpA JOMEHA
6. | YcraHoBKa KOHTpoJuIEpa JOMEHA
7. | YupaBnenne o0bekTaMu oMeHHBIX ciry:k0 Ciry:x0n1 Karanora
8. | ABromaTH3aiys aAIMUHHCTPHPOBAHHMS TOMEHHBIX ciyx0 Ciyx06s1 Karanora
9. | Ucnonp3oBaHue cpeicTB KOMaHIHON CTPOKH I aaMuHUCTpHpoBanus AD DS
10. | UcnomszoBanne Windows PowerShell anst ammuanctpupoBanus AD DS
11. | IIpowusBeeHUe MHOXKECTBEHHBIX OIepaluii ¢ ucrosszoBanrneM Windows PowerShell
12. | Ilpumenenue npotokoa DHCP
13. | Ilpumenenue DNS
14. | IIpuMeHeHne JOKAIBHOTO XPaHHUIIMIIA IAHHBIX
15. | YopasneHue qIuCKaMu # TOMaMHU
16. | Micionb30BaHME IPOCTPAHCTB XPaHEHHUS
17. | llpumenenne QaitsioBoii ciryObl U CITy>KObI eyaTn
18. | IIpumeHeHue rpynnoBoy MOJUTHKH
19. | 3amuTa cepBepoB Windows IpuMeHEHHEM 00BEKTOB I'PYIIIOBOM MTOJIMTUKH
20. | IIpumenenue cepBepHoii BupTyanusauuu ¢ Hyper-V
21. | Hacrtpoiika u ycrpaHeHHe Herousaiok ciry>k061 DNS
22. | Hacrpoiika cepBeproii pont DNS
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23. | Hacrpoiika 305 DNS
24. | Hacrpoiika nepenaun 30861 DNS
25. | Ympasnenue ciayx060it DNS n ycTpaHeHHe Helonagok
26. | IMonmepxka noMeHHBIX ciry)0 Ciryx061 Karanora
27. | O630p AD DS
28. | Mcnonp3oBanue BUPTYaJIM3MPOBAHHBIX KOHTPOJUIEPOB IOMEHA
29. | IIpumeHeHNE KOHTPOIDIEPOB JOMEHA ¢ T0CcTyroM Toibko Ha ureHne (RODC).
30. | AnmuructpupoBanue AD DS. Ynpasnenue 6a3oii ganasix AD DS
31. | YnpaBieHne noap30BaTEIbCKUME U CITY)KEOHBIMH yUETHBIMH 3aIHCIMU
32. | Hacrpotika [Tomutukn maponeii 1 [TomuTHKH OJIOKUPOBKH YIETHON 3aIHICH
33. | Hacrtpoiika YrpapmsemMo# cirykeOHOW YISTHOH 3aITUCH
34. | Bregpenne nadpacTpyKTypsl [ pynmmoBhIX TOJTUTHK
35. | O630p ['pynmoBo# MOIUTHKI
36. | Baenpenue n aqMuHHCTpUpOBaHKE [ pyNITOBEIX MOJIUTHK
37. | Obnactp geHcTBHS ¥ MOPSIOK 00paboTKH ['pyNMMOBEIX TOIHTHK
38. | YcrpaHeHHe HENONALOK NPUMEHEHNs [ pyNIoBbIX MOJUTHK
39. | YnpasiieHne noap30BaTeIbCKUM paboyM CTOJIOM Yepe3 [ pynmoByio MoJMTHKY
40. | [IpumeHeHne AIMUHUCTPATUBHBIX MA0JIOHOB
41. | 3rakomctBo ¢ VMWare vSphere
42. | YcranoBka u Hactpoiika ponu CepBep CeTeBoil MOTUTHKH.
43. | Hactpoiika xiareHTOB U cepBepoB RADIUS
44. | MeTozbl IpOBEPKH NOAIMHHOCTH cepBepa CeTeBOM MOJMTHKU
45. | MonuTopuHT 1 ycTpaHeHue Henonanok poiu Cepsep CeTeBoi MOTUTHKH
46. | O630p 3amuTH Kocryna k cet (NAP)
47. | O630p mporecca MpUMEHEHHUs 3aIUTH JocTyna K cetn. Hactpoiika NAP
48. | Hactpoiika npumenenus NAP uepes npunyaurensHole IPSec B3anmonenicTus
49. | MoHUTOpUHT M ycTpaHeHHe Henonagok NAP
50. | O630p TEXHOJIOI'MH YAAIEHHOTO JOCTyIa
51. | Buenpenue texnosornu DirectAccess ¢ IOMOIIBIO MacTepa Ha4YalbHONH HaCTPONKH
52. | Buenpenue u ynpasiieHne pacimpeHHoi nHdpactpykrypoit DirectAccess
53. | Bueapenne VPN
54. | Buenpenne Web Application Proxy
55. | O0630p aucnerdepa pecypcoB dainosoro cepsepa — FSRM
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56. | Ucnomnb3oBanne FSRM mis ynpasieHns: KBoTaMu, GailyIoBEIM KpaHHPOBAHHUEM M OTYETAMH IO HCIOIH30BAHUIO
XpaHWINIIA
57. | Ilpumenenne knaccuduranuy GaiiioB U 3a1a4 MO yIpaBiIeHUIO (ainamu.
58. | O630p pacnpeneneHHo# QaiinoBoi cucremsr DFS
59. | Hacrtpotiika mmeHOBaHHOTO mIpocTpancTBa DFS
60. | Hactpoiika u ycTpaHeHHe Henodaaok peruukanud DFS
61. | lludpposanne nuckoB ¢ ucnonp3oBanneM BitLocker
62. | Hludposanne daiinos ¢ ucroaszoBanneM EFS
63. | Hactpoiika pacimmpeHHOTO ayanTa
64. | O630p cayx0sI pa3BepTeiBaHUsI Windows. YnpaBienne oopazaMu.
65. | AaMuHUCTpHpPOBaHUE CIyX)ObI pa3BepTeiBaHUs Windows
66. | O630p WSUS.
67. | PasBepTriBanme 0OHOBIEHHUIT mocpencTBoM WSUS
68. | Monuropuar Windows Server 2012
69. | Cpencrsa moruToprHra. VcronszoBanne MOHNTOpA POU3BOAUTEIHHOCTH.
70. | MOHUTOPHHT )KYPHAJIOB COOBITHIHA
JlaGopaTopHbie paGoThI 0
84

IIpakTHyeckune 3aHATHS

1. | Hacrpotika u ycTpaHeHHe Hemonaaok ciayx0e1 DNS

2. | Hactpoiika n ycTpaHeHHE HETIONAA0K CIry>kO61 DNS

3. | Homnepxka ADDS

4. | Tlognmepxkxa ADDS

5. | YmpaBienue noib30BaTeNIbCKUMHU M CITYKEOHBIMU YYE€THBIMH 3aIIUCSIMU

6. | YmpaBneHue Noib30BaTEILCKIMHU M CITYKEOHBIMU YIETHBIMU 3aIIUCSIMHU

7. | Buenpenne nHppacTpyKTyphl [ pynIoBsIX TOJIUTHK

8. | Buenpenne nHppacTpyKkTyphl [ pynIoBsIX HOJIUTHK

9. | Ympasienue noib30BaTeNILCKUM PabounM CTOJIOM Yepe3 [ pynmoByro MOJUTHKY
10. | YnpaBneHue 1ojap30BaTeIbCKUM Pad0UYHUM CTOJIOM depe3 I pynnoByro MOJUTHKY
11. | YcranoBka u HacTpotika posnn CepBep CeTeBOH MOIUTHKH

12. | [IpuMeHeHHe 3aIMThI I0CTYNa K CETH

13. | [IpuMeHeHHe 3aIMTHI I0CTYNa K CETH

14. | Buenpenue Texnosorun DirectAccess ¢ TOMOIIBI0 MacTepa HauyaJIbHOM HACTPOWKH
15. | Buenpenue Texnosorun DirectAccess ¢ mOMOIIBIO MacTepa HadalIbHOM HACTPOWKH
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16. | Pa3BepTriBaHME pacmmpeHHON HHMpacTpyKTypsl DirectAccess
17. | Pa3BepTriBaHME pacmmpeHHON HHGpacTpyKTypsl DirectAccess
18. | Buenpenne VPN
19. | Buenpenne VPN
20. | Bregperne Web Application Proxy
21. | Bregperne Web Application Proxy
22. | Hacrpotiika Kot u ¢paiimoBoro sxpanupoBanus B FSRM
23. | Hacrpotiika Kot u ¢paiimoBoro sxpanupoBanus B FSRM
24. | Ilpumenenne DFS
25. | llpumenenune DFS
26. | Hacrtpoiika mudpoBaHHus U pacIIUPEHHOTO ayAnuTa
27. | Hacrpotiika mudpoBaHHus U pacIIUPEHHOTO ayAnTa
28. | Ucnonb3oBanue ciryx05I pasBepTeiBannsg Windows s passepteiBanus WindowsServer 2012
29. | Ucnonb3oBanne ciryx05l passepToiBanmst Windows s pa3BepteiBanus WindowsServer 2012
30. | BHegpenue ynpaBneHust 0OHOBICHHAMUA
31. | Ucnone3oanne FSRM i ynpasieHust KBoTamu, (haiyIoBEIM S5KpaHUPOBAaHWEM U OTUYETAMU 110 MCIOIb30BAHUIO
XpaHWINIIA
32. | IlpumeneHne knaccuduranuy GaiaoB U 3a1a4 10 YIPABICHUIO QaiaMH.
33. | Hacrpoiika mmeHOBaHHOTO TipocTpancTBa DFS
34. | Hacrtpoiika u ycTpaHeHHe Henodaaok perumukanud DFS
35. | AaMuHUCTpHpOBaHUE CIyXKOBI pa3BepTeiBaHus Windows
36. | Hacrpoiika npumenenust NAP uepes npunyantensable [PSec B3aumoneiicteus
37. | MoHuTopuHT U ycTpaHeHHe Hermomagok NAP
38. | BHenpenue u ynpasieHue paciiupeHHoi nHppacTpykTypoi DirectAccess
39. | Bregperne VPN
40 | Brenperne Web Application Proxy
41. | IlpuMeHeHHe KOHTPOIUIEPOB IOMEHA C IOCTYNOM ToJbKo Ha uteHne (RODC).
42. | Anvunucrpuposanue AD DS. Ynpasnenue 6azoii ganusix AD DS
Tema 1.2. Copnep:xanue 26
OcHoBsslI Linux. 1. daitnoseie cuctembl OC Linux 1
2 IMoaroroska cepsepa OC Linux
3. | Hacrpoiika web-cepsepoB B OC Linux
4 Hacrpoiika cepsepa DNS B OC Linux
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5. | Hacrpoiika cepsepa DHCP B OC Linux
6. | Hacrpoiika daiinoBeix cepsepos B OC Linux
7. | Hacrpoiika cepsepo B/ 8 OC Linux
8. | Konreitrepst Docker
9. | CepeucHoe nmporpaMMHOE 00ECIICUCHHUE , YTHIIHTBI
10. | CepBucHOe nmporpaMMHOE 00€CIIeUeHHUE , YTIITUTHI
11. | Vcmomp30BaHME KIIACTEPOB
12. | TlpumeHeHHE CPEaCTB CETEBOH 0€30MacHOCTH
13. | TlpumeHeHNEe CPeaCTB CETEBOH 0€30MacHOCTH
JlaGopaTopHbie paGoThI 0
IIpakTHyeckne 3aHATHSA 116

1. Pabora c xene3om B Linux. Sysfs, devfs, udev

2. Pabora c sxene3om B Linux. Sysfs, devfs, udev

3. YnpasieHue ycTpoicTBaMu

4. | Ipomnecc 3arpy3ku Linux

5. | Ilpomecc 3arpy3ku Linux

6. WHunumanuzanus cucreMsl B ctuie SysV

7. Wunnmanmsanys cucteMsl B cTiiie systemd

8. Wunnmanmsanys CHCTEMBI B CTHIIE upstart

9. Pabora ¢ »xxectkumu guckamu B Linux

10. | 3arpyzumku Linux

11. | Yopasnenue 6ubimorekamu B Linux

12. | Yopaenenue nakeramu B Debian-1mof00HBIX ONepaIiiOHHBIX CHCTEMaX
13. | Yopaenenne nakeramu B RedHat-1mo1o0HBIX OTepanimOHHBIX CHCTEMAax
14. | Pabota B xoMaHmHOM cTpoke Linux

15. | PaboTta ¢ TeKCTOBBIM BBIBOJIOM B Linux

16. | OcHoBHbIe onepany ¢ aitlaMu ¥ AUPEKTOPHIMHU

17. | Vcnonp3oBaHre OTOKOB, KOHBEHPOB U NIepeHANIPABIICHHHA

18. | Pabora c nponeccamu B Linux

19. | Ilpuoputets! nponeccos B Linux

20. | TekcroBblii pepakTop Vi

21. | Co3pnanue u GopMaTHPOBAHKE Pa3/IeNIOB KECTKUX JUCKOB B Linux
22. | Ilposepka (haiinoBoii cUCTEMBI
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23. | MoHTHpOBaHNE U IEMOHTHPOBAHHE (HAIJIOBBIX CHCTEM
24. | YupasrneHne KBOTAMHU JAUCKOB
25. | mpaBa foctyma K ¢aiiyiaM 1 Imankam
26. | macka co3manus (aiiroB U ManoK
27. | Suid, sgid u sticky 6urst
28. | Msrkue u JKeCTKHE CCBUIKA
29. | Ilouck u pacmonokeHre KoMaH ] u ¢aitnos B Linux
30. | Hacrpoiika cern.
31. | YcranoBka cepBepa bind.
32. | Hacrpoiika cepsepa bind.
33. | Hacrpoiika cepsepa dhep
34. | Ceazka DNS u DHCP
35. | daiinoBeii cepBep Samba
36. | IloaroroBka k pabote B gomene Windows
37. | Beox B nomen
38. | Chown mis onp3oBareneil JoMeHa
39. | Jluct ompoca ciyx0 1 moapasieJeH!i JUIsl BEIICHEHHs IOTPEOHOCTEH NPEANpUsITHS
40. | PacyeT CTOMMOCTH JIMIICH3HOHHOT'O IIPOrPaMMHOT0 00eCIIeUeHHsI
41. | PacyeT CTOMMOCTH JIMIICH3HOHHOI'O IPOrPaMMHOT0 00eCIIeUCHHsI
42. | PacyeT CTOMMOCTH JIMIICH3HOHHOI'O IPOrPaMMHOT0 00eCIIeUeHHsI
43. | YipasneHue N0Jb30BaTSISIMU U TPYIIIAMH
44. | YupaBieHue 10Jb30BaTSISIMU U TPYIIITaMH
45. | YnpasieHue pa3uensieMbIMH pecypcamu (IPUHTEPHI, TUCKH, paiiibl. .. )
46. | YnpasieHue pa3uensieMbIMH pecypcamu (IPUHTEPHI, TUCKH, paiiibl. .. )
47. | Hactpoiika MpoUu3BOJIMTEILHOCTH CepBepa
48. | Hacrtpoiika npon3BoIUTENEHOCTH CEpBEpa
49. | MonuropuHr coobiTHii. [InaHMpOBaHKE MOJUTUKY ayIUTa
50. | MonuropuHr cob6bituii. [lnannpoBaHue NOJIUTHKY ayauTa
51. | Cozpnanue xoHTposuepa gomena (DC)
52. | Coszpnanue xoHTposuepa gomena (DC)
53. | Cepsepsl u ciayx061 MHTEpHET
54. | Cepsepsl u ciayx061 MHTEpHET
55. | Cepsepsl u ciayx061 MHTEpHET
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56. | YmpasieHne nmporpaMMHBIM 00€CTICICHHEM
57. | YupasneHne nmporpaMMHBIM 00€CTICICHHEM
58. | Ympasnenne nmporpaMMHBIM 00€CTICICHHEM
CamocTosiTespbHasi padoTa npu u3yyenun Pasnena 3 183
TemaTHKa BHeayIMTOPHOMN CaMOCTOAATEJbLHOUH PadoThI
5. Cucremarnueckas IpopabOTKa KOHCIIEKTOB 3aHATHH, y4eOHOH 1 CIIeIIMaIbHON TEXHUYECKOH INTEPaTypBhI.
6. KoncnexkrupoBanue Tekcra, padoTa CO CIOBapsSMH U CIIPABOYHHKAMH, O3HAKOMJIEHHE C HOPMATHBHBIMH JIOKYMEHTAaMH, y4eOHO-HCCIEI0BATEIbCKAs
paboTa mpu caMoOM IIMPOKOM Hcnonb3oBaHuu VHTepHeTa u apyrux IT-TexHomorui.
7. TlpoektHbie (GOpMBI pabOTHI, MOATOTOBKA COOOIICHUH K BRICTYIUICHHIO HA CEMUHApax U KOH(MEPEHIUIX; MOArOTOBKa pe)epaToB, HOKIAI0B.
8. Tloaroroka Kk 1a0OpaTOPHBIM U MPAKTHYECKUM pabOTaM ¢ HCIOJIb30BAHUEM METOIMYECKUX PEKOMEHAALMH TpernoiaBarens, oopMieHHe J1abopaTopHoO-
NpaKTHYECKUX paboT, OTYETOB U MOJTOTOBKA K UX 3alHTE.
MK 04.04.
Ikenjyaramnusi 00beKTOB
ceTeBoi HHPPACTPYKTYPHI
Tema 1.1. Conep:xanue 38
IKCILTyaTalus TeXHHYeCKUX 1. | ®usnueckue acnekTs dKcITyaTanuu. Pu3ndeckoe BMEIIATEIbCTBO B HHPPACTPYKTYPY CETH 1

CPE/ICTB CETEBOM 2. | AKTHBHOE M ITACCHBHOE CETeBOE 000pYAI0BaHUE: KaOeIbHbIE KaHAIIbI, KaOelb,
HHPACTPYKTYPBI. naT4-MaHeNt, PO3ETKH
Mpodunakruyeckue padorsl 3. | HecankmmonuposarnHoe 10 (B TOM uncIie ceTeBoe), MapasuTHas Harpy3Ka
4. | O630p IP-anpecos
5. | Pa3Ouenune ceTH Ha TOACETH
6. | beckmaccoBas MeXJIOMEHHasI MApUIPYTH3ALHS
7. | IlpeoOpa3oBanue ceTeBbIX anpecoB Ha ocHOBe NAT u PAT
8. | PacmmpsiemocTs cetH. MacmTabupyeMocTh CeTH.
Jlo6aBieHne OT/ICNIbHBIX 3JIEMEHTOB CeTH (II0Ib30BaTeIeH, KOMITBIOTEPOB, IPHIIOKEHHUH, CIyXk0)
9. | HapanmBaHue JUIMHBI CETMEHTOB CETH; 3aMEHA CYIIECTBYIONIECH annaparypsl (Ha 6osee MOITHYIO)
10. | YBennueHHe KOJIMUECTBA Y3JI0B CETH; YBEJIIMUCHHE MPOTSHKEHHOCTH CBSI3eH MEXly 00bEKTaMU CETH
11. | Texuuueckas ¥ MPOEKTHAS JTOKYMEHTALHSL.
[TacriopT TEXHUYECKUX YCTPOMHCTB; PyKOBOACTBO 110 SKCILTYaTallUH
12. | ®usnyeckas KapTa Bce CETH; JIOTHYECKasl CXeMa KOMIIBIOTEPHOH ceTn
13. | Knaccudukanms peraaMeHTOB TEXHUYECKUX OCMOTPOB, TEXHUYECKHE OCMOTPBI 00BEKTOB CETEBOM
nH}ppacTpyKTypHl
14. | IIpoBepka 00bEKTOB CETEBOH MHPPACTPYKTYPHI M MPOPHUIAKTHIECKHE pabOThI
15. | IIpoBeneHue peryssipHOro pe3epBUPOBAHUS
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16. | Yopasnenue koHpurypanueii. Mzydenne 6a30BbIX KOMaH HaCTpoHku ceteBoit OC
17. | Hacrpoiika nHTEp(EHCOB CETEBBIX YCTPOUCTB
18. | Hacrpoiika MapmpyTa 1o yMOIIaHHIO
19. | Hacrpoiika cxyx6 DHCP
JlaGopaTopHbie paGoThI 0
IIpakTHyeckne 3aHATHSA 18
1. | UzyueHne kKoMaHTHOH CTPOKH CETEBOH OTIEPAIMOHHON CHCTEMBI
2. | Hcronp3oBanne KOMaHA ISl MPOCMOTPA HACTPOUKHU CETEBBIX YCTPOICTB
3. | Hactpoiixa 6a30B0ii KOH(PUTYpAIHH CETEBOTO YCTPOHUCTBA
4. | Hacrpoiika mpoToKoJIa aBTOMaTHIECKOTro Ha3HadeHus [P agpecos
5. | Hactpoiixa PAT u NAT
6. | YopaBnenune daiinmamu KoHPHUTypanuu ¢ moMmombio nporpaMMbel Huper Terminal
7. | Yupasnenue daiinamMu koHGUTYpanuu MapmpyTu3aropa ¢ momormeo TFTP
8. | 3amyck kommyTaTOpa
9. | Hactpoiixa kommyTatopa
Tema 1.2. Copep:xanue 86
YupasieHnue ceTsaMHu. 1. | Kimaccugukanus perimaMeHTOB TEXHUUECKHX OCMOTPOB, TEXHUYECKHE OCMOTPEI 0OBEKTOB CETEBON 1
Mapmpyru3anus u nHdpacTpykTypsl. Komrieke oprann3aiiiOHHO-TEXHUYECKIX MEPONPHUATHIA; BhIsBIeHHE 1 CBOEBpEMEHHA
KommyTanus 3aMeHa JIEMEHTOB HH(PACTPYKTYPBI.
2 [TpoBenenue perynspHoro pesepBuposanus. O0cayxnBaHne PU3NIECKUX KOMIIOHEHTOB, KOHTPOJIb COCTOSTHHS
anmapaTtHoro o0ecTedeHns, OpTaHu3alys yJaJIeHHOTO OMOBEIICHHUS;
3. [IpoBenenue perymnspHoro peseppupoBanus. O0ciyxuBanue GU3NUECKUX KOMIOHEHTOB, KOHTPOJIb COCTOSIHUS
anmapaTtHoro o0ecreYeHns, OpraHu3anys yJaICeHHOTO ONOBEIICHNUS;
4. ApXHUTEKTypa 1 00IaCTH YIPABICHUS CETIMH
5. YpoBHH yrnpaBneHus. MHOroypoBHeBas apxXxuTeKTypa ynpasieHuss TMN: 6H3HeCOM; yCIyraMu; CEThIo,
2JIEMEHTAaMH CETH, YPOBEHb DJIEMEHTOB CETH
6. YporHE ynpasneHus. MHOroypoBHeEBas apxuTekTypa ynpasieHuss TMN: Ou3HecOM; yCIyraMu; CEThIO,
9JIEMEHTaMH CETH, YPOBEHb 3JIEMEHTOB CETH
7. [IpoTtokons! ynpasnenusi. SNMP; CMIP; TMN; LNMP; ANMP.
8. ITporokoussl ynpasnenus. SNMP; CMIP; TMN; LNMP; ANMP.
9. | Ynpasnenue oTkazamu B pabote ceTu. BoisiBieHue, onpe/iesieHne U yCTpaHeHHe MOCIIeCTBUI cO0EB 1 0TKa30B B
pabore ceTH.
10. | Vopasienue otTkazamu B pabote ceTr. BrisiBlieHHe, ONpeieIeHHe U YCTPaHeHUE MOCIEACTBHI COOEB M OTKa30B B
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paboTe ceTn.

11. | Vuer pabotsl cetu. Peructpariysi, ynpaBJieHHE HCIOIB3YEMBIMH PECYPCAMH U YCTPOHCTBAMH;

12. | Yuaer pabotsl cetu. Peructpariysi, ynpaBieHHE HCHOIb3YEMbIMU PECYPCAMH H YCTPOHCTBAM;

13. | Ympasnenne korpurypanueii. KonpuryprupoBanne KOMIIOHEHTOB CETH, CETEBBIC aapeca U WACHTH(PUKATOPEI,
yIpaBieHHE MapaMeTPaMH CETEBBIX ONEPAMOHHBIX CHCTEM.

14. | Yupasnenue koHpurypanuei. Konpurypnuponanne KOMIIOHCHTOB CETH, CETEBBIC aJpeca U HACHTH(HHUKATOPHI,
yIpaBieHHE MapaMeTPaMH CETEBBIX ONEPAMOHHBIX CHCTEM.

15. | YnpaBienue npon3BOIUTEIEHOCTHIO, O€301acHOCTRIO ceTh. CTaTucTrKa paboThI CETH B PEAJIbHOM BPEMEHH,
MHUHAMH3ALUH 3aTOPOB U Y3KHUX MECT, BBISBICHHS CKJIAJIBIBAIOIINXCS TEHICHINH 1 TNITAHUPOBAHUS PECYPCOB IS
OyayIIuX HYX],

16. | Ynpasienue npou3BOIUTENEHOCTHIO, 0€30MacHOCThIO ceTh. CTaTucTrKa paboThl CETH B PEJIbHOM BPEMEHH,
MUHHAMH3ALUH 3aTOPOB U Y3KUX MECT, BBISIBIICHHS CKJIA/IBIBAIOIINXCS TEHIICHLIU U IUTaHUPOBAHMS PECYPCOB ISt
OyayIIuX HYX],

17. | AnanuzaTopsl npoToKoJIOB. [IporpaMMHbIe WK anmapaTHO-IPOrpaMMHbIE CUCTEMBI, ()YHKIIMM MOHUTOPUHTa,
aHau3 TpaduKa B CETIX.

18. | AnanuzaTopsl NpoTOKOJIOB. [IporpaMMHbIe MK annapaTHO-IPOrpaMMHbIE CUCTEMBI, ()YHKIIMM MOHUTOPUHTA,
aHaau3 TpaduKa B CETIX.

19. | DOkcneprtHble cucTeMbl. BhisBIeHUE IPUUMH aHOMAJIBHOW pabOoThI CeTeil; BO3MOXKHBIE CIIOCOOBI TPUBEIEHHUS CETH
B paboTOCIIOCOOHOE COCTOSTHHE.

20. | DkcniepTHBIE CHCTEMBI. BhIsBICHNE TPUYXNH aHOMAIILHOM PabOThI ceTeil; BO3MOXKHBIE CIIOCOOBI MPUBEACHHS CETH
B paboTOCIIOCOOHOE COCTOSIHHE.

21. | BerpoeHHbIE CHCTEMBI ANArHOCTHKY | yIIpaBieHus. [IporpaMMHo-anmapatHblii MOyIb, YCTAHOBJICHHBIN B
KOMMYHHUKaIIMOHHOE 000pyAOBaHNE, IPOrPaMMHBII MOTyJb, BCTPOCHHBII B ONlepaliOHHBIE CHCTEMBI.

22. | BerpoeHHbIE CHCTEMBI ANArHOCTHKY | yIIpaBieHus. [IporpaMMHo-anmapaTHbIii MOyIlb, YCTAHOBJICHHBIH B
KOMMYHHUKaIIMOHHOE 000pyAOBaHNE, IPOrPaMMHBII MOTyJb, BCTPOCHHBII B ONlepaliOHHBIE CHCTEMBI.

23. | Pe3epBHOE KONMPOBaHME JAHHBIX

24. | IpuHuMns! paboThl M KOMIIOHEHTH! XPAaHWIIHUI JaHHBIX. [IpHHIMITEL paOO0Thl XpaHMIUI JaHHBIX. [IpHHIMITEI
noctpoeHus. OCHOBHbIE KOMITOHEHTHI XPaHWINIIA JaHHBIX

25. | Texnosorun ynpasnenus napopmanueid. OLAP-TexHomorus

26. | OcHoBHbIe pHHIMIEI paboThl 6a3 nanHbIX JIBC. OcHoBHBIE noHsTHS, MpuHIKN padoTsl. CYB/]

27. | IlpuHUMOBI MIaHUPOBAHMSL BOCCTAHOBJIEHHS Pab0oTOCIIOCOOHOCTH CETH ITPH aBapHHHOM CUTyalluH

28. | IlpuHUMOBI MIaHUPOBAHMS BOCCTAHOBJIEHHS Pab0TOCIIOCOOHOCTH CETH NPH aBapUITHOM CUTYaIH

29. | Opranuszauus pabort o Boccranopnenuio JIBC

30. | Opranuszauus pabort no Boccranopnenuio JIBC
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31. | Ilman BoccTaHOBNICHHUA CUCTEMBIL. [1OpSIOK yBEZOMIICHHS O Ype3BBIYaliHBIX COOBITHAX. AKTHBanusA. Bo3Bpar k
HOpMAaJIbHOMY (DYHKIIHOHHPOBAHUIO cHcTeMbl. OpraHm3anus padoT 10 BOCCTAHOBIICHHIO (PYHKITMOHUPOBAHNUS
CHCTEMBI

32. | IlmaH BOoCCTaHOBIICHHUS CUCTEMBL. [10pIOK YBETOMIICHHS O YpE3BBIYAaifHBIX COOBITHAX. AKTHBAIMA. Bo3BpaT k
HOpPMalbHOMY (YHKIIMOHUPOBAHUIO ccTeMbl. OpraHu3aIiyst padoT 10 BOCCTAHOBICHHIO (hYHKITHOHUPOBAHUS
CHUCTEMBI

33. | [IpuHUMIBI JJOKAIN3AIMK HEHCIIPAaBHOCTEH

34. | Harpy3o4Hoe TeCTHpOBaHHUE CETH

35. | IlporpaMMHBIC CpEACTBA TUATHOCTHKU

36. | Homenknatypa n oco6eHHOCTH pabOThI TECT-NPOrpamMm

37. | BBenenue B TMarHocTUKy KaOENbHBIX CHCTEM

38. | ObopymoBaHue st MPOBEPKH KaOCIbHBIX CUCTEM

39. | BezomacHocTs HHpOPMAIIMOHHOH cepbl o0IIecTBa

40. | bezonacHocTh HH(DOPMAIOHHOH chepbl 001IeCTBa

41. | OOBeKTHI 3aUMThl HH)OPMAIOHHON IESITEIbHOCTH

42. | OOBeKTHI 3aUHUThl HHPOPMAIIMOHHOM JIESITENbHOCTH

43. | 3ammrTa NepCoOHANBHBIX TaHHBIX

JladopaTopHble padoThl 0

IIpakTHyecKkue 3aHATUS 106

1. | IlpoBeseHue perysipHOrO pe3epBUPOBAHHS

2. | Ynpasnenue koHpurypauueii. M3ydenue 6a30BbIXx KoMaH] HacTpoiiku cereBoi OC

3. | Hacrpoiika nHTEpdeiicoB ceTeBbIX YCTPOHCTB

4. Hactpolika nHTEp(]EHCOB CETEBBIX YCTPONCTB

5. Hacrpoiika MapmipyTta no yMoJI4aHHIO

6. | Hacrpoiika MapuipyTa 1o yMOJIYaHUIO

7. | Hacrpoiika cayx6 DHCP

8. | Hacrpoiika ciayx6 DHCP

9. | Hacrpoiika nporokosia RIP

10. | Hacrpoiika npoTtokosa RIP

11. | Hacrpoiika Ha9ampHOW KOH(OUTYpAITUK MapIIPyTH3aTOPa

12. | Hacrpoiika Ha4aapbHON KOH(GHUTYypaIMK MapUIpyTH3aTOPa

13. | Hacrpoiika HadaapbHO#M KOH(GHUTYypaIMKi MapUIpyTH3aTOPa

14. | Hactpoiika u TecTupoBaHue MmociiefoBareapHoro nutepdeiica n uarepgdeirica Ethernet
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15. | Hactpoiika u TecTHpOBaHHE IOCIEAOBaTeIbHOTO HHTEpdefica n maTepdeiica Ethernet
16. | Hactpoiika u TeCTHpOBaHHE MAPIIPYTa [0 YMOITIAHHIO
17. | Hactpoiika u TeCTHpOBaHHE MAPIIPYTa [0 YMOITIAHHIO
18. | Hactpoiika u TecTUpoBaHHE MapHIpyTH3aTOpa B KauecTBe cepsepa DHCP
19. | Hactpoiika u TecTUpOBaHHE MapIIpyTH3aTOpa B KauecTBe cepsepa DHCP
20. | Hacrpoiika craTudeckoro npeodpa3oBaHus ajpecoB HA MapUIPyTH3aTOpe
21. | Hacrpoiika coenuaenns PPP mexny xnmentom u ISP
22. | Hacrpoiika KOHQUTYpaIi KOMMYTaTopa
23. | MOHHUTOPHWHT U aHANMH3 PabOTHI CETH C MOMOIIBIO poTokora CDP
24. | Hacrpoiika 1 TeCTHPOBAaHHUE CTATHIECKUX MAPUIPYTOB MO YMOTYAHUIO
25. | lmarHocTHKa M MOWCK HEUCIIPaBHOCTEH TeX. CPEJCTB ¢ MOMOIIBIO KOMaH/ ping u traceroute
26. | Hacrpoiika pa3inu4HBIX BAPUAHTOB CETH C KOMMYTaTOPOM
27. | Dkcrutyatanusi TeX. CpeICTB ceTeBOi MHPPACTPyKTypsl. 3aMeHa MOAYIECH A MOAKJIIOUCHUS
28. | Buenpenne cxemsl [P agpecanmn. JlmaraocTrka npaBUIIBHOW HACTPOHKH
29. | YcranoBneHue oOMeHa JaHHBIMU MEX]Y ITOJICETIMHU
30. | Habmronmenwue 3a TpadukoM B ceTd. M3ydueHne npeoObpa3oBaHUs CETEBBIX aJpECcOB
31. | CrpykTypa cucTeMsl yIpaBlIeHUs CETSIMU
32. | KoHnenmus ynpaBiieHUs] KOMIOBIOTEpHBIME ceTssMu TMN
33. | KoHnenmus ynpasieHUst KOMIBIOTePHBIME ceTsiMu TMN
34. | Konnenius ynpaBiieHHsI KOMIBIOTepHBIME ceTsimu CMIP
35. | Konnenmus ynpasieHIsI KOMIOBIOTepHBIME ceTsimu CMIP
36. | Konnenmus ynpaBiieHsI KOMIBIOTepHBIME ceTsivu LNMP
37. | Konnenmus ynpaBiieHUsI KOMIObIOTepHBIME ceTsimu LNMP
38. | Konnenmus ynpaBiieHUs KOMIBIOTEpHBIMEU ceTsiMi ANMP
39. | Konnenmus ynpaBiieHIsI KOMIOBIOTEpHBIME ceTsiMu ANMP
40. | TIpoToKoOJIBI yIpaBICHUS CETIMHU
41. | Hactpoiika VLAN
42. | Hactpoiika VLAN
43. | Onepauuu 1o pe3epBHOMY KOITUPOBAHHIO TAHHBIX.
44. | Onepauuu 1o pe3epBHOMY KONIMPOBAHUIO JAHHBIX
45. | YTunuTsl 10 BOCCTAHOBJICHUIO TAHHBIX
46. | Texnonoruu ynpasienus nadopmanuneii. OLAP-TexHosmorHs
47. | Cssi3p uepe3 11100aJIbHYIO CETh
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48. | Beibop coeanHeHNS ¢ T100aTBHOHN CETHIO
49. | Hacrtpotika coeguHEHHs ¢ TI00aTBHON CEThIO
50. | Anmpecarus B nepapXu4ecKoil ceTu
51. | MapmpyTu3anus ¢ IIOMOMIBIO MTPOTOKOJIA BEKTOPA PACCTOSHUI
52. | MapmpyTu3sanys Ha OCHOBE COCTOSIHHS KaHaa
53. | MHoroypoBHeBas apxuTeKkTypa ynpasiaeHuss TMN: GM3HecoM, ycIyraMmu, CEThIO, SJIEMEHTaMH CETH, YPOBEHb
JIEMEHTOB CETH
CamocTosiTeTbHasi padoTa nmpu uzyyenun Pa3nena 4 124

TemaTuka BHeayIMTOPHO#N caMOCTOSITeIbHON PadoThI

1.
2.

3.
4,

Cucremarnueckast mpopaboTka KOHCIIEKTOB 3aHATHI, yIeOHOH 1 CTIeUabHOW TEXHHYECKON JINTepaTyphI.

KoncmektupoBanue TekcTa, paboTa CO CIOBApSMH W CHPAaBOYHMKAMH, O3HAKOMJICHHE C HOPMATHBHBIMH IOKYMCHTaMH, ydeOHO-HCCIIeOBaTEeIbCKas
paboTa npu caMoM LIMPOKOM Hcnonb3oBanuu MHrepHera u apyrux IT-TexHonoruu.

ITpoekTHBIC HOPMBI PabOTHI, TOATOTOBKA COOOICHH K BRICTYIJICHUIO HA CEMHUHApaX M KOH(PEPEHIIHUAX; MOATOTOBKA pedepaTon, TOKIAT0B.

[ToaroroBka Kk 1a0OPaTOPHBIM M MPAKTHYECKUM pabOTaM C HCIOJIb30BAHUEM METOAMYECKUX PEKOMEH Al mpenoaasaTessi, ohopMiIeHHe J1a00paTopHO-
NpaKTHYECKUX paboT, OTYETOB U MOJTOTOBKA K UX 3alHTE.

YuyeOHasi npaKTHKa
Buael pador:

HoeoNookkwdPE

0.

y4JacTHe B IIPOSKTHPOBaHNH CETEBOW HH(PPACTPYKTYPBHI;

ydJacTHe B OpraHU3allii CETEBOT0 a/IMUHUCTPUPOBAHNS;

9KCIUTyaTaIst 00bEKTOB CETEBOM HHPPACTPYKTYPHI;

y4JacTHe B YIPaBICHUN CETEBBIMU CEPBHCAMU;

ydJacTHe B MOJIEPHHU3ALNH CETEBOH MHPPACTPYKTYPHI;

cOOp TaHHBIX JJISl aHAJIM3a UCTIONB30BaHMS M (YHKIIMOHUPOBAHMS IIPOrPAaMMHO-TEXHHUECKUX CPEACTB KOMITBIOTEPHBIX CETEH;

yuyactue B pa3paboTKe METOJIOB, CPEJCTB M TEXHOJIOTHI IPUMEHEHHUs 00BbEKTOB NPo(eCCHOHAIBLHOM e TeIbHOCTH;

npoBezieHue Npo(UIAKTHYECKUX paboT Ha 00bEKTaX ceTeBOil MHPPACTPYKTYpHI H PadOUNX CTAHIIUSX;

ydJacTHe B MHBEHTapU3allul TEXHUYECKUX CPEJCTB CETEBOIM MHPPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS MOCTYIHUBIIETO U3 PEMOHTa 000PYIOBaHMUS;
3aMeHa PACXOAHBIX MaTePHAIOB M MEIKHH PEMOHT nepudeprifHOro 000pyI0BaHMSA, OIPEACIIITh yCTapeBiee 000pyJOBaHNE M MPOTpaMMHEBIE CpPEICTBa
CEeTeBOI HHPPACTPYKTYPEHIL.

180

IIpou3BoacTBEHHASI PAKTHKA
Buasi pador:

1.
2.
3.

ydyacTue B pa3paboTKe METOJIOB, CPEJCTB M TEXHOJIOTHI TPUMEHEHHUS] 00BbEKTOB NPO(eCCHOHAILHOM eI TeNbHOCTH;
npoBezieHre NpoQUIAKTHIECKUX PaboT Ha 00bEKTax ceTeBOil MHPPACTPYKTyphl U pabOUNX CTAHIHUSAX;
y4yacTue B MHBEHTAPU3aIMU TEXHUUECKHUX CPEACTB CETEBOH MH(PACTPYKTYPHI, OCYLIECTBICHHE KOHTPOJIS TIOCTYNUBILIETO U3 PEMOHTA 000pYIOBaHUSI.

252

Bcero:

2058
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4. YCJIOBUSA PEAJIMBALIMU TPOPECCHOHAJIBHOI'O MOAYJIA

4.1. TpeGoBanusi K MHHMMAJIbHOMY MATEPHAJbHO-TEXHHYECKOMY
o0ecreyeHNIO

Peanuzanus nmpodeccMOHATBHOTO MOJYJIA TpearojiaraeT Hajluyue y4eOHOH
MAaCTEPCKOM.

O6opynoBanne yueOHOTO KaOMHETA:

- KOMIUICKT Y4eOHO-METOAMUECKOMN TOKYMECHTAIINH;

- HarJsIgHBIE ITI0COOHS,

- MYJIBTUMEAHMIHOE 000pyI0BaHHUE (IKpaH, MPOCKTOP, KOMITBIOTED);

- JIUIICH3MOHHOC IIpOorpaMMHOC obecrieueHue HpOCpCCCI/IOHaJIBHOFO
Ha3HA4YCHUS,

- HOPMATHUBHO-IIPABOBBIC dKTHI.

TexHuueckue cpencTsa 00y4eHUs:
- KOMIIBIOTED,

- MYJbTUMEIUWHBIN POEKTOP,
- DKpaH.

Peanuzanus mporpaMmbl MOJYJIsE MpErosiaracT o0sA3aTeNbHYI0 YYEOHYIO U
MPOM3BOJACTBEHHYIO  IMPAKTUKH B  YUYPEXKICHUSAX  JEATEIBHOCTh  KOTOPBIX,
COOTBETCTBYET HAIIPABIICHUIO NIOATOTOBKH.

4.2. UudopmanuonHoe odecreyeHue 00ydeHust

Ilepeyenbs pexoMeHayeMbIxX YyuyeOHbIX wu3gaHui, HHTepHeT-pecypcos,
JAONOJHUTEJIbHON JIUTePaTypbl

OCHOBHBIE HICTOYHUKH:

1. bapanuukoB, A. W. Opranuzauus ceTe€BOro aAMUHUCTPUPOBAHUSA:
yueonuk st cryneHtoB CIIO/ A. U. Bbapanuumkos, II. A. bapanuukos, A. IO.
I'pomoB. - Mocksa : Akagemus, 2016. - 320 c.

2. Hazapor A.B. Dkcmyaranus 00beKTOB ceTeBoil nH(ppacTpykTypsl / [lox
pen. Hazaposa A.B. (1-e u3na.) yueOHuk.- M.:Akanemus, 2014.

3. Iamumona M. A. CeTu U TEIEKOMMYHUKALUU: YYEOHUK M MPAKTUKYM/
nop penakiuen M. A. lllanumona, . C. Kyns6oBa. — M.: IOpaiit, 2018. — 363 c.
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—  Texkcr : osnexrponnbii  //  OBC  HOpaiir  [caiit]. —  URL:
https://urait.ru/bcode/450234

I[OHOJIHI/ITCJ'H)HBIC HCTOYHUKMU.

4, JlubpoB, M. B. KommiptoTepHble CE€TH M TEIEKOMMYHHUKAIIMH.
Mapmpyruzanusa B [P-cetsix B 2 4. YacTh 1: y4eOHMK M NPaKTUKYM AJIA CPEIHErO
npodeccuoHanbHoro oo6pazoBanus / M. B. IuGpoB. - Mockpa: M3maTenbcTBO
FOpaiit, 2020. - 333 c.

5. Hu6por, M. B. KoMmmiptoTepHble CeTH MW TEIEKOMMYHHUKAILIUH.

Mapmpyruzanusa B IP-cetsix B 2 4. YacTh 2: y4eOHUK M MPaKTUKYM JJIA CPEIHErO
npodeccuoHanbHoro oo6pazoBanus / M. B. uGpoB. - MockBa: M3maTenbcTBO
FOpaiit, 2020. - 351 c.

6. 3amsaruna, O. M. NHbOoKOMMYyHUKAIIMOHHBIE CUCTEMBI U ceTU. OCHOBBI
MOJICTUPOBaHUs: yueOHOe Mocooue /sl CpeIHero NpodhecCUOHAIBHOTO 00pa30BaHMs
/ O. M. 3amsatuna. — Mocksa: M3narensctBo FOpaiit, 2020. - 159 c.

7. Kazapun, O.B. OcHOBbI HH(POPMAIIMOHHOW OE30MACHOCTH: HAJIC)KHOCTh U
0e30macHOCTh MpOrpaMMHOro obecrneueHusi: yueOHoe mnocobue s CIIO. -M.:
FOpaiit, 2019 - 342 c.- PexxuMm noctyma: https://biblio-online.ru/

8. Kenun A. M. CamoyuuTenb CHCTEMHOTO aJMHHHCTpaTopa. 3-¢ u31.,
CIIO.: BXB-Ilerepoypr 2012

9. Kynsab6osa [I. C. CeTu 1 TeJIEKOMMYHUKAIIMK: YYCOHUK U MIPAKTUKYM/ TTO]T
penakiuenr M. A. lllammmosa, J[. C. Kyns6osa. — M.: FOpaiit, 2018. — 363 c. —
Tekcr : anextponnsiii // DBC FOpaiit [caiiT]. — URL: https://urait.ru/bcode/450234

10. MaxkcumoB H.B., TlomoB WN.W.. KommbproTepHble ceTH [DIEKTPOHHBIH
pecypc]: yue6. [Tocodue -M.: DOPYM: UHDOPA-M 2017

11. MoruneB A. B. [Ipaktukym o undopmaruke: Yued. mocodue Jyisi CTy/I.
BeIcil. y4eO. 3aBemenmii / A.B.Morunes, H.W.ITak, E.K.Xennep; Ilox pen.
E.K.Xennepa. — 2-e u3zn., crep. — M.: M3garensckuii neHTp «Akaaemus», 2005.—
608 (torrentino.com/torrents/385028)

12. Hectepos, C.A. UndopmanmonHas 6€301MacHOCTh: Y4EOHUK U MTPAKTHKYM
st CITO. -M.: FOpaiit, 2019 - 320 c.- Pexxum goctyma: https://biblio-online.ru/

13. Hosoxwunos, O. II. ApxuTekTypa KOMIBIOTEpHBIX cucTeM B 2 4. Yacts 1:
yaeOHOe Tmocobue s cpeaHero mnpodeccruonanbHoro obpazoanums / O. II.
HoBoxwunos. - Mocksa: U3znarensctBo FOpaiit, 2020. - 276 c.

14. Hosoxwunos, O. [I. ApxutekTypa KOMIbIOTEPHBIX cucTeM B 2 4. HacTp 2:
ydueOHoe mocolOue s cpenHero mpodeccuoHanbHoro oopazoanus / O. IL
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HoBoxwunos. - Mocksa: U3narensctBo FOpaiit, 2020. - 246 c.

15. Omudep B.I'. KomnbroTepHble ceTH: MPUHIIUIBI, TEXHOJIOTUH, TPOTOKOIIBI
: yueb. mocobue s crya. By3oB / B. I'. Omudep, H. A. Onudep. - 5-e uzn. - CII6. :
[Tutep, 2012. - 956 c.

16. IlaBnoB B.A. Ilepudepuitnsie ycrpoiictBa OBM. YueOHoe mnocooOue:
Yacts 1. Cap®TU, Capos, 2012. — 231 c.: ni

17. Camyitnos K. E. CeTu 1 TeIeKOMMYHHUKAIIUU: YYEOHUK U MTPAKTUKYM JIsI
By30B / K. E. Camyiinos [u ap.]; mox pemakiueit K. E. Camyiinosa, 1. A. [llanumoBa,
. C. Kyns6osa. - Mocksa: U3narensctBo FOpaiit, 2020. - 363 c.

4.3. O0uue TpeOOBaHMS K OPraHU3anuu 00pa30BaTeJIbHOI0 MpoLecca

OcBoeHMe TporpaMMbl JAHHOTO MOJTYJISL JOJIKHO MTPOXOAUTH MOCIE U3YUEHUS

muciuiuima: EH.01 Maremaruka, EH.04 DiaemeHThl BBICHICH MaTEeMaTHKH,
EH.05 [uckpetnas marematuka, EH.06 Teopusa BepoATHOCTHM M MaremaTH4ecKas
CTaTUCTHUKA.

obmenpodeccuonanbubix  aucuuiuinH:  omn.03  BospactHas — aHatomus,
¢busunonorus u ruruena, OI1.05.01 Omnepanunonnsie cuctembl u cpensi, OI1.05.02
ApxutekTypa amnmapaTHbix cpencts, OI1.05.03 MuadopmanvoHHbIe TEXHOJIOTHUH,
OI1.05.05 OcHoBbl mnpoektupoBanusi 0a3 ganubix, OI1.05.09 OcHoBBI Teopuu
uHpopmaiuu,OI1.05.10 TexHomoruu Gpuandeckoro ypoBHs rnepeaadyu JTaHHbIX.

[Ipodeccuonanbuoro monaynst [IM.05 Bemmonnenue paboT mo mnpodeccuu
pabounx 16199 OmnepaTop >3IEKTPOHHO-BHIYUCIUTEIBLHBIX W  BBIUMCIUTEIBHBIX
MaIlIWH.

[Tpu npoBeneHUN ayTUTOPHBIX 3aHATHI HEOOXOIUMO UCIIOIL30BaTh TOCOOUS U
Marepuaibl  (y4eOHO-METOJIMYECKUE  KOMIUIEKCHI,  BKJIIOYAIOIIME  TEPEUYCHD
KOHTPOJIbHO-U3MEPUTENbHBIX ~ MAaTEpUaoOB), MPE3CHTAIMOHHOE O0OpyAOBaHHUE,
HOPMAaTUBHO-TIPABOBYIO JOKYMEHTALHIO, PETYIUPYIOUTYIO JEATEIbHOCTh METOAUCTA.

[Ipu pabGoTe Haa BBHINOJIHEHUEM WHIAWBUIYAIbHBIX 3aJaHUN U PEIICHUU
CUTYaIIMOHHBIX 33/1a4 00YyJaroNUMCsl OKa3bIBAIOTCSI KOHCYJIbTAIIUH.

[TpousBoACTBEHHAs] TIpaKTHKA MPOXOJUT Ha 0a3ze MPEINPUATHI C KOTOPHIMU
3aKJIIOUYCHHBIM JIOTOBOpP, HAMNPABJICHUE JEATEIBHOCTH KOTOPBIX COOTBETCTBYET
npO(UITIO NOATOTOBKH 00yUYarOIIHMXCA.

4.4, KagpoBoe obecnieueHne 00pa3oBaTeILHOIO Mpoiecca
TpeboBanus k KBanuUKAIIMKA II€IarOrMYeCKUX KaJpoB, OOCCIECUYHUBAIOITUX
oOyYeHHE 10 MEXAWCIIMIUIMHAPHBIM KypcaMm: HaJMYWde BBICIIETO OOpa30BaHUS,
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cootBercTByomero npoduimto I[IM.04 Yuactre B OpraHuM3aluu TEXHOJIOTHMYECKOTO
mpolecca, MpoXoKIeHue 003aTeNIbHON CTaXKUPOBKH B MPO(HUIBHBIX OpraHU3aIUsIX
He pexe 1-ro pa3a B 3 roja.

TpeGoBanus K KBaIM(PUKAIMKA KaIpPOB, OCYIIECTBIAIONIMX PYKOBOJCTBO
IIPAKTUKOM:

Meroauueckuii  pyKOBOJAWTENb:  HaJM4Me  BBICIIEr0  OOpa3oBaHUA,
cootBeTcTBYIOmEro npopumo [IM.04 Yyactue B opraHm3aiuu TEXHOJIOTUYECKOTO
mpoliecca, MPoXoxAeHHEe 003aTEIbHON CTAXKUPOBKHU B MPOPUIBHBIX OpPraHu3aIusax
He pexe 1-To pasa B 3 roaa.

OOmmii M HEMOCPENCTBEHHbI PYKOBOAMUTENb: BBICIIEE OOpa3oBaHUE,
cootBeTcTBytomee npoduiato [IM.04 VYyactue B opraHuzanuu TEXHOJIOTUYECKOTO
npoluecca, onbIT padoTel B cepe CcoLMaIbHO-NEAArornyeckon AesITeIbHOCTH HE
MEHee O JIeT.
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5. KOHTPOJIb 1 OLIEHKA PE3YJIBTATOB OCBOEHUASA
MMPO®ECCHOHAJIBHOI'O MOAY.JIS (BUJA TPO®ECCUOHAJIBHON

JNESTEJBHOCTH)

Pe3yabTaTsl (0CBOEHHBIE

(I)OpMI)I U ME€TOAbI KOHTPOJIAI U

npogeccnoHalbHbIE OcHOBHBIE N0Ka3aTeJIN OLEHKH Pe3yJbTaTa
KOMIIETEHIUH) OUeHIH
IIK 4.1, VYuacTBoBaTb B | — 3HAHUE JEATEILHOCTH IIEPBUYHOTO — DK3aMCH,;
IJIaHUPOBAHUH ACATCIIBHOCTH | CTPYKTYPHOI'O NOAPA3ACICHHUS. — TCCTUPOBAHME,
HEPBUTHOTO CTPYKTYPHOI'O — KOMIUIEKCHAsl OL€HKa
MOApa3ACICHUA. PCLICHUS CUTYallMOHHBIX 3a1a4,
INK 4.2. VYyactBoBaTh B — Ha0JIIOJICHHUE U OIICHKA

pa3paboTke " BHE/IPCHUU
TEXHOJIOTUYECKUX TPOLIECCOB.

— 3HaHHUE U BHEAPCHHUE TEXHOIOTHYECKUX
MPOLIECCOB.

petieHus mpodeccruoHanbHbIX
3aja4;

— KOMIUICKCHAsI OLIEHKA
BeinosiHenus CPC;

— OIICHKA BBIMOIHEHUS BUIOB
paboT B mporecce MpOXOoKASHHUS
yueOHOM MPaKTHKH

K 43.

Pa3zpabaTeiBaTh M | — aHaNM3 M COCTABICHUE TEXHUYECKOHN U — 9K3aMeH;

0hOpMIIATE ~ TEXHUYECKYIO U | TEXHOJOTMYECKOH JOKYMEHTALMH. — OIlEHKa pelIeHUs

TEXHOJIOTUYECKYIO CUTYAIIMOHHBIX 33734

JOKYMCHTALINIO. — a@HaIM3 pEe3ylbTaTOB CBOEH
HpPaKTUYECKOH paboTsl o
HU3y4aeMoi TeMe.
— OIleHKa BBIMOJTHEHHUSI
CaMOCTOSTEIbHOM PabOTHI;
— OIICHKA BBINOJIHCHUSI BHUJIOB
paboT B mporecce MpOX0XKICHUS
yueOHOM MPaKTHKH

IK 44. ObecneynBath | — COONIOIEHHE TEXHOIOTHYECKON U — aHaJu3 pe3yNbTaToOB CBOEH

COOIOIEHUE TEXHOJIOTHUYECKON U TIPOU3BOJICTBEHHON TUCLUIUIAHEI. NPaKTUYECKOH PabOThI MO

IIPOU3BOJCTBEHHOU U3y4aeMoH TeMe

JTUCLIUIIINHEL.

ITIK 4.5. OGecnieunBarh | — COONIOAEHNE TEXHUKH OE30MACHOCTH NPH — DK3aMeH;

coOoieHIe TE€XHUKH | BBITOJHCHHUU PabOT — OIICHKAa BBITIOJHEHUSI BHJIOB

6e30MacHOCTH.

pabot B mporiecce MPOXOKIACHUS
y4eOHOI TpPaKTHK

TIK 4.6 BeInoaasaTs
MPOEKTHPOBaHKE KaOeIbHOM
CTPYKTYPbI KOMITBIOTEPHOM
CETH.

- BBIIIOJITHCHUC BCCTO KOMIIJICKCA MPOCKTHBIX

pabor, CBSI3aHHBIX C CO3/IaHUEM
KOMIBIOTEPHOH CeTH («II0/ KITI0W»);

- TpaMOTHOCTh HCIIOJIL30BaHUSA IT-
TEXHOJIOTHH, B TOM YHCIIE
CHEHHATU3UPOBAHHOTO MIPOrPaAaMMHOTO
obecrieyeHus, npu HMPOEKTHPOBAHUH
KOMIIBIOTEPHBIX CETEH;

- KaueCcTBO  OpraHum3amudd  paboT 1o

NPOEKTHPOBAHHIO KOMIIBIOTEPHBIX CETEIf;
- obecnieunBaTh OECKOH(IMKTHOE BHEAPECHHE

U BBOJ B OKCIUIyaTal[MI0 CO3/1aBAEMOr0
00BEKTa;

- [Opd  TOPOEKTHPOBAHMU  OOECICUUBATH
MEpPCIEKTUBBl  JUIs  OyAylmero  pa3BUTHS

KOMHBIOTCpHOﬁ CCTH.

- OK3aMCH,

-TCCTUPOBAHUEC,

- KOMIIJICKCHasl OIICHKa PCHICHUA
CUTYAalMOHHBIX 3a4a4;

- aHaIM3 pe3yJIbTaTOB CBOECH
IIPAKTUYECKON paboTsl o
U3y4aeMoH TeMe;

- OLICHKa BBINOJTHEHUS

CaMOCTOATENFHON pabOTHI;

- OLIEHKA COCTABJICHUs arOPUTMA
OpraHu3anuvu JACATCIBPHOCTU
METOJIHCTA.

[IK 4.7 OcymiecTBnsTh BHIOOD
TEXHOJIOTUH, HHCTPYMEHTAIIbHBIX
CPEIICTB U CPEACTB
BBIYHCIIUTEIBHOW TEXHUKH TIPH
OpraHu3alMy mpouecca

- [eecoo0pa3HOCTh OCYIIECTBICHUS BBHIOOPA
TEXHOJIOTUM, WHCTPYMEHTAJIbHBIX CPEICTB M
cpeacts BT;

- TPaMOTHOCTH IUIAHUPOBAHUA W IPOBCIACHUA
HEOOXOIMMBIX  TECTOBBIX  IPOBEPOK W

- HaOiomeHWe W OLICHKA
pemeHns npodeccroHaNbHBIX
3am1ad;

- KOMILJICKCHAS OIICHKa
BBINOJIHEHHS MPaKTHYECKUX
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pa3paboOTKH U KCCIeA0BaHMUS
00BEKTOB TIPOPECCHOHANBHOM
JIeSATEIbHOCTH

MPOPUIAKTUIECKUX OCMOTPOB;

- KBAIM(QUIIMPOBAHHOCTh OpTaHU3AINH U
OCYIIECTBIICHHS MOHHTOPHHTA
HCIIOJIb30BaHNs BEIYMCINTEILHOMN CETH;

- TOYHOCTDb U CKPYIYJIE3HOCTh (PUKCHPOBAHUS
U aHamu3a c0OeB B paboOTe CEPBEPHOrO H
CeTeBOro OOOpYNOBaHUS, CBOEBPEMEHHOCTh
NPUHATHS ~ pElIeHHssT O  BHEOUYEPEIHOM
OOCITy’)KUBAaHUHM TPOTPAMMHO- TEXHHUYCCKUX
CPEICTB;

- CBOCBPEMEHHOCTHb BBIITONHEHHUS MEJKOTO
pemMoHTa 000pyIOBaHUS;

- TpaMOTHOCTh H aKKypaTHOCTb BEICHHSA
TEXHUYECKON M OTYETHOM TOKYMEHTALIUU.

3agannii, CPC;

- Ipe3eHTaIHA pa3pabOTaHHBIX
MoZeJel NIpeaMETHO-
Pa3BUBAIOILEN CPEIBL;

- OLIEHKA PEIICHUS
CUTYaI[OHHBIX 3a]1ay;

- aHaJIM3 pe3yJIbTaTOB CBOEH
MIPaKTHYECKOM paboTsl o
HU3y4aeMOU TEME;

- OLEHKa BBINOJHEHHUS BHUJIOB
paboT B mporecce MPOXOXKACHUS
yueOHOIl W TIPOW3BOJCTBEHHOMH
TIPaKTHK

[IK 4.8006ecneunBatp 3ammuTy
MHPOPMALIIH B CETH C
HCIIOJIE30BAaHUEM PO PaAMMHO-
anmnapaTHBIX CPECTB.

- TONHOTAa  OOECHEUYCHHS  HANM4uuid U
paboTociocoGHOCTH TIPOTPaMMHO-
TEXHHYECKHX CpEICTB cOOpa MaHHBIX Ul
aHaiM3a IOKa3aTesiel  MCIOJb30BaHUS U
(YHKIIMOHUPOBaHUS KOMITBIOTEPHOM CETH;

- TPaMOTHOCTb U CBOEBPEMEHHOCTb JECHCTBUIL
0 aIMHHUCTPHUPOBAHHUIO CETEBBIX PECYPCOB;
- 0eccOOMHOCTh  MOJAEPIKAHUS  CETEBBIX
peCypCcoB B aKTyaJlbHOM COCTOSIHHH;

- TIIATEITbHOCTD MOHHUTOPHHTA
HCTIONIB30BAHUSA cetn Wntepuer "
3JIEKTPOHHOH ITOYTHI;

- PperymspHOCTE BBOAA B JICHCTBHE HOBBIX
TEXHOJIOTHH CHCTEMHOTO
aJIMUHUCTPHUPOBAHHS.

- DK3aMeH;
- OLICHKA PEeIICHUS
CHTYallMOHHBIX 3a/a4d

- aHamM3 pe3yJbTaToOB  CBOEH
HpPaKTUYECKOH paboTsl o
uzydaemMoii teme (peduiekcus
CBOEH 1eATENbHOCTH);

- OLICHKa BBIITOJIHCHU A
CaMOCTOSATENIFHON pabOTHI;

- OIIGHKa [0 HTOTaM 3aIlUTHI
KypCOBO# paboTHI;

- OLICHKA JOKJIaJa O HepeaOoBOM

OTIBITE Te1aroroB
JIOTIOTHATEIEHOTO 00pPa30BaHHS;

- OIICHKA TIPE3EHTAIN
METOAMYCCKOTO nopTdomo

HCIIOJIB30BAaHMA OIIbITA IICAAroroB
JIONIOJTHUTENEHOTO 00pa30BaHus;
- OICHKa BBIIIOJIHCHUSA BHUJIO0B
pabot B mpoliecce MPOXOKACHUS
y4eOHOIl W TPOW3BOJCTBEHHOMN
TIPAKTHK

[IK 4.9 IIpuanMaTh ygacTue B
NPHEMO-CIATOYHBIX UCITBITAHHUAX
KOMIIBIOTEPHBIX CeTel U
CETEeBOro 000pyLOBaHHUS
Pa3IMYHOTO YPOBHS H B OLICHKE

- IPOAYKTHUBHOC Y4aCTHUC B IIPUEMOCAATOYHBIX
HUCIIBITAHUAX KOMIBIOTEPHBIX cereit n
CETEBOT'O O60pyZ[OBaHI/I$[;

- HOPaBWJIBHOCTL MW aApPTYMCEHTHUPOBAHHOCTbH
OLICHKH Ka4yeCcTBa n SKOHOMHYECKOM

- QHAJIU3 Pe3yJbTaTOB CBOCH
NPaKTHYeCKOW paboThI MO
n3ydaeMoit TeMe (pedIercus
CBOCH NIEATEIBHOCTH);

- OLICHKA IeJIarOrn4ecKux

KadecTBa M SKOHOMHUYECKON 3¢ PEKTUBHOCTH CETEBO TOIOJIOTHH; pa3paboTox;
3¢ HEKTHBHOCTH CETEBOI - TIPaMOTHOCTb IIPUMEHEHHUS HOPMATUBHO- | - B3AMMOOLIEHKA YCTHOIO
TOIIOJIOTHH. TEXHUYECKOH JOKYMECHTaUU B obmacTu BBICTYILJICHUAA,
UH(OPMALMOHHBIX TEXHOJIOTHII; - CaMOOIICHKA ITyOJINYHOTO
- OCO3HAHHOCTDb MPUMCHCHUSA OTCUCCTBCHHOI'O BBICTYIUJICHUA
U 3apyOeKHOr0  OMbITa  HCIIOJb30BAHHS
POrPaMMHO-TEXHHYESCKUX CPEJICTB.
1K 4.10 BeimonHsTh TpeOOBaHUS | - NPABUIIBHOCTb, TEXHMYECKAs ¥ IOPUIMYECKas | - DK3aMEH;

HOPMAaTHBHO-TEXHIUYECKON
JIOKYMCHTAIUH, UMETh OITBIT
o opMIICHHS TIPOCKTHOM
JIOKyMEHTaLUH.

T'paMOTHOCTb MIPUMCHCHUSA
TEXHUYECKOMN JAOKYMCHTAlMU B
I/IH(bOpMaIII/IOHHI)IX TeXHOJ’IOFHﬁ;

- OPOAYKTUBHOCTH YYacCTUs B IJIAHUPOBAHUHN

HOPMAaTHBHO-
obactu

pa3BUTHS  TPOTPAMMHO-TEXHHYECKOH  0a3bl
OpraHu3aluy;
- apryMeHTHPOBAHHOCTh 000CHOBaHHUSA

MPEUIOKEHUH 10  peain3alyd  CTPaTeTHH
OopraHu3ani B 00sacTH HWH(OPMAIIOHHBIX
TEXHOJIOTHH;

- TPONYKTHBHOCTb Y4acTUs B
KOH(epeHIMsX, CEMHHAPaX;

HAay4YHbIX

- KOMIUIEKCHAsI O[eHKa
BBINOJIHEHHS TUCbMEHHBIX PadoT,
MPaKTHYECKUX 3aJ[aHU;

- OLICHKA pelICHHs
CUTYaUMOHHBIX 3a1a4,

- aHalnu3 pe3ylbTaTOB CBOEH
NIPaKTU4ECKON paboTsl 1o
m3ydgaeMoil  Teme  (peduexcust
CBOEH eATENFHOCTH);

- OIICHKa BBIITOJIHCHU S
CaMOCTOSTEIILHOM PabOTEHI;

- OLIEHKa IIpe3eHTaINH
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- TOYHOCTb M TPaMOTHOCTh OGOPMIIEHHUS | TOPTHOIHO Oymymero
TEXHOJIOTUYECKOH JIOKyMEHTAI[HH, ee | CHeluaIncTa;

- OIEHKAa BBINOJHEHHUS BHIOB
paboT B mpolecce NPOXOXKICHUS
yu4eOHOIl W TIPOM3BOJCTBEHHOMH
MPAKTUK

[IK 4.11. AqMuHUCTPUPOBATH
JIOKAJIbHBIE BEIYUCIIUTEIbHBIC
CEeTH U IPUHUMATH MEPHI 10
YCTPaHEHHUIO BO3MOXKHBIX COOEB.

O1eHKa «OTIUYHOY - TEXHUYECKOE 3a1aHKe
[IPOaHATU3MUPOBAHO, ATOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJJaHUIO U
o(opMIIEH B COOTBETCTBUH CO CTaHAAPTaMH,
TIOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
O11eHKa «XOPOIIO» -aJITOPUTM pa3paboTaH,
0(hOpPMIICH B COOTBETCTBUH CO CTaHIAPTAMHU H
COOTBETCTBYET 3aJaHUIO, TOSCHEHEI ero
OCHOBHBIE CTPYKTYPHI.

OneHKa «yIOBIETBOPUTEIILHOY - AITOPUTM
pa3paboTaH U COOTBETCTBYET 33IaHHUIO.

Ok3ameH/3aueT B hopme
cobeceoBaHMs: MPAKTUIECKOE
3ajIaHKe MO MTOCTPOCHHUIO
aNTOPHUTMA B COOTBETCTBHU C
TEXHUYECKUM 3a/IaHAEM

3ammra OT4ETOB 10
MPaKTUYECKUM U J1a00paTOPHBIM
pabotam

[IK 4.12. AnMuHHECTPHUPOBATH
CEeTEeBBIE PECYPCHI B
MH(OPMALMOHHBIX CHCTEMAaX.

OmueHKa «OTIUYHOY - TEXHHIECKOE 3aJaHIe
MIPOaHATU3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJJaHUIO U
o(opMIIeH B COOTBETCTBUH CO CTaHAapTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
O11eHKa «XOPOLIO» -aJITOPUTM pa3paboTaH,
o(opMIIeH B COOTBETCTBHH CO CTaHAAPTAMH U
COOTBETCTBYET 33JaHHIO, TIOSICHEHEI €T0
OCHOBHBIE CTPYKTYPBHI.

OmueHKa «yZOBICTBOPUTEIHEHO» - aJTOPUTM
pa3paboTaH U COOTBETCTBYET 3aIaHMIO.

Ok3ameH/3a4eT B popme
cobeceJoBaHUs: MPaKTUYECKOe
3aJ]aHue M0 TIOCTPOCHUIO
aJIroputMa B COOTBETCTBUHU C
TCXHUYCCKHUM 3aJaHUCM

3amuTa 0OT4eTOB 10
NPaKTHYECKUM U J1a00paTOpHBIM
paboTtam

IIK 4. 13. O6ecmieunBaTh cOOp
JAHHBIX AJIST aHATHN3a
UCIIOJIb30BaHUS U
(yHKIIMOHUPOBAHUS
MPOTPaMMHO-TEXHUYECKUX
CPEICTB KOMIILIOTEPHBIX CETEH.

OueHKa «OTIUYHOY - TEXHHIECKOE 3aJaHHe
IIPOAHAU3MUPOBAHO, ATOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJaHHIO U
o(opMIIeH B COOTBETCTBUH CO CTaHAaPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
O11eHKa «XOPOIIO» -aJITOPUTM pa3paboTaH,
oopMIIeH B COOTBETCTBHH CO CTaHAAPTAMH U
COOTBETCTBYET 3a/IaHUIO, ITOSICHEHBI €T
OCHOBHBIE CTPYKTYPBHI.

OueHKa «ylOBICTBOPUTEIHEHO» - aJTOPUTM
pa3paboTaH U COOTBETCTBYET 33/IaHMIO.

Ok3ameH/3a4eT B popme
co0OecemoBaHMs: MPAKTHIECKOE
3aJ]aHue M0 TIOCTPOCHUIO
QJITOPUTMA B COOTBETCTBUH C
TEXHUYECKUM 3aJ]aHUEeM

3amuTa OT4eTOB 10
NPaKTHYECKUM U JIa00paTOPHBIM
pabotam

TIK 4.14. BzaumonaeiicTBOBaThL CO
CIEUATNCTAMHU CMEKHOTO
npoduIst Ipu pa3paboTke
METOJIOB, CPEJICTB M TEXHOJIOTHIA
MIPUMEHEHUS 00BEKTOB
npodeccnoHambHOMI
JIeSTeIIbHOCTH.

OLeHKa «OTIMYHO» - TEXHUYECKOE 3a/laHue
NPOAHAITU3UPOBAHO, ATOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHYECKOMY 3aJaHHIO U
0(hOpPMIICH B COOTBETCTBUH CO CTaHIAPTaAMH,
MOSICHEHBI €0 OCHOBHBIE CTPYKTYPEI.
O11eHKa «XOPOIIO» -aITOPUTM pa3paboTaH,
oopMIIeH B COOTBETCTBHH CO CTaHAAPTAMH U
COOTBETCTBYET 331aHHIO, TIOSICHEHBI €ro
OCHOBHBIE€ CTPYKTYDBEI.

OneHKa «y[OBIETBOPUTEIILHOY - aITOPUTM
pa3paboTaH U COOTBETCTBYET 33IaHHUIO.

Ok3ameH/3a4eT B popme
co0OeceoBaHMs: MPAKTHIECKOE
3aj1aHKe M0 IIOCTPOCHHUIO
aNITOPUTMA B COOTBETCTBHH C
TEXHUYECKUM 3aJ]aHuEeM

3amuTa 0OT4eTOB 10
NPaKTHYECKUM U J1a00paTOPHBIM
pabotam

TIK 4.15. YcraHaBnuBaTh,
HACTPaHWBAaTh, SKCIUTYaTHPOBATh H
00CITy’)KUBaTh TEXHUYCCKHE U
MPOTPaMMHO-aIapaTHEIC
CpeICTBa KOMITBIOTEPHBIX CeTeH

— JEMOHCTpALUs HABBIKOB TOUHOU U
ObICTPOI HACTPOUKH CETH;

— U3JI0’)KEHUE KaUECTBEHHBIX PEKOMEHAAUil
I10 TIOBBIIIEHHUIO PAOOTOCIIOCOOHOCTH CETH;

— 000CHOBaHME BBIOOPA TEXHOJIOTHIECKOTO
000pyIOBaHUS JUISI HACTPOUKH CETH;

— JEMOHCTpAIMS HaBBIKOB pacueTa BPeMEHU
JUIsl HACTPOMKH CETH;

— odopMmieHne, TOYHO U
TEXHOJIOTHYECKOW JOKYMEHTAIHH.

TpaMOTHO

- DKCIEpTHasl OLIEHKA
pe3yabTaToB AeSATEIbHOCTH
o0yuaromuxcs B Ipouecce
OCBOEHHs 00pa30BaTEIHHOM
MIPOrpaMMBbl

- Ha TIPaKTHYECKUX 3aHATHAX,
- TIPH BBHITIOJTHEHUH
OTIpeIeNIEHHBIX BUJOB PaboT
NIPOU3BOJICTBEHHON ITPAKTUKH,
-3a4eT 10 pa3feiy NPaKTUKN
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TIK 4.16. ITpoBoauTth
npoduakTHueckue paboTel Ha
00BEKTax CeTeBOH
HHPPACTPYKTYPHI U paboInx
CTAHIUIX

— JeMOHCTpanus HaBBIKOB TOYHOM 1
OBICTPOI HACTPOMKH CETH;

— IIPeJCTaBJICHUE HABBIKOB Ka4eCTBEHHOT'O
aHAJIM3a CBOWCTB CETH, HCXOAS U3 e¢
CITy’keOHOTO Ha3HAYCHHUS,;

— M3JI0KEHHUE KaueCTBEHHBIX PEKOMEH AN
T10 TIOBBIIICHHUIO TEXHOJIOTHYHOCTH CETH;

— JIeMOHCTpAIMsl HABBIKOB TOYHOTO U
IpaMOTHOT0 O()OPMIICHUSI TEXHOJIOTHYECKOH
JIOKyMEHTAIHH.

- Ha MIPAKTHYECKHUX 3aHATUAX,
- IPY BBITTOJTHEHUH
OIIPEAEIEHHbBIX BHOB paboT
TIPOU3BOICTBEHHOH NMPAKTUKH
-3a4eT 10 pa3/ieNy MPaKTHKH

IIK 4.17. DxcrmyaTanuu
CETEBBIX KOH(pHUTYpannii.

— JIEMOHCTpAIIUs HABBIKOB TOYHOU U
OBICTPOI HACTPOMKH CETH;

— TMpeCcTaBJICHHE HABBIKOB KAYECTBEHHOTO
aHaJIM3a CBOMCTB CETH, UCXOS U3 €€
CITy’keOHOTO Ha3HAYCHUS,;

— JEMOHCTpAIis HaBBIKOB BEIOOpa CIIOCOO0B
HACTPOUKH U TEXHOJIOTUYECKU IPAMOTHOE
Ha3HaYCHHE TEXHOJOTHUECKOH Oa3pl

- DKCIepTHasl OI[CHKA
PE3yJIbTaTOB AEATEIBHOCTH
o0OyJaromuxcs B Ipo1ecce
OCBOCHHS 00pa30BaTEIFHON
TIPOTPaMMBbI

- Ha MIPAKTHYECKHUX 3aHATHAX,
- IPY BBITTOJTHEHUH
OTIpeIeIeHHBIX BUJIOB paboT
IIPOU3BOJCTBEHHON IIPAKTUKH,

I1K 4.18. YyactBOBath B
pa3paboTKe CXEMBbI
MOCJIeaBapuIHOTO
BOCCTAHOBJICHUSI
paboTocmocobHOCTH
KOMITBIOTEPHOU CETH, BBIIOIHSATD
BOCCTAHOBJICHUE U PE3EPBHOC
KOMUpOBaHue HH(HOpMaLUK

— JIeMOHCTpAIMsl HaBBIKOB BbIOOpa U
HCIIOJIb30BaHUs MAKETOB NMPHUKJIATHBIX
IIporpamMm i pa3paboTKu KOHCTPYKTOPCKOM
JOKYMEHTAINX ¥ POESKTHPOBAHHS
TEXHOJIOTHYECKHX MIPOLIECCOB

- OKCIepTHasl OI[CHKA
pe3yIbTaTOB JESATEIbHOCTH
00yYaroIuXcs B MPOIIECCe
OCBOEHHS 00pa30BaTEIbHOM
IIPOTPaMMBbI

- Ha MIPAKTHYECKHUX 3aHATHAX,

- IPY PENICHUH CUTYallMOHHBIX
3ajad,

- IPY BBITTOJTHEHUH
OTIpeIeNIeHHBIX BUJIOB paboT
IIPOU3BOJCTBEHHON IIPAKTUKH,
- 3a4eT M0 pa3fiely NPaKTHKU

1K 4.19. Opranu3oBbIBaTh
MHBEHTAPHU3ALHIO TEXHUYECKUX
CpE/CTB CEeTEBOM
MH(PACTPYKTYPBI, OCYIIECTBIISATH
KOHTPOJIb MOCTYIHUBILETO U3
peMoHTa 000pyIOBaHUS

— JIEMOHCTpAIIUs HABBIKOB BBIOOpPA U
HCTOJIb30BaHUS MTAKETOB MPUKIIATHBIX
porpaMM Jyist pa3paboTKH KOHCTPYKTOPCKOM
JIOKYMEHTAIIUU 1 IPOCKTHUPOBAHUS
TEXHOJIOTHYECKUX TPOIIECCOB

- Ha IIPaKTHYECKUX 3aHATHAX,
- 3a4€T 110 pa3jely NPaKTUKU

IIK 4.20. BrpmonHsats 3aMeH
PaCXOJIHBIX MaTEepHaliOB U MEJIKU
PEMOHT nepudepuiiHor
000opymoBaHuUs, OTpeIeIsIT
ycTapeBiiee  00opyaoBaHUE

MpOTPaMMHBIE CPEJICTBA CETEBO

HHQPACTPYKTYPHI

— BBINIOJIHEHNE 3aMEH PACXOJHBIX
MaTepHaJIOB U MEJIKUH PEMOHT
niepudepuitHoro 00OpyROBaHNUS, ONPENEIISITh
ycrapesiiee 000pyioBaHHE U TPOTPaMMHBIE
CpeICTBa CEeTeBOM MHPPACTPYKTYPHI.

- Ha MIPAKTHYECKHUX 3aHATUAX;
- TIPY BBITTOJTHEHUH
OIIpEeEIeHHbIX BUJOB padoT
TIPOMU3BO/ICTBEHHOH NPAKTUKH.
-3KCIEPTHAs! OLIEHKA PE3YJIbTaTOB
JeSITeIbHOCTH 00yJaromuxcs B
HpolLEcCce OCBOSHHUS
00pa3oBaTeNbHON MPOTPaMMBI

q)OpMBI H MCTOJbI KOHTPOJIA WM OLCHKH PCE3YyJIbTATOB O6y‘{€HI/I5[ JOJDKHBI

MO3BOJISAITh  MPOBEPSTH

npoeCCUOHANIBHBIX KOMITETEHITUH,

y oOydJarommxcst He

o0ecneunBaroIIUX UX YMEHUH.

TOJIBKO

c(hOpMHUPOBAHHOCTH

HO ¥ pa3BUTHE OOIMMUX KOMMETEHUIUH U

Pe3yabTaThl OcHoOBHbIE MOKA3aTe/H OLIEHKH pe3yJibTaTa DopMBbI M METOIbI KOHTPOJISI
(ocBOEHHBIE 00IIIME U OLEHKHU
KOMIICTCHIMH)
OK 1. IloHumarp CyOIHOCTh H | - HAJWYHME IIOJNOKHTENBHBIX OT3BIBOB MacTepa | - HaONIOJICHWE M OICHKa
CONMANBHYIO 3HAYUMOCTh CBOEH | MPOM3BOJACTBEHHOTO 0OydUeHHs, paboToIaTeNs; BBITOJIHEHUS ~ J1aOOPaTOPHBIX,
Oynymeit npodeccuu, MPOSBIATh K | -  JEMOHCTpAalus  WHTepeca K  Oyaymed | mpakTHYecKuX,
Hell ycTOIuuBBIN HHTEpEC. npodeccun KBaIM(UKAIMOHHBIX PaboT BO
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- aKTHBHOCTb, HMHHULIMATHBHOCTE B IIpoLecce| BpeMs y4eOHOI u
OCBOCHUSI NPO(ECCHOHATIBHON IEATeIIBHOCTH. MPOU3BOACTBEHHON NPaKTHKH;
- aHaIu3 pe3yJIbTaToB
po(OPUCHTAIIIOHHOT O
TECTHPOBAHHUS;
- HaOmromeHne ©  OIEHKA
BBITIOJIHEHHsI  J1aOOpaTOPHBIX,
MPaKTHYECKUX,
KBaNM(pUKAIUOHHBIX PaboOT BO
BpeMs y4eOHO u
MIPOM3BOJICTBEHHOH MPAKTHKH.
OK 2. OpraHu30BbIBaThH | - MPaBUIbHBIM BHIOOpP M NMpPUMEHEHHE CIOCOOOB | - HAaOJIOAEHHE M OSKCHEpPTHAs
COOCTBEHHYIO IeATENFHOCTh, | pelIeHHs NPO(QeCcCHOHANBHBIX 3ala4 B OOJNAcTH | OIEHKa  IOCJIeNOBATEIbHOCTH
ONpeseNsATh  METONBl  PEHICHHs | TEXHHYSCKOrOo  OOCHY)KMBAaHHS M  PEMOHTA | BBHIOJHCHUS padot B
npohecCHOHATBHBIX 3amad, | aBTOMOOHIIS; COOTBETCTBHH 3aJaHUS;
OLCHUBATh WX 3(Q(PEKTHBHOCTH M | - IPAMOTHOE COCTABJIECHHE IIOCIEIOBATEIBHOCTH | - 9KCIIePTHAS OLICHKA
Ka4ecTBO. ma00paTOPHO-TIPAKTHYECKONW pPabOTEHI; BBITTOJTHEHHS nmabopaTopHO-

- JIEMOHCTpanus MIPaBUIBHOM | MpaKTHYECKOH paboThI;
MOCNIEIOBATEILHOCTH ~ JIeHCTBUI  BO  Bpems | - HaONIOJIGHWE W OLIEHKa
BBIIIOJIHEHHUS ~ J1aOOpAaTOPHBIX,  MPAaKTHYECKHX | BBHINOJHEHHS  JIaDOpaTOPHBIX,
pabor, 3amanuii Ha y4eOHOI, MPOM3BOACTBEHHOMN | MPAaKTHYECKUX,
TIPaKTUKU. KBaJTU(PHUKAIIMOHHBIX PabOT BO
BpeMs yueOHOM u
IIPOU3BOJCTBEHHON MIPAKTUKHU.
OK 3. OrmeHuBaTb pPHUCKM M | -  CBOEBPEMEHHOCTh  PpETryJHUPOBaHMS  Ha | - pEUICHHE CUTYaI[HOHHBIX
NIPUHAMATh pemeHns B | I3MEHEHHUE CUTYaIUH; 3azad;
HECTaHJAPTHBIX CUTYaLUsX. - aJCKBATHOCTh  MPUHATUS  pEIICHHS B | - pe3yiabTaToB HaOIMIOACHUIT 3a
HECTaHJAPTHBIX CUTYAIUSIX JIESITEIIEHOCTBIO
oOydatorerocs B mporiecce
- TIPaKTUYECKUX  3aHATHH,
NeAAroru4ecKom MpaKTUKU.
OK 4. OcymecTBasiTh MOUCK, | - 3¢ G eKTUBHBII TTOUCK HEOOXOIUMOH | - JKCIEepTHAs OIICHKA
aHanM3 W OUEeHKYy HHpopMauuy, | MHOPMAIUH; pe3yJbTaToB TIOUCKa
HEOOXOAMMOM JJIsl TOCTAHOBKM M | - BJIAJCHUE COBPEMEHHBIMH METOJAaMM IOMCKa | MH(OPMAINH;
petieHus npo¢eCCUOHANBHBIX | UH(DOPMAITUH. - aHaiM3  HUCIOJIb30BaHHUS
3a7a4, Npo(eccCHOHANBHOTO U OHOIMOTEYHBIX PECYPCOB, CETH
JIMYHOCTHOTO Pa3BUTHSI. WurepHer.
OK 5. Hcnonb3oBaTh | -  JI€eMOHCTpAlMsi  HABBIKOB  HCIIOJIb30BaHUS | - JKCIepTHAs OlIeHKa
nHpopMannoHHo- nH(pOpPMaMOHHO-KOMMYHHKAITHOHHBIX BBITIOJTHEHHS pabor Ha
KOMMYHUKAIIMOHHBIE TEXHOJIOTHH | TEXHOJIOTHH B MPO(ECCHOHAIBHOMN NEITENIFHOCTH; | MPAKTUUECKUX 3aHATHAX;
TSt COBEpPIICHCTBOBAaHUS | - paboTa C PasIMYHBIMA MIPUKITAIHBIMH | - aHaIH3 pe3yIbTaToB
IpoeCCHOHAIBHOM eI TEIFHOCTH. | POrpaMMaMH. BBITIOJTHEHHS MPaKTHIECKUX
3aJaHUi ¢ NPUMEHEHHEM
MH(OPMaIMOHHBIX
TEXHOJIOTUil.
OK 6. PabGoraTp B KOJUIEKTHUBE H | - 3¢ PEeKTUBHOCTD B3aMMOJICHCTBUU C | - JKcmepTHOe HaONIOAEHHE U
KOMaH/ie, B3aMMOJICHCTBOBATh C | OOY4YAIOIIMMMCS, PENOJaBaTeIsIMU U MacTepaMH | OL[CHKA BBITIOJIHEHUST paboT Ha
PYKOBOJICTBOM,  KOJUIETaMH U | 1I/0 B X0Jie 00y4eHusl. IPAKTUYECKUX u
COLMAJIbHBIMU MAPTHEPAMH NabOpaTOPHBIX  3aHATHAX BO
BpeMs yueOHO u
MPOM3BOJICTBEHHOH ITPAKTHK.
OK 7. CraBuTh LIeNW, | - YMEHHE CTaBUTb LeJb, BHIOMpaTh METOABl M | -  OIEHKa  IUIAHUPOBaHUS
MOTHBHPOBATh JIeITeNIbHOCTh | TIPUEMBI, HalpaBlieHHble Ha (opMupoBaHHE | pabOTHI OpraHU3alNy;
00ydJaromuxcsi, OpraHU30BBIBaTh M | MOTHBALMHU ITO{YMHEHHBIX; - MHTEpIpEeTaLys Pe3yJbTaToB
KOHTPOJIMPOBaTh HMX paboTy ¢ | - yMeHHE IUIaHMPOBaTh paboTy OpraHm3alMu W | HaOJIOAEeHWH 3a
MIPUHATHEM Ha ce0s1 | KOHTPOJIb HaJl AESTEILHOCTBIO MO JYMHEHHBIX; JIeSITEIIbHOCTBIO
OTBETCTBEHHOCTH 332  KayecTBO | - NPOSBIEHHE OTBETCTBEHHOCTH 32 KadeCcTBO | oOyvaromierocss B Ipolecce
00pa3oBaTeIbHOrO Ipolecca MIPOU3BOJICTBEHHOTO mporecca (3aHATH, | TPOdEeCcCHOHATIBHON PAKTHKH;
MEpONPHUSITHH).
OK 8. CaMOCTOSITETBHO | ~yMEHHE CaMOCTOATENBHO PellaTh INIAaHUPOBaHUE | - OIIeHKa MPAKTHIECKUX
OTIpeIeTSITh 3a1auM | U BBHIOOD METOJIOB u npuéMOB | 3aHATHI 110 peLICHUI0
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npodeccHoHaATLHOTO " | MpoPeCcCHOHATEHOTO M JIUTHOCTHOTO PA3BHUTHS; MEIarorn4ecKmx 3aaaq;
JIMYHOCTHOI'O pasBUTHA, | - CaMOaHANM3 W KOPPEKIHWS pe3yNbTaToB | - HAONIOJAGHWE W OIICHKa
3aHUMATbCA  CcaMOOOpa3oBaHWEM, | COOCTBEHHOI pabOTBI Ha OCHOBE W3YUYCHHS | MPAKTHYECKUX  3aJaHUH  BO
OCO3HaHHO IUTAHUPOBATh | IESATEIbHOCTH APYIUX II€Aaroros; BpeMs yaeOHoI Hu

TIOBBIIICHUEC KBaJII/ICI)I/IKaI_lI/II/I

- UCMIOJIb30BAHUE PA3JIMYHBIX BUAOB NCTOYHHUKOB,

MPOMU3BOJICTBEHHOH MPAKTHK;

BKJIFOYAsl DJIEKTPOHHBIE KATaIOTH, 0a3bl JaHHBIX M | -  BBINOJHEHHE W  3allUTa
HUHTEPHET. pedepaTHBHBIX, KYPCOBBIX

pabor.
OK 9. OCyIIeCTBIATh | - aJamnTalus METOJUYSCKMX MaTepHaloB K | - HAOMIOJEHHE U OIEHKa
npodeCCHOHANBHYIO NESITEILHOCTD | U3MEHSIOMUMCS  YCIOBHAM TMPOGECCHOHATBHOM | MPAKTHIECKUX 3aHATHH,
B YCIIOBHSAX OOHOBIICHUS €€ LN, | AeATeTbHOCTH c y4eTOM NICUXOJIOTO- | HabJoJeHne B mpolecce

coaeprKaHusA, CMEHBI TEXHOJIOTHH.

TIeTarOTMYECKIX 0COOEHHOCTEH O0yJarommxcs: u
BHU/Ia 00Pa30BaATENBHOTO YUPEIKACHHUS;

- MIPOSIBJICHUE MHTEPeca K MHHOBAIUSAM B 001acTH
JIOIIKOJIFHOTO 00pa30BaHuUs

MPOMU3BOJICTBEHHOH MPAKTHKH.

OK 10. OcymiecTBIATH
MpOQUITAKTUKY TpaBMaTu3ma,
obecrieunBaTh OXpaHy JKH3HUA H
310pPOBbs 00Y4AIOIIHUXCSI.

- IUTAaHUpPOBaHWE CI0COO0OB ((hopM W METOIOB)
MpoQMIAKTAKA  TpaBMaTuU3Ma,  oOecredeHus
OXpaHbl KHM3HH M 3I0POBbS OOyYAIOIIUXCA B
poheCCHOHATBHON NeATeIbHOCTH;

- co0uo1aTh IpaBUiIa pOQUITaKTHKH
TpaBMaTu3Ma, OOECIeYEHHs OXpaHbl JKU3HH U
30POBBsSl  JIeTed B MpOLIECCEe IMPAaKTHYECKOM
JIeATeIbHOCTH

- OICHKa INIaHOB, KOHCIICKTOB

MEPOIIPUATHIA;

- HaOmromeHne W OIEHKA
NPAKTUYECKUX 3aHATUH,
HAOJIOIGHHe B IIpoliecce

IIPOU3BOJCTBEHHOU IIPAKTUKHU.

OK 11. Crpourts | - coOmtofieHre MPaBOBBIX HOPM B | - HaOJIOJICHWE ©  OIICHKa
po(ECCHOHATBHYIO NIEATCIBHOCTh | MPO(ECCHOHATBHON NSITEIBHOCTH, a TAKKE MPH | IUIAHOB, KOHCIIEKTOB
¢ COOMIoICHHEM MPaBOBBIX HOPM | pa3paboTke yd4eOHO-METOAMICCKUX MATEPUAIOB; | MEPONPHUATHHA, HaONIOIEHHE B
€€ peryIupyroIuX - o0magaTh HEOOXOIMMBIMH 3HAHHSAMH B cdepe | mporecce MPaKTUIEeCKOM
HOPMATUBHO-IIPABOBOI'O PEryjarMpoBaHus | ACATCIBHOCTH.
PO ECCHOHATHHOTO 00pa30BaHUsI.
Pa3paboruuk:
TAIIOY YAO «YMK» MIPENOAaBATENb I1. E. I'ammap
(MecTo paboThI) (3aHMMaemast 10JIKHOCTB) (vHMLIMATBL, (PaMUITHS)
FATIIOY YAO «YMK» MIPETI0/1aBaATEIIb B. 10. Koba
(MecTo paboThI) (3aHMMaemasi TI0JKHOCTBD) (uHULIAATBL, aMIITHS)
TF'AIIOY YAO «YMK» MIPENOAaBaATENb M. FO. TarunblieB

(mMecTo paboThI)

(3aHUMaemasi 10JKHOCTbD)

(MHULIKATBL, (aMIIINS)
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