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1. IACIIOPT PABOYEM ITPOT'PAMMBI ITIPAKTUKHA

1.1. O6s1acTh NPUMEHEHHUs] MPOTrPAMMBI PAKTHKH

Pabouas nporpamma y4eOHOI MPAKTUKU MO MPOQUIIIO CIEHUAIBHOCTH (Haiee
nporpaMMa MPaKTUKH) SBISIETCS COCTABHOM 4YacThI0 MPO(GECCHOHAIBLHOTO MOJYJIS
IIM.04. YuyacTe B OpPraHuM3aliM TEXHOJOTHYECKOro IMpouecca IporpaMMbl
MOATOTOBKM CHEUAINCTOB cpenHero 3BeHa B coorBercTBuu ¢ PI'OC CIIO mo
crienmanbHocT  44.02.06 IIpodeccuonanbHoe o0ydeHue (MO OTPaACISIM)
yKpynHeHHou rpymmbl crienuanbHocTeil 44.00.00 OOpa3zoBaHue W MEIarornyeckue
HayKH HallpaBJeHUs TOAroToBKH OOpa30BaHUE U ME1arOrM4eCKUe HayKu.

bazoit mpaktuku sBisierca yueoHas mactepekas FAIIOY YAO «UMK»
(MecTo IPOBEICHUS PAKTUKH)
1.2. MecTo 1NpakTHKH B  CTPYKType padoueili  mporpamMmmbl
npo¢ecCuHOHAILHOI0 MOXYJIS:
VYuebHas mnpakTuka 10 MpOPUII0 CICIUATBLHOCTH (Jajiee MpaKTUKA)
IPOBOAMTCS B COOTBETCTBUM C pabouell mporpamMmoil mpo¢ecCHOHAIBLHOTO MOJYJIS
[IM.04 KOHLIEHTPUPOBAHHO.

1.3 Heau u 3agauM NPAKTHUKH — TPeOOBaHMSA K pPe3yJbTAaTaM OCBOCHUS
NPAKTHKH

Heabro mpakTukm sBisieTcs (GOpMHUPOBAHUE OOMIMX M MPOPECCHOHAIBHBIX
KOMIETEHIIMM, HEOOXOJMMBIX s  OCBOGHMS  BuAa  Npo(dhecCHOHATHLHOU
NeSATEIbHOCTH:

OK 1. IloHumaTh CyIIHOCTh W COIMAJIBHYIO 3HAYMMOCTh CBOEH Oymyiei
npodeccuu, MposIBIISATh K HEM YCTOMUMUBBIA HHTEPEC.

OK 2. OpranuzoBbiBaTh COOCTBEHHYIO ACSATEIBbHOCTb, ONPEACTSATh METOIbI
perieHus npodeccuoHaIbHBIX 331a4, OIEHUBATh UX 3 (HEKTUBHOCTH U KAYECTBO.

OK 3. OueHuBarb pUCKM U MPUHUMATh PELICHUS B HECTAHAAPTHBIX CUTyalUsX.

OK 4. OcymiecTBiaTh MOUCK, aHAJIW3 U OLIEHKY WH(MOpMAIUU, HEOOXOIUMOM
JUISl TIOCTAHOBKM W PpEIICHUA MPO(ECCHOHANBHBIX 3a/ad, Npo(ecCHOHATBHOTO U
JUYHOCTHOI'O Pa3BHUTHSI.

OK 5. Hcnonb3oBath HHGOPMAIIMOHHO-KOMMYHUKAITUOHHBIE TEXHOJOTHH JJIsI
COBEpUICHCTBOBAHHUS MPO(HECCUOHATIBHOM e TEIBHOCTH.

OK 6. PabGorath B KOJUIGKTMBE M KOMAaHJIE, B3aHMMOJICHCTBOBAThH C
PYKOBOJICTBOM, KOJJIETAMHU U COLMATILHBIMU MMAPTHEPAMU

OK 7. CraButrh 1eId, MOTHUBUPOBATh JEITEIBHOCTh OOyYaroumxcs,
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OpraHW30BbIBATH W KOHTPOJHMPOBATH WX pabdOTy ¢ TpUHATHEM Ha cels
OTBETCTBEHHOCTH 3a KauyeCTBO 00pa30BaTEIbLHOrO MpoIecca

OK 8. CamocTosTenbHO ONpPENeNsITh 3a7aud  Npo(EeCcCHOHATBLHOTO U
JUYHOCTHOTO Pa3BUTHS, 3aHUMAThCS CaMOOOpa30BaHUEM, OCO3HAHHO IJIAHUPOBATH
MOBBIIICHUE KBATU(UKAIIH

OK 9. OcymiecTtBisaTh NpOPECCHOHANBHYIO JEATEIbHOCTh B YCIOBHSX
OOHOBJIEHUS €€ 1eNIeH, COAePKAHUS, CMEHbI TEXHOJIOTUH.

OK 10. OcymiectBiaTh NpoUIAKTUKY TpaBMaTHU3Ma, O0OECIEYMBATH OXpaHy
KU3HH U 310POBbSI OOYHAFOIINXCS.

OK 11. Crpoutrb nupoecCHOHANBbHYIO AESITENIBHOCTh C COOJIIOJCHHEM
MIPABOBBIX HOPM €€ PETYJIUPYIOIIHX.

[IK 4.1. VYyacTtBOoBaTh B IUIAHUPOBAHUM [E€ATEIIBHOCTH MEPBHUYHOIO
CTPYKTYPHOTO MOJPA3ACICHHUS.

[IK 4.2. VYuactBoBaTh B pa3pabOTKE M BHEIPEHUH TEXHOJIOTHYECKUX
MIPOLIECCOB.

[IK 4.3. Pa3pabatpiBath U O(QOPMISATH TEXHUYECKYI0O M TEXHOJIOTHUYECKYIO
JIOKYMEHTAIIHIO.

[1IK 4.4. O6ecrieunBaTh COONIOJEHNE TEXHOJOTHUYECKON U TPOU3BOCTBEHHOM
JUCHUTUIAHBI.

[1K 4.5. OGecrnieunBath COOJIIOICHUE TEXHUKH 0€30M1aCHOCTH.

[1K 4.6. BemoiHsATh NPOEKTUPOBaHUE KAOEIHHOW CTPYKTYpPhl KOMIIBIOTEPHOM
CETH.

[IK 4.7. OcyuiecTBasiTh BBIOOP TEXHOJOTWU, UHCTPYMEHTAIBHBIX CPEICTB U
CPEIICTB BBIYHMCIUTEILHON TEXHUKW TMPU OPTraHU3alliy Mpolecca pa3padOTKu U
UCCJIEI0BaHMS 00BEKTOB MPO(PECCHOHATILHOM NESITEIbHOCTH.

[IK 4.8. OOecneunBarh 3amMTy WH(OpPMALMU B CETU C MCIOJb30BaHUEM
MPOTpaMMHO-aNNapaTHbIX CPEJCTB.

[IK 4.9. IlpuHumare y4dacTME B IPHUEMO-CHATOYHBIX  HMCHBITAHUAX
KOMITBIOTEPHBIX CETEM U CETEBOro 00OPYIOBaHUS PA3IUYHOTO YPOBHS M B OIICHKE
Ka4yeCcTBa U SKOHOMHUYECKOHN A(h(PEKTUBHOCTU CETEBOU TOIMOJIOTHUHU.

[1K 4.10. BeimonasaTs TpeOOBaHUS HOPMATUBHO-TEXHUUECKOW TOKYMEHTAIUH,
HMMETh OMBIT 0()OPMIICHHUS MPOEKTHOMU IOKYMEHTAITUH.

[IK 4.11. AJDMUHHUCTPUPOBATH JIOKAJIbHBIE BBIYMCIUTEIIBHBIE CETH W
MIPUHUMATh MEPHI MO0 YCTPAHEHUIO BO3MOXKHBIX COOEB.

[IK 4.12. AnMuHHCTpUPOBATH CETEBBIE pECypchl B WHGOOPMAITMOHHBIX

CHUCTCMaAX.
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[IK 4.13. ObecneunBaTh COOp JAHHBIX [JIl aHAJU3a WCIOJIL30BAHUS U
(GYHKIMOHUPOBAHUS IPOTPAMMHO-TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX CETEH.

[1K 4.14. B3aumMoneicTBOBaTh CO CHEIHAIMCTAMU CMEXKHOTO MpopuiIs npu
pa3pabOTKe  METOJOB, CPEACTB M  TEXHOJIOTMH  NpPUMEHEHUS  OOBEKTOB
npodeccHoHaNbHOM e TEeTbHOCTH.

[IK 4.15. YcranaBnuBaThb, HacTpauWBaTh, IKCILTyaTHUPOBAaTh U OOCITYKHUBAaTh
TEXHUYECKUE U TPOrPAMMHO-AIIAPATHBIE CPEACTBA KOMITBIOTEPHBIX CETEH.

[IK 4.16. IlpoBoauth mnpoduiakTuyeckue paboThl Ha OO0BEKTaX CETEBOM
HHDPACTPYKTYPHI U PAOOUUX CTAHIIHSIX.

[IK 4.17. Wcnonb3oBaTh HHCTPYMEHTAJIbHBIE CPEACTBA MJIsi DKCILTyaTalllH
CETEBbIX KOHPUTYpaIuil.

[IK 4.18. VYwuactBoBath B  pa3pabOTKE CXEMbl IOCJI€aBAPUITHOTO
BOCCTAHOBJIEHUSI ~ pabOTOCHOCOOHOCTH  KOMIIBIOTEPHOM ~ CETH,  BBINOJHSATH
BOCCTAHOBJICHHE U PE3EPBHOE KOMMPOBAHUE UHPOPMAIIUH.

[IK 4.19. Oprann3oBbIBaTh MHBEHTAPU3ALNUIO TEXHUYECKUX CPEICTB CETEBOM
UHOPACTPYKTYPhI, OCYHIECTBJISITH  KOHTPOJIb  IOCTYNHMBIIETO W3  PEMOHTA
000pyoBaHus.

[IK 4.20. BbINONHATH 3aMEHY pacXOAHBIX MAaTE€pPUaJIOB M MEIKUHA PEMOHT
nepudepuitHoro 00OpPYJIOBaHUsA, ONpPENENsATh ycTapeBuiee O0OOpydOBaHUE U
MIPOTrpaMMHBIE CPEJICTBA CETEBON MHMPACTPYKTYPHI.

C uenbio OBIaICHHS YKa3aHHBIMUA BUAOM NPO(ECCHOHATBHOMN AESTENbHOCTU U
MpoQeCCUOHATILHBIMU KOMITETEHIIUSMH O00YyUatOIIUICs TOJKEH:

HMeTh MPAKTUYECKUH ONbIT:

— yyacTusi B IUIAHUPOBAHUM JEATEIBHOCTH TMEPBHUYHOTO CTPYKTYPHOTO
MO/Ipa3ICICHUS;

—  yyacTus B pa3paOOTKe U BHEAPEHNUU TEXHOJIOTHYECKUX MPOLIECCOB;

—  pa3paboTku u  Oo(QOpMIICHHS ~TEXHMYECKOH U  TEXHOJOTUYECKOMN
JIOKyMEHTalIUH;

—  KOHTpOJS  COOJIIOACHUSI  TEXHOJOTMYECKOM U MPOU3BOJACTBEHHOM
JUCIUTIITUHBI;

—  KOHTPOJIsS COONIOACHUS TEXHUKH 0€30MaCHOCTH;

— aHanm3a W Ppa3paboTKu Yy4eOHO-METOAMYECKUX MaTepHaioB (pabounx
nporpamm, ydeOHO-TEeMaTHYeCKUX IUIaHOB) JuIsl oOecrieueHusi 00pa30BaTENbHOIO
mpolecca;

—  MPOEKTUPOBAHUSI APXUTEKTYPhl JIOKAIBHOM CETH B COOTBETCTBHHM C

MMOCTaBJIICHHOM 3aJ1auei;
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—  YCTaHOBKH U HAaCTPOMKH CETEBBIX IMPOTOKOJIOB U CETEBOr0 000pPYyI0BaHUS
B COOTBETCTBUM C KOHKPETHOM 3aJaueii;

—  BbIOOpa TEXHOJOTMH, MHCTPYMEHTAIBHBIX CPEACTB IPU OpraHU3aluu
mpolecca uccie0BaHusl 00BEKTOB CETEBOM MHPPACTPYKTYPHI;

—  o0ecrnieueHus LEJT0CTHOCTH pe3epBUPOBAHUS uHbopMaIuy,
ncnoab3oBanus VPN;

—  YCTaHOBKHU M OOHOBJICHHS CETEBOTO IPOrPaMMHOTO 0OeCTIeUeHUS;

—  MOHUTOpPUHIAa NPOU3BOAUTEIBHOCTH CEpBEpa M IPOTOKOJIUPOBAHUS
CHUCTEMHBIX U CETEBBIX COOBITHH;

—  ohopmIIeHUS TEXHUYECKOW JOKYMEHTAIIUH;

—  HCNOJB30BaHMS  CHEIUAIBHOTO IPOrPaMMHOTO  OOecredeHust  AJis
MOJIETTUPOBAHUS, IPOCKTUPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH;

—  YCTaHOBKE, HACTPONKE M COINPOBOXACHHUU, KOHTPOJE HCIOJIb30BaHUs
cepBepa U pabouyuX CTaHLMM JIJ1s1 O€30nacHoM nepegaur HHPopMaluu;

—  obciyXuBaHHS CEeTeBOM UHGPACTPYKTYPHI, BOCCTAHOBJICHHSI
PaboTOCTIOCOOHOCTH CETH TocJe coosl;

—  yAaJEHHOTO aJIMMHHUCTPUPOBAHUS u BOCCTAHOBJICHHSI
paboTOCIOCOOHOCTH CETEBOW MH(PPACTPYKTYPHI;

— opraHuzauuu OecrnepeOoilHOW pabOThl CHCTEMBI IO PE3EPBHOMY
KOIIMPOBAHUIO U BOCCTAHOBJIEHUIO MH(POpMAIIHH;

—  TOAACPXKKH  IMOJb30BATEJIENM  CETHU, HACTPOMKM  alllapaTHOTO U
MIPOTPaAaMMHOTO O0eCTIeYeHUs CETeBON MHPPACTPYKTYPHI;

yMeThb:

—  OCYUIECTBJIATh TEKyUIE€ IUIAHUPOBAHUE JEATEIIbHOCTH MEPBUYHOTO
CTPYKTYPHOT'O MOJIPa3ACICHUS,

—  pazpabaThiBaTh OCHOBHYIO M BCIIOMOTATEJbHYI0 TEXHOJOTHYECKYI0 U
TEXHUYECKYIO JOKYMEHTAIUIO;

—  pa3pabatrbIBaTh U MPOBOJAUTH MHCTPYKTAXKH MO TEXHUKE O€30MaCHOCTH;

—  oOecrieunBaTh COOJIOJEHUE TEXHOJOTHUYECKOW U TIPOU3BOJICTBEHHOM
JTUCUUTLITUHBI;

—  obecneunBaTh COOJIIOCHIE TEXHUKH 0€30IIaCHOCTH;

—  OCYUIECTBJISITh MPUEMKY U OIIEHKY KaueCTBa BBITIOJIHEHHBIX PaboT;

—  TIPOEKTUPOBATH JIOKATBHYIO CETh;

- BBI6I/IpaTB CCTCBBIC TOIIOJIOTHH,
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—  pacCcUMTHIBATH OCHOBHBIE MAPAMETPHI JOKAIILHOW CETH;

—  YUTaTh TEXHUYECKYI0 U MPOEKTHYIO JIOKYMEHTAIUIO MO OpraHu3alnu
CErMEHTOB CETH;

—  [PUMEHSATH aJTOPUTMBI TOMCKA KpAaTYarIero nyTy;

—  IUTAaHUPOBATh CTPYKTYPYy CETH C TOMOIIBI0 Tpada ¢ ONTUMAIbLHBIM
PacoJIOKEHUEM Y3JIOB;

—  WCIOJIb30BaTh MAaTEMATUYCCKUN ammapaT Teopuu rpados;

—  KOHTpPOJUPOBATh COOTBETCTBHE pa3zpabaThIBa€MOro IpOEKTa
HOPMAaTHUBHO- TEXHUYECKON JOKYMEHTAIINH;

—  WUCIOJIb30BaTh MHOTO(YHKIIMOHAJIBHBIE TMPUOOPHI ¥ MPOTPAMMHBIE
Cpe/lCTBa MOHUTOPHUHTA;

—  UCIOJIb30BaTh  MPOrPAMMHO-ANIIAPATHBIE  CPEICTBA  TEXHUYECKOTO
KOHTPOJIS;

—  UCINOJIb30BaTh  TEXHMYECKYIO  JIUTepaTypy W MHGOPMAIMOHHO-
CIIPaBOYHBIE CUCTEMBI JJIsl 3aMEHBI (TIOMCKa aHAJIOTOB) yCTApEBILIEr0 000PY10BaHNUS,

— wHactpauBaTh npotokosl TCP/IP u ucnonb3oBaTh BCTPOEHHBIE YTHIIUTHI
OTEePAlMOHHON CUCTEMBI ISl TUAarHOCTUKU pab0OTOCTIOCOOHOCTH CETH;

—  aJIMUHUCTPHUPOBATH JIOKAJIbHBIE BEHIYMCIUTEIBHBIE CETH;

—  TPUHUMAThH MEPHI M0 YCTPAHEHUIO BO3MOXKHBIX COOEB;

— o0ecrieuyuBaTh 3alIUTy TMpPU TOAKIIOUEHHUHM K  UH(OOPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHOU ceTu « IHTEpHET;

—  BBINOJIHATh MOHUTOPHUHI U aHAJU3 padOThI JIOKAIBHON CETH C MOMOILBIO
MIPOTpaMMHO-aNNapaTHbIX CPEICTB;

—  HCHOJIb30BaTh CXEMBI oCJIeaBapUHHOIO BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH  CETH, OKCIUIyaTUPOBAaTh TEXHUYECKHUE CPEICTBA CETEBOM
UH(DPACTPYKTYPHI;

—  OCYHICCTBIISATh JMATHOCTUKY M TIOMCK HEUCIPABHOCTEH TEXHUYECKUX
CPEIICTB;

—  BBINOJHATH JCHUCTBUS 1O YCTPAHEHUIO HEUCIPABHOCTEM B YaCTH,
Kacarouemcs: MoJHOMOYNM TEXHHUKA;

—  TECTHUPOBATh KaOEJIM 1 KOMMYHUKAIIMOHHBIE YCTPOMCTRA;

—  BBINOJHATH 3aMEHY pPAacCXOJHBIX MaTEepPUAJIOB M MEJIKUA PEMOHT
nepudepuitHoro o00py10BaHUS;

—  NPaBWIBHO OPOPMIIATH TEXHUYECKYIO IOKYMEHTAIIUIO;

— HaOmogatb 3a  TpadUKOM, BBINOJHATH  ONEPALMM  PE3EPBHOIO
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KOIIMPOBAHUS U BOCCTAHOBJIEHUS JAHHBIX;
—  yCTaHaBIMBaTh, TECTHUPOBATh M OSKCIUIyaTHUPOBaTh HH(POPMAIIMOHHBIC
CHUCTEMBI, COIJIACHO TEXHHUYECKOW TOKYMEHTAallud, OOeCIe4nBaTh AHTUBHUPYCHYIO

3alIUTY,

3HATh:

—  TEXHOJOrMYECKHE TMPOIECChl, TEXHOJOTMYECKoe OO0OpyJOBaHHUE, €ro
YCTPOUCTBO U 00CITYKUBaHHE (110 OTPACIISIM);

—  OCHOBBI MaTepuaIoBeIeHUs (110 OTPACISM);

—  TpeOOoBaHUs TEXHUKH 0€30MacHOCTH (110 OTPACIISIM);

—  OCHOBBI Pa3pabOTKH W BHEAPCHUS TEXHOJOTUYECKUX TIPOIECCOB (IO
OTpacisim);

—  TpeOoBaHUS K KaUeCTBY MPOAYKIIMH U MapaMETPhI €0 OIEHKH;

—  OCHOBBHI YIIPaBJICHUS TICPBUYHBIM CTPYKTYPHBIM TIOPa3CIICHUEM;

—  0oO0I1Iue TPUHIIUIIBI TIOCTPOCHUS CETEH;

—  CETEBbIC TOIOJIOTHH;

—  MHOrociounyt mozaens OSI;

—  TpeOOBaHUS K KOMIIBIOTEPHBIM CETSIM;

—  apXUTEKTYpY MPOTOKOJIOB;

—  CTaHJApTHU3ALMUIO CETEW;

—  JTambl IPOCKTUPOBAHMS CETEBOU HHPPACTPYKTYPHI;

—  TpeOoBaHMs K CETCBOM 0€30MaCHOCTH;

—  OpraHu3aluio padoT MO BBOJY B IKCILIyaTalMI0 OOBEKTOB M CETMEHTOB
KOMIIBIOTEPHBIX CETEH;

—  BEPOSATHOCTHBIE W CTOXAaCTHYECKHUE TPOIECCHI, JJIEMEHTHI TEOPUH
MacCOBOTO OOCIIY>)KMBaHHUs, OCHOBHBIE COOTHOIICHHS TEOPUU OdYepe/ield, OCHOBHBIC
MOHSTHUS TEOpUU TpadoB;

—  aNTOPHWTMBI TOMCKA KpAaTYaHIIIeTro MyTH;

—  OCHOBHBIE TTPOOJIEMBbI CHHTE3a rpad)oB aTak;

—  TOCTPOEHHE aJICKBATHON MOJICIIH;

—  CHCTEMbI TOIOJIOTHYECKOTO aHalh3a 3allWIIEHHOCTH KOMITBIOTCPHOMN
CeTH;

—  apXUTEKTYpy CKaHepa 0€301MacHOCTH;

—  DKCIIEPTHBIC CHUCTEMBI;

- 0a3oBbIE IIPOTOKOJIBI 1 TCXHOJIOI'MH JIOKAJIbHBIX CeTeﬁ;
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—  TPUHIUIBI IOCTPOEHUS BHICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

—  OCHOBBI IIPOEKTHUPOBAHHUS JIOKAJIBHBIX CETEH, OECIPOBOIHBIE JIOKAIBHBIE
CeTH;

—  cTaHAapThl Kabeyel, OCHOBHbIE BUAbl KOMMYHHUKAIIMOHHBIX YCTPOMCTB,
TEPMUHBI, TOHSATUSA, CTaHAAPTHI M THUIIOBBIE BJEMEHTHl CTPYKTYpUPOBAHHOM
KaOeJbHOI CUCTEMBI: MOHTaX, TECTHPOBAHUE;

—  CpenacTBa TECTHPOBAHUS U aHAJIU3a;

—  IpOrpaMMHO-aIIapaTHbIE CPEJCTBA TEXHUUECKOTO KOHTPOJIS;

—  JMarHOCTHUKY KECTKUX JIUCKOB;

—  pesepBHOe kommpoBaHue uHPopmarmu, RAID-TexHOIOTHH, XpaHWIUIIA
JTaHHBIX;

—  OCHOBHBIE HaIlpaBJIEHUS aIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEM;

—  YTUIUTHI, PYHKIUH, YJAJIEHHOE YIIPaBICHHE CEPBEPOM;

—  TEXHOJIOTHIO 0€e301acHOCTH, IPOTOKOJIOB aBTOpU3ALMH,
KOH(UIEHIIMAIBHOCTU U 0€30M1aCHOCTU ITPHU paboTe C CETEBBIMU peECypcami;

—  apXMUTEKTYpy U (YHKIUU CUCTEM YIPABIICHUS CETSIMU, CTAHJAPTHI CUCTEM
YIpPaBJICHUS;

—  3aJayd  YNpaBJEHUS: aHajlu3 MPOU3BOAUTEIBHOCTH U HAJECKHOCTH,
yIpasiieHHe 0€30MacHOCThIO, YUeT TpaduKa, yrpaBieHUe KOHPUTrypaueu;

—  CcpeacTBa MOHUTOPHMHIA U aHAJIW3a JIOKAJIbHBIX CETEH;

—  KJIaccu(UKalMio perJaMeHTOB, TMOPSJOK TEXHUYECKHX OCMOTPOB,
MPOBEPOK U MPOPUITAKTUUECKUX Pa0OT;

—  IpaBuWiIa 3KCIUTyaTally TEXHUYECKUX CPEACTB CETEBOM MHPPACTPYKTYPHI;

—  pacllUpeHue  CTPYKTypbl, METOABl W  CpPEACTBA  JIUAarHOCTUKHU
HEUCITPABHOCTEN TEXHUYECKUX CPEACTB U CETEBOU CTPYKTYPHI;

—  METOJBbl YCTPAHEHUsI HEUCIIPABHOCTEH B TEXHUYECKUX CPEICTBAX, CXEMBI
MOCJICaBAPUMHOTO BOCCTAHOBJICHHUS PAOOTOCIIOCOOHOCTH CETH, TEXHUYECKYIO U
MPOEKTHYIO JOKYMEHTAIIUIO, CIIOCOOBI pe3epBHOTO KOMMMPOBAHUSI TaHHBIX, TPUHIUIIBI
pabOThI XpaHUIIMILL JAHHBIX;

—  OCHOBHbIE TOHATUS MH(GOPMAIIMOHHBIX CHUCTEM, KU3HEHHBIA IUKII,
npoOjemMbl  00ECHeUYeHHs] TEXHOJIOTMYECKOM 0e30MmacHOCTH  MHGOPMAIMOHHBIX
cUCTeM, TpeOOBaHUS K apXUTEKType MH(OPMALIMOHHBIX CUCTEM M X KOMIIOHEHTaM
st obecriedeHuss 0€30MacHOCTH  (DYHKIIMOHUPOBAHUS, OINEPATUBHBIE METObI
MOBBIIMICHUST 0€30MacHOCTH  (DYHKIIMOHUPOBAHUS TPOTPAMMHBIX CpPEACTB W 0a3
TaHHBIX;



TAIIOY HAO
«UMK»

YNIPABJEHUE TOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2023

Juer 11/17

- OCHOBHBIC Tp€60BaHI/I}I K cpeactBaM MW BHAAM TCCTUPOBAHHA JIA

OIIPpCACIICHUA TEXHOJIOTHYECKOI 0€30IMacHOCTH I/IH(I)OpMaHI/IOHHI)IX CHCTCM.

1.4. Koiu4yecTBO YacOB HA OCBOEHHE MPOrpaMMbl MIPAKTUKH:

OOmuit o0beM BpeMeHHM Ha MpoBeAcHHE MpakTuku ompexaensercs OI'OC

CIIO, yueOHBIM II1aHOM U paboyeit mporpaMmoii MpopecCUuOHAITBHOTO MOIYJIS.

[Iporpamma paccunTaHa Ha MPOXOXKIACHHE CTYJICHTAMH TPAKTUKA B 00BEMe
180 uwacor mo MJIK.04.02 BeimogHeHue paboOT 1O MNPOCKTUPOBAHUIO CETEBOU

UHPPACTPYKTYPHI.

1.5. ®opma aTTecTANMHU 10 NPAKTHKE:

dopMOH aTTecTalMU MO IPAKTUKE sBIsAeTCA AU depeHUUPOBAHHBIN 3a4eT.
JuddepeHunpoBaHHbId 3a4€T BBICTABIISIETCA IOCJIE€ OCBOCHHS CTYJACHTOM BCEX
MPEAYCMOTPEHHBIX BHJIOB PabOT, YTO YKa3bIBAETCS PYKOBOIUTEIEM IPAKTUKU B

XapaKTEPUCTHKE.
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2. CTPYKTYPA U COAEP KAHUE ITPAKTUKH

2.1. TemaTu4ecKHUii MJIaH MPAKTHKHA

Ne Bunel pador Kos-Bo | ®@opMBI 1 MeTOABI KOHTPOJISA
n/n 4acoB
1. Opraanzanus ceTeBoro A0CTyIa 12 YCTHBIN OIIPOC, OIICHKA
MPAaKTUYECKOH AeSITeIbHOCTH
2. Kondurypuposanne kommyraTopa 6 YCTHBIN OIIPOC, OIICHKA
MPAaKTHYECKOH AeSITeIbHOCTH
3. Kondurypuposanue MapmpyTusaTopa 6 YCTHBIN OIIPOC, OIICHKA
MPAaKTUYECKOH AeSTeIbHOCTH
4. Hacrpoiika IP-anpecauuu 12 YCTHBIHU OIIPOC, OLICHKA
MIPAKTUYECKOIl NesITeIbHOCTH
5. Paspenenue IP-cereil Ha noxceru 12 YCTHBIHU OIIPOC, OLICHKA
MIPAKTUYECKOI NesITeIbHOCTH
6. Peanuzanus BUPTyaNbHBIX JIOKAJIbHBIX CeTEH 12 YCTHBIN OIIPOC, OIIEHKA
IPAKTUYECKOU AESITEIbHOCTU
7. Hactpoiika mapmpytuzanuu Mmexay ceramu VLAN 12 YCTHBIHU OIIPOC, OLIEHKA
IIPAKTUYECKOU AESITEIbHOCTU
8. Opranuzanus yJajJeHHOTO JIOCTyTa 12 YCTHBIN OIIPOC, OIIEHKA
IPAKTUYECKOU AESITEIbHOCTU
9. Opranuzanus u30sTounoctd LAN 12 YCTHBIH OIMpPOC, OIIEHKA
MPAaKTUYECKOH AeSTeIbHOCTH
10. | ArperupoBaHue KaHaJIOB 12 YCTHBIH OIIPOC, OLICHKA
MPAaKTUYECKOH AeSTeIbHOCTH
11. | Hacrpoiika craTHdecKOi MapIIpyTH3aIHN 12 YCTHBIN OIIPOC, OLIEHKA
MPAaKTUYECKOH AeSTEIbHOCTH
12. | Hacrpoiika tTuHAMHYIECKOI MapIIpyTH3auN 12 YCTHBIN OIIPOC, OLIEHKA
MPAaKTUYECKOH AeSTeIbHOCTH
13. | Co3pmaHme CITMCKOB KOHTPOJISA AOCTYIIa 12 YCTHBIH OIIPOC, OLICHKA
MPAaKTUYECKOH AeSTEIbHOCTH
14. | Hacrpoiika DHCPv4 6 YCTHBIN OIIPOC, OIICHKA
IPAKTUYECKOU AESTEIbHOCTU
15. | Hacrpoiika DHCPV6 6 YCTHBIH OMpPOC, OIIEHKA
IIPAKTUYECKOU AESTEIbHOCTU
16. | IlpeoGpazoBanue NAT nus IPv4 6 YCTHBIN OIIPOC, OIIEHKA
IPAKTUYECKOU AESTEIbHOCTU
17. | ObHnapysxeHue, yrpaBiIeHHE U 00CIYKUBAHNUE YCTPONUCTB 6 YCTHBIHU OIIPOC, OLIEHKA
IIPAKTUYECKOU AESITEIbHOCTU
18. | IIpoekTupoBaHue JIOKAJIBHOW CETH 6 YCTHBIHU OIIPOC, OLIEHKA
IPAKTUYECKOU AESTEIbHOCTU
19. | Cocrarienue OTYETHOMN TOKYMEHTAIIUH 6 YCTHBIH OIpOC, OLIEHKA
IPAKTUYECKOU AESITEIbHOCTH
180 auddepeHIHPOBAHHBII 3aUeT
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2.2. Conep:xanne NpaKTUKH

Koasbl
(popmupyembix
Hl\lﬁflléc Bunabi pador Copep:xanue padot ('){g:::r Hp:}zae:‘r:;:()m
OMBITA
OK IK

MK 1. Opranu3zanus ceTeBoro OmnpeneneHue ceTeBbIX YCTPOUCTB U 2 OK 1. K 1.1.
04.02 JocTyna KaHaJIOB CBSI3U OK 2. IIK 1.2.
CocraBieHue kapTsl ceTu MIHTepHeT ¢ 2 OK 3. IIK 1.3.
TIOMOIIBIO YTHIIUT «ping» U OK 4. IIK 1.4.
«traceroutey OK 5. IIK L.5.

OGxuUM ceTeBoro Kaberns 4 OK 6.

IIpocMOTp JAHHBIX O OECIPOBOAHEIX M 2 OK 7.

IIPOBOJIHBIX CETEBBIX aJlalTepax. OK 8.

[IpocMOTp ceTeBoro Tpaduka ¢ 2 OK9.

MMOMOIIEI0 iporpaMMbl Wireshark OK 10.

Hroro: 12 OK 1.
MK 2. Kondurypuposanne [lepBoHauanpHas HACTPOWKA 2 OK 1. K 1.1.
04.02 KOMMYTaTopa KOMMYTaTopa OK 2. K 1.2.
HacTpoiika mopToB KOMMyTaTopa 2 OK 3. K 1.3.
Hactpotiika 3amuiieHHoro 2 OK 4. TIK 1.4.
YAAJICHHOTO JOCTYTIa OK 5. TIK 1.5.

Htoro: 6 OK 6.

OK 7.

OK 8.

OK 9.

OK 10.

OK 11.
MK 3. Kongurypuposanue IlepBoHauanpHas HaCTPOMKa 2 OK I. IIK 1.1.
04.02 MapIIpyTuzaropa MapIpyTuzaropa OK 2. K 1.2.
Hacrpolika nopToB MapuipyTuzaTopa 2 OK 3. IIK 1.3.
ITpoBepKa CBA3HOCTH CETHU € PAMBIM 2 OK4. | IIK14.
MOJIK/IIOYEHUEM, aHAJIN3 TaOJINIIBI OK 5. TIK 1.5.

MapuUIpyTU3aLNU OK 6.

Hroro: 6 OK 7.

OK 8.

OK 9.

OK 10.

OK 11.
MK 4. Hacrpoiika [P-anpecanuu | Micnonb3oBaHuE KaIbKyJIsATOpa 2 OK 1. K 1.1.
04.02 Windows B paboTte ¢ ceTeBbIMU OK 2. K 1.2.
azgpecamu OK 3. TIK 1.3.
Kongepramus [Pv4-agpecos B 2 OK 4. TIK 1.4.
JIBOMYHYIO CUCTEMY CUHUCIICHHS OK 5. IIK 1.5.

Hacrpoiika IPv4-anpecoB Ha CeTEBBIX 4 OK 6.

yCTpoMcTBax OK 7.

Hactpoiika IPv6-aipecoB Ha ceTeBbIX 4 OK 8.

ycTpoiicTBax OK9.

Hroro: 12 OK 10.

OK 11.
MK 5. Paznenenne IP-ceteit Ha Anamu3  TpadmKa  OJHOAIPECHOU 2 OK I. K 1.1.
04.02 MIOJICETH nepefayd, IMHPOKOBEIIATEIFHON U OK 2. K 1.2.
MHOTOAJIPECHOI pacChUTKN OK 3. IIK 1.3.
Pacuér moacereit 2 OK 4. TIK 1.4.
Hacrpoiika u mpoBepka aJpecanuu 4 OK' 5. MK 1.5.

IPv4 u IPv6 OK 6.

OrpaboTka KOMILIEKCHBIX 4 OK7.

NPAKTUYECKUX HABBLIKOB OK 8.
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Hroro: 12 OK 9.

OK 10.

OK 11.
MK 6. Peanmuzanus Kondurypuposanue cereit VLAN u 4 OK 1. K 1.1.
04.02 BHPTYaJIBHBIX JIOKAJHHBIX TPAHKOBBIX KaHAJIOB OK 2. K 1.2.
cereit Peanmsanus cuctemMsl 6€30M1aCHOCTH 4 OK 3. IK 1.3.
cetu VLAN OK 4. IK 1.4.
[ouck u ycTpaHeHHE HETIONIAI0K B 4 OK 5. K L.5.

koHpuryparmu VLAN OK 6.

HUroro: 12 OK 7.

OK 8.

OKO9.

OK 10.

OK 11.
MK 7. Hacrpotiika Hacrpolika MaplIpyTu3anuy Mexmny 4 OK 1. K 1.1.
04.02 MapIpyTU3ALUUA MEXKAY VLAN mns kaxaoro uarepdeiica OK 2. IIK 1.2.
ceramu VLAN Hactpoiika MapIpyTu3anuu MEexXIy 4 OK 3. MK 1.3.
VLAN Ha ocHoBe cranaaprta 802.1Q u OK 4. K 1.4.
TPAaHKOBOI'O KaHaJsla OK 5. IIK 1.5.

TToucK 1 yCTpaHEHHUE HEMOJIAI0K B 4 OK 6.

MapIIpyTH3AINH MEXKIY CETIMH OK 7.

VLAN OK 8.

HUroro: 12 OK 9.

OK 10.

OK 11.
MK 8. Opranuzanys HacTpoiika nporokona SSH. 4 OK I. IIK 1.1.
04.02 yIaJICHHOTO 0CTyIa Hacrpoiika ¢pynkunu Switch Port 2 OK 2. MK 1.2
Security OK 3. IK 1.3.
[Touck u ycTpaHeHHE HENOJIaI0K B 2 OK 4. IIK 1.4.
cucteMe 0e30I1aCHOCTH IIOPTOB OK5. | IIK 1.5.

KOMMYTaropa OK 6.

OTpaboTKa KOMILIEKCHBIX 4 OK7.

HPaKTUIECKUX HABEIKOB OK 8.

Hroro: 12 OK9.

OK 10.

OK 11.
MK 9. Opranuzanys PasBepThIBaHHE KOMMYTHUPYEMOU CETH 4 OK I. K 1.1.
04.02 n36srTogHOCTH LAN C pe3epBHBIMH KaHAJIaMHU OK 2. K 1.2.
Hactpoiika STP 4 OK 3. IIK 1.3.
Hacrpoiika ¢pynkimii 3auursl STP 4 OK 4. IK 1.4.
HUtoro: 12 OK 5. TIK 1.5.

OK 6.

OK 7.

OK 8.

OK 9.

OK 10.

OK 11.
MK 10. ArperupoBanue kaHaioB | Hactpoiika EtherChannel 4 OK 1. K 1.1.
04.02 Ionck H ycTpaHEHHE HEIOIAI0K B 4 OK2. | IK1.2.
pa6ore EtherChannel OK 3. IK 1.3.
OTpaboTKa KOMIUIEKCHBIX 4 OK 4. IIK 1.4.
MPAKTUUYECKUX HAaBBIKOB OK 5. TIK 1.5.

Hroro: 12 OK 6.

OK 7.

OK 8.

OKO9.

OK 10.

OK 11.
MK 11. Hacrpoiika crarnueckod | Peasm3anmsi craTH4ecKux MapuipyToB 2 OK 1. K 1.1.
04.02 MapHIpyTH3aIHH Hactpoiika cTaTH4eCKUX MapIIPyTOB 4 OK 2. K 1.2.
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IPv4 OK 3. IK 1.3.
HacTpoiika cTaTudeckux MapuipyToB 4 OK 4. IIK 1.4.
IPv6 OK 5. K 1.5.

TMouck U yCcTpaHEHHE HEMONAI0K 2 OK 6.

CBSI3aHHBIX CO CTATHYCCKHMHU OK 7.

MapuIpyTaMu OK 8.

HUroro: 12 OK 9.

OK 10.

OK 11.
MK 12. Hactpotika CpaBHeHne TUHAMAYIECKOM 2 OK 1. K 1.1.
04.02 JTUHAMHYECKON MapHIPyTHU3ALUU CO CTATUUYECKON OK 2. IIK 1.2.
MapHIpyTHU3ALHUH Hactpotika nporokoina RIPvV6 4 OK 3. TIK 1.3.
Omnpenenexnue POIUTENBCKUX u 2 OK 4. IIK 1.4.
Jo4epHuX Mapupytos |Pv4 OK'5. IIK L.5.

Ananus  TabNMIBl  MapuIpyTU3aLUH 4 OK 6.

IPv6 OK 7.

Hroro: 12 OK 8.

OK 9.

OK 10.

OK 11.
MJK 13. Co3nmanue CIIMCKOB Hactpotiika crangaptaeix ACL- 4 OK 1. TIK 1.1.
04.02 KOHTPOJISI TOCTYTIa cruckoB s [IPv4 OK 2. TIK 1.2.
3amuta moptoB VTY ¢ moMOIIB0 4 OK 3. IIK 1.3.
cragnaptHoro ACL-cniucka [Pv4 OK 4. IIK 1.4.
[Nouck u ycTpaHeHHe HENoiIaa0K B 4 OK 5. MK 1.5.

pabore ACL-crinckoB OK 6.

Hroro: 12 OK 7.

OK 8.

OK 9.

OK 10.

OK 11.
MK 14. Hactpoiika DHCPv4 Hactpotika 6azoBoro DHCPv4- 2 OK 1. K 1.1.
04.02 cepBepa OK 2. K 1.2.
Hactpoiika DHCPv4-ximenTa 2 OK 3. K 1.3.
[Nowuck u ycTpaHeHHE HEIONAI0K B 2 OK 4. K 1.4.
pabote mapmpyruzatopa DHCPv4 OK 5. IIK L.5.

Htoro: 6 OK 6.

OK 7.

OK 8.

OK 9.

OK 10.

OK 11.
MK 15. Hactpoiika DHCPv6 Hactpotiika 6a3oBoro DHCPv6- 2 OK 1. K 1.1.
04.02 cepBepa OK 2. K 1.2.
Hactpoiika DHCPv6-kimenTa 2 OK 3. K 1.3.
[Nowuck u ycTpaHeHHE HEIONAI0K B 2 OK 4. K 1.4.
pabote mapmpyrtuzatopa DHCPv6 OK 5. K L.5.

HToro: 6 OK 6.

OK 7.

OK 8.

OK 9.

OK 10.

OK 11.
MK 16. Tlpeo6pa3zoBanne NAT Hactpotiika cratngeckoro NAT 2 OK I. K 1.1.
04.02 s [Pv4 ITpunHIIT paboThl TUHAMHYECKOTO 2 OK 2. IK 1.2.
NAT OK 3. MK 1.3.
Hacrpoiika PAT. Ilyn agpecos 2 OK 4. [K 1.4.
HUTtoro: 6 OK 5. IIK 1.5.

OK 6.

OK 7.
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OK 8.
OK 9.
OK 10.
OK 11.

MJIK
04.02

17. O6napyxeHue, OOHapy)XKeHHE YCTPOHCTB

OK 1.

YIPAaBJIEHUE U YpasiieHue ycTpolcTBaMu

OK 2.

00CITyXKHBaHNE YCTPOIHCTB OGCIyXUBaHNUE YCTPONCTR

OK 3.

Hroro:

OIN NN

OK 4.
OK 5.
OK 6.
OK 7.
OK 8.
OK 9.
OK 10.
OK 11.

MK 1.1.
MK 1.2.
IK 1.3.
IK 1.4.
IIK L.5.

MJIK
04.02

18. IpoexTrpoBanue IIpoexTipoBanue ypoBHeH
JIOKaJIbHOM ceTH KOMMYTHpPYEMOil ceTi

OK 1.
OK 2.

[ondop KOMMYTaIlHOHHOTO
00opyIoBaHUS

OK 3.
OK 4.

Hroro:

OK 5.
OK 6.
OK 7.
OK 8.
OK 9.
OK 10.
OK 11.

K 1.1.
K 1.2.
K 1.3.
K 1.4.
K L.5.

MJIK
04.02

19. CocraBienue 0TYETHOU 3amnonHeHne THEBHUKOB

OK 1.

JOKyMCHTallun HOI[BCZ[CHI/IC HUTOT'OB IIPAKTUKH,
COCTaBJIEHHE OTYETOB, MOATOTOBKA U
odopmieHre MOpTHOIHO.

OK 2.
OK 3.
OK 4.

[Moaroroska u opopmiieHne
[PE3EHTALMH [0 UTOT'aM IIPAKTHKH.

OK 5.
OK 6.

Hroro:

OK 7.
OK 8.
OK 9.
OK 10.
OK 11.

K 1.1.
K 1.2.
IIK 1.3.
K 1.4.
K L.5.

BCEI'O:

180
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3. YCJIOBUSA PEAJIN3ALIMU TPOT'PAMMBI ITPAKTUKH
3.1. MudopmanuonHoe odecneyeHue:

OdpuunanbHble rOCy1apCTBEHHbIE JOKYMEHTBI
1. 3akoH PO «O0 oOpazoBaHUM».

Monorpajduueckas Jureparypa:

1. IubpoB, M. B. KomneroTepHsle ceTM W TEIEKOMMYHHUKALIVH.
Mapmipytuzanus B [P-cetsix B 2 4. YacTh 1: y4eOHHK U TPAKTUKYM JJI CPEIHErO
npodeccruoHaibHOr0 obOpazoBanust / M. B. JluGpoB. - Mocksa: N3aaTenbcTBO
FOpaiir, 2020. - 333 c.

2. lubpos, M. B. KomnproTepHbsle ceTM W TEIEKOMMYHUKAILIVH.
Mapmipytuzanusa B [P-cetsix B 2 4. YacTh 2: yuyeOHUK M MPAKTUKYM JUISI CPEIHETO
npodeccruoHaibHOr0 o6OpazoBanust / M. B. JluGpoB. - Mocksa: N3aaTenbcTBO
FOpaiit, 2020. - 351 c.

3.Cetn W TENEKOMMYHHUKAIMK: Y4YeOHWK U TPAKTUKyM [UIsI CPEIHEro
npodeccronanbHoro odpazoanus / K. E. CamyiinoB [u ap.]; mox penakiueii K. E.
CawmyitnoBa, 1. A. Illanumosa, J[. C. Kynsa6osa. — Mocka: U3natensctBo FOpaiiT,
2020. — 363 c.

4. Jlemmn, T. Bapu . Dxcnept no cereBbiM TexHoJorusM Cisco. YueOHoe
pykoBoacTBO — M.: Jlopu, 2019. — 758 c.

3.2. MaTepuajibHO-TeXHU4YECKOE oDecrieueHme:
— yKoMIUIeKTOBaHHas ©Oa3a mnpaktuku: ['AIIOY YAO  «Yykorckuit
MHOTONPOGUIBHBIN KOJIIEIKY;

—  JIOTOBOD.
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