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1. IACIIOPT PABOYEM ITPOT'PAMMBI ITIPAKTUKHA

1.1. O6s1acTh NPUMEHEHHUs] MPOTrPAMMBI PAKTHKH

PaGouass mporpamMMa  MPOU3BOJACTBEHHOM  NPAKTUKH 1O  TPOPHIIIO
CHEUUAIbHOCTH (J1ajee mporpaMma MpPAaKTHUKW) SBISIETCS COCTABHOM 4YacThIO
po¢eCCUOHATILHOTO MOJTYJIS 1IM.04. Yuacrue B OpraHu3anuu
TEXHOJIOTMYECKOr0 Ipouecca MporpaMMbl MOJATOTOBKH CIIELHAIMCTOB CPEIHETO
38eHa B coorBercTBUU ¢ DPI'OC CIIO 1o cnenumansHoctu 44.02.06
IIpodeccuonanbHoe o0ydyenue (0  OTpaciasiM) YKPYINHEHHOM  IPYIIIbI
crennanibHocTe 44.00.00 OOpa3oBaHHWe W IEIaroruyeckKue HayKd HaIlpaBJICHUS
noaArotToBkrn OO6pa3zoBaHuE U MEAATOTUYECKUE HAYKH.

bazoii npakTuku siBisieTca yueOHasi MmacTepckas

(MecTO IpoBeiCHHS IPAKTHKH)

1.2. MecTo0 TNpPakKTHKH B  CTPYKType padoyeil  mporpamMmbl
npo¢eccCHOHAIBHOT0 MOIYJIS:

[Ipou3BoACTBEHHAsI TIPAKTUKA MO MPOQPIITIO CIIEIIMATIBHOCTH (J1ajiee MpaKkTHUKa)
MPOBOAMUTCS B COOTBETCTBUM C paboueil mporpaMmoit npodhecCHOHAIBHOTO MOJYJIS
[1M.04 KOHIIEHTPUPOBAHHO.

1.3 Heau u 3aga4u NPAKTHUKH — TPeOOBaHMSA K pe3yJbTaTaM OCBOEHHS
NMPAKTUKH

Heabio nmpakTukm sBisiercs GopMHUpPOBAHUE OOMIMX M MPOQPECCHOHAIBHBIX
KOMIETEHIIUM, HEOOXOIMMBIX  JJII  OCBOEHHUS  BHAAa  NpodeccHoHaIbHOU
NEATEIIbHOCTHU.

OK 1. IloHumaTe CyIIHOCTh W COIMAJIBHYIO 3HAYUMOCTh CBOEHM Oymyiiei
npodeccuu, NposIBIATh K HEW yCTONYMBBIA UHTEPEC.

OK 2. Opranu3oBbiBaTb COOCTBEHHYIO JESITEIBHOCTb, OMPENEISATH METOIbI
penieHus npodecCuoHaNbHBIX 3a/1a4, OIEHUBATh UX 3 (DEKTUBHOCTH U Kau€CTRBO.

OK 3. OueHuBarh pUcCKU U MPUHUMATH PEIICHUS] B HECTAHAAPTHBIX CUTyalUAX.

OK 4. OcyiiecTBiATh MOUCK, aHAIU3 U OLIEHKY MH(OpMaLuu, HEOOXOIUMO
JUTSI TIOCTAHOBKM W PEIICHUsS MPO(ECCHOHANBHBIX 3a/1ad, MpodeCcCHUOHATBHOTO U
JUYHOCTHOTO Pa3BUTHSI.

OK 5. Hcnonb3oBaTh WHOOPMAITMOHHO-KOMMYHHUKAITMOHHBIC TEXHOJIOTUN JIJIsS
COBEPILIEHCTBOBAHMS MPO(HECCUOHATBHOM NEATETbHOCTH.

OK 6. PabGorats B KOJUIEKTUBE M KOMaHjE, B3aMMOJECHCTBOBAThL C

PYKOBOACTBOM, KOJUICTAMHU U COLMAJIbHBIMHU ITapTHEPAMU
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OK 7. CraBurp uenu, MOTHUBHUPOBATh JEATEIBHOCTh OOYYaroIIMXCH,
OpraHU30BbIBATb U KOHTPOJMPOBATH WX pabOTy ¢ TMpUHATHEM Ha ceds
OTBETCTBEHHOCTH 32 Ka4yeCcTBO 00pa30BaTEIbHOTO IpoLecca

OK 8. CamocToATenbHO OIpeAeNiarTh 3aJadyd Npo(ecCHOHaTBLHOTO |
JMYHOCTHOTO Pa3BUTHS, 3aHUMAThCA CaMOOOpPa30BaHHWEM, OCO3HAHHO IUIAHWPOBATH
MOBBIIICHUE KBATU(PUKALIIH

OK 9. OcymectBiath MNpodhEeCCHOHAIBHYIO JEATEIBHOCTh B YCIOBHSX
OOHOBJICHUS €€ 1IeJIel, CoAepKaHus, CMEHbI TEXHOJIOTHH.

OK 10. OcymectBiATh NpO(UIAKTHKY TPaBMaTHU3Ma, O0OECIEYHBATh OXpPaHy
KU3HU U 3I0POBbSI O0YUAIOIINXCS.

OK 11. Crpoutrb npodecCHOHATbHYIO HOESITEIBHOCTh C COOJIIOICHUEM
IIPaBOBBIX HOPM €€ PETYIHPYIOLIUX.

[IK 4.1. VYyacTtBoBaTh B IUIAHMPOBAHUM JEATEIBHOCTH IIEPBUYHOTO
CTPYKTYPHOTO IOJAPA3IACIICHHUS.

[IK 4.2. VYuactBoBarb B pa3padOTKE M BHEIPEHUH TEXHOJIOTHYECKUX
IIPOLIECCOB.

[IK 4.3. Pa3pabatbiBath U O(QOPMISATH TEXHUYECKYIO M TEXHOJIOTHUECKYIO
JOKYMEHTALUIO.

[1IK 4.4. ObecnieunBath COONIOJEHNE TEXHOJOTUUECKON U MPOU3BOICTBEHHOM
JUCLUIUIVHBIL.

[IK 4.5. O0ecnieunBaTh COOIIOAEHUE TEXHUKHU O€30MaCHOCTH.

[1IK 4.6. BeimonHATh NpOEKTUPOBaHUE KAOETBbHON CTPYKTYPBhl KOMIIBIOTEPHOM
CETH.

[IK 4.7. OcymiecTBisiTh BHIOOP TEXHOJOTHUU, UHCTPYMEHTAIBHBIX CPEICTB U
CPEICTB BBIYMCIUTENILHON TEXHUKH MpPU OpraHU3alluu Ipolecca pa3paboTKu U
ucclieIoBaHus 00bEKTOB MPOPECCUOHATIBHON JIEATEIIbHOCTH.

[IK 4.8. OOGecnieunBarh 3ammTy WHOOpPMAIMU B CETH C HCIOJIb30BAaHUEM
MPOrpaMMHO-aNNapaTHbIX CPEICTB.

[IK 4.9. IlpuHumate ydacTME€ B MPUEMO-CIATOYHBIX  HMCHBITAHUSAX
KOMITBIOTEPHBIX CETEH U CETEBOro OOOPYJIOBAaHUS PA3IUYHOTO YPOBHS U B OLIEHKE
KauecTBa U SKOHOMUYECKOH 3(P(HEKTHBHOCTH CETEBOU TOTIOJIOTHH.

[1IK 4.10. BoinonusaTs TpeOOBaHUS HOPMATUBHO-TEXHUUYECKOW JTOKYMEHTAIUH,
UMEThH OIBIT 0(OPMIICHHS TPOCKTHON JTOKYMEHTAIIHUH.

[IK 4.11. AAMUHUCTpUpPOBATH JIOKAJIbHbIE BBIYUCIUTEIbHBIE CETU U
MPUHUMATH MEPHI IO YCTPAHEHUIO BO3MOKHBIX COOEB.

[IK 4.12. AjnMUHHCTpUpPOBATh CETEBbIE pPECYpChl B HH(OOPMAIMOHHBIX
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CUCTEMAX.

[IK 4.13. ObecneunBath cOOp JJaHHBIX JJIS aHajdW3a MCIIOJIb30BaHUS M
(GYHKIIMOHUPOBAHUS IPOTPAMMHO-TEXHUIECKUX CPEJICTB KOMITBIOTEPHBIX CETEH.

[IK 4.14. B3auMoJelicTBOBAaTh CO CIEIHATMCTAMU CMEXKHOTr0 MpOoduis IpH
pa3padOTKE  METOJOB, CpPEACTB M  TEXHOJOIMH  TNPUMEHEHHSI  OOBEKTOB
npodeccuoHanbHOM eI TeIbHOCTH.

[IK 4.15. YcranaBnuBaTh, HACTpaWBaTh, IKCILIyaTHPOBATh M OOCITYKHBAaTh
TEXHUYECKHE U TPOrPAMMHO-AIIAPATHBIE CPEJCTBA KOMITBIOTEPHBIX CETEH.

[IK 4.16. IlpoBomuTe mnpoduinakTHuecKue padoTbl Ha OOBEKTaX CETeBOU
UHQGPACTPYKTYPHI U pabOYUX CTAHIIMSIX.

[IK 4.17. HWcnonbs30BaTh WHCTPYMEHTAJBHBIE CPEACTBA IS DKCIUTyaTallMU
CETEBbIX KOHPUTYpaIuil.

[IK 4.18. VYuyactBoBaTh B pa3pabOTKE CXEMbl IOCIeaBapUITHOTO
BOCCTAHOBJICHUSI ~ PabOTOCIOCOOHOCTH  KOMIIBIOTEPHOM  CETH,  BBIMOJHSATH
BOCCTaHOBJICHUE M PE3EPBHOE KOMMPOBAHUE UH(POPMALIMH.

[IK 4.19. Oprann3oBbIBaTh MHBEHTAPU3ALUIO TEXHUYECKHX CPEICTB CETEBOI
UHPPACTPYKTYphl,  OCYIIECTBISATh  KOHTPOJb  MOCTYNHBIIETO M3  PEMOHTA
000py10BaHUS.

[IK 4.20. BbINONHATH 3aMEHYy pAacXOAHBIX MAaTEpPUAJIOB U MEJIKUHA PEMOHT
nepudepuitHoro  00OpyIOBaHMs, OIpENesTh ycCTapeBllee O000pyJOBaHHE U
MpOrpaMMHBIE CPEJCTBA CETEBON MHPPACTPYKTYPBHI.

C 1enpio OBJIaICHNS YKa3aHHBIMUA BUAOM MPO(HECCUOHATBLHOMN JACSITEIbHOCTH U
po¢heCCUOHAIBHBIMU KOMITETCHIIUSIMUA O0yYarOITUNCS TOKEH:

UMeTh MPAKTUYECKHUI ONbIT:

—  y4acTus B IUIAHHUPOBAHUU JEATEIBHOCTH TEPBUYHOIO CTPYKTYPHOTO
MOApPA3AECICHUS;

—  y4yacTus B pa3pabOTKe M BHEAPEHUH TEXHOJIOTHUYECKHUX MPOIIECCOB;

—  pa3pabotkn U  OhOpPMIIECHUS TEXHMUYECKOM U  TEXHOJOTHYECKOUH
JOKyMEHTAITNH;

—  KOHTPOJSL  COONIOACHUS  TEXHOJIOTMYECKOM W  MPOU3BOJCTBEHHOMN
JTUCITUTUTHHBL;

—  KOHTPOJIS COOIIOCHUS TEXHUKH 0€30MMacHOCTH;

— aHanu3a U pa3paboTKU Y4yeOHO-METOAUYECKUX MaTepuaoB (pabouux
mporpamm, ydeOHO-TEeMAaTHYEeCKUX TUIAaHOB) JIsi oOecrieueHus o0pa30oBaTeIbLHOTO
npoiiecca;

—  INPOEKTUPOBAHUS APXUTEKTYPhl JIOKAIBHOW CETH B COOTBETCTBHM C
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MMOCTaBJIICHHOM 3aJ1auei;

—  YCTaHOBKHU M HACTPOMKH CETEBBIX MPOTOKOJIOB U CETEBOTO 000PYI0BAHMS
B COOTBETCTBUU C KOHKPETHOM 3a1a4ye;

—  BbIOOpa TEXHOJIOTHH, WHCTPYMEHTAJIBHBIX CpPEICTB TPH OPTaHU3AIUU
mporiecca Ucciae0BaHus 00BEKTOB CETEBOM HHPPACTPYKTYPHI;

—  obecneueHUs LIEJIOCTHOCTH pe3epBUPOBAHUS nH(popmaruy,
rcroab3oBanus VPN;

—  YCTaHOBKHU M OOHOBJICHHUS CETEBOTO IMIPOTPAMMHOTO 00€CTICUCHUS;

—  MOHHUTOpPUHIra MPOU3BOJUTEIIBHOCTH CEpBEpa M MPOTOKOJIUPOBAHMS
CHCTEMHBIX U CETEBBIX COOBITHH;

—  odopMIIeHHS TEXHUYECKON JOKYMEHTAIIUH;

—  HCHOJIb30BAaHUSI  CHEIUAJIBLHOIO  MPOTPaMMHOTO  oOecredeHus i
MOJICTUPOBAHUS, IPOCKTUPOBAHUS U TECTUPOBAHUSI KOMITBIOTEPHBIX CETEH;

— - YCTaHOBKE, HACTPOWKE M COMPOBOXKICHUU, KOHTPOJE HCIOJIb30BAHMS
cepBepa 1 pabounx CTaHIMK JJi1 Oe30MmacHoM nepeaadun nHGOpMaIuu;

—  0o0CIyKUBaHUS CeTEBOMU UH(PPACTPYKTYPHI, BOCCTaHOBJICHUS
PaboTOCIIOCOOHOCTH CETH Toce cOos;

—  YJIQJIEHHOIO aIMUHUCTPUPOBAHUS u BOCCTaHOBJICHUS
PaboTOCIIOCOOHOCTH CETEBOM UHPPACTPYKTYPHI;

—  opra"uzanuu OecriepeOOiHONM pabOThl CHCTEMBI 10  PE3EPBHOMY
KOMHMPOBAHUIO U BOCCTAHOBJICHUIO HH(MOPMAIIUH;

—  TOAACPXKKH  TMOJb30BATEJNENM  CETH, HACTPOMKM  amlllapaTHOTO U
MIPOrpaMMHOTr0 o0ecreyeHus: CeTeBON NHPPACTPYKTYPHI.

YMeTh:

—  OCYIIECTBJIATh TEKyllee IJIaHUPOBAHUE JCATEIBHOCTH TMEPBUYHOIO
NeSITEILHOCTH IEPBUYHOTO CTPYKTYPHOTO TTOIpa3ACICHuUS;

—  paspabarpiBaTh OCHOBHYIO M BCIIOMOTAaTEIbHYIO TEXHOJIOTHYCCKYIO H
TEXHUYECKYIO TJOKYMEHTAIIUIO;

—  pa3pabarbiBaTh U MPOBOJUTH MHCTPYKTAXKH MO TEXHUKE 0€30MaCHOCTH;

—  obecreunBath COOJIOIEHUE TEXHOJOTHYECKOWM U TMPOU3BOJCTBEHHOMN
JTUCHMITINHEL,

—  obecneynBaTh COOJIIOJICHHE TEXHUKN 0€30IMaCHOCTH;

—  OCYHIECTBJISITh IPUEMKY H OIIEHKY KaueCTBa BBHIMOJIHEHHBIX PadoT;

—  NPOEKTUPOBATH JIOKAIHHYIO CETh;

- BBI6I/IpaTB CCTCBBIC TOIIOJIOTHH,
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—  pacCcUMTHIBATH OCHOBHBIE MAPAMETPHI JOKAIILHOW CETH;

—  YUTaTh TEXHUYECKYI0 W MPOCKTHYIO JTOKYMEHTAIMIO MO OpraHu3aiuu
CErMEHTOB CETH;

—  [PUMEHSTH AITOPUTMBI IOMCKA KpaTYanIlIero nyTH;

—  IUTAaHUPOBATh CTPYKTYPYy CETH C TOMOIIBI0 Tpada ¢ ONTUMAIbLHBIM
PacoJIOKEHUEM Y3JIOB;

—  WCIOJIb30BaTh MAaTEMATUYCCKUN ammapaT Teopuu rpados;

—  KOHTpPOJUPOBATh COOTBETCTBHE pa3zpabaThIBa€MOro IpOEKTa
HOPMAaTHUBHO- TEXHUYECKON JOKYMEHTAIINH;

—  WUCIOJIb30BaTh MHOTO(YHKIIMOHAJIBHBIE MPUOOPHI ¥  MPOTPAMMHBIE
Cpe/lCTBa MOHUTOPHUHTA;

—  UCIOJIb30BaTh  MPOrPAMMHO-ANIIAPATHBIE  CPEICTBA  TEXHUYECKOTO
KOHTPOJIS;

—  UCINOJIb30BaTh  TEXHMYECKYIO  JIUTepaTypy W MHGOPMAIMOHHO-
CIIPaBOYHBIE CUCTEMBI JJIsl 3aMEHBI (TIOMCKa aHAJIOTOB) YCTAPEBILIETO 000Dy I0BAHMS;

— wHactpauBaTh npotokosl TCP/IP u ucnonb3oBaTh BCTPOEHHBIE YTHIIUTHI
OTEePAlMOHHON CUCTEMBI ISl TUAarHOCTUKU pab0OTOCTIOCOOHOCTH CETH;

—  aJIMUHUCTPHUPOBATH JIOKAJIbHBIE BEHIYMCIUTEIBHBIE CETH;

—  TPUHUMATh MEPHI IO YCTPAHEHUIO BO3MOXKHBIX COOEB;

— o0ecrieuyuBaTh 3alIUTy TMpPU TOAKIOUCHHUHM K  HUHGOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHOU ceTu « IHTEpHET;

—  BBINOJIHATh MOHUTOPHUHI U aHAJU3 padOThI JIOKAIBHON CETH C MOMOILBIO
MIPOTpaMMHO-aNNapaTHbIX CPEICTB;

—  HCHOJIb30BaTh CXEMBI oCJIeaBapUHHOIO BOCCTAHOBJICHUS
pabOTOCTIOCOOHOCTH  CETH, OKCIUTyaTUPOBAaTh TEXHUYECKHUE CPEJCTBA CETEBOM
UH(DPACTPYKTYPHI;

—  OCYHICCTBIISATh JMATHOCTUKY M TIOMCK HEUCIPABHOCTEH TEXHUYECKUX
CPEIICTB;

—  BBINOJHATH JCHUCTBUS 1O YCTPAHEHUIO HEUCIPABHOCTEM B YaCTH,
Kacarouemcs: MoJHOMOYNM TEXHHUKA;

—  TECTHUPOBATh KaOEIN U KOMMYHUKAITMOHHBIE YCTPOINCTBA;

—  BBINOJHATH 3aMEHY PAacXOJHBIX MaTepUalOB U MEJIKUH pPEMOHT
nepudepuitHoro o00py10BaHUS;

— ITpaBUJIBHO O(i)OpMJ'IS[TB TEXHUYCCKYIO NOKYMCHTAINIO,
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— Habmomatb 3a  TpadUKOM, BBINOJIHATH  ONEPALMM  PE3EPBHOrO
KOIHUPOBAHUS U BOCCTAHOBIICHUS JaHHBIX;

—  yCTaHaBJIMBaTh, TECTUPOBATb M OSKCIUTyaTUpPOBaTh WH(OOPMAIIMOHHbBIE
CHUCTEMBI, COIJIACHO TEXHUYECKOW TOKYMEHTAallud, OOeCIeurnBaTh AHTUBUPYCHYIO
3aIIUTY

3HATh:

—  TEXHOJIOTUYECKHE TMPOIECChl, TEXHOJOTHYECKOEe O00OpyJOBaHHUE, €ro
YCTPOUCTBO M 0OCTYKMBaHKE (I10 OTPACIISIM);

—  OCHOBBI MaTepHuanoBe/leHus (10 OTPaCsIM);

—  TpeboBaHUS TEXHUKHU 0€30MacHOCTH (TI0 OTpaCisiM);

—  OCHOBBI pa3pabOTKA M BHEAPEHUS TEXHOJOTHYCCKUX IPOIECCOB (10
OTpaciisiM);

—  TpeOOBaHUS K Ka4ECTBY MPOAYKIIUU U TIApaMETPhI €TO OIICHKHU;

—  OCHOBBI yIPAaBIICHUS NTEPBUYHBIM CTPYKTYPHBIM MOIPA3/ICTICHUEM;

—  oO0Iue IpUHIIKUIBI TIOCTPOCHUS CETEH;

—  CETEBBIC TOIOJIOTHH;

—  MHOrocjiounHyw mozaenb OSI;

—  TpeOOBaHUS K KOMIIBIOTEPHBIM CETSIM;

—  apPXUTEKTYpPY MPOTOKOJIOB;

—  CTaHJIApTHU3ALUIO CETEH;

—  JTambl IPOCKTUPOBAHUS CETEBOU MHPPACTPYKTYPHI;

—  TpeOoBaHMUsI K CETeBOU 0€30MacHOCTH;

—  OpraHu3zaiuio padoT MO BBOJY B IKCILUTyaTallui0o OOBEKTOB U CETMEHTOB
KOMIIBIOTEPHBIX CETEH;

—  BEPOSTHOCTHBIE W CTOXAaCTHYECKHUE TIPOIECCHI, JJIEMEHTHI TEOPUHU
MacCOBOTO OOCITY>)KMBaHUSI, OCHOBHBIC COOTHOIICHHS TECOPUU OdYepeel, OCHOBHBIC
MOHSITUSI TEOPUU TpadoB;

—  QJIrOPUTMBI TOMCKA KpAaTYaNIIIero myTu;

—  OCHOBHBIE TTPOOJIEMBI CHHTE3a rpad)oB aTak;

—  TIOCTPOEHHUE aJTEKBATHOU MOJIEIIHN;

—  CHCTEMBI TOMOJIOTHYECKOTO aHalh3a 3allUIIEHHOCTH KOMIBIOTEPHOMN
CeTH;

—  apXHTEKTYpy CKaHepa 0€301acHOCTH;

- OKCIICPTHBIC CUCTCMEI,
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—  0a30BbI€ MPOTOKOJIbI U TEXHOJIOTMH JIOKAJIBHBIX CETEH;

—  TPUHITUIBI TOCTPOSHUS BHICOKOCKOPOCTHBIX JIOKATBHBIX CETEH;

—  OCHOBBI IIPOCKTHUPOBAHMS JIOKATHHBIX CETEH, OCCIPOBOIHBIE JIOKAIBHBIE
CeTH;

—  CTaHAapThl KaOelel, OCHOBHBIC BUABl KOMMYHHUKAIIMOHHBIX YCTPOMCTB,
TEPMUHBI, TIOHSATHSA, CTAaHAAPTHI W THUIIOBBIE DJEMEHTHI CTPYKTYPHUPOBAHHOM
KaOeJIbHOM CHUCTEMbI: MOHTAX, TECTUPOBAHUE;

—  CpelcTBa TECTUPOBAHUSA U aHAJIU3A;

—  IIpOrpaMMHO-aIIapaTHbIE CPEACTBA TEXHUUECKOTO KOHTPOJIS;

—  IMArHOCTHUKY XECTKUX JIMCKOB,;

—  pesepBHOE KomupoBaHue uHpopmanuu, RAID-TexHoMOTHH, XpaHWIUIIA
JTAHHBIX;

—  OCHOBHBIC HaIlpaBJICHUS aIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEH;

—  YTWIUTHI, PYHKIUH, YJATCHHOE YIIPABICHUE CEPBEPOM;

—  TEXHOJIOTHIO 0€e30MacHOCTH, MIPOTOKOJIOB aBTOpH3AITNH,
KOH(HICHIIMATIEHOCTH ¥ 0€30MaCHOCTH TP pabOTE C CETEBBIMU PECYpCaMu;

—  apXUTEKTYpYy U PYHKIIMU CUCTEM YIIPABJICHUS CETSIMU, CTAHAAPTHI CUCTEM
yIpaBIICHUS,

—  3aJayd  YNpaBJICHUS: aHajlu3 MPOU3BOAUTEIBHOCTH U HAJEKHOCTH,
yIpaBiieHHe 0€30MacCHOCThI0, yueT Tpaduka, yIpaBieHHe KOHPUTYypaIue;

—  cpencTBa MOHUTOPHHTA U aHAJIN3a JIOKAIBHBIX CETEH;

—  KJaccu(UKAIUI0 PErJaMEHTOB, TMOPSJAOK TEXHUYECKUX OCMOTPOB,
MPOBEPOK U MPOPUITAKTUIECKUX padOT;

—  TIpaBuWIa SKCIUTyaTalliy TEXHHUYECKUX CPEACTB CETEBOM MHPPACTPYKTYPHI;

—  pacmmpeHue  CTPYKTyphl, METOABI W  CpPEACTBA  JIUAarHOCTHKH
HEUCITPABHOCTEN TEXHUYECKUX CPEACTB U CETEBOU CTPYKTYPHI;

—  METOJbl YCTPAHEHHUs HEUCTPABHOCTEH B TEXHUYECKUX CPEJCTBAX, CXEMBI
MOCJICABAPUIMHOTO BOCCTAHOBJICHUSI PabOTOCTIOCOOHOCTH CETHU, TEXHUYECKYI H
MIPOCKTHYIO TOKYMEHTAIINIO, CTIOCOOBI PE3EPBHOTO KOIMMUPOBAHUS JAHHBIX, TPHHITUIIBI
PabOThI XpaHUJIHII JAHHBIX;

—  OCHOBHBIC TIOHATHS WH(GOPMAIIMOHHBIX CHUCTEM, KU3HCHHBIA ITUKII,
MpoOJeMbl  OOCCIICUCHHSI TEXHOJIOTMYECKOW 0e30MacHOCTH  MH(GOPMAIIMOHHBIX
cucTeM, TpeOOBaHUS K apXHUTEKType WH(DPOPMAITMOHHBIX CUCTEM M MX KOMITOHCHTaM

st obecriedeHuss 0€30MacHOCTH  (DYHKIIMOHUPOBAHUS, OINEPATUBHBIE METOIbI
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MOBBIICHUS 0€30MacHOCTH (YHKIIMOHMPOBAHMS MPOrPaMMHBIX CpEACTB W 0a3
JTaHHBIX;

—  OCHOBHBIE TpeOOBaHUS K CpEICTBAM M BHJAM TECTUPOBAHUS IS
OIIpeJIeICHUs] TEXHOJIOTMYECKON O€30MacHOCTH HH(OPMAIIHOHHBIX CUCTEM.

1.4. Koiu4yecTBO YacOB HA OCBOEHHE MPOrpaMMbl MIPAKTUKH:

OOmuit o0beM BpeMeHHM Ha MpoBeACHHUE MpakTHKu ompexaensercs OI'OC
CIIO, yueOHBIM MIaHOM U paboyeit mporpaMmoid NpopecCuOHAITBHOTO MOTYJIA.

[Iporpamma paccumTaHa Ha MPOXOXKACHHE CTYJICHTAMH TPAKTUKA B 00BEME
252 4gacoB o MJIK.04.01 Opranu3zanus TexHojgoruueckoro mpoiecca, MJIK.04.02
Brinonnenne paboT mo mpoeKkTupoBaHUio ceteBod uHppactpykrypsl, MJIK.04.03
Opranuzanus cereBoro aqmuuuctpupoBanus 1 MJIK.04.04 Dkcrmyaranusi 0ObEeKTOB
CeTeBOI UHPPACTPYKTYPHI.

1.5. ®opma aTTecTANMHU 10 NPAKTHKE:

dopMOH aTTeCTalMU MO IPAKTUKE sBIsAeTCA AU depeHUUPOBAHHBIN 3a4eT.
HuddepeHupoBaHHblii 3a4e€T BBICTABISIETCS MOCIE OCBOCHHSI CTYJEHTOM BCEX
IPEeIyCMOTPEHHBIX BUIOB PA0OT, YTO YKa3bIBAETCS PYKOBOJIUTEIEM IPAKTUKU B
XapaKTEPUCTHKE.
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2. CTPYKTYPA U COAEP KAHUE ITPAKTUKH

2.1. TemaTu4ecKHUii MJIaH MPAKTHKHA

Ne Kou-Bo ®opMbI 1 METOIBI
Buasi pador
n/n 4acoB KOHTPOJIS
1. YcraHOBKa Ha cepBepbl M pabOvHe CTAaHIUH: ONlepAlMOHHBIE 12 OIIEHKa IPaKTUUECKOH
CHCTEMBI U He0OX0ANMOe [T pabOTHI IPOTpaMMHOE 00eCTIedeHIE EATEITLHOCTH
2. Opranuzanus JOCTyIa K JIOKaJIbHBIM ceTsM 1 HTepHeTy 24 OILIEHKa IPaKTUUECKOH
JIESITEIIHOCTH
3. VYrpaBiaeHUe yYETHBIMH 3aIIUCAMU U KYPHAITUPOBAHHEM 18 OLICHKA MPaKTHYECKOH
JIESTEIILHOCTH
4., Kondurypanus Be6-ciyx6 18 OLIEHKA IIPaKTHYECKOU
JIeSITEIIbHOCTH
Hroro: 72 oT4er
5. Kondurypanus ciryx0 yaajieHHOTo A0CTyIa 24 OIICHKA MPAKTHYCCKOM
JIESITEIIEHOCTH
6. Opranuzanus HHGOPMaIHOHHON 0€30ITacHOCTH 24 OIICHKA IPAKTHUCCKOM
JIESITEIIEHOCTH
7. Hactpoiika cepsepos b/ 12 OLICHKA IPAKTUYECKOMI
JIESITEIIEHOCTH
8. Hactpotika ¢aiinoBoro cepepa 6 OIICHKA MPAKTUYECKOM
JIESITEIIEHOCTH
9. JlokyMeHTHpOBaHUE BCEX MPOU3BENCHHBIX ACHCTBUI 6 OLIEHKA MPaKTU4YECKOMN
JIESITEIIEHOCTH
10. | YcraHoBKa Ha cepBepbl ¥ paboune CTAaHIIMH OIEPAITOHHBIX 12 OLIEHKA MPAKTHYECKOH
CHCTEM M HE00X0AUMOTO I paboThl IPOTPAMMHOI0O JIESITeTIBHOCTH
obecrieyeHUs
11. Ocy1ecTieHre KOHGUTYPUPOBAHHUS IPOTPAMMHOTO 12 OLICHKA IPAKTHYECKOHI
obecrieueHns Ha cepBepax U pabOUYMX CTAHIMAX JIeSITEIIbHOCTH
12. Perucrpanus nosp3oBareneil JOKaJIbHON CETH U IIOYTOBOIO 12 OLICHKA IPAKTUYECKOI
cepBepa, Ha3HAUYeHHEe UICHTU(PHUKATOPOB 1 ITapoJieH JIeSITeIIbHOCTH
Hroro: 108 oTYer
13. Hactpoiika koHTpOIIEpa JOMEHA 12 OLIEHKA IIPaKTUYECKON
JIESITETTBHOCTH
14. | Hacrpoiika cepBepa B kauecTse pononuuTeabHoro DNS cepsepa 42 OLIEHKA IIPaKTUYECKOM
JIESITETTBHOCTH
15. Hacrpoiika nentpa ceprudukammn 12 OLIEHKA IIPaKTUYECKOM
JIeSITEIIbHOCTH
16. [oaroroska u oopmiIeHHE OTYETHON M yIETHOH JOKyMEHTAIH 6 OLIEHKA IIPaKTUYECKOU
JIESITETTBHOCTH
Hroro: 72 oT4er
BCEI'O: 252 a/3ager
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2.2. Conep:xanne NpaKTUKH
Koasl
A Buasi pador Conep:xanue pador Ofnew | qopmupyembix
MIK 4acoB KOMIIeTeHI Ui
OK K
MK 1. YcraHOBKa Ha cepBepHl U YcTaHOBKa BHPTYAIBHON MAIIHHBI 2 OK 1. | [IK4.11
04.03 pabouue CTaHIMU: VcTaHOBKA Ha IIOZITOTOBJICHHYIO 4 OK2. | K 4.12
OIepaLMOHHBIE CUCTEMBI U BUpTyabHyto ManmHy CentOS wm 8§ i IIK 4.13
HEOOX0AUMOE ISt pabOoThI Debian OK 5: I1K 4.14
HPOrpaMMHOE 0OECTIEUYCHHE VYcraHoBKa POrpaMMHOTO 4 OK 6.
obecrieueHus OK 7.
HacTpolika uMEHH XOCTa, a TaAKXKe 2 OK 8.
¢aiina hosts OK.
Hroro: 12
MK 2. OpraHmu3anus A0CTyma K Hacrpotika IP-agpecanun 6 OK1 | [IK4.11
04.03 JIOKaJbHBIM ceTaM U MuTeprery | Hacrpoiite DHCP-cepBepa 6 OK2 | [IK4.12
Hacrpoiika DNS cepsepa 6 OK4 | IIK4.13
Hactpolika 1uHAMHYECKOTO 6 OKg§ | IIK4.14
obHoBieHns 3anuceir DNS
Hroro: 24
MK 3. YpasieHue y4eTHbIMU PazseptriBanue LDAP-cepsep 6 OK1 | [IK4.11
04.03 3alUCAMM U J)KypHalupoBanueM | OpraHuzalys  [EHTPATA30BAHHOTO 6 OK2 | [IK4.12
cOopa )KypHAJIOB OK4 | [IK4.13
Hacrpoiika MOHTHPOBAHHS 6 OK38 | [IK 4.14
JIOMAIITHEr0 KaTajlora MOJb30BaTels
o TpeOOBaHUIO
Hroro: 18
MK 4. Konpurypamms Be0-ciryx0 YcTaHOBKA W HACTpOIKa BeO-cepBep 6 OK1 | [IK4.11
04.03 apache OK2 | [IK 4.12
YcTaHOBKa W HACTpOIKa BeO-cepBep 6 OK4 | [IK4.13
NGINX OK 8 | [IK4.14
Opranuzanus (aitnoodMeHHOTO 6
cepuca FTP
Hroro: 18
Hroro: 72
MK 5. Kondurypamms ciyx6 Hacrpoiika ayrentudukannu SSH 6 OK1 | [IK4.11
04.03 YAaJCHHOTO JOCTYTIa 0 MyOIIMYHOMY KITFOUy OK?2 | [IK4.12
Hactpoiika cepBepa ygaieHHOTO 6 OK4 | [IK4.13
JIOCTYTIA Ha OCHOBE TEXHOJIOTHH OK 8 | I[IK 4.14
OpenVPN
Hactpolika kia1eHTa yaaaeHHOro 6
JIOCTYTa Ha OCHOBE TEXHOJIOTUH
OpenVPN
Hacrpoiika GRE-TyHHens 6
Hroro: 24
MK 6. Opranuzamus Amnanu3 paboTsl MexaHuzma SELinX 4 OK1 | [IK4.11
04.03 nHPOPMATMOHHOM Hactpotiika orpannueHmii Ha 2 OK?2 | TIK4.12
0e301acHOCTH noakiaroueHue k Telnet OK4 | IIK4.13
Opranuzanus MeXCETEBOTO JKpaHa 6 OK8 |IIK4.14
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Koapl
Hnpexc O6beM | (opmMuUpYEMBIX
Buasl paéor Copep:xanue padot .
MJK 4acoB | KommeTeHuuii
OK IK
Hacrpoiika cHHXpOHHM3aIl1 BpPEMEHU 6
Hactpotiika ciHXpOHH3aINH 6
KaTaJOroB Ha OCHOBE JIeMOHa
Hroro: 24
MK 7. Hactpotika cepBepoB b1 Hacrpotika cepepa MySQL. 6 OK1 | [IK4.11
04.08 Hacrpoiika cepsepa MongoDB 6 OK2 | MIK4.12
Hroro: 12 OK4 | [IK4.13
OK 8 | [IK4.14
MK 8. Hactpotika ¢aitnmoBoro Hacrpotika ¢aiinoBoro cepsepa 6 OK1 | [IK4.11
04.03 cepBepa Samba. OK?2 | TIK 4.12
Hroro: 6 OK4 | [IK4.13
OK 8 | [IK4.14
MK 9. IoKyMEHTHPOBAaHHE BCEX [TonBeneHne UTOTOB MPAKTHKH, 4 OK1 | [IK4.11
04.03 MIPOM3BEACHHBIX JICHCTBUIA. COCTABJICHUC OTYCTOB, ITOATOTOBKA H OK?2 | [IK4.12
odopmireHre TOPTHOITHO. OK 4 | Mk 4.13
Tomsrom nobomurens o | © | 0K | T4
Hroro: 6
MK 10. YcraHoBKka Ha cepBepbl 1 YcTaHOBKa M HACTPOHKA CHCTEM 4 OK 1. | [IK 4.15
04.04 paboune craHIUA BHUPTYyaI3aIiN OK2. | 1K 4.16
OTIEPallMOHHBIX CUCTEM U VcTaHOBKa M HACTPOKA BUPTYAJIbHBIX 4 8§ 2 IK 4.17
HE00X0IUMOTO IS paboThI MAIIVH OK 5: 1K 4.18
IPOrPaMMHOr0 00ecreuCHHs Ba3oBast HACTPOIKa OMePaHOHHBIX 4 OK 6. | IK4.19
CHCTEM Ha CO3J[aHHBIX BUPTYaJIbHBIX OK7. | IIK 4.20
MarHax OK8.
OK 9.
Hroro: 12
MK 11. OcymiectBieHne YcTaHoBKa u HaCTpoWKa 4 OK1 | [IK4.15
04.04 KOH(UTYpUPOBaHHS IIPOrPaMMHOTO obecrieueHus OK?2 | [IK4.16
MIPOTPaMMHOTO OOECTICUCHHS Ha | KOHTPOJISA YYETHBIX 3anucen, OK4 | [IK 4.17
cepBepax v pabounx CTaHIHAX obecrneueHus CEepBUCOB OK 8 | [IK4.18
KOPIOPaTUBHOM CETH K 4.19
YcTaHoBKa u HacTpoiKka 4 I1K 4.20
MPOTPaMMHOTO obecrieueHus
MOHHUTOPHHIA U aHanu3a pabOTHI
JIOKaJIbHOH ceTH
Hacrpoiika ynajlleHHOTO ynpaBleHUs 4
ycTpoicTBaMu
Hroro: 12
MK 12. Perucrpanus nons3osareineit | CocTaBieHHe CIUCKA T0JIb30BaTeNeH 2 OK1 | [IK4.15
04.04 JIOKaJIbHOHU CETH U OYTOBOTO U JICJICHUE €T0 Ha IPYIIIbL OK?2 | [IK4.16
cepBepa, Ha3HAYCHHE Peructpanms  momnbp3oBaTenei B 4 OK 4 | IIK 4.17
UACHTU(PHUKATOPOB H MApoIIeit cucTeme OK 8 | [IK4.18
TeHepaiys  UOEHTU(PUKATOPOB U 2 MK 4.19
naposei I1K 4.20
OOHOBIIEHUE YUETHBIX JAHHBIX 4
Hroro: 12
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Koapl
Hnpexc O6beM | (opmMuUpYEMBIX
Buasl paéor Copep:xanue padot .
MK 4acoB KOMIIeTeH Uil
OK IK
Hroro: 108
MK 13. Hactpoiika KoHTpOJIIEpa BasoBas mHacTpoiika 6 OK1 | [IK4.11
04.02 | momeHa Kondurypuposanue Active 6 OK2 | IIK4.12
Directory OK4 | [IK4.13
Hactpoiika DHCP 6 OK8 |IIK4.14
Hacrpoiika DNS 6
Hactpotiika GPO 6
DJeMeHTHI JIOMEHHOU 6
HHPPACTPYKTYPHI
Hroro: 12
MK 14. Hactpoiika cepBepa B basoBas HacTpolika 6 OK1 | [IK4.11
04.02 Ka4yecTBE JOMOJHUTEILHOIO Hacrpoiika Active Directory 6 OK2 | [IK4.12
DNS cepsepa Hactpoiika DHCP kimenTa 6 OK4 | [IK 4.13
Hactpoiika DNS cepepa B kauecTse 6 OK3 | TIK 4.14
JIOTIOJTHUTEIBHOTO
OO01me mamnku 6
KBoTr1/®aiinoBeie 2KpaHbI 6
Be6-cepsep 11S 6
Hroro: 42
MK 15. Hactpoiika nenrpa bazoBas HacTpoiika cepBepa 6 OK1 | [IK4.11
04.02 cepTuhUKAIIH YcTaHoBKa CITYKO cepTUDUKAIIH 6 OK?2 | [IK4.12
Hroro: 12 OK4 | [IK 4.13
OK 8 | [IK4.14
MK 16. IToaroTtoBka 1 opopmienue | JJokyMEeHTHPOBaHUE MOJIUTHKH 2 OK 1. | TIK4.1
04.01 OTYETHOI ¥ YYETHOI 0€3011aCHOCTH KOMITaHUH OK2. | TIK 4.2
JTOKYMEHTAIIHH Cocrasiienne 3KcnnyaTau1/10H110171 2 OK3. | IK4.3
JIOKYMEHTaI[IH KOMIIBIOTEPHOW CETH OK4. | TIK 4.4
[ToaBeneHue UTOTOB IPAKTHKH, 2
COCTaBJICHHE OTYETOB, MOJrOTOBKA U OKS5. | TIK4.5
odopmrenne noptdosuo. OK 6. | 1IK 4.6
Hroro: 6 OK 7.
OK 8.
OK 9.
Hroro: 72
BCEI'O: 252
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3. YCJIOBUSA PEAJIMBALIAU ITPOT'PAMMBI IPAKTUKHA

3.1. UudopmannonHoe odecneyeHue:

OCHOBHBIE HCTOYHUKU:

1. bapanuukoB, A. WM. OpranHuzanus CceTeBOro aJMHUHUCTPUPOBAHUSL:
yueOHuk mis ctynentoB CIIO/ A. W. bapanuukos, II. A. bapanuukos, A. IO.
I'pomoB. - Mocksa : Akagemus, 2016. - 320 c.

2. Hazapo A.B. Dkxcruryararus oOBEKTOB CeTe€BOM HH(PPACTPYKTYphI /
[Tox pen. Hazaposa A.B. (1-e u3n.) yueOnuk.- M.:Axanemus, 2014

3. [ManumoBa M. A. CeTu U TeNEKOMMYHUKAIIMK: YYEOHUK U TPAKTUKYM/
nop penakiuen M. A. llanumosa, . C. Kyns6oBa. — M.: FOpaiit, 2018. — 363 c.
—  Teker : onexkrponnbii  //  OBbC  KOpaiir  [caiit]. —  URL:
https://urait.ru/bcode/450234

JlonoaHUTENbHBIE HCTOYHHUKU:

4, Hubpos, M. B. KomnploTepHble CE€TH U TEIEKOMMYHUKAIUU.
Mapmpyruzanusa B [P-cetsix B 2 4. YacTh 1: y4eOHHMK M IPaKTUKYM JJI CPEIHETO
npodeccruoHanbHOro oo6paszoBanuss / M. B. JluGpoB. - Mocksa: N3paTenscTBO
IOpaiir, 2020. - 333 c.

5. Hubpos, M. B. KomnploTepHble CceTH W TEIEKOMMYHUKAILIHUH.
Mapmpyruzanusa B [P-cetsix B 2 4. YacTh 2: y4eOHHMK U IMPAKTUKYM JJI CPEIHErO
npodeccruoHanbHOro oo6paszoBanus / M. B. JIuGpoB. - Mocksa: N3paTenscTBO
FOpaiit, 2020. - 351 c.

6. 3amstuna, O. M. H)OKOMMYHUKAIIMOHHBIE CUCTEMBI B ceTH. OCHOBBI
MOJIETTUPOBaHUs: yueOHOE mocodue it CpeaHero npopecCUoHaIbHOrO0 00pa30BaHus
/ O. M. 3amstuna. — Mocksa: U3narensctBo FOpaiit, 2020. - 159 c.

7. Kazapun, O.B. OcHOBbI HHPOPMAIIMOHHOW 0€30MaCHOCTH: HAACKHOCTh
n 0e30MacHOCTh MporpaMMHOTO obOecrieueHusi: ydyeOHoe mnocooue s CIIO. -M.:
FOpaiit, 2019 - 342 c.- Pexxum poctyna: https://biblio-online.ru/

3.2. MaTepuajibHO-TEXHUYECKOE oDecrieueHme:
— yKoMIUiekToBaHHas ©0Oa3a mpaktuku: [AIIOY YAO «Uykorckuii
MHOTOIPO(PUIbHBIA KOJUIEIIKY;

—  JIOTOBOP.
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