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3AJAHMSA JJI1 ONEHKU PE3YJIBTATOB OCBOEHUA

1. Borpocsl ¥ 3ajaHus IS TEKYLIEro KOHTPOJISI

Tema 1.1. KomnoHeHTsI ceTn

1. UTto Ha3bIBAIOT CEPBEPHI?

a) 5TO KOMIIBIOTEPHl C YCTAHOBJIIEHHBIM IPOrPaMMHBIM OOECIEUEHHUEM,
MO3BOJISIOIIMM TPEAOCTABIATh JaHHBIE (HAIIPUMEP, TOCTYIN K AJIEKTPOHHOM IMOYTE
WK BeO-CTpaHuIaM) IpYIrMM OKOHEYHBIM YCTPOHCTBAaM B CETH;

0) 7TO (pu3HUECKHE IIEMEHTHI WM allapaTHOe 00ECIIeUeHUE CeTH;

B) O3TO KOMIBIOTEPHl C YCTAHOBJEHHBIM IPOIPAMMHBIM OOECIEUEHHUEM,
KOTOpOE€ TO3BOJISIET UM 3alpalliuBaTh U 0TOOpakaTb MHPOPMAIUIO, MOIYYCHHYIO C
cepsepa.

2. Kakue (pyHKIIMM BBINOJIHSIOT IPOMEXKYTOUHbIE CETEBBIE YCTPOIiCTBA?

a) BOCCTAaHOBJICHUE U PETPAHCIIALNS JaHHbIX;

0) yBeIOMJICHHE IPYTUX YCTPOUCTB 00 OIIMOKaX U cOOsX;

B) SIBJSIOTCS OTIpaBUTENEM (MCTOYHHKOM) COOOIICHMSI, MEPEeaBaeMoro Io
CETH.

3. BoiOepute cpencTBO MOJKIIOYEHMS, B KOTOPOM JAaHHBIE KOAUPYIOTCS B
ANEKTPUYECKUE UMITYJIBCHI.

a) OecrpoBo/IHAs TIepeIaya;

0) CTEKJIIHHbBIE WM IJITACTUKOBBIE BOJIOKHA;

B) METAJUIMUECKHE POBO/A B KaOesX.

4. Cneuuanu3upOBaHHbBIE IIOPTBI B CETEBOM  YCTPOWMCTBE, KOTOPBIE
MOAKIIOYAOTCS K OTAEJIBHBIM CETSM Ha3bIBAKOTCS

5. Ha pucyHke nipencraBieHa TOMOJIOTUS

C Hutaper Momsrra: 7128

Capampeast: Kosumpn 2158

Knsce 1 Kesenarac 2125

oo 3 Hnamce 2: Kosssra: 2128

Mance 3 Kounara: 2127

MT-wrgun Kossara 2158

6. ObecrieunBaeT NOAKIOYCHNUE U TIepeady MOTOKa JaHHBIX MO CETH.
a) OKOHEYHBIE YCTPOUCTBA;
0) mpOMeXKyTOUHbIE YCTPOICTBA;
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B) Cpelia nepeaayu.

Tema 1.2. KonBepreHTHble ceTn

7. CereBasg MH(PPACTPYKTYypa, MPEAOCTABISAIONIAS JOCTYN TMOJIb30BATENIIM H

OKOHEYHBIM YCTPOWCTBAM Ha HEOONBILION TEPPUTOPUU; OOBIYHO SIBJIAECTCS JOMAIIHEN

CCThIO, CCTBIO MAJIOI'O MJIKM KPYIIHOI'O IPCAIIPUATUA, YIIPABIICTCA OJHHUM JIMIIOM HJIN

NT-oTaenom v NpUHAMJIEKUAT UM HA3bIBACTCS?

a) nokaypHas cetb (LAN);

0) rmo6ansHas cetb (WAN);

B) ropojckas cetb (Metropolitan Area Network, MAN);

) ceTh XpaHeHus JaHHbIX (SAN).

8. O0bearHEHNE B3aMMOCBS3aHHBIX CETEN B MUPOBOM MacIlTabe Ha3bIBaeTCs?
a) nrepHer;

0) DKcTpaHerT;

B) UHTpaner;

r) ['opoxckas ceTs.

9. Kakwme Buapl noakimoueHUss K VHTEpHETY HCIONB3YIOTCS JOMa U B

HeOoIbIIOM oduce?

a) Tene(OHHBIN KOMMYTUPYEMBINA TOCTYIL;

0) kabenbHOE TOJIKIIIOUCHHE;

B) BbIJICJICHHAs apeHAOBaHHAas JIMHHUS,

r) mobanbHas ceth Ethernet.

10. CeteBas uH(ppacTpyKTypa, IpeAOCTaBISAIONIAs TOCTYI K APYTUM CETAM Ha

OOJBITION TEPPUTOPUH; 0OBIYHO MPUHAJIEKUT npoBaiiepam

TCIICKOMMYHHUKAIIHUOHHBIX YCIYT 1 HAXOAWUTCS IO UX YIIPABJIICHHUCM Ha3bIBacTCs?

a) ropozackas ceth (Metropolitan Area Network, MAN);

0) rinobanbHas cetb (WAN);

B) 6ecripoBoaHbIe JoKanbHbIe ceTu (WLAN);

r) nokaybHas cetb (LAN).

11. KoHBepreHTHbIE CETH MO3BOJISIOT. . .

a) mepenaBaTh JaHHBIC, TOJIOC ¥ BUACO MEKIY Pa3TUIHBIMHA TUITAMH YCTPOWCTB

P UCTIOJL30BAHUH OJTHOM M TOH K€ CETeBOU UHPPACTPYKTYPHI;

0) TaHHbBIC TTepeatoTCs KaK10€ B CBOCH CETH.
12. CBOHCTBO ceTH, OOecCIIeUMBAaIOIIME HAUMEHbBIIEE BIUIHHE COOEB Ha

HAUMEHBIIIEE KOJIMYECTBO YCTPOUCTB:

a) OTKa30yCTONYHBOCTb;
0) MacIITabupPyeMOCTh;
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B) KauecTBO oOciykuBanus (QoS);

r) 6€30MMacHOCTb.

Tema 1.3. Hage:kHOCTH ceTH

13. CBOICTBO CETH MO3BOJISAIONIEE OBICTPO PACIIMPUTD, 0OECTIEUUB MOAJIEPKKY
HOBBIX TMOJb30BaTENEd M  TOPWIOKEHUH 0e3 cHuxKeHUus dPPeKTUBHOCTU
00CITy’KUBAHUS CYIIECTBYIOIINX ?

a) 0TKa30yCTONYHBOCTb;

0) MacImITabMPyeMOCTh;

B) KauecTBO oOciykuBaHus (QoS);

r) 6€30MMacHOCTb.

14. ®OyHKuMS TapaHTHpYIOIIasi, YTO MPUOPUTETHI COOTBETCTBYIOT THUITY
KOMMYHHUKAITMHN ¥ €€ BAXKHOCTH JJISI OpTaHU3aIIH?

a) 0TKa30yCTONYHBOCTb;

0) MacIITabUpPyeMOCTh;

B) KauecTBO oOciykuBaHus (QoS);

r) 06€30MacHOCTb.

15. 3amuTa nakeToB AaHHBIX, EPEJaBaeMbIX M0 CETH, a Takke MHGOpMAIIHH,
XPpaHSIIECHCs Ha MMOAKITIOYECHHBIX K CETH YCTPONUCTBAX, HA3bIBACTCS

a) 0TKa30yCTONYHBOCTb;

0) MacIITabMPyeMOCTh;

B) KauecTBO oOcmykuBanus (QoS);

r) 0€30MacHOCTb.

16. O6ecnieuenne 6e30MacHOCTH UHPPACTPYKTYPHI CETH BKIIIOUAET B CEOSI:

a) (U3MYECKYIO 3alIUTy BCEX YCTPOWCTB, KOTOPhIE HEOOXOIUMBI ISl CETEBBIX
MOJIKJIIOUCHUM;

0) nmpenoTBpalIeHnEe KOJTU3HIA;

B) MpPEJOTBPAIlEHNE HECAHKIIMOHUPOBAHHOTO JIOCTYIMA K YCTAaHOBJICHHOMY Ha
Hux 10 ynpasienus.

17. BpemoHocHOe TMporpaMMHOE OOECIEYeHHEe W TPOU3BOJIBHBIA KO,
WCTIOJTHSIEMBIE Ha TIOJIb30BATEIBCKIX YCTPOMCTBAX, HA3BIBACTCA. . .

a) BUPYCHI, YEPBU U KTPOSTHCKHEC KOHNY;

0) mmuoHckoe u pexiamuoe 110;

B) aTaKoil HYJIEBOTO JAHS;

I') XaKepCKOW aTaKkou.

18. IlporpammHoe oOecrniedueHre, yCTaHaBIMBAeMOE Ha TIOJIB30BATEIIbCKOE
YCTPOMCTBO U TaifHO COOMpArOIee CBEACHUS O MOIh30BaTelNe, Ha3bIBACTCH. . .
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a) BUPYCHI, YEPBU U «TPOSTHCKUE KOHUY;

0) mnuoHckoe u pexiaamuoe I10;

B) aTaKOM HYJIEBOTO JTHS;

') XaKepCKOW aTaKou.

19. ATtakd KOMIIETEHTHOTO 3JIOYMBIIUICHHUKA Ha TIOJb30BaTEIbCKHE
YCTPOICTBA UITU CETEBBIE PECYPChI HA3BIBAIOTCH. . .

a) BUPYCHI, YEPBU U «TPOSTHCKHUE KOHUY;

0) mnuoHckoe u pexiaamuoe I10;

B) aTaku HYJIEBOTO JIHS,

') XaKepCKHUE aTaKu.

20. Jlna obecnedyeHuss OE30MACHOCTH JAOMAITHUX WM HEOOJBIIUX O(PHUCHBIX
CeTel JOHKHBI UCTIOIh30BATHCS KAK MUHUMYM CJIEAYIOUINE KOMITOHEHTHI:

a) aHTUBUpPYCHOE U aHTHUIIHOHCKOE [10;

0) punpTpanus Ha MEXKCETEBOM IKPAHE;

B) JIMCKPETH3ALIMS COOOIIECHHUIH;

r) OJIOKMPOBKA JOCTYIIA MOJIb30BaTEIECH.

21. brokupyeT MOnbITKM HECAHKIIMOHUPOBAHHOTO JIOCTYyTA K CETH?

a) BupTyainbHas yactHas ceTh(VPN);

0) MeKceTeBOM IKpaH;

B) BUPYC;

') OTKa3 B 0OCTY>KHBAHUH.

22. ObecnieunBaeT 3alUUIIEHHOE MOAKIIOYEHUE AJI YAAICHHBIX COTPYIHUKOB.

a) BUpTyanbHas yactHas ceTb(VPN);

0) MeKCeTeBOM IKpaH;

B) BUPYC;

I') OTKa3 B 00CTY>KHBAHUH.

23. l'apaHTHsa TOTO, YTO TOJIBKO YKa3aHHbIE M aBTOPU30BAHHBIC MOJTy4YaTEIH
MOTYT UMETh JOCTYH K JaHHBIM, Ha3bIBACTCS?

a) KOH(HUICHITNATBLHOCTB;

0) 1IEJIOCTHOCTB;

B) JOCTYIIHOCTb.

24. I'apanTus TOrO, 4To MHGOpPMAIHMI HE ObLIa K3MEHEHA B MPOLIecCe Mepeadn
OT UCXOJIHOTO MTyHKTA K MECTY Ha3HAYCHHUS Ha3bIBACTCS?

a) KOH(UICHITUATHLHOCTB;

0) IIEJIOCTHOCTB;

B) JOCTYITHOCTb.
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25. CBOeBpeMEHHBI M HAJICKHBIA JOCTYI K JaHHBIM JUIS aBTOPU30BAHHBIX

oJIb30BaTenei?

a) KOH(HUICHITUATBLHOCTB;

0) IIEJOCTHOCTD;

B) JJOCTYITHOCTb.

OTtBerbI:
O|ld| N M| T LI OO0V |O| AN M| I | WO
| N | M| < Lo OlI~Mf0lO0 | A A | A | A A A | A | A A | A | N| N[N | N | N[N
a |a |B |umHTepdeit | pusnyecka |6 |a |a |a, |6 [a |a |6 |B |r |a, |a |0 [T |a a |a [0 |B
c o 6 B

2.BOHPOCLI U 3a1aHUSA JJIsI HTOTOBOI'0 KOHTPOJIA

Teopernueckast 4acThb

© oo Nk wWNPRE

N NN NNRPRRRRRRRR R
P WNDNE OOV NOAWDNERE O

Otnuune ctangapra wWpa2 ot crangapra WEP.

[Iporokon 6e3omacHocTu OecrpoBoaHbIX ceTeir WPA.
Cranpapt 6e3omacHocTu 6ecripoBoiHbIx ceTeir WEP.
[Tpotokoi 6e3omacuocT cetn Radius.

[Iporokon 6e3omacHocTH ceTu Tacacs.

[Tepeuncnure ypoBau monenu OSI.

®usnueckuil yposeHb mojenu OSI.

TpancnoptHbIi ypoBeHb Mozenn OSI.

CymiecTByroiue cTaHaapThl Kabesne, UX BUJIbI U XapaKTEPUCTUKH.
OcHOBHBIE KaTeropuu Kadeseu corsacHo CTaHIapTy.
[Tognep>xuBaemMas CKOPOCTh TMepeaaur JaHHBIX BUTOM Maphl.
Tumbl uHTEPPENCOB TaAHHBIX.

[lepenada naHHBIX B BUJIEC TAKETOB.

Ilepenada 1aHHBIX B BUJIE STYEEK.

Bubpl KOMMyTallMOHHOTO 00OpPYI0BaHMUSI.

Omnpenenenue ceTeBoe (TEICKOMMYHUKAITMOHHOE) 000PyI0BaHUE.
OnpeneneHue akTUBHOE CETEBOE 00OPYIOBAHUE.
OmnpeneneHre NacCUBHOE CETEBOE 00OPYIOBaHHE.
Hasznauenue, cBolicTBa U MPUHIUI pabOThI KOHIICHTpATOpa.
Hasznauenue, cBolicTBa U MPUHIIMI pabOThI poyTepa.
Hasnauenue, cBOMCTBa ¥ MPUHIIUI PAOOTHI MAPIIPyTHU3ATOPA.
OTnuuus MapIIpyTU3aropa oT KOMMyTaTopa.

Bu bl IpOTOKOJIOB JTOKAJIBHBIX CETEH U MX (DYyHKITUU.
Ha3nauenue u ¢pynkuuu nporokona ARP.
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25. Hasznauenue u Qynkuuu npotokona [CMP.

26. Hasnauenwue u ¢pynkiuu nporokona IGMP.

27. Haznauenue u ¢pynkuuu nporokosa UDP.

28. Hasznauenwue u QyHKImu mpotokona Vian.

29. Haznauenue u ¢pynkmuu nporokosa OSPF.

30. Hasnawenwue u ¢pynkimu nporokona RIP.

31. Ha3znaueHue u xapakTepuCTUKH TexHOIoruu ATM.

32. VYposuu monenu ATM.

33. IIpotokon ynanenHoro pocryna RDP.

34. Tlpotokon ymanennoro nocryma Direct Access.

35. Onpenenenue TCP/IP.

36. ¥Yposuu creka npoTtokona TCP/IP, oxapakrepu3oBaTh JaHHBIE YPOBHHU.

37. «Cuaudbdepn».

38. [lpunmun pabots! cHUGGEPOB.

39. Meronpl niepeaaun JaHHBIX ceTel X.25.

40. OcHoBHbIe PpyHKIIMU TpOoTOKOTa X.25/3.

41. OmnpeneneHue peTpaHCIIIUs KaapOB.

42. Yposernn moaenu OSI k koTopomy OTHOCHTCS TipoTokoi Frame relay.

43. Bunasl BUpTyanbHBIX KaHaIoB Frame relay.

44. @ynkuuu cereBor ciyx0b1 1.200.

45. Ob6nactu nmpumenenus Texnojgoruu SONET.

46. Yposuu tonosoruu cetu SONET.

47. Haznauenue u ¢pynkimu npotokona Serial Line Internet Protocol (SLIP).

48. TlpennasnaueHue nporokona Point-to-Point Protocol (PPP).

49. Tpeb6oBanuss CHull x 060py10BaHNIO KOMITBIOTEPHBIX CETEH.

50. IIporpammsl At KOHTPOJIS CETEBOTO TpaduKa U OMUIITUTE UX
(byHKITMOHA.

IIpakTuuyeckue 3a1aHus

3aganue 1. BoimomnuTe 0a30BYI0 HaCTPONWKY KOMMYTaTopa M KOHIIEHTpATOpa,
MOCTPOUTHh PAbOTOCIIOCOOHYIO CETh Ha OCHOBE KOHIIEHTPATOPOB M KOMMYTATOPOB
Ethernet B mporpamme Cisco Packet Tracer.

[IpoBeaute HeOOMBIIOE HCCIAENOBaHHWE, OTIPaBbTE TMAKET C  OJHOTO
KOMITBIOTEPA Ha JPYTrod W MPOCIEANTE 3a HAMpPaBICHUEM JAaHHOTO TMaKeTa, OMUIINTE
pe3ynbTaT UCCIeIOBaHUS.
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3aganne 2. BBIMOMHUTE TOAKIIOYCHHE K CETCBOMY OOOPYIOBAaHUIO B
nporpamme Cisco Packet Tracer. /lo6aBere B cxeMy kommyTarop Cisco 2960 u oaun
KOMIIBIOTEp, IIOCJIE HACTpoiTe ceTh. HacTpoiTe KOMMyTaTop C IOMOIIBIO
KoHcoJbHOTO Kabemns RS 232-Console.

BbITNOIHATE TEPBUYHYIO HACTPOHKY KOMMYTAaTOpa, YCTaHOBHTE IMapojb Ha
enable, 3ammdpyiite mnaponb, HACTPOWTE TPAHCHOPTHBIA mpoTokon Telnet,
noJKIrounTeCh K Telnet mo koxcomu.

3apanme 3. Boinonnure Hactpoiiky TexHonoruu VIRTUAL LOCAL AREA
NETWORK B mporpamme Cisco Packet Tracer. Cxouurypupyiite cxemy
MOJICTABJCHHYIO HA PUCYHKE, B JTaHHOM CilIydae HEOOXOIUMO BBIOpAaTh KOMMYTATOP
Cisco 2960, u3onupyiiTe aBe MOACETH ¢ moMoIikio Vlan, Hactpoiite IP agpecarro.

3ananue 4. BemoaauTe HacTpoiiky TexHomorun Virtual Local Area Network B
nporpamme Cisco Packet Tracer. CxoHdurypupyiiTe cxemy IOJICTaBICHHYIO Ha
pUCYHKE, B JIaHHOM Cjy4ae HeoOXomuMo BbIOpath kommytatop Cisco 2960,
U30JIMPYITE JBE TIOJICETH ¢ MoMOIIbIo Vlan, Hactpoiite IP anpecarmro.
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3aganue 5. BpimonHuTe HacTpoWKy arperanuu kaHanoB etherchannel B
nporpamme Cisco Packet Tracer. Ckondurypupyiite cxemy HOACTaBICHHYIO Ha
pUCYHKe, 100aBbTe 2 KOMMYyTaTopa M 2 KOMIbloTepa, HacTpouTe IP anpecamuro,
COCMHUTE KOMMYTATOpbl B arperupoBaHHBIA KaHAI M BBIOJIUTE HACTpOiKy. s
MIPOBEPKU OTKAa30yCTOMYUBOCTH OT OTKJIIOUMTE OAHMH U3 MOPTOB.

= —— =

= o <
PC-PT 2960-247T 2960-24TT PC-PT

PCO Switch0 Switch1 PC1
3aganue 6. BpITONHUTE HACTPOMKY JAMHAMHYECKOM arperauiud KaHaJoB
etherchannel B mnporpamme Cisco Packet Tracer. CkoHdurypupyiite cxemy
MIOJICTaBJICHHYIO Ha PHCYHKE, J100aBbTe 3 KommyTaropa |-2 ypoBHs n 1 koMMmyTaTop
L-3 ypoBHs, COEQUHUTE KOMMYTAaTOpbl B arperUpOBaHHBIA KaHal M BBINOJIUTE

HacTpoUKy. JlJIsi pOBEPKU OTKA30yCTOMYHUBOCTH OT OTKIIFOUUTE OMH U3 ITOPTOB.

3apanme 7. BpinosHuTe HacTpoiiky kommyTtaropa L3 ypoBHs B mporpamme
Cisco Packet Tracer. Co3aarh JIOKaJIbHYIO CE€Th, COCTOSIIIYIO M3 HECKOJIBKUX MOJCeTe
Ha OCHOBe kKoMMmyTtaropa 3 ypoBHs CisCO 3650, cxema mpeacTaBIeHa Ha PHCYHKE.
W3onupyiite cetn ¢ momoiplo TexHomoruu VIan, mis Kaxmoro KommbroTepa
co3faiiTe CBOI HW3OJUPOBAHHYIO ceTh, HacTtpouTe IP anapecanuio. Beimonurte
HACTPOWKY MO MapiipyTu3aiuu Tpaduka mexay Vlan.




I'AIIOY YAO

YIIPABJEHUE JOKYMEHTALIMEI CTO CMK 4.2.01 - 2019
«UMK»

PC1

3ananme 8. BrimonHuTe HacTpoWKy TpEX kommyrtartopoB L3 u L2 ypoBHs B
nporpamme Cisco Packet Tracer. Cozmath JOKaJbHYIO CETh, COCTOSIIYIO U3
HECKOJIbKHUX IOJICeTeii Ha ocHOBe KommyTaropa 3 ypoBs Cisco 3650, cxema
MpeNCcTaBlIeHa Ha pUCyHKe. M3ommpyiite cetn ¢ momoinsio TexHomoruu Vlan, mms
Ka)KJIOT0 KOMIIBIOTEpA CO3JaliTeé CBOIO HM30JMPOBAHHYIO CeTh, HacTtpoute IP
anpecanuio. BeimonuTe HacTpoliky mo mapuipytusanun tpaduka mexay Vlan. s
HacTporike VIan ucnonp3yiite KoMaHaBI aCCeSS u trunk.

p-.
- Gigl/2
Gigo/ 1 S
Mulyfayer SwrchD
GgO/'L Gigh/1
GgO/1 .
Y
Faly 1 f0-NaTT
P/ LgoReTT /nn';’\
o)

VLAN 3 VLAN 2 YLAN 3

3aganue 9. BrimomHuTe HaAcTpoiKy MapiipyTtusatopa B mporpamme Cisco
Packet Tracer. Ilocrpoiite MapmipyTusupyemyto IP-cets, ckoHdurypupyite 3
KOMITbIOTEepa, omuH kKommyTarop Cisco 2960, mapmpytuzarop Cisco 1941, s
KQXJIOr0 KOMITBIOTEpa co3lmaiiTe CBOKW  uW3oiMpoBaHHyr ceth Vlan, Ha
MapIIpyTH3aTOpPE CO3AaiTe BUPTyalibHbIEe cad uHTEpdeiicel ¢ npusaskoil IP anpecos,
Hactpoiite |IP aapecanuio Ha KOMITbIOTEpaX.

g 2 2

BC-PFT PC-PT PC-»
PCO Pl b

3aganmne 10. BpimomHuTe HACTPOWKY MapIIPyTH3aTOpa W KOMMYTAaTopa B
nporpamme Cisco Packet Tracer. Cxema mnpuBeneHa Ha pucyHke. I[loctpoiite
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Mapipytusupyemyro [P-cetb, ckoHdurypupyiite 4 kommbrorepa, 2 cepsepa, 3
kommytaropa Cisco 2960, mapmpyruzarop Cisco 1941, mis xaxaoro KoMIbrOTepa
CO3laliTe CBOK W30dMpoBaHHYIO ceth Vlan, Ha wmapmpyTuzatope cozmaiite
BUpTyaibHble nHTEpdeiice Vlan ¢ mpussskoit IP anpecos, HacTpoiite IP anpecammro
Ha KOMIIbIOTEpax.

3aganmne 11. BrimogHWTe HACTPOWKY CTAaTHYECKOHM MapIIPyTU3allUH B
nporpamme Cisco Packet Tracer. Cxema mnpuBeneHa Ha pucyHke. Iloctpoiite
MapuipyTusupyemyr IP-ceTb, ckoHQUrypupyiiTe 4 KOMIbIOTEpa, 2 KOMMYyTaropa
Cisco 2960, 3 mapmpytuzaropa Cisco 1941, misg Kakaoro KOMITbIOTEpa CO3/IalTe
CBOIO W30JHMpOBaHHYI0 ceTh Vlan, Ha wmapuipyrusatope cozmaiiTe BHPTyaibHBIC
untepdeiicet Vlan ¢ mpussskoii IP  aapecos, Hactpoiite [P aapecamuio Ha
KoMITbtoTepax. [IponmuImuTe cTaTnuecKue MapipyThl Ha pOyTepax.

3aganme 12. Brmonnure Hactpoilky DHCP mnportokona Ha poyrepe B
nporpamme Cisco Packet Tracer. Cxema mnpuBeneHa Ha pucyHke. [loctpoiite
Mapuipytusupyemyto IP-cetb, cxkoHurypupyiite 3 xommbioTepa, 1 KomMMyTarop
Cisco 2960, 1 mapupyruzarop Cisco 1941, Bemonure Hactpoiiky DHCP Ha poyrtepe
¢ mysiom azapecoB 192,168,1,1-192,168,1,100.

Bxrounte mporokon DHCP na kommbroTepax.
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3amanue 13. Brmonnute Hactpoiiky DHCP mnporokona Ha cepBepe B
nporpamme Cisco Packet Tracer. Cxema mnpuBeneHa Ha pucyHke. I[loctpoiite
Mapuipytusupyemyio [P-ceth, ckonurypupyiite 4 xommeiotepa, 1 cepsep, 1
kommyTtatop Cisco 2960, 1 mapmpytuzarop Cisco 1941, uzonupyiiTe BCe CeTH C
noMoripio  VIan, Ha poyrepe co3maiiTe BHUpTyadbHBIe cad uWHTepdEHchH ¢
npuBsizaHHbiMU |P agpecamu, Beimonute Hactpoitky DHCP Ha cepsepe.

o

ANE

3ananue 14. Bemmonnute HacTpoiiky nporokona Network Address Tranclation
(NAT) B nporpamme Cisco Packet Tracer. Cxema mpuBeneHa Ha pucyHke. [TocTporite
Mapuipytusupyemyto [P-ceth, ckoHburypupyiite 3 xommbioTepa, 1 cepsep, 1
xommytatop Cisco 2960, 2 mapmpyruzaropa Cisco 1941, uzonupyiite Bce CETH C
nomomipio  Vlan, Ha poyrepe cosmaiiTe BHUpTyanbHble ca0 uHTepdEHCH ¢

npuBsizanHbiMU IP anpecamu, HazHaubTe Oenbie IP aapeca Ha poyTepe mpoBaiiiepa u
Ha BHEIIHEM WuHTepdeiice Bamero poyrepa, TaK e HEOOXOAMMO MPOIMHCaTh
cTaTuyeckue MapuipyThl. Beimonute HacTpoiiky npotokoia NAT Ha poyTepe.
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3amanue 15. BpimonHUTE — HACTPOWKY  MOPOTOKOJIA  AMHAMHYECKOMN
mapmpytuzanua OSPF B mporpamme Cisco Packet Tracer. Cxema mpuBeneHa Ha
pucynke. Iloctpoiite Mapuipyrusupyemyr IP-cetb, ckoHdurypupyiire 3
KOMIbIOTEpa, 3 Mapmpytu3aropa Cisco 2911, Hactpoiite ip agpecaruio, HaCTPOUTe
loopback, nanee nacrpoiite nporokoa OSPF.
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3aganue 16. BpimonHWTEe  HACTPOWKY  NPOTOKOJA  JUHAMHYECKOMN
mapmpytu3anuu EIGRP B mporpamme Cisco Packet Tracer. Cxema mpuBeneHa Ha
pucynke. Iloctpoiite  Mapmpyrtusupyemyro IP-cetb, ckoHdurypupyiite 3
KOMIIbIOTEpa, 3 Mapiipytusaropa Cisco 2911, Hactpoiite Ip aapecaluio, HaCTPONTe
loopback, nanee macrpotite npotokona EIGRP.
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3ananue 17. BeimogHuTe HACTPOWKY CIUCKOB KOHTPOJIA goctyna (access list)
B nporpamme Cisco Packet Tracer. Cxema mpuBeaeHa Ha pucyHke. Iloctpoiite
Mapuipytusupyemyto [P-ceth, ckoHburypupyiite 2 xommbioTepa, 1 cepsep, 1
KoMMmyTaTop, 1 mapripyrusarop. M3onupyiiTe Bce KOMIbIOTEpHI ¢ momornipio Vian,
HACTpoTe BUpTyalibHbIe HHTEpdelchl Ha poyTepe ¢ IP angpecamu. Hactporite Access
JUCTBI TakuM 00pa3oM, JOCTYN HJsi CepBepa JOKEH HUMETh TOJIBKO KOMIIBIOTED
OyXranaTepoB cJeBa.
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3apanme 18. Brmonnute nHactpoiiky Virtual Private Network (VPN) B
nporpamme Cisco Packet Tracer. Cxema mnpuBeneHa Ha pucyHke. Iloctpoiite
Mapuipytusupyemyio IP-cetb, ckoHurypupyiite 4 KoMmmploTepa, 2 KOMMyTaropa, 3
Mapmpytu3atopa. Hactpoiite IP aapecaruto, HacTpoiite Oenyro IP ampecammio BO
BHEIIIHEH CETH, HACTPOWTE cTaTMyeckue MapiipyThl, HacTpoiite NAT, HacTpoiiTe
nporokoa VPN.

Uerpassree St
3921881 4724

3aganue 19. BeimonHuTe HacTpOiKy mpoTokosioB Syslog u ntp B mporpamme
Cisco Packet Tracer. Cxema mpuBeacHa Ha pucyHke. I[loctpoiite IP-ceTs,
ckoH(purypupyiite 2 xommnetorepa, 1 kommyrartop, 1 mapmpyrtuzarop. Hactpoiite IP
aapecanuto u npotokoiibl SYSLOG, NTP.

Server-PT
192.168.1.4

[Ssunmey V) ]
PC-PT PC-PT
192.168.1.2 192.168.1.3

3amanue 20. BrimonHuTe HacTpoiiky mpoTokona AAA Ha cepBepe B
nporpamme Cisco Packet Tracer. Cxema npuBenena Ha pucyHke. [loctpoiite IP-cets,
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ckoHpUrypupyiite 2 kommnblotepa, 1 cepsep, 1 kommyrtarop, 1 mapuipytusarop.
Hacrpoiite IP agpecanuto u npotokon AAA Ha cepepe.

Sty ] ALinid
PC-PT PC-PT
192.168.1.2 192.168,1.3

3apanme 21. Brimonaute HacTpoiiky mporokona Trivial File Transfer Protocol
(TFTP) ma cepepe B mporpamme Cisco Packet Tracer. Cxema mnpuBeneHa Ha
pucynke. Iloctpoiite IP-ceth, ckoHpurypupyiite 2 xommbioTepa, 1 cepsep, 1
kommyTtarop, 1 mapmpyrtusarop. Hacrpoiite IP agpecanuio u nporokon TFTP nHa
cepsepe.

i . 9 Ve <
PC-PT PC-PT
192.168.1.2 192.168.1.3

3amanue 22. Bemonnnte HacTpouky nportokona WIFI kak touky nmocryma B
nporpamme Cisco Packet Tracer. Cxema npuBenena Ha pucyske. [loctpoiite [P-ceTs,
ckoHpurypupyite 2 komnbelorepa, | HoytOyk ¢ WIFI, 1 Ttouka npoctyma, 2
Mapuipytuszaropa. Hacrtpounre [P aapecanuio u30IMpyWTe BCE KOMIIBIOTEPHI C
nomoteio Vlan, Hactpoiite BuptyaibpHbie cad uHTpedeiick ¢ anpecamu u WIFI.
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3apnanme 23. Brimonnute HacTpoiiky mnporokona RIP B mporpamme Cisco
Packet Tracer. Cxema npuBenena Ha pucyske. [loctpoiite [P-ceTs, ckoHurypupyiire

2 KOMIIbIOTEpPA, 2 KOMMyTaropa, 2 Mapupyrtuszaropa. Hactpoiite IP agpecanuto u
npotokos1 RIP Ha mapuipyTtusaropax.

g9

3ananue 24. Beimonnure HacTpoiiky nportokona RIP B kopnoparnBHOM ceTH B
nporpamme Cisco Packet Tracer. Cxema npuBezena Ha pucynke. [loctpoiite [P-ceTs,
CKOH(pUrypupyiiTe 4 KoMIbloTepa, 4 kKoMMyTaTopa, 6 MapupyruzaropoB. Hactporite
[P agpecanuro u nporokost RIP Ha mapuipyTuszaropax.
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3anganmue 25. BeimonanTe HacTpoliky mpoTtokoia Vlan B koprioparuBHO# ceTH B
nporpamme Cisco Packet Tracer. Cxema nmpuBeneHna Ha pucynke. [loctpoiite [P-ceTs,

ckoH(puUrypupyite 6 KOMIBIOTEpOB, 3 KomMMyTatopa L2,

1 xommytatop L3.
Hactpoiite IP anpecarmto, Kaxaplii KOMIBIOTEp H30IMPYiTE ceThio Vian.
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