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1. TACTIOPT PABOUEI ITIPOTPAMMBI TIPO®ECCAOHAJBLHOTO
MO/TVJISI IM.04 YYACTHUE B OPTAHU3AIIAYA TEXHOJIOTHUYECKOTO
MPOLIECCA

1.1. O6n1acTh npuMeHeHus1 padoyveil MPOrpaMmbl

PabGouast mporpamma TpodecCHOHATLHOTO MOAyJs (mamee  pabouas
nporpamMma) SIBJISIETCSI 4YacThbIO OCHOBHOM TmpodeccroHanbHOi 00pa3oBaTeIbHOM
nporpaMmmbl B cooTtBeTctBHM ¢ DPI'OC mno cmemumansHocT  44.02.06
[IpodeccruonanibHOoe  oOydyeHue (MO OTpaciasiM)  YKPYIIHEHHOM  TPYIIIbI
cnenuansHocteir 44.00.00 OO6pa3oBaHue W MeJarornueckue HayKH HaIlpaBJICHUS
noaroroBku OOpa3oBaHHe M NEAArOTMYECKUE HAYKH B YACTH OCBOCHHUS OCHOBHOIO
Buaa mnpodeccuonaabHoii aesarenbHocTd (BII): VYuactue B opranusainuu
texHonornyeckoro mpoiecca (I1K):

I[IK 4.1. VYyacTBoBaTh B IUIAHUPOBAHMM JACSITEIBHOCTH IEPBHUYHOIO
CTPYKTYPHOTO IOAPA3ACIICHHUS.

[IK 4.2. VYdyactBoBaTh B pa3pabOTKE M BHEAPEHUH TEXHOJIOTUYECKUX
IIPOLIECCOB.

[IK 4.3. Pa3zpabarbiBaTh U O(QOPMIIATH TEXHUYECKYIO M TEXHOJOTHUECKYIO
JIOKYMEHTALHIO.

[IK 4.4. Ob6ecrnieunBaTh COOMIOJICHUE TEXHOJOTMYECKON M MPOU3BOJICTBEHHOM
JUCITUTUTUHBI.

[IK 4.5. OGecnieunBaTh cOOIIOAEHNE TEXHUKU O€30aCHOCTH.

[1IK 4.6. BbIoJHATh MTPOEKTUPOBAaHNE KAOEIBHON CTPYKTYPhl KOMITBIOTEPHOMN
CETH.

[IK 4.7. OcymecTBisiTh BBIOOP TEXHOJOTUM, WHCTPYMEHTAIBHBIX CPEACTB U
CPEIICTB BBIYMCIMTEIBHON TEXHUKM MpPU OpraHU3aluy Mpouecca pa3padoTKU H
UCCJIEIOBaHUS O0BEKTOB MPOPECCHOHATILHOMN e TEIHHOCTH.

[IK 4.8. ObecrieunBaTh 3amMTy HHPOPMAIMH B CETH C HCIOIH30BAHHEM
POTrPaMMHO-AIITAPATHBIX CPEICTB.

I[IK 4.9. [IlpuauMarh ydYacTH€ B MPUEMO-CIATOYHBIX  HCIBITAHHUSIX
KOMIBIOTEPHBIX CETEH M CEeTEBOr0 0OOPYIOBaHMs PA3IMYHOTO YPOBHSI U B OLICHKE
KauecTBa U SKOHOMUYECKOH 3(P(HEKTUBHOCTH CETEBOM TOMOJIOTHH.

[1IK 4.10. BeimonHsaTs TpeOOBaHMsSI HOPMATUBHO-TEXHUYECKOW JTOKYMEHTAIIUH,
UMETh OTBIT 0OPMIICHHUS MTPOCKTHOM TOKYMEHTAITUN

I[IK 4.11. AJIMUHHCTPHpPOBATH JIOKAJbHBIE BBIYUCIUTEIBHBIE CETH U
IPUHUMATH MEPHI TI0 YCTPAHEHUIO BO3MOKHBIX COOEB.

[IK 4.12. AaMuHHCTpUpPOBATH CETEBBIE pECYypChl B HH(POPMAIMOHHBIX
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CUCTEMaX.

I[IK 4.13. ObGecneunBaTh CcOOp MaHHBIX MJIs aHAIW3a WCIOJB30BaHUS U
(GYHKIMOHUPOBAHUS IPOTPAMMHO-TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX CETEH.

[1IK 4.14. B3zauMonelcTBOBaTh CO CHEIHAIMCTAMU CMEXHOT0 MpoduiIs mpu
pa3paboTKe  METOJIOB, CpPEICTB W  TEXHOJOTMH  TNPUMEHEHHS  OOBEKTOB
poecCHOHATEHOM TESITEIIBHOCTH.

[IK 4.15. YcranaBnuBarh, HacTpauBaTh, HKCILUTyaTHPOBAaTh M OOCIY>KHBAaTh
TEXHUUYECKUE U MPOTpaMMHO-aINNapaTHbIe CPEICTBA KOMITBIOTEPHBIX CETEH.

IIK 4.16. IlpoBomuth mnpodriiakTuueckue padoThl Ha OOBEKTaX CETEBOM
UHPPACTPYKTYPHI U paOOUNX CTAHLIUSAX.

[IK 4.17. Wcnonb3oBaTh WHCTPYMEHTAJIbHBIE CPEJCTBA JUISl SKCIUTyaTalluu
CETEBBIX KOHPUTYpaIuil.

I[IK 4.18. VYwuactBoBaThb B  pa3pabOTKe CXEMbl  MOCIEaBAPUHHOTO
BOCCTAaHOBJIEHUSI ~ pabOTOCHOCOOHOCTH  KOMIIBIOTEPHOM  CETH,  BBIOJHSTH
BOCCTAHOBJICHHE U PE3EPBHOE KOMMPOBAHUE UHPOPMAIUH.

[1IK 4.19. Opranu3oBbIBaTh MHBEHTAPU3ALMIO TEXHUYECKUX CPEACTB CETEBOM
UHQPACTPYKTYphl,  OCYLIECTBIIATh  KOHTPOJb  MOCTYNMBILIEIO W3  PEMOHTA
o0opy10BaHUsI.

[IK 4.20. BpInmonHATh 3aMEHY PACXOJHBIX MaTEpPUATIOB M MEJIKUA PEMOHT
nepudepuitHoro  00OpyIOBaHUS, ONPEAENATh ycTapeBllee OOOpYyIOBaHHE W
IPOrpaMMHBIE CPEICTBA CETEBOM NH(PPACTPYKTYpHI.

PaGouass mporpamma  MpOQPECCHOHATILHOTO  MOJIYJA  MOKeT  ObITh
ucnojn3oBana 14995 Hamaguuk TexHonormdeckoro oOopymoBanus, 16199
OmepaTop AMEeKTPOHHO-BBIUNCIUTENBHBIX ¥ BRIYACIUTEIBHBIX MAIIUH.

1.2. Henu um 3apaum mnpoecCHOHAIBHOI0 MOAYJsi — TpeOOBaHUA K
pe3yJbTaTaM 0CBOeHUsI NPOo¢eccHOHATbHOT0 MOLYJIA

C menpio OBNAJICHUS YKa3aHHBIM BHIOM NMPOGECCHOHATBHON NEATeTbHOCTH U
COOTBETCTBYIOIIUMH MPO(HECCHOHATBHBIMA KOMIIETCHITUSAMU OOYYaIONUiCsS B XOJe
OCBOCHHUSI MPO(HECCUOHATHHOTO MOJTYJIS TOJIKEH:

HMeTh MPAKTHYECKHIi ONbIT:

— yyacTus B TUIAHHPOBAHWM JEATEIBHOCTH TICPBHYHOTO CTPYKTYPHOTO
MIOJTpa3/ICTICHHS,

—  ydacTtus B pa3paboTKe U BHEPECHUH TEXHOJOTHIECKUX MPOIIECCOB;

—  pa3paboTku W  O(QopMIIEHHUS TEXHUYECKOM M  TEXHOJIOTHYECKOH
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JIOKyMEHTAIHH;

—  KOHTPOJS  COOJIOJAEHUS  TEXHOJOTMYECKOM U MPOU3BOACTBEHHOU
JUCITUTUTAHEI;

—  KOHTPOJIS COOMIOAEHUS TEXHUKHU 0€3011aCHOCTH;

— a”HaimM3a W pa3paboOTKH y4eOHO-METOJAMYECKUX MaTepuaioB (paboumx
nporpaMM, y4deOHO-TeMaTHUECKUX IUTaHOB) sl oOecredeHus 00pa30BaTeIbHOTO
npoiiecca;

—  TPOEKTUPOBAHUSI APXUTEKTYpPbl JIOKAJIBHOW CETH B COOTBETCTBUU C
MMOCTaBJICHHOM 3aJ1auci;

—  YCTaHOBKHM U HACTPOWKH CETEBBIX MPOTOKOJIOB U CETEBOI0 00OPYIOBAHUS
B COOTBETCTBUU C KOHKPETHOM 3a/1a4eil;

—  BbIOOpa TEXHOJIOTMHM, WHCTPYMEHTAIBHBIX CPEACTB MPU OpPraHU3aluu
npolecca UCCaeI0BaHusl 00BEKTOB CETEBOM MHPPACTPYKTYPHI;

—  obecneueHus [EJIOCTHOCTH pe3epBUPOBAHUS nHbOpMaIuy,
ncnonb3oBanua VPN;

—  YCTaHOBKHU M OOHOBIIEHUS CETEBOTO MTPOTrPAMMHOTO O0ECIICUCHUS;

—  MOHHUTOpPUHIA IPOU3BOJUTENILHOCTH CE€pBEpa M MPOTOKOJIMPOBAHUSA
CHUCTEMHBIX U CETEBBIX COOBITHH;

—  oopmiieHusT TEXHUYECKON TOKYMEHTAIINH;

—  HCHOJb30BaHUS  CHEIUAIBHOIO IPOTPaMMHOIO  OoOecreueHus: IS
MOJICIMPOBAHUS, IPOSKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH;

—  YCTaHOBKE, HACTpPOHKE M COINPOBOXKIACHUM, KOHTPOJIE HCIIOJIb30BAHMS
cepBepa U pabouyux CTaHLMM 7151 Oe30macHor nepegayu HHPopMaluy;

—  o0ciy:XuBaHHS CEeTeBOM UHPPACTPYKTYPHI, BOCCTAHOBJICHHS
pabOTOCTIOCOOHOCTH CETHU TMOocie cOos;

—  YHaJIGHHOTO aJIMUHUACTPHUPOBAHHUS u BOCCTAHOBJICHHSI
paboTOCIOCOOHOCTH CETEBOW MH(PPACTPYKTYPHI;

—  opraHuzanmu OecrniepeOoifHOM pabOThl CUCTEMBI IO PE3EPBHOMY
KOIMPOBAHUIO U BOCCTAHOBJICHUIO WH(OPMAITUH;

—  TOAAECPXKKH  IIOJIb30BATENEHM  CETH, HACTPOWKM  allapaTHOIo0 U
IPOTrPAMMHOTO O0ECTIeYeHUs CETEBON MHPPACTPYKTYPHI;

yMeTh:

—  OCYWIECTBJIATH TEKyllee IUIAHUPOBAHUE JACATEIHHOCTH TMEPBHYHOTO
CTPYKTYPHOTO TIOJIpa3AeICHHSI,

—  pa3pabarbiBaTh OCHOBHYK) W BCIIOMOTATEJIbHYIO TEXHOJOTUYECKYIO U
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TEXHUYECKYIO IOKYMEHTAIIHIO;

—  pazpabarbIBaTh U MPOBOJAUTH MHCTPYKTAXKHU MO TEXHUKE O€30MaCHOCTH;

—  oOecrieynBaTh COOJIOJIEHUE TEXHOJIOTMYECKOW U MPOU3BOJACTBEHHOM
JUCITUTUIMHBI;

—  oOecrieuynBaTh COOIOJICHUE TEXHUKHA O0€301aCHOCTH;

—  OCYUIECTBIISITH MPUEMKY U OLIEHKY KaueCTBa BBITIOJIHEHHBIX paboT;

—  TPOCKTHUPOBATH JIOKATHHYIO CETh;

—  BBIOMpATbH CETEBBIC TOMOJIOTHUU;

—  paccuMThIBaTh OCHOBHBIE MMapaMeTpPhl JOKAIbHOU CETH;

—  YUTaTh TEXHUYECKYI0O W TPOCKTHYIO TOKYMEHTAIIMIO IO OpTaHW3aIlid
CETMCHTOB CETH;

—  TPUMEHSATH aJTOPUTMBI TIOMCKA KpAaTYaKIIIeTro MyTH;

—  IUIAaHUPOBATh CTPYKTYpYy CETH C TOMOINBIO Tpada C ONTHMAIBHBIM
PacmoIOKCHUEM Y3IIOB;

—  HCIOJIb30BaTh MaTEMaTHYECKUN aIlmapaT Teopuu rpados;

—  KOHTpPOJIUPOBATh COOTBETCTBHE pa3zpabaThiBaEMOT0 MPOEKTa
HOPMATHBHO- TEXHUYECKOHN JTOKYMCHTAIINN;

—  WCIIOJIb30BaTh MHOTO(YHKIHOHAJIBHBIE TMPHOOPH W  TPOTPaMMHBIC
CpelicTBa MOHUTOPHHTA;

—  WCIOJIB30BaTh  MPOTPaMMHO-AIMIIAPAaTHBIE  CPEACTBA  TEXHUYCCKOTO
KOHTPOJIS;

—  UCIOJIB30BaTh  TEXHUYECKYH0  JIUTEpaTypy W  WH()OpMAIMOHHO-
CIIPABOYHBIE CUCTEMBI JIJIsl 3aMEHBI (MIOMCKa aHAJIOTOB) YCTAPEBIIIETO 000PYA0BAHMS;

—  HacTtpauBaTh npoTokos TCP/IP ¥ ucCrnoip30BaTh BCTPOCHHBIC YTHIUTHI
OTIEPAIIMOHHON CHCTEMBI JIsl IUarHOCTHKU PabOTOCTIOCOOHOCTHU CETH;

—  AJMUHHUCTPHUPOBATH JIOKAJIHHBIC BBIYUCIUTEIIbHBIC CETH;

—  TPUHUMATh MEpPHI 10 YCTPAHEHUIO BO3MOXKHBIX COOEB;

— obecrieynBaTh 3alUTy TIPU  TMOAKIOYCHUH K  HH(DOpPMAIMOHHO-
TEJIEKOMMYHUKALIMOHHOU ceTu «IHTEpHET;

—  BBINIOJIHATh MOHUTOPHHT M aHAJM3 Pa0OTHl JOKAIBHOW CETH C ITOMOIIBIO
IPOTPaMMHO-AIIIAPATHBIX CPECTB;

—  UCIIOJIb30BaTh CXEMBbI M0CJIeaBapUHHOTO BOCCTaHOBJICHUS
paboTOCTIOCOOHOCTH CETH, OKCIUTyaTUPOBaTh TEXHUYECKHE CPENICTBA CETEBOM

UH(DPACTPYKTYPHI;
—  OCYLIECTBJSITh JUArHOCTUKY W TOUCK HEUCIPABHOCTEH TEXHUYECKHX
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CPEACTB;

—  BBINOJHATH JCWCTBUS MO YCTPAHEHUIO HEUCIPABHOCTEH B 4YacTH,
KacaroIemcs mMoJHOMOYMM TEXHHUKA;

—  TecTUpOBaTh Kabean U KOMMYHHUKAIIMOHHBIE YCTPOICTBA;

—  BBIOJHATH 3aMEHY pAacXOAHbIX MaTepuajioB U MEJKHH pPEMOHT
nepudepuitHoro 060pyI0BaHMS;

—  MpaBUIbHO 0POPMIISTH TEXHUUECKYIO JOKYMEHTAIHUIO;

— Habmogatb 3a  TpadUKOM, BBIIOJHATH  ONEPAllMd  PE3ePBHOTO
KOMHMPOBAHUS U BOCCTAHOBJICHUS TaHHBIX;

—  yCTaHaB/IMBaTh, TECTUPOBATh U OJKCIUIyaTHPOBaTh HH(POPMALMOHHBIE
CHCTEMBI, COTJIACHO TEXHUYECKOW JTOKyMEHTaluu, oOecredynBaTh aHTHUBHUPYCHYIO
3alUTY;

3HATh:

—  TEXHOJIOTMYECKHE TMPOIECChl, TEXHOJOTMYECKOoe OOOpyJOBaHHUE, €ro
YCTPONCTBO U 00CITy>KMBaHHE (110 OTPACIISIM);

—  OCHOBBI MaTEpUATIOBEACHHUS (110 OTPACIISM);

—  TpeOoBaHUS TEXHUKHU 0€30MACHOCTH (110 OTPACIISM);

—  OCHOBBI DPa3pabOTKM W BHEAPCHHUS TEXHOJOTHYECKUX TIPOIECCOB (IO
OTpaciisiM);

—  TpeOOBaHUS K KQ4eCTBY NMPOIYKITUH M ITAPAMETPHI €T0 OIICHKH;

—  OCHOBBI yNpaBJIE€HUS IEPBUYHBIM CTPYKTYPHBIM TOJIPA3/ICIICHUEM;

—  0O0IIMe TPUHITUIIBI IOCTPOCHUS CETEH;

—  CETEeBbIE TOMOJIOTHH;

—  MHorocjoHy Mmoaens OSI;

—  TpeOOBaHUS K KOMITBIOTEPHBIM CETSIM;

—  ApPXHUTEKTYpPY MPOTOKOJIOB;

—  CTaHJAPTU3ALMIO CETEW;

—  DTamnbl MPOCKTUPOBAHUS CETEBOM MHMPACTPYKTYPHI;

—  TpeOOBaHMS K CETEBOM O€30MAaCHOCTH;

—  opraHu3anuio paboT MO BBOAY B IKCIIyaTaldio OOBEKTOB W CETMEHTOB
KOMIIBIOTEPHBIX CETEM;

—  BEpPOSTHOCTHBIE M CTOXAaCTHYECKHE IMPOICCCHI, DJECMEHThI TCOPUHU
MacCOBOTO OOCITY>KMBaHHS, OCHOBHBIE COOTHOIIECHUS TEOPHUHU Ouepeneld, OCHOBHEIC

MOHATHUS TeOpUU TpadoB;
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—  aJrOpPUTMBI OMCKA KpaTyaiIlero myTu;
—  OCHOBHBIE IPOOJIEMBI CHHTE3a TpadoB aTak;
—  TIOCTpPOEHHE aJIeKBAaTHON MOEIH;

- CHUCTCMBI TOIIOJIOTHYCCKOI'O aHaJIn3a SaHlI/IHIéHHOCTI/I KOMHBIOTGpHOfI

CETH;
—  apXUTEKTYpy ckaHepa 0€30MacHOCTH;
—  DKCIEPTHBIE CUCTEMBI;
—  0a30BbI€ IPOTOKOJIBI U TEXHOJOTHH JIOKAIBHBIX CETEH;
—  TPUHIUIBI TOCTPOCHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;
—  OCHOBBI MPOEKTUPOBAHUS JIOKAJIBHBIX CETEH, OCCIPOBOJHbBIC JTOKAJIbHbBIC
CETH;

—  CcTaHJapThl KaOeseil, OCHOBHbIE BUJbl KOMMYHUKAIIMOHHBIX YCTPOMCTB,
TEPMHHBI, TOHSATHS, CTaHAAPTHl M THUIIOBBIE JJIEMEHTHl CTPYKTYpPHUPOBAHHOM
Ka0eJIbHOI CUCTEMbI: MOHTaX, TECTUPOBAHUE;

—  CpenacTBa TECTHPOBAHUS U aHAJIU3a;

—  IpOorpaMMHO-aNnapaTHble CPEAICTBA TEXHUUECKOTO KOHTPOJIS;

—  JIMarHOCTHUKY >KECTKHUX JHMCKOB;

—  pe3epBHOe KomnupoBaHue mHpopmanuu, RAID-texHonornu, XpaHuiuina
JTaHHBIX;

—  OCHOBHbIE HaIlPaBJIEHUSI IMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH;

—  YTWIUTHI, QYHKIUH, YJAJIEHHOE YIIPaBICHUE CEPBEPOM;

—  TEXHOJIOTHIO 0€30MacHOCTH, IPOTOKOJIOB aBTOpHU3aLUH,
KOH(HIEHIIMATbHOCTH ¥ 0€30MaCHOCTH MTPU padOTe C CETEBBIMU PECYPCAMU;

—  apXWUTEKTYpy ¥ (DYHKIUU CUCTEM YIIPABJICHUS CETSAMHU, CTAHAAPTHI CUCTEM
YIPABIICHHUS;

—  3aJayd YNpaBJICHUA: AaHAJIM3 MPOU3BOJUTENBHOCTH W HAJEKHOCTH,
yhpaBiieHre 0€30MaCHOCThI0, yUeT TpaduKa, ynpaBieHue KOHUTypaluuei;

—  cpeacTBa MOHUTOPHMHIA U aHAJIU3a JIOKAIBHBIX CETEH;

—  KJaccu(uKauuio PpEerjiaMeHToOB, MOPSJOK TEXHUYECKUX OCMOTpOB,
MPOBEPOK U MPOPUIAKTHUECKUX padoT;

—  TpaBuWia dKCIUTyaTallud TEXHUYECKUX CPEJICTB CETEBOM MH(DPACTPYKTYPHI;

—  pacuiMpeHue  CTPYKTYphl, METOABl U  CpPEACTBA  JAMArHOCTUKH
HEUCITPaBHOCTEN TEXHUYECKUX CPENICTB U CETEBOU CTPYKTYPHI;

—  METO/bl YCTPAHEHUSI HEHCHPABHOCTENW B TEXHUUYECKUX CPENICTBAX, CXEMbI
MOCJICaBApUUHOTO BOCCTAHOBJICHHS PAOOTOCIOCOOHOCTH CETH, TEXHUYECKYH U
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IPOEKTHYIO JOKYMEHTALMIO, CIIOCOOBI pE3€PBHOIO KOMMPOBAHMSI IaHHBIX, IPUHIUIIBI
padOThl XpaHWIHIL JAHHBIX;

—  OCHOBHBIE TIOHATHUA WHGOPMAIMOHHBIX CHUCTEM, KU3HEHHBIA ITUKI,
npo0OsieMbl  00€CIEUEeHUs] TEXHOJOTMYECKOH ©0e30MacHOCTH  MH(OPMAaLMOHHBIX
cUCTeM, TpeOOBaHUS K apXUTEKType MH()POPMAIIMOHHBIX CUCTEM M MX KOMIIOHEHTaM
uig  o0ecnieyeHuss O€30MaCHOCTH  (PYHKIIMOHUPOBAHUS, ONEPATUBHBIE METO]IbI
MOBBIIICHHUST 0€30MacHOCTH (YHKIIMOHUPOBAHMSI MPOTPaMMHBIX CpEACTB W 0a3
JAHHBIX;

—  OCHOBHBbIE TpeOOBaHUS K CpEICTBAM W BHJAM TECTHUPOBAHUS IS
OIIpPENIETICHUS TEXHOJOTNYECKON 0€30I1aCHOCTH UHPOPMAIIMOHHBIX CUCTEM.

1.3. Kosiu4ecTtBO 4acoB Ha OCBOEHHE NPOrpaMMbl NPO(ecCHOHAIBLHOIO

MO/IYJIS:

6ceco — 2058 yacoB, B TOM 4ucJIe:

MaKCUMaJbHOU yueOHOU Harpy3ku oOydaromerocs — 1626 yacoB, BKITIOYAS:
00s3aTeIbHON ayAUTOPHOM yueOHOM Harpy3ku oOy4aromierocs — 1084 yacos;
CaMOCTOSTENIbHOM paboThI 0OyUaromerocs — 542 Jaca;
yueOHo# npaktuku — 180 vacos;

MIPOM3BOJCTBEHHON MPAKTHKHU — 252 Jaca



. CTO CMK 4.2.01 - 2021
FANOY 9A0 YIIPABJIEHUE TJOKYMEHTAIIMEHN

«UMK)» Juer 11/49

2. PE3YJIBTATBI OCBOEHUS ITPO®PECCUOHAJIBHOT'O MOAY JIsA
Pesynpratrom ocBoeHusi mpodhecCHOHATBFHOTO MOJIYJS SIBISIETCS OBJAJCHHE
OOyJarolmuMHUCsT  BUIAOM  Mpo(ecCHOHATBHON  JNeATEeIbHOCTH  Y4yacTHe B
OpraHu3aluy TEXHOJOTHYeCKOro mpomecca, B TOM 4uciie MpodhecCHOHATHHBIMA
(ITK) u o6umu (OK) koMIeTeHIUsAMHU:

Kon HaumeHnoBaHue pe3ysbTaTta 00yueHust

K 4.1. Y4acTBOBATH B INIAHNPOBAHMH JESTEIFHOCTH IIEPBUYHOTO CTPYKTYPHOTO TIOAPA3ACICHUSI.

1K 4.2 YgacTBoBaTh B pa3paboTKe U BHEAPESHUHN TEXHOJIOTHUECKUX MPOIECCOB.

IIK 4.3. PaspabaTtreiBaTh 1 0OPMIISITh TEXHUYECKYIO H TEXHOJIOTHUYECKYIO JOKYMEHTAIHIO.

TIK 4.4. Ob6ecneunBaTh COOTIOIEHUE TEXHOJIOTHUECKON 1 MPON3BOACTBEHHOHN ITHUCITATIIIHEIL.

TIK 4.5. O0ecnieynBaTh COOFONEHNE TEXHUKHN O€30IIaCHOCTH.

1K 4.6 BrINOTHATE TPOEKTHPOBaHNE KaOSIEHON CTPYKTYPHI KOMIIBIOTEPHOH CETH.

K 4.7 Ocy1ecTBIATh BEIOOP TEXHOJOTUH, MHCTPYMEHTAIBHBIX CPEICTB U CPEJCTB BBIYMCIUTEIBHOW TEXHUKH
IIPY OpTaHM3aLUH IIpoLecca pa3paboTKH U HCCIEeI0BAaHUA 0OBEKTOB NMPO(ECCHOHATLHON AEATEIBHOCTH.

K 4.8 OOecrieunBaTh 3aIUTy HHPOPMAIIMHU B CETU C UCIIOIb30BAHUEM ITPOrPaMMHO-ANINAPATHBIX CPEICTB.

1K 4.9 [IprHEMAaTH yyacTHe B MPUEMO-CAATOYHBIX HCIIBITAHUSIX KOMITBIOTEPHBIX CETEH M CETEBOTO 000pyJOBaHMS
Pa3IMYHOTO YPOBHS M B OIICHKE KayeCcTBAa U SKOHOMUYECKOH 3()(heKTUBHOCTH CETEBON TOIIOJIOTHH.

1K 4.10 BrimonHATs TpeOOBaHNSI HOPMATUBHO-TEXHUYECKOH JOKYMEHTAINH, UMETh ONBIT O(OPMIICHUSI IIPOCKTHON
JIOKyMEHTAIHH.

1K 4.11 AIMUHHCTPUPOBATH JIOKAJIbHBIC BHIYUCIUTENBHBIC CETH M NPHHUMATH MEPHI 110 YCTPAHEHUIO BO3MOXKHBIX
cOoeB.

1K 4.12 AJZIMUHHCTPHPOBATH CETEBBIC pecypChl B MH(POPMAMOHHbBIX CHCTEMAX.

K 4.13 ObecnieunBaTh CcOOp MAaHHBIX ISl aHAIM3a WCIOJB30BaHHUSA W (YHKIMOHHPOBAHHS IIPOTPaMMHO-
TEXHUYECKUX CPE/ICTB KOMIIBIOTEPHBIX ceTeH

[IK 4.14 B3anmozelHcTBOBAaTh CO CIEIMANUCTAMH CMEXHOTO MpOQHIs NMpH pPa3pabOTKE METOAOB, CPEACTB H
TEXHOJIOTHI NPUMEHEHHUSI 00BEKTOB NMPOPECCHOHATIBHON IESTEIBHOCTH.

IIK 4.15 YcraHaBnuBaTh, HACTpaWBaTh, OKCIUIyaTHPOBAaThb M OOCIY)KHBAaTh TEXHWYECKHE M IPOTPAMMHO-
ammapaTHble CpeACTBAa KOMITBIOTEPHBIX CETeil

K 4.16 IIpoBoauTh MpodmrakTHIeckne paboTH Ha 00BEKTaX CETEBOH HHPPACTPYKTYPHI U pabOUIMX CTAHIIHSIX

K 4.17 OKCILTyaTHPOBATh CETEBhIC KOHPHUTYpAIHU

IIK 4.18 YyactBoBaTh B pa3paboTKE CXEMBI IIOCIE€aBapUHHOTO  BOCCTAHOBJIEHHS PabOTOCIIOCOOHOCTH
KOMITBIOTEPHOH CETH, BBITIOIHATH BOCCTAHOBIICHHE U pe3epBHOE KONMMPOBaHNE HHPOPMaNU

IK 4.19 OpraHu30BBIBaTE WHBEHTAPHU3ALMI0 TEXHUYECKUX CPEICTB CETeBOIl HH(PACTPyKTypHl, OCYIIECTBIATH
KOHTPOJIb ITOCTYNHBIIETO U3 PEMOHTa 000PYIOBAHUS

I1K 4.20 BrInoiHATE 3aMeHy pacXOJHBIX MAaTepHajoB M MEJIKHM pPEMOHT mepudepuitHoro o60pynoBaHHUSA,
OTIPEIETATh yCTapeBiiee 000pyA0BaHNE U IPOrPaMMHBIE CPEACTBA CETEBON HHPPACTPYKTYPHI.

OK 1. IloHnmMaTh CyIIHOCTE M COLHAIBHYIO 3HAaUYUMOCTh CBOeH Oyaymieil mpodeccun, MpOSBIATE K HEl
YCTOWYUBBIA UHTEPEC.

OK 2. OpraHn3oBBIBaTE COOCTBEHHYIO JEATENBFHOCTD, ONPENEIATh METOIBI PEIICHNS Mpo(ecCHOHANBHBIX 3a1ad,
OIICHUBATh UX APPEKTHBHOCTH U KA4ECTBO.

OK 3. O1eHMBATh PUCKU M IPUHUMATD PEIISHNs] B HECTAHJIAPTHBIX CUTYAIIUsIX

OK 4. OcCymiecTBIATh TOUCK, aHATW3 WM OLEHKYy HWH(pOpMaIuy, HEOOXOTUMOH [UIS TOCTAHOBKHM W PEIICHUS
mpodeccCHoHATLHBIX 33724, TPO(HECCHOHATHLHOTO W JMYHOCTHOTO Pa3BUTHSL.

OK 5. Ucnons3oBath  MHPOPMAIIMOHHO-KOMMYHHKAIMOHHBIE  TEXHOJOTHH  JUIsi  COBEPIICHCTBOBAHMS
npodeccHoHAILHOM NesITeIbHOCTH.

OK 6. PaboTaTh B KOJNJIEKTMBE M KOMaH/E, B3aUMOJIEHCTBOBATh C PYKOBOJCTBOM, KOJUIETAMH M COLMAJILHBIMU
HapTHEPaMH.

OK 9. OcymecTBiATh NPOQecCHOHATBHYIO JESTEIbHOCTh B YCIOBUSX OOHOBJIEHUs ee IeJield, CoJepKaHws,
CMEHBI TEXHOJIOTHH.

OK 10. OcymecTBiIATh NpoGHIAKTHKY TPaBMAaTH3Ma, 00eCIeYHBaTh OXPaHy >KU3HH U 3/I0POBbs 00ydatonmxcs.

OK 11. CrpouTtb ITpoecCHOHAIBHYIO AEATEIBHOCTh C COOII0ICHNEM NIPABOBBIX HOPM €€ PErYJINPYIOUIHX.
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3. CTPYKTYPA U COAEP KAHUE TPO®PECCUOHAJIBHOI'O MOAY JIsA
3.1. TemaTuveckuii njian npogeccuoHaTbLHOT0 MOLYJIs
O0BbeM BpeMeHH, OTBe/I¢HHbII Ha 0OCBOCHHUE
IIpakTnka
MEKIUCHUINIMHAPHOIO Kypca (KypcoB)
CamocrosiTe1bHAS
Bcero O6s3aTebHAs1 ayANTOPHAS
pabora IIpousBoacTBeHHast
4acos ydeOHast Harpy3Kka o0y4arouierocs
Kon odyuaromerocs (mo nmpo¢uio
HanmeHoBanus pa3ienos (maxc.
npogeccHoHAIbHbBIX B T.4. CHeNHaJIbHOCTH),
. npogeccuoHaJIbHOI0 MOAYJISA yuebHas B T.4., B T.4., Yueonas,
KOMIeTeHIu i J1abopaTopHbIe 4acoB
Hacpyska u KypcoBasi KypcoBasi 4acoB
Bcero, pa6oThI U Bcero, (paccpedomouennasn
npaKkmuKu) pa6ora padora
4acoB | MpaKTHYeCKHe 4acoB no pazoenam
(npoekr), (npoekr),
3aHATHS, npakmuxa)
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10
MK 4.1-4.5 MJK.04.01 Opranu3anus
TEeXHOJIOTH4YeCcKoro npouecca (1o 114 76 22 - 38 - - -
0TpaciisimM)
IIK 4.6-4.10 M/IK.04.02 BeinoiHeHne pagoT mo
MPOEKTHPOBAHHUIO CeTEBOIi 771 394 198 - 197 - 180 -
HH(pPaCTPYKTYpHI
K 4.11-4.14 M/K.04.03 Opranu3anus ceTeBoro 549 366 200 ) 183 ) ) )
aAMUHUCTPUPOBaHUS
IIK 4.15-4.20 M/K.04.04 DxcruryaTanus
00bEKTOB ceTeBOoii 372 248 124 - 124 - - -
HH(pPaCTPYKTYpHI
IK4.1-4.20 IIpou3BoacTBeHHAs] MPaKTHKA (10
252 252
npoduJiio cneuuaJbHOCTH), 4aCOB
Bcero: 2058 1084 | 544 | - 542 | - 180 252
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3.2. Copep:xanne oOydyenusi mno mnpodeccuonaabuomy wmoayarw IIM.04 YUYACTHUE B OPIAHU3ALUU
TEXHOJIOI'MYECKOI'O ITPOLHECCA

HanmeHnoBaHue pa3jiejioB Couepmanne yqeﬁﬂoro marepuaJia, naﬁopaTopHme paﬁOTbI U IMIPAKTUYECCKHUE 3aHATUS, CAMOCTOSATEC/IbHASA Oo0bem ypOBeHL
npo¢ecCHOHAIBLHOT0 MOLYJISI pa6ora o0yualoumuxcs, KypcoBasi padora (poekr) 4YacoB | OCBOCHHS
(IIM), Me:kTUCHUTITHHAPHBIX

kypcoB (MJK) u Tem
1 2 3 4
MJIK 04.01.
Opranuzanust
TEXHOJOIrn4€CKOro mpouecca (110
oTpac/asim)
Tema 1.1. Copep:xanue 54
Hacrpoiika cepsepa u padoueii 1. | Hacrpoiika ciyx6s1 DHCP cepsepa 1
CTAHUMH A1 GesomacHo 2. | Ycranoska u kouurypuposanune DHCP
nepega4yu MHGopmMaumn =
3. | Hacrpoiika cirysx061 DHCP cepBepa
4. | Hacrpoiika oniuit DHCP cepsepa
5. | Hacrpoiika ciyx0bt DNS cepsepa
6. | YcranoBka u kondurypupoBanue DNS cepBepa
7. | Hacrpoiika ciry>x061 DNS cepsepa

Hacrpoiika knuenta ciayx061 DNS cepsepa

8. | Hactpoiika JIOKaJIbpHOMU MOJUTHKH 0€30MacHOCTH paboyeii CTaHIMu
9. | Hacrpoiika MOJMTUKYU YYETHBIX 3aMucen
10. | Hacrpoiika JTOKaJIbHOW MOJUTHKN 0€30MacCHOCTH paboUei CTaHIK
11. | Hacrpoiika napameTpoB 0€30M1aCHOCTH
12. | Hactpoiika MoJUTHKH 0€30MaCHOCTH CepBepa
YnpasiieHue rpynnoBoi NOJIMTUKON Yepe3 KoHcoabs MMC
13. | Co3nanme 00bEKTOB IPYNIIOBO MOJUTHKH
14. | Hacrpoiika MoJIMTHKN O0€30MIaCHOCTH CepBepa
W3meHeHne n HacTpoliKa napaMeTpoB I'PYNITOBON NOJUTHKHU
15. | Co3panue madbI0HOB IPYIIIOBON MOJUTHKA
16. | Yopasnenue Ge3omacHoil nepenadn HHOOPMAITUH
17. | Ha3HaueHue ¥ MPUHIIMI UCTIOJIb30BaHue mpoTokoia IPSec
18. | Yopasnenue 6e30macHoi nepeaadn nHPOpMaIUm
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HaumenoBanmue pa3jiejioB Couepmanne yqeﬁﬂoro marepuaJia, naﬁopaTopHLIe paﬁOTbI U IMPAKTUYECCKHUE 3aHATUS, CAMOCTOATEC/IbHASA Oo0bem ypOBeHL
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
19. | Kondurypuposanue nporokoia IPSec
20. | Hacrpoiika nH(GOPMAIHOHHOM CHCTEMBI JOMCHA
21. | VcraHoBKa U KOH(GUTYPHPOBAHUE CPEJICTB aIMUHIUCTPUPOBAHHUS JOMCHA
22. | Co3/1aHue yUCTHBIX 3aIMCCH MOJIb30BaTEIIS
23. | Co3pmanuie rpymi. YpaBieHUE WICHCTBOM B TPYIIE
24. | Hactpoiika rpyImnoBbIX MOJUTHK JOMECHA
25. | YrpapiieHre IPUMEHCHUEM IPYIIOBBIX MOJUTHK
26. | Co3manue mabs0Ha 0€30MaCHOCTH M UCIIOJIb30BAHUE €0 COBMECTHO C IPYIIIOBOM MOJUTUKOMN
27. | Co3aanue nrabiona 6€30MacHOCTH M CIIOJIb30BaHHE €r0 COBMECTHO C TPYIIOBO# MOJMTHKON
JlabopaTopHbie paGoThl 0
IIpakTHyeckHe 3aHATHSA 22
1. | Ycranorka ciyx6 DHCP cepsepa.
2. | Ycranoska ciry:x0 DNS cepsepa.
3. | Kondurypuposanue u npoepka padorocrnocodHoctu DNS cepsepa.
4. | Hactpoiika MOJUTHKHU MapoJieii.
5. | Hacrpoiika NOJUTUKY OJIOKMPOBKU YUYETHBIX 3aIHCEH.
6. | Hacrpoiika napameTpoB 0€30MacHOCTH.
7. | Hacrpoiika o011l MOJUTHKH Mapoieii.
8. | Hacrtpoiika 1ocTyma K mporpammam.
9. | Hacrpoiika kiaunenTa IPSec.
10. | Hacrpoiika knuenta IPSec.
11. | Iposepka Hactpoiiku [PSec.
CamocTosiTeJIbHasi padoTa npu u3ydenun Pasnena 1 38
TemaTHKa BHeayIMTOPHOH caMOCTOSITEILHON PadoThI
1. Cucremaruueckas mpopaboTKa KOHCTIEKTOB 3aHATHH, y9eOHOU U CTIEMATbHOM TEXHUYECKOH TUTePaTyphI.
2. KOHCHeKTHpOBaHI/Ie TCKCTA, pa60Ta CO CJIOBApsIMHU M CHPAaBOYHHUKAMH, O3HAKOMJICHUE C HOPMATUBHBIMHU JTOKYMCHTaMH, y‘-IeGHO-PICCJ'[e)IOBaTeHBCKaH
paboTa mpu caMoOM IMIMPOKOM HCIoNIb30BaHun MuTepHeTa u npyrux [T-rexHomoruii.
3. TlIpoexrtHbie GopMbI pabOTHI, MOATOTOBKA COOOIICHNH K BRICTYIUICHHIO HA CeMUHApax U KOH(MEPEHIUSIX; OArOTOBKa peepaToB, JOKIAI0B.
4, HOI[]"OTOBK& K J'[a60paTOpHI)IM 1 MPAKTUICCKUM pa60TaM C UCIIOJIb30BAaHUEM MECTOIHUYCCKUX peKOMCHﬂaHI/Iﬁ npenoaaBaresis, O(I)OpMJ'IeHI/Ie na6opaT0pH0-
IMPAaKTUICCKUX pa60T, OTYETOB U IIOArOTOBKA K HUX 3alllUTEC.
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HaumeHoBaHue pa3znenos Copep:xaHue yueOHOI0 MaTepHaJia, JIa00opaTopHbIe padoThI U NPAKTHYECKHE 3aHATHSI, CAMOCTOATEJIbHAS O0beM | YpoBeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
M/IK 04.02.
BeinosiHeHue padort no
NPOEKTHPOBAHMIO CeTEeBOM
HHPPACTPYKTYPHI
Tema 1.1. Coaep:xkanue 50
Brenenne B ceTeBble 1. | KomnbroTepHsle ceTn. 1
TeXHOJIOTMH CoBmecTtHas pabora, IHTepHET U COBpEeMEHHBIE CETEeBble TEXHOJOTMH — O0JIaCTh NMPUMEHEHHUS U Ha3HaueHHeE.

Buapl kommbloTepHbIX ceTeld. [noOanbHple u JloKanmbHbIE ceTd. OJHOpaHroBble U KIHEHT-CEPBEPHBIC
apxuTekTypsl. OCHOBHBIE KOMIIOHEHTHI CETeH, ceTeBas cpeia U ceTeBble ycTpoiicTBa. TeXHONIOTHH MOAKIIOYEHUS
k MuTepHer. KonBeprentHsle cet. KauecTBo U HafexkHOCTH ceTeil. OCHOBHBIEC MOHATHSA CETEBOI 0€30I1acCHOCTH.
TeHaeHIUY Pa3BUTHUS CETEH.

KoHconpHBIN 10ocTyn, yaaneHHbld qoctyn ¢ nomoinsto Telnet u SSH, ncnons3zoanue nopra AUX.

CereBble MPOTOKOJIBI 1 KOMMYHUKAIIUU

KomupoBanne u mnapamerpsl cooOienusi. CeTeBble NPOTOKONIBL. B3ammopelictBue mnpoTokosioB. Habop
npotokosioB TCP/IP u mponecc oOmena nanupiMu. Opranuzamun no craggaprusammn: [ISOC, IAB, IETF, IEEE,
ISO. MuoroyposHesbie Mogenu OSI u TCP/IP. Uukancynsmust naHHbX. [IpoTokonbabie 010ku qaHHbX (PDU).
Hoctyn k nokansHeIM pecypcam. CereBas agpecauus. MAC- u IP- agpeca. [Joctyn K ynan€HHBIM pecypcam.
111703 MO YMOJYaHUIO.

CereBoil noctyn

ITporokonsl u craHmapTel ¢u3Hyeckoro ypoBHs. CrocoObl mozaximodeHus K cetd. CereBble nmHTEpdeiicHbIC
mwiatel  (NIC). Cpempl mepemaun  JaHHBIX W HX  XapaKTePUCTHUKU: TIPONYCKHAas  CIOCOOHOCTH,
MIPOU3BOJUTENILHOCTh. Buasl MeaHblx ceTeBbix kabenmedi: UTP, STP, koakcuanbHbid. Pa3zHOBUAHOCTH,
0COOCHHOCTH MPOKIAIKHA M TeCTUpOBaHUA Kabenei. CTpyKTypa M 0COOEHHOCTH HMPOKIAIKH ONTOBOJIOKOHHBIX
kaberneit. becripoBomHbIe cpesicTa nepenauu nanusix. Crangapt Wi-Fi IEEE 802.11.

KananpHBIN ypoBEHBb M €ro MOTYpOBHHU: YmpasieHue jJorundeckuM kaHanoMm (LLC) um YmpasineHue JOCTYHOM K
cpene nepenaun naHHeix MAC. CTpykTypa Kajipa KaHaJbHOTO YPOBHS M INPHUHIMIBI €ro (opMHpOBaHHS.
CrannapTel KaHaIbHOTO ypoBHA. DuU3nueckas U JIOTMYECKass TONOJOTHsA CETU. TONOJOIMU «TOYKAa-TOUKay,
«3B€3/1a», «IOJHOCBS3aHHAA», «KOJbLEBas». I[lomyaymiuekcHas M TOJHOAYIUIEKCHAs Iepejada JaHHBIX.
Ocobennoctu kanpoB LAN, WAN, Ethernet, PPP, 802.11.

Ceressle TexHonornu Ethernet

CewmeticTBo ceteBbix TexHonoruit Ethernet. [Tpuaumn padoter Ethernet. Bzaumoneiictere Ha nmogypoBHsix LLC u
MAC. Vmpasienue noctynom k cpene nepeaaun aaHHbIX (CSMA). MAC-anpec: unentuduxanus Ethernet.
Atpubytel kagpa Ethernet. IlpencraBnenuss MAC-agpecoB. OnHO- ¥ MHOT0a/IpecHOM, IIMPOKOBENIATEIHLHOM
pacceuiok. CkBo3Hoe noakmouenne, MAC- u IP-aapeca.
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HaumeHoBaHue pa3znenos Copep:xaHue yueOHOI0 MaTepHaJia, JIa00opaTopHbIe padoThI U NPAKTHYECKHE 3aHATHSI, CAMOCTOATEJIbHAS O0beM | YpoBeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4

[IpoTokon pa3pemenust aapecoB (ARP): mpuHOuIer paboTel, poiik B MpoIecce YAaJICHHOTO OOMEHA TaHHBIMU.
Tabmmuer ARP Ha cereBrix yctpoiicTBax. OcHOBHBIE HemoctaTku mportokoma ARP - Harpyska Ha cpenmy
Nepeiady JaHHBIX U 0€30MaCHOCTb.

OcuoBHas nH(popMaIws o moprax kommyraropa. Tabmma MAC-agpecos kommyTtatopa. @yakuus Auto-MDIX.
Cnoco0bI nepecbUIky Kaapa Ha kommyTaropax Cisco. bydepuzamus namartu Ha koMmmyTtaropax. @ukcupoBaHHas
U MoJnyJbHas KoHdurypanum kommyratopoB. CpaBHEHHE KOMMYTalMU YpoBHsS 2 u ypoBHs. TexHozorus Cisco
Express Forwarding. BupryanesHslit untepgeiic kommyraropa (SVI), Mapupyrusupyemsiii mopt, EtherChannel
ypoBHs 3. KoHurypanusi MapHipyTH3UpyeMOro HopTa.

CeTteBoil ypoBEHb

CereBoii ypoBeHb B Ipoliecce nepeaaun JaHHbIX. [IpoTokobl ceTeBoro ypoBHs. OCHOBHBIE XapaKTepucTuku IP-
nporokona. Ctpykrypa maketoB IPv4 u IPv6. OcobGeHHocTH W mpeumylecTBa MpoTokosia Pv6. Metonusl
MapIIpyTH3anud y370B. Tabnuiia MapmIpyTH3aIlMXA Y3JIOB M MapIIpyTu3aTtopa Jisl mpotokoioB IPv4 um IPv6.
VYerpoiictBo  mapmpyrtusatopa — [Ipomeccop, mamaTh, oOmnepanMoHHas cucreMa. lloakimroueHme K
MapIIpyTH3aTOpy 4epe3 pa3iaudyHble MopThl. HacTpoiika HCXOZHBIX mHapaMeTpoB, MHTEp(EicoB, HUII03a IO
YMOJIYaHHIO U IPYTHX XapaKTEPUCTHK MapIIpyTH3aTopa.

TpaHcOpTHBIN ypoBEHb

Ha3nauenuwe u  3agauu TpaHCIOPTHOTO YPOBHSL.

MynbpTHIUIEKCUPOBAaHUE CceaHCOB cBA3M. Ommcanue U cpaBHeHue mpoTtokosnoB TCP um UDP — HagexHOCTH U
MIPOU3BOIUTENLHOCTD, 001acTh puMeHeHus. Anpecanus noptos U cermentaiuss TCP u UDP. O6meH qaHHBIMU
mo TCP. TIIpomeccst TCP cepepa. YcranoBnenue TCP-coenuHeHuss u ero 3aBepiieHue. [IpUHIUTIBI
«rpéxcroponHero pykomnoxatus» TCP. Hagéxuocts n ynpasnerue notokom TCP - [loaTBepxeHune moxydeHus
CErMEeHTOB, IIOTePsl JaHHBIX U MOBTOpHAs Mepeayda, yrnpasieHue moTokoM. OOMeH JaHHBIMHU C UCTIONb30BaHHEM
UDP. Ilponeccet u 3anpocet UDP-cepepa, UDP-matarpammsi, nponeccet UDP-knmenrta. Ilpunoxenus,
ucnosssytouue UDP u TCP.

IP-ampecarms

Crpykrypa IPv4-anpecos. CereBas u y3noBas 9actb [P-anpeca. [IpeoOpa3oBanne agpecoB Mexay IBOMYHBIM U
JecaTepudHbIM IpeacraBaeHueM. Macka nojcetu IPv4. CereBoll aapec, aapec y3na U IIMPOKOBEIIATENIbHBIN
anpec cetu [Pv4. IlpucBoenue y3ny cratudeckoro u auHamudeckoro IPv4-agpeca. MHoroaapecHas nepenauva.
[Ty6munsie u yactuele [IPv4-anpeca. IPv4-anpeca cienuansHoro HazHadenus. [IpucBoenune IP-anpecos.
CoBMecTHOEe HCHONB30BaHUE MPOTOKONOB IPv4 m IPv6: nBOMHOI cTek, TyHHENIMpoBaHHWE, NpeoOpa3oBaHUE.
IIpencrasnenne IPv6-ampecos. IlpaBmia cokpamenns 3amucu IPv6-agpecos. VMHIuBMIyambHBIN, TPYIIOBOH,
MpOu3BOIBHBIN THIEI [Pv6-agpecoB. CTPyKTypHI JIOKaJBHOTO W IIOOANBHOTO MHIAMBHIYaIbHBIX [Pv6-ampecos.
Crarnyeckast W JWHAMHYECKas KOHQHUTypalud TI00amsHOro MHAMBHAyaldsHOTro anpeca. [Ipomecc EUI-64 u
CITydaifHO CreHepHUpPOBaHHbIN HACHTHHKATOP HHTEpdeiica.
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ICMP-cepBucer. Otimunst it npotokoiioB [IPv4 u IPv6. Coobmenus ICMPVI6 «3ampoc K MapmpyTu3aTopy»,
«O0BABNICHHE OT MapUIpyTH3aTOpay, «3ampoc cocemHero ysma» U «OOBABICHHE COCEOHETO y3Jay.
TecTupoBaHHEe CETH € MOMOIIBIO 3X0-3alPOCcOB. TpaccupoBka Mapmipyra. Bpems NpoXokIeHHs CUTHajla B
npsimoM u oopatHoM HampaBieHusx (RTT). Bpems sxu3uau (TTL) IPv4 u npenen nepexonos [Pvo.

Pasnenenue IP-ceTeit Ha moaceTn

Cermentanust [P-cereii. OOMeH HaHHBIMH MEXAy NOACCTAMHU. [lnaHUpOBaHWE ajpecallii B MOJCCTSX.
Pacuernbie GopMyIibl JJ1s1 CerMeHTaIMK ceTh. Pa3OueHue Ha MOJICeTH Ha OCHOBE TPEOOBaHUIA y3JIOB U CeTeil, B
COOTBETCTBUH C TpeOOBaHUsAMU ceTell. OnpeseneHne Macku nojcetu. PazoueHne Ha MoJCEeTH ¢ UCTIOIb30BaHUEM
Macku nepemenHoit aiauubl (VLSM). Ba3oBas Mozens u HazHayenue 0j0koB ajpecoB VLSM. IlnanupoBanue
aapecaiuu cetd. OcoOeHHOCTH mpoekTupoBaHus I[Pv6-cetn. PasOueHne Ha MOACETH C HCMOJIb30BAaHHEM
uaeHtuukaropa unrepdeiica.

10.

YpOBEHb IPUIIOKEHUN

VYpoBeHb TNPHIIOKEHHH, YPOBEHb NPEACTABICHUS M CEaHCOBBIH YpOBEHb. I[IpHMepsl pacnpocTpaHEHHBIX
npwioxeHuil. [IpoTokomnsl ypoBHs mputoxkeHuid. OgHopanroBsie cetu (P2P). Monens THIa «KIHMEHT-CepBEp».
0630p mporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomeHueix mmEéH (DNS). dopmar
coobmennit u uepapxus DNS. Vruimura «nslookup». Cmyx6a DHCP. IIpotokon mepenmaun daiinos (FTP).
[Ipotokon oOmena Omokamu cepepHBIX coobmenmii (SMB). Konnenmmu «Bceobosemmonmnii MHTEpHET
BYOD. /locTaBka JaHHBIX IO KOHBEPTEHTHBIM CETSIM.

11.

Co3pmaHue 1 HacTpoiika HeOOIBIIOH KOMITBIOTEPHOH CeTH

[l1aHupoBaHWe W CO3JaHHUE HEOOJNBIIOW KOMIIBIOTEPHOW CETH: OIPEICIICHHE KIIFOUYEBBIX (DaKTOPOB, BHIOOD
TOTIOJIOTHM M CETEBBIX YCTPOICTB, BBIOOP M HACTpoiika IPOTOKOJIOB, CHUCTEMBI ajpecaluu. Mepsl 1o
obecrieueHH0 0E301MaCHOCTH CEeTH. YS3BUMOCTH M CETEBble aTaku. Pa3BeqbIBaTeNbHbIE aTaku, ATaKH JOCTYIIa,
Otka3z B obcnyxuBanun (DoS-ataku). PesepBHOe KOMHMpOBaHHE, OOHOBJICHHWE M YCTAHOBKA HCIPABJICHUIL.
MexcereBble SkpaHbl. AyTeHTrduKkanys, aBropusanus 1 yuér. Brmouenue nporokosa SSH.

daitioBEIe CHCTEMBI MapIIpPyTH3aTOPOB W KOMMYTAaToOpoB. Pe3epBHOE KONMMpPOBAHWE W BOCCTAHOBIICHHE C
ITOMOIIBI0 TEKCTOBEIX (haiinoB, mporokona TFTP, USB-nakomutens. BeTpoeHHBIE CyXOBI MapIIpyTH3aIHH.
[Monnepxka 6ecpoBOIHBIX MOAKIIOYeHNH. HacTpolika BCTpOGHHOr0 MapHIpyTH3aTopa.

JlaGopaTopHbie paGoThI

IIpakTHyeckne 3aHATHSA

58

1.

CocTraBlieHHE KapThbl CETHU I/IHTepHCT C IOMOWIBIO YTUJIUT ((pil’lg» U «traceroute»

2.

Co3pnaHue npocToi ceTu:

* YcTaHOBKa ceaHca KOHCOJIM ¢ CETeBBIM 000py10BaHHEM IpH oMoty rnporpammsl Tera Term;
* Co3ianue cetu;

Hacrpoiika OCHOBHBIX IapaMeTpoB KOMMYTATOpA.
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3. | IIpocmotp ceTeBoro Tpaduka ¢ momousio nporpammsl Wireshark.
4. | TIogxmoueHne KOMITBIOTEPOB K CETH ¢ TIOMOIIBbIO Kabenel i 6ecTipOBOTHBIX aanTepoB:
*  OmpeneneHue CETEBBIX YCTPOUCTB U KAHANIOB CBSI3H;
*  OO0xuM ceTeBOro Kabdes;
ITpocMOTp AaHHBIX 0 OECIIPOBOAHBIX M MMPOBOIHBIX CETEBBIX aTANTEPaAX.
5. | Usyuenue Ethernet-texHonoruii:
. ITpocmotp MAC-aapecoB ceTeBbIX YCTPOWUCTB;
. W3zyyenue kaapos Ethernet ¢ momomsto mporpammel Wireshark;
. IMpocmotp ARP ¢ nomorupto nporpammbel Wireshark, unrepgeiicoB komannHoit crpoku Windows u
10S;
. Hcnonb3oBanue unTepderica komanaHoi ctpoku 10S ¢ tabnmunamu MAC-agpecoB KOMMyTaTopa.
6. | Iloctpoenue cetn Ha H6aze MapUIpyTH3aTOpa:
* [IpocMoTp TabIMIl MapUIPYTH3ALUH Y3JIOB;
*  l3ydeHue pU3MIECKUX XapAKTEPHCTHK MapIIpyTH3aTOPA;
Co3nanue ceTH, cocToAMNIeH U3 KOMMYTAaTopa U MapIIpyTH3aTopa.
7. | 3y4yeHue TpaHCIIOPTHOTO YPOBHSI:
*  HaGmozneHue 3a mmpoueccoM TpEXCTOpoHHero «pykomnoxatus» TCP ¢ momonipo nporpammel Wireshark;
*  H3yuenue 3axBaueHHbIX AaHHBIX DNS UDP ¢ noMomnibio nporpammel
Wireshark;
W3zyuenne 3axBaueHHbIX nakeToB FTP u TFTP ¢ momormkio mporpammMsr Wireshark.
8. | Hacrpoiika IP-anpecaruu:
*  Hcnonp3oBanue kanpKyasTopa Windows B paboTe ¢ CETEBBIMH aJJpecamy;
*  Konsepramus [Pv4-agpecoB B ABOMUHYIO CUCTEMY CUHCIICHHUS;
*  Omnpenencuue [Pv4/IPv6-anpecos;
*  Hactpoiika [Pv6-agpecoB Ha ceTeBBIX yCTPOICTBRAX;
* TecTupoBaHHe CETEBOIO MOJIKIIOUYCHHUS C HOMOIIBIO KOMaH[ «ping» u «traceroutey.
9. | Cermenrauus IP-cereii:

*  l3yueHue KaJdbKyJIATOPOB MOJICETEM;
*  Pacuér noacereit [Pv4;
* PazneneHue ceteil ¢ pa3IMYHBIMU TOMOJIOTUSAMHU HA TOJICETH;

* Pa3paboTka 1 BHeIpeHUE CXEMEBI apecaliy pa3aenéHHol Ha noacetu [Pv4-cetu;
PaspaboTka 1 BHeIpeHue cxemnl aapecarmu VLSM.




TAIIOY HAO
«UMK»

CTO CMK 4.2.01 - 2020

YIIPABJIEHUE JOKYMEHTAIIUEA

JIuct 19/49

HaumeHoBaHue pa3znenos
npodeccuoHaJIBLHOI0 MOAY.JISI
(IIM), Me:kIUCHUTVIMHAPHBIX

kypcoB (MJK) u Tem

Couepmanne yqeﬁﬂoro marepuaJia, naﬁopaTopHLIe paﬁOTbI U IMPAKTUYECCKHUE 3aHATUS, CAMOCTOATEC/IbHASA

padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT)

0Oo0bem
JacoB

YpoBenn
OCBOEHUSA

1

10.

IP-anpecanms:
*  aHanm3 TpapuKa OTHOAIPECHON Iepeaadn, MNPOKOBEIATEIFHON 1 MHOT0aIPECHON PACCHIIKY;
*  Hactpoiika aapecarun [Pvo;

* mpoBepka aapecanuu [Pv4 u [Pv6;
0Tpa60TKa KOMIIJICKCHBIX MPAKTUYCCKUX HABBIKOB.

11.

Cermentanus IP-ceteii:
®  opraHusauMs IOJCCTH IO Pa3JIMYHBIM CLICHAPUSIM,
*  pa3paboTKa M BHEAPCHUE CTPYKTYPHI aapecanuu VLSM;

®  BHEJApEHHUE CXEMBI aJpecaliny pa3aenéHHol Ha noacetu [Pv6-ceTu;
0Tpa6OTKa KOMIIJICKCHBIX MPAKTUYCCKUX HABBIKOB.

12.

W3y4yeHne OCHOBHBIX CETEBBIX CITYkKO:

. N3zydenue ¢pynkmm ooOMeHa (aiiaaMu MeXIy OZHOPAHTOBBIMH YCTPONHCTBAMHU OIIPEAEIICHNE
npeoOpazoBanuii PAT;

Wzydaenue mpasun paboter DNS;
W3yuenne nporokosa FTP.

13.

Ob6ecrieueHre 6€30MAaCHOCTH CETH:

* H3yueHue yrpo3 ceTeBOi 0€30MacHOCTH;

* JlocTym K CeTeBBIM yCTpoiicTBaM 1o npotokoiry SSH;
ObecnieueHre 6€30MACHOCTH CETEBBIX YCTPOWCTB;

14.

AHanmu3 KOMITBIOTEPHOW CETH U HACTPOWKa MapIIpyTHU3aTopa:

* IIpoBepka 3amepxeK B epeadd CETEBBIX TAKETOB C IIOMOIIBIO YTHIIUT «ping» U «traceroutey;

*  Ucnonb3oBanue untepdeiica komanaHoi crpoku (CLI) s cOopa cBelieHuit 0 CETEBBIX yCTPOWCTBAX;

*  Vmpasnenue QaiaMmu KOHOUTYpaluy MapHIPYTH3aTOPa C MOMOIIBIO POrPaMMBbI AMYJISILIUK TEPMHHAIIA

*  Vnpasienue (aiamMmu KOHQUTYPALIUH YCTPOUCTB ¢ uctonb3oBanuem TFTP, ¢ueni-namstu u USB-
HaKoNuTesen

W3yudenue npouenyp BOCCTAHOBIEHUS! MaposIei.

Tema 1.2 IppHIMNBI
MapLIPYTH3ALHMH H KOMMYTaluu

Coaep:xkanue

56

1.

BBenenue B KOMMyTHpYEMBIE CETU

OObenunénnble ceTh. Mepapxus B KOMMyTHpYeMoii ceTu. Poib koMmMyTupyemsbix cereil. KommyTupyemas cpena.
Junamuueckoe 3amonHeHne Tabmumsl MAC-agpecoB koMMyTaTopa. MeETOABI NEPECHUIKM Ha KOMMYTaTope.

KommyTanus ¢ mpoMexxyTo9HbIM XpaHeHneM. CKBO3HAs KOMMYTAIIHs.
Kommyrannonssie noMeHsl. CHIKEHHE TEPErPy30K CETH.

OCHOBHBIE KOHIETIIMN ¥ HACTPOHWKAa KOMMYTAIIHI
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OCHOBHBIE ~KOHIEINIIMM W HACTpOiiKa KomMmyTamud. llepBoHawyanmpHasi HAcTpolika KOMMYTaTtopa |
BOCCTAHOBJICHHE IIOCIE CHCTeMHOro c6osi. Hactpoiika mocTyma st 6a30BOro ympaBiIeHHS KOMMYTaTOPOM C
IPv4. IynnekcHas cBs3b. HacTpoiika mopToB KOMMyTaTopa Ha Gpu3mdeckoM ypoBHE. DyHKIMA aBTOMATHIECKOTO
ompenenenus Ttuma kabens (Auto-MDIX). Ilposepka HacTpoek mopra kKommyraropa. [lomck m ycTpaHeHHe
npo0JieM Ha ypOBHE JJOCTYIIA K CETH.

BesonmacHocTh kKoMMyTaTopa. 3aMIIEHHBINA ynanéHHsli focTyn. Hactpoiika SSH. PacnpocTtpanénnsle yrpo3s
OeszomacHoctu: nepenonHenue Tabmuuel MAC-anpecoB, DHCP-cnyduHr, wHCHONB30BaHUE YS3BUMOCTEH
nporokona CDP, Ataku Telnet u np. AyauT M mpakTHUeCKHe PEKOMEHJAAIMU 10 00eCHeueHnI0 0e30MacHOCTH
cetu. besonacHocTh mopra kommyratopa. OrcnexxuBanue DHCP coobmennit. @yHkius 6e300acHOCTH MOPTA.
Bunsr 3amutet MAC-aapecoB. PexuMbl pearnpoBaHus Ha HapylieHue Oe3omacHocTd. IIpoBepka M HacTpoiika
mopToB. [Iporokon cereBoro Bpemenu (NTP).

Buptyansusie nokansable cetd (VLAN)

Bupryansasie nokansabie ceTd (VLAN) — kitaccu(UKaus 1 OCHOBHBIC XapaKTEPUCTHKU. TpaHKH BUPTYaJIbHBIX
ceteir. KoHTponp mmpokoBemiatenbHEIX AoMeHOB B ceTsx VLAN. Termpoanme kampo Ethernet mms
nneatudukamuu cetd VLAN. Cern native VLAN u terupoBanue cramapra 802.1Q. TerupoBanue romocoBoi
VLAN. Peanuzauuu BupTyaibHO# JoKaibHOHM cetu. Haznauenue noproB cetsm VLAN. Hactpoiika TpaHKOBBIX
KaHaoB. [IpoTokon AuHaAMHYECKOro co3maHus TpankoBoro kanana (DTP). Ilouck u ycTpaHeHHe HETONAlOK B
BUPTYaJbHBIX JIOKAJIBHBIX CETSIX W TPAaHKOBBIX KaHamax. IIpoGmemsr ¢ IP-agpecanmeit cetm VLAN.
HecoBnasieHus: pe:>xMMOB TPaHKOBOW cBsi3H. [IpoektupoBaHue u obecneueHnue Oe3omacHoct VLAN: hopping,
cnypuHr KOMMYyTaTopa, araka ¢ JBOWHBIM TterupoBanueM, Cerb PVLAN nepumerpa. IIpakruyeckue
PEKOMEHALNHY 110 IPOSKTUPOBAHUIO BUPTYAJIbHOM JIOKAJIBHOU CETH.

Konuenus MapupyTusannu

Hacrtpoiika mapmpyrtuzaropa. MexaHu3mbl NepechlUIKM MakeToB. lloaknrodeHue M HacTpoilka YCTpOMCTB.
CeroaroaHbIE MHAUKATOPBI HA MapuIpyTH3aTope. AKTHBaLMs U HacTpolika [P-agpecanuu. IIpoBepka cBsizHOCTH
ceTel ¢ mpsAMBIM ToAkmodeHneM. [IpoBepka HacTpoek mHTep(eiica. OUIbTpaus BIXOJHBIX JaHHBIX KOMaHI
«showy». Kommyramus makeToB Mexny ceTsMd. DyHKIHMS KOMMYTAIlMd MapHIpyTH3aTopa. MapuipyTH3anus
nakeroB. Onpenenenue myTd. [Iponecc npuHATHS pelIeHHs O NEePEChUIKE MaKeToB. BIOOp onTHManbHOTO MMyTH.
IIporokoner RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AQMHUHUCTpUpoBaHHE paccTosHue (AD) u
HaJIe)KHOCTh MapuipyTa. AHaJIM3 TaOJIUIl MapIIpyTHU3alMd — HMCTOYHHMK JAHHBIX, NPUHOUNBI (opMHpOBaHHE
BO3MOKHOCTH HACTPOHKH. 3amuCH TAaOIUIBI MapIIpYTH3ALUU JUIS CeTel ¢ MPSAMBIM MOAKIIOYCHUEM. 3aJTaHnue
CTaTHYECKHX MapmpyToB. [IpoTokobl TnHaMudecKol Mapuipytusanuu ceteit [IPv4 u IPv6.

Mapupyruzanusa mexny VLAN
[puniune! paboTe! MapmpyTm3anuy Mexay VLAN. Hactpoiika mapmpytu3anum Ha 6a3e MapImpyTH3aTOPOB C
HECKOJBKUMH (hr3udecKnMHU HHTepdelicaMu, C NCOIh30BaHNEM KOH(UTyparmu router-on-a-stick, gepes
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MHOTOYPOBHEBEIH KomMmyTaTop. IIpobdiemsr Mmapmpyruzanuu Mexny VLAN. IIpoepka koHpUTypamnn
KOMMYTaTopa ¥ HaCTpoeK Mapupyruzaropa. Hemomagku B pabote nnaTepdeiica. Ommbku B IP-agpecax u mackax
moncetn. Hactpoiika n pabota koMmmyTarnuu Ha 3-M ypoBHe. Mapmpyruzanus mexxay VLAN gepes
BUPTyaJIbHBIE HHTEP(DEICE KOMMYTaTOpa, MapIIpyTU3UpyeMble TOpThl. Hermonaaku B HacTpolikax KOMMyTaTopa
3-T0 ypOBHS.

Crartudeckast MapIIpyTH3ALUSL

IIpeumyniecTBa U 3aja4 CTaATUYECKOM MapLIpyTU3anuu. THUIIBI CTaTUYECKUX MapIIPYTOB: CTAHIAPTHBIH, 110
YMOJTYaHHIO, CyMMapHbIii, aBatomuid. Hactpoiika cratiuueckux mapuipyroB [Pv4 u IPv6. Komanpaa «ip routey.
MapuipyT cneayrouero nepexoaa. Hanpsamyro noakimou€HHbIi cratuueckuil MmapupyT. [logHOCTBIO 3a1aHHBIN
craTuueckuii Mapupyt. Hactpoiika crarndeckoro MapiipyTta o ymonuanuto. Kimaccopast anpecanus.
Knaccossle macku nojacetu. beckiaccoBas mexxnomenHas Mapipytusanus CIDR. O6benuHenne MapupyToB.
Opraamzanus cynepcereil. Micnonp3oBanue Macok mojaceTn pukcupoBarHoi mumHb (FLSM). Macka noaceru
nepeMeHHo# mmHB (VLSM). HacTpoiika cyMMapHBIX U IDIaBAOIINX CTATHYECKUX MapIIpyToB. Pacuér
cymmMmapHoTo Mapupyta. O0bpenuHeHne ceTeBBIX anpecoB IPv4 u IPv6. [lonck u ycTpaHeHHe HEMOIaI0K B
HACTPOMKAaX CTATHYECKOr0 MAapIIPyTa ¥ MapUIpyTa IO YMOTYAHHIO.

JuHaMudeckast MapIIpyTH3ays

[TpoTokonel AMHAMUYECKON MaplIpyTH3alMK — Ha3HAYEeHHE, IIPUHIHUITBI PAOOTHI M HCTOPUS Pa3BUTHSL.
CpaBHeHHe TUHAMUYECKOI U CTaTHUeCKO MapuIpyTu3anui. [IpuHIUIEI paboThl IPOTOKOIOB MapIIPYTH3AIMH:
ITyCK IocTe BKIIFOYeHUs nuTanus, CereBoe oOHapyxeHune, OOMeH JaHHBIMU MapuipyTH3anuu, ObecrnedeHne
cxoaumoctu. Kiaccuukaius nporokosioB Mapiipytusaiuu. [Iporokosnst IGP u EGP. JluctaniimosnHo-
BekTopHbIe npoTokoibl RIP, IGRP. IIporokosnsl MapmpyTusanuu no cocrostuuto kanana OSPF u IS-IS.
KnaccoBsle 1 GeckiiacCOBbIe IPOTOKOJIBI MapUIPYTHU3AUHU. XapaKTEPUCTHKH U METPHKH ITPOTOKOJIOB.
JuHnamuueckas JUCTAHIIMOHHO-BEKTOPHAsI MapLIpyTH3aus. JJuCTaHIIMOHHO-BEKTOPHBIN aJIFOPUTM. MexaHu3Mbl
OTIPABKH 1 TOJyYESHUs JAaHHBIX MapIIpyTH3alHH, pacuéTa ONTUMAIIBHBIX ITyTeH 1 100aBICHNS MapIIPyTOB B
TabIMIly MapIIpyTHU3alni, OOHAPY)KEHHS ¥ PearnpoBaHus Ha N3MEHEHHs B Tonosoruu. Hacrpoiika mpoTokosna
RIP: Bxirouenune RIPV2, oTkimroueHre aBTOMaTHYECKOTO OOBEIMHEHUS, HACTPOHKA ITACCHBHBIX HHTEP(EICOB,
nepeaaya MaplpyTa o ymondasnuto no cetu. Hactpoiixa npotokona RIPng. ITpouecc Mapurpytusanuu no
cocrosiHuIo KaHana. Hello mpoTtokoi. maker cocrosuust kaHana (LSP). JlaBuHHast pacchuIKa TAaKETOB COCTOSTHUS
KaHana. JlJaBuHHas pacchUIKa IaKeTOB COCTOAHUS kaHana. Co3fgaHue nepeBa kparyaimux myrteid SPF.
Jo6asnenne mapmpytoB OSPF B Tabmuity Mapmpytuzanun. HegoctaTku mMpoTOKOJIOB MapIIpyTH3AIHMH 1O
COCTOSIHMIO KaHasa. Tabiuma MappyTH3aiy. 3aliCH C IPSMBIM ITOAKIIOYCHNEM U YAaJIEHHON CeTH.
JlnHamuaecku mosrygaeMblie Mapiipythl [IPv4/6. [porniecc moncka mapmpyTa.

OSPF gnst onHO# 00nacTu
CewmeiictBo nmpotokonoB OSPF. XapakrepucTuxu, npuHImNIGl padotel 1 KomrnoHeHTs! OSPF. Ocobernnoctn
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OSPF nmist omHOM 1 HeCKONIBKHX 00macteil. MaructpansHast obmacts. Makancymsmus coobmenmit OSPF. Tumst
maketoB OSPF: maker npuBetctBus (hello), makeT onmcanus 6a3sr qanasix (DBD), makeT 3ampoca cocTostHUS
kaHana (LSR), maker o6HOBeHUs coctossHuA KaHana (LSU). makeT moaTBep KIeHIsI COCTOSIHAS KaHajla
(LSAck). O6noBeHUs cocTosiHus KaHaia. Paboune cocrosans OSPF. Brinenennsriii (DR) u pe3epBHbIii
BhIeNeHHBIN MapipyTuzatop (BDR). Cunxponuzanus 6a3 nanueix OSPF. Hactpoiika OSPFv2 st ogHoii
obnactu. Pexum koHdurypanum unentudukaTopsl Mapupyrusaropa. Mcnons3oBanue untepdeiica loopback.
Brmtouenne OSPF nHa unrepdeiicax. [llabnonnas macka. Komanna «networky». Hactpoiika maccuBHBIX
unrepdeiicoB. dopmyna pacuéra merpuku croumoctit OSPF. HacTpoiika 3HaueHHii IPOIyCKHON CIOCOOHOCTH
unrepdeiica. [IpoBepka coceHUX yCTPOKICTB, HACTPOEK IPOTOKOJIA, AAHHBIX IPOLECCa U IPYTHUX XapaKTePUCTUK
OSPF. CpaBuenune OSPFv2 u OSPFv3. Anpeca tuna link-local. Tononorust cetu OSPFv3. Hacrpoiika
naeHTudukaropa Mmapmpyrusatopa OSPFv3. Brmnouernne OSPFv3 Ha uHTepdeiicax.

Crucku koHTpoIs nocryma (ACL)

Crucku kouTpons nocryma (ACL). [puanun padoter ACLcnuckoB. Tumer ACL-crimckoB Cisco ams [Pv4.
[IpucBanBanme HoMepoB 1 UMEH ACL-crimckam. Pacuér mabmonHoit Mmacku B ACL-crinckax. Pekomenganum mo
coznanuio u pazMenienno ACL-cnickoB. Pa3menienue crangapTHeix U pacimupeHHbix ACL-cickos.
Hactpotika crangaptaoro ACL-crmcka. [Ipumenenne crannaptaeix ACL-crimckoB Ha HHTEpQeiicax.
Kommenrapun k ACL-ciimckam. IIpoBepka i pefakTHpOBaHKE CTaHAAPTHRIX HyMepoBaHHBIX ACLCIHCKOB.
ACL-craructuka. 3amura moptoB VIY ¢ nomorisio crangaptaoro ACL-criucka IPv4. CTpykTypa u HacTporka
pacumpennbix ACL-crickoB st IPv4. @unbrpanus Tpaduka ¢ ucroib3oBaHueM pactmpeHHbix ACL-
criuckoB. Ilouck u ycrpanenue Henonagok ACL-cinckoB. Pacnpoctpanénnsie ommoku ACL-cicKoB.
Cpasaenne ACL-ciuckoB aist IPv4 u IPv6. Hactpoiika u mpoBepka ACL-crinckoB st IPv6.

10.

IIpotoxon DHCP

IIpotokosnn DHCP. DHCPv4: 6a3oBas omnepartusi, hopMat COOOIICHUH, COOOIICHHST 00HAPYKEHUS U
npennoxxenusi. Hacrpoiika, mposepka u perpancisiuus npoctoro DHCPv4-cepsepa. Hactpoiika
Mapuipytusaropa B kauectse DHCPv4-kinenTa. Hactpoiika mapmpytusaropa kinacca SOHO. Tlouck u
yCTpaHEeHHE HemoNanok B padore Mapmpyruzatopa DHCPv4. [Iporokonr DHCPv6. ABToMaTHYeCKast HACTPOMKa
anpeca 60e3 orcnexxuBanus cocrosuust (SLAAC). [Ipuauumn padorst SLAAC ¢ DHCPv6. DHCPV6 ¢ u 6e3
otcaexuBanus coctosnus. [Iponeccst DHCPv6. Hactpoiika mapurpytusaropa B kauectee DHCPv6-cepBepa u
DHCPv6-knuenTa. [lonck u ycrpanenue Herosa 1ok B pabore DHCPv6.

11.

[IpeobOpa3oBanue ceTeBbIxX aapecos [Pv4

[Ipeobpa3zoBanue ceteBbIx aapecoB IPv4. KonnenryansHoe npeobpazoBanne ceTeBrx aapecos (NAT).
Tepmunonorus u npuHIUIs! padoTel NAT. [IpoctpancTso yacTHbIX IPv4-anpecoB. Ctatudeckoe n
JuHaMHu4Yeckoe nmpeodpaszoBanue cereBbix aapecoB (NAT). [Ipeobpazosanue agpecos noptoB (PAT). CpaBHenwue
NAT u PAT. IlpenmymectBa u HenoctaTku NAT. Ananns ctarngeckoro npeodpasosanns NAT. [puannn




I'AIIOY YAO

CTO CMK 4.2.01 - 2020

YIIPABJIEHUE JOKYMEHTAIIUEA

«UMK» Jluct 23/49
HaumeHoBaHue pa3znenos Copep:xaHue yueOHOI0 MaTepHaJia, JIa00opaTopHbIe padoThI U NPAKTHYECKHE 3aHATHSI, CAMOCTOATEJIbHAS O0Bbem | YpoBeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
pabotsr muaammaeckoro NAT Hacrpoiika n mposepka NAT, PAT. Ilepeanpecanms noproB. Hactpoiika NAT u
npotokoia [Pv6. Ilouck u ycrpaneHune Hemonanok B pabore NAT.
JlaGopaTopHbie padoThI 0
IIpakTHyecKkHne 3aHATHSA 60

1. Hactpoiika kommyTaropa:
. bazoBas HacTpoiika KOMMYTaTOpPa;
. Hacrpoiika mapameTpoB 6€30I1acCHOCTH KOMMYTaTopa.
2. | Hacrpoiika 6e30macHOCTH KOMMYTaTOpA!
. Hactpoiika mpotokona SSH;
. Hacrpoiika ¢pyuxmuu Switch Port Security;
. [Touck n ycTpaHeHHe HENoNaI0K B ccTeMe 0€30I1acHOCTH OPTOB KOMMYTATOpa;
OTpaboTKa KOMIUIEKCHBIX IPAKTUYECKUX HABBIKOB.
3. Kounduryparms cereri VLAN:
. Kondurypanus cereit VLAN 1 TpaHKOBBIX KaHAJIOB,;
. [Touck n ycrpaneHue Henonaaok B koudurypauun VLAN;
. Peanuzanusa cucreMsl 6e3onacHoct cetd VLAN;
. Peanmzarus cereit VLAN miist cerMeHTanmu ceTel NpeAnpusITHi MaJoro U cpeqHero Om3Heca.
4. Hacrpoiika mapuipyruzaropa:
. Hcnonp3oBaHre KOMaHB! traceroute U1t 0OHAPY>KEHHS CETH;
. JlokyMeHTHpOBaHHE CETH;
. Hacrpotika narepdeticor [Pv4 u [Pvo6;
d Hactpoiika u mpoBepka HeOOJIBIION CETH;
VccrienoBaHye MapiIpyToOB ¢ IPSIMBIM MOJKITIOUCHHEM.
5. | Hacrpoiika MapmpyTu3anuu:
. CocraBieHue cxemsl ceTu MHTepHeT;
. Hactpoiika 6a30BbIX MapaMeTPOB MapIIpyTH3aTOPa C IMOMOIIBI0 HHTepdetica komanaHo# cTpoku (CLI)
cucteMmsl Cisco 10S;
. Hactpoiika 6a30BBIX mapamMeTpoB Mapmpytusatopa ¢ nomonipo CCP.
6. | Mapupytuzanus mexay VLAN:
. Hacrpoiika mapmpyrusannu Mmexxay VLAN i kaxaoro narepgeiica;
. Hactpoiika mapmpytusanuu mexay VLAN Ha ocHoBe cTangapta 802.1Q u TpaHKOBOro KaHana;
. ITouck U ycTpaHeHHe HENMoJIa 0K B MaplIpyTu3anuu Mexay cetssmu VLAN.
7. Hactpolika cTaTuueckoil MapuIpyTu3alum:

. Hacrpoiika cratnueckux mapmpytos [Pv4/IPv6 no ymomanuio;
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. Pazpabotka u peanm3zamst cxemsl agpecanuu [Pv4 ¢ ucrons3zoBannem VLSM;
. Pacuér cymmapnsix mapmpytos [Pv4 u [Pvo6;
. INonck u ycTpaHeHHE HETONAI0K CTaTHIECKUX MapuipyToB IPv4 u IPv6.

8. Hacrpolika quHaMuueckoil MappyTH3aLu:
. HccnenoBanne cXonuMocCT;
. CpaBHeHHE METO/IOB BBIOOpa MyTH B poTokonax RIP.

9. | Hacrpoiika npotokosoB RIPv2 u RIPng.

10. | Hacrpoiika npotokonoB OSPF:
. Hactpotika 6a3oBoro mpotokosna OSPFv2 miis ogHO# 06macTu;
. bazoBast HacTpoiika nmpotokona OSPFv3 s oxHoli obnactu.

11. | V3y4yeHne MexaHU3MOB paboTHI CO CIUCKaMH KOHTPOJIS TOCTYTA!
. Harmsannoe npencrasienue padorst ACL-crincka;
. Hactpoiika crangaptasix ACL-cnuckos;
. Hactpoiika crangapTHbIX IMeHOBaHHBIX ACL-CIIHCKOB;
. Hactpoiika ACL-cnucka ans nuauit VTY;
. Hactpoiika pacimpennbix ACL-CUMCKOB A5 pa3IMUHbIX CLIEHAPUEB;
. [Mowuck u ycrpaneHue Hemonanok B padore ACL-cruckos;
. Hactpoiika ACL-cnickos IPv6;
. OTtpaboTKa KOMIIEKCHBIX IPAKTHIECKHUX HABBIKOB.

12. | Hacrpoiika ACL-cinckos:
. Hactpoiika u npoBepka crangapTHbix ACL-cuckoB;
. Hacrpoilika u npoBepka orpannyenuii V1Y
. Hactpoiika u npoBepka pacumpeHHbIx ACL-crinckoB;
. ITouck u ycTpaHeHHE HEMONIal0K B HACTPoiike U pa3MerneHud ACL-cicKoB;
. Hactpotika u mpoBepka ACL-crinckoB gis IPv6.

13. | U3yuenue nporokonos DHCP:
. bazosas nactpoiika DHCPv4 Ha mapiipyTtuzaTope;
. baszoBas nacrpoiika DHCPv4 Ha koMMyTaTOpE;
. IMouck n ycrpanenue Henonaaok B padbore DHCPv4;
. Hacrpoiika ceppepa DHCPv6 Ge3 oTciexuBaHMs COCTOSIHUS M C OTCIIEKUBAHUEM COCTOSTHHUS;
. ITouck n ycrpanenue Henonaaok B pabore DHCPv6.

14. | U3yuenue nporokona DHCP:
. Hacrpoiika npotokosa DHCP ¢ momomsto komana Cisco 10S;
. OTtpaboTKa KOMIIEKCHBIX IPAKTHYECKUX HABBIKOB.
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15.

[Ipeobpa3oBaHue CETEBBIX aIPECOB:

. Wzyuenne npunimma padotsl NAT;

. Hactpoiika ctatnueckoro u nuHamuueckoro NAT;

. Peammzanms cratndeckoro u auHaMudeckoro NAT;

. Hactpotika nepeanpecaruu mopToB Ha Mapmipytusatope Linksys;
. [TpoBepka, MOKCK M ycTpaHEHUE Heronanok KoHpurypauuii NAT;
. OTpa6OTKa KOMIIJICKCHBIX HpaKTH‘IeCKI/IX HABBIKOB.

16.

Uzyuenue pabotsl ¢ NAT u PAT:

. Hactpoiika guHamMmuueckoro u cratudeckoro NAT;

. Hactpoiika NAT-nyna c neperpyskoii u PAT;

. ITouck u ycrpanenue Henonaaok koHpuryparmidi NAT.

Tema 1.3. Mapmpyrusanus u
KOMMYTaLHUS.
MacmrabupoBanue cerei

Coaep:xkanue

154

1.

BBenenve B MacuiTabupoBaHue ceTeit
Peanmzamus npoekra cetu. [Ipoekt nepapxudeckoii cetn. Pacmupenue cetu. BeIOOp ceTeBBIX YCTPOUCTB.
KomMyTrannonHoe o6opynoBanne. MapuipyTisaTopsl. Y IpaBIsiONIe yCTPOHCTBA.

N36pITounocts LAN

[onsarus mporokoia spanning-tree. [IpearazHaueHne npoTokona spanning-tree. [Ipuammm padotsr STP. Tumbt
npotokosioB STP. Hacrpoiika mpotokona STP. Hactpoiika PVST+. Hactpoiika Rapid PVST+. IIpo6nemsr
Hactporku STP.

ATrperupoBaHue KaHaAJIOB

OCHOBHBIE TIOHATHSI arperMpOBaHKs KaHaJIoB. ArperupoBanue kananos. [Ipuniun padotsl EtherChannel.
Hactpoiika arperuposanus kaHano. Hactpoiika EtherChannel. IlpoBepka, mouck u ycTpaHeHHEe HETIONA0K B
pabote EtherChannel

BbecnipoBoiHbIE JIOKAJIbHBIE CETH

Konnenmuu 6ecripoBogHo# cBsizu. BBenenue B 6ecnipoBogHy0 cBsizb. KommonenTs! ceteit WLAN. Tononoruu
ceteit WLAN 802.11. IIpurnuns! paboTs! 6ecripoBogHO# ToKkansHOH ceTu. CTpykTypa kaapa 802.11.
OYHKIIMOHUPOBaHUE OECIIPOBOTHON CBS3H. YTIPaBIIEHNE KaHATaMH. be30macHOCTh OECTIPOBOTHBIX JIOKATHHBIX
cereil. Yrpossl it cereit WLAN. Obecnieuenne 6ezonacaoctd WLAN. Hactpoiika 6ecripoBoiHBIX JIOKaJIbHBIX
cereil. Hactpoiika GecripoBogHoro Mapupyrusaropa. Hactpoiika GecripoBoaHbIX KiueHTOB. [Touck n
ycTpaHeHHe HeroJia oK B pabore cereit WLAN.

3aIIII/ITa 6CCHpOBOIlHI>IX JIOKQJIbHBIX CEeTeH

DTajoHHAs MOJIeb B3aUMOAEUCTBUS OTKPBITHIX cucteM OSI

DTajOHHAs MOJIeb B3aUMOAEUCTBUS OTKPBITHIX cucteM OSI

o|~|o| o

Crangaptsl Kabeneit
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9. | Tuns! uaTepdeiicoB TaHHBIX

10. | CereBoe nepenaroniee 000pyI0BaHNE

11. | Tlepenatomiee 060pyHOBaHHE JOKAIBHBIX CETEH

12. | TIpOoTOKOJIBI TOKABHBIX CETEeH

13. | Texnomorus ATM

14. | Texnomorus ATM

15. | /IucTaHIMOHHOE YNpaBIeHNUE KOMIIBIOTEPOM

16. | IIporoxon TCP/IP

17. | Tlporoxon TCP/IP

18. | IIpuanmn paboTel cHUGDEpOB

19. | Ceru X25. MerobI nepegadn JaHHBIX B X.25

20. | Merons! nepenaun qasHbIX B X.25. Mcmonp3oBanue cereit X.25

21. | Merons! nepenaun qasHEIX B X.25. Mcnonp3oBanue cereit X.25

22. | Cetu c perpancisanue kagpos (frame relay). [Ipuanumns! padotsl ISDN-ceteit

23. | Cetu ¢ perpancisnue kagpos (frame relay). [Ipuanmmner padotsr ISDN-ceteit

24. | CeteBsle cayx0b1 1.200

25. | becipoBognas nepenava qanubix. Jlmanu DSL. Cetu SONET

26. | Pernonansueie Ethernet-cetn (Optical Ethernet). Yposau SONET u stanonnas mogems OSI.

27. | Pernonansueie Ethernet-cetn (Optical Ethernet). Yposau SONET u stanonnas monens OSI.

28. | JlomomHUTETBHBIE MPOTOKOIEI I100anbHEIX cereil [IpoTokon Serial Line Internet Protocol (SLIP)

29. | poroxkon Point-to-Point Protocol (PPP) u Point-to-Point Tunneling Protocol (PPTP)

30. | poroxkon Point-to-Point Protocol (PPP) u Point-to-Point Tunneling Protocol (PPTP)

31. | IlpoekTHas JOKyMEHTAIIUS.

32. | TpeboBanms CHull x 060opynoBaHHI0 KOMIIBIOTEPHBIX CeTeH

33. | Tpeboanms CHull x 06opynoBaHHI0O KOMIIBIOTEPHBIX CeTel

34. | IIpoekTupoBaHue anmnapaTHOH

35. | IIpoekTupoBaHue KPOCCOBBIX

36. | I[IporpaMmbl KOHTPOJISI CETEBOTO TpaduKa

JlaGopaTopHbie paGoThI 0
IIpakTHyeckne 3aHATHSA 146
1. | Pa3BepThIBaHME KOMMYTHPYEMOH CETH C pe3epBHBIMH KaHAJIAMHU

2. | Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

3. | Hacrpotika nporokona GLBP
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4. | OmpeneneHue THIOBHIX omMMO0K KoHpurypannu STP
5. | Hacrpotika EtherChannel
6. | Iowuck u ycrpanernune Hemonanok B padore EtherChannel
7. | VccienoBaHue TONOJIOTHH CETH
8. | BrInonHeHNs: MOHTaKHBIX paboT C KOAKCHAJILHBIM KaOeJIeM M BUTOH napoi
9. | HccnenoBanue THIioB MHTEP(EHCOB JTaHHBIX
10. | OnpeneneHue TONOJIOTHH U IPOTOKOJIOB JUIsl YKA3aHHOM CETH
11. | Tlouck aHAIOTOB YCTApPEBIIETO 00OPYIOBAHHS
12. | Tlouck aHAIOTOB YCTApPEBIIETO 00OPYIOBAHHS
13. | Bribop obopyaoBaHuUs IS MPOCKTA CETH
14. | Beibop obopyaoBaHuUs IS MTPOCKTA CETH
15. | Pacuet OCHOBHBIX MapaMeTPOB JIOKATBHON CETH
16. | N3yuyenne nporoxomna IP
17. | U3yyenne nporoxomna IP
18. | Paznoxxenne IP mo moacetsim
19. | FTP-mpoTokon
20. | M3yuenne n HacTpoOiika MapUIPyTH3aTOPOB
21. | M3yueHne n HacCTpOiiKa MapHIPyTH3aTOPOB
22. | lnarHocTHKa paboTOCIOCOOHOCTH M NPaBHIBHOCTH HACTPOEK MapHIPyTH3aTOPOB
23. | Uzyuenne u HacTpoOiKa KOMMYTaTOPOB ceTeit
24. | VzyueHne 1 HACTPOIKa KOMMYTaTOPOB ceTei
25. | JlnarHocTHKa paboTOCTIOCOOHOCTH M MPABMIBHOCTH HACTPOEK KOMMYTATOPOB ceTei
26. | Hacrpoiika mokansHol cetu. Hactpoiika nmpotokona TCP/IP
27. | AnarHocTrka pabOTOCIIOCOOHOCTH CETH.
28. | JlononHUTENbHBIC TPOTOKOJIIBI MIO0ATBHBIX ceTel
29. | YcraHOBKa M HACTPOHKA CETEBOH KapThl
30. | BoccranoBnenne kommbioTepa mocie coost (padora ¢ backup-amn).
31. | BoccranoBnenne kommbloTepa mocie coos (padora ¢ backup-amn).
32. | Opranm3anus B3auMOACHUCTBU JIOKATHHOM U TI00abHON KOMITBIOTEPHBIX CETEH
33. | CanurapHO-TUTHEHHYECKHE TPEOOBAHUS K Pa3MEIEHHIO KOMIIBIOTEPHOTO 000pYyI0BaHuUsI.
34. | OdopmieHne NpoeKTHOHN JOKyMEHTAIMN
35. | Tlopsiok TecTUpoBaHMs M MPUEMO-CATOYHBIX HCTIBITAHUH JIOKAJIBHOW CETH
36. | TTopsiioK MPOEKTUPOBAHMSI JIOKAJILHOM CEeTH.
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37. | Amaraoctrka paboTOCIIOCOOHOCTH CETH.
38. | Pacder OCHOBHBIX MapaMeTPOB JIOKATBHOH CeTH
CamocTosiTespbHasi padoTa npu u3yyenun Pasnena 2 197
TemaTuka BHeayIMTOPHOM CaMOCTOSITEIbHON PadoThI
1. DOranonnas momens OSI
2. HWadbopmanmoHHas 6€30MaCHOCTD.
3. CeteBoe obopynoBaHue.
4. TlporpammupoBanue opucHbix ATC.
5. IlpuknagHble MIPOTOKOIMBI.
6. Optical Ethernet.
7. JlomosHUTEIbHBIE TPOTOKOIBI INI00ANBHBIX CETeHl.
8. TIlpaBuia MOHTa)a TEICKOMMYHHUKAI[HOHHOTO 000PYI0BaHHUS.
9. Pacuer BcmoMoraTensHOTO 000pyIOBaHMSI.
10. M3ydeHune TeXHUYECKUX YCIOBUI Ha OTAEIbHBIC BUIBI KOMMYHUKAIIMOHHOTO 000pYyI0BaHHUSI.
M/IK 04.03.
Opranusanust ceTeBoro
AIMHUHHCTPHPOBAHUS
Tema 1.1. Copep:xanue 140
Anmunncrpupoanne Windows 1. | PasBeptriBanme u ynpasienue Windows Server 2012 R2 1
Server 2012 R2 2. | Hacrpoiika Windows Server 2012R2 mocyie ycTaHOBKH
3. | Beenenne B Windows PowerShell
4. | Benenue B noMeHHbIe cepBrchl Ciryx0b1 Katanora
5. | O630p GyHKIMIT KOHTPOJUIEPA JOMEHA
6. | YcraHoBKa KOHTpoJUIepa TOMEHa
7. | YnpaBnenue o0bekTamMu TOMeHHbIX c1yx0 CiyxOb1 Karanora
8. | ABromaTH3aiys aJIMUHUCTPUPOBAHHMs TOMEHHBIX ciry)0 Ciyx0b1 Karanora
9. | Hcnosnp30BaHue CpeCTB KOMaHHOM CTPOKH [yt anMuHUCcTpupoBanusi AD DS
10. | Ucnonw3oBanne Windows PowerShell mist anmunnctpupoBanus AD DS
11. | IlpousBeneHre MHOXXECTBEHHBIX onepanuii ¢ ucnonb3oBanneM Windows PowerShell
12. | Ilpumenenune nporokosa DHCP
13. | llpumenenne DNS
14. | TlpumeHeHne JOKATLHOTO XPaHIIUIIA JaHHBIX
15. | Yopasnenue qucKaMu ¥ TOMaMHu
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HanmenoBanmue pasiesioB ConepxaHue y4eOGHOT0 MaTepuaa, JadopaTopHbie padoThl H MPAKTHYECKHE 3aHATHS, CAMOCTOATEIbHAs O0bem | YposeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
16. | Hcmons30BaHMEe IPOCTPAHCTB XPAHEHHS
17. | Ilpumenenue (aitmoBON CITy>KOBI M CITY>KOBI IIEUaTH
18. | IlpumMeHeHHe IPYNIIOBON TIOTUTHKH
19. | 3ammra cepBepoB Windows nmpuMeHEeHIEM 00BEKTOB IPYITIOBOM MOJUTHKH
20. | ITpumeneHune cepBepHON BUpTyanmzanuu ¢ Hyper-V
21. | Hacrtpoiika u ycTpaHeHHe HENoJaaoK ciryk0s1 DNS
22. | Hactpotika cepBepHoii ponmn DNS
23. | Hacrpoiika 305 DNS
24. | Hacrpotiika nepenaan 30H61 DNS
25. | Yupasnenue ciyx060it DNS n ycTpaHeHHe HeTonagok
26. | IMonmepxka noMeHHBIX ciry)0 Ciy»061 Karanora
27. | O630p AD DS
28. | Mcnonp3oBaHue BUPTYATH3HPOBAHHBIX KOHTPOJUICPOB ITOMEHA
29. | IIpumeHeHNE KOHTPOIDIEPOB JOMEHA € IOCTYIOM Toibko Ha ureHune (RODC).
30. | AnmuructpupoBanue AD DS. Ynpasnenue 6a3oii ganasix AD DS
31. | YnpaBneHue M0Jb30BaTEIbCKUMU U CIY)KEOHBIMH YYETHBIMH 3aIUCSIMH
32. | Hacrpotika [Tomutuku maponeii u [1omuTHKY OJIOKUPOBKH YIETHON 3aIHCH
33. | Hacrpoiika YrpapiseMoi ciry>keOHOM yIETHOH 3ammmcu
34. | Bregpenne uadpacTpyKTypsl [ pynmoBhIX TOJUTHK
35. | O630p ['pymnIoBo# MOIUTHKI
36. | BHeapeHue v aJMUHUCTpUpOBaHUE ['pyNIOBBIX MOJIUTHK
37. | Obnactp gelcTBUS ¥ MOPSIOK 00paboTKH ['pyNMMOBEIX HOIUTHK
38. | YcrpaHeHHe HeNoJaIOK IPUMEHEHHsI ['pyIOBBIX MOJIHTHK
39. | YipasneHue M0Jb30BaTeIbCKUM PaO0OYHM CTOJIOM Yepe3 I pylrnoByrO MOJIUTHKY
40. | [IpumeHeHne AIMUHUCTPATUBHBIX MA0JIOHOB
41. | 3nakomctBo ¢ VMWare vSphere
42. | YcranoBka u Hactpoiika ponu Cepep CeTeBOM MOJUTHKH.
43. | Hacrpoiika kineHToB 1 cepBepoB RADIUS
44. | MeTo/ipl TPOBEPKH MOATUHHOCTH cepBepa CeTeBOM MOJUTHKH
45. | MoHMTOPHHT U ycTpaHeHue Henoaaaok ponu Cepep CeTeBOMN MOJUTHKH
46. | O630p 3amuTh Joctymna k cetd (NAP)
47. | O630p Hpollecca MPUMEHEHUsI 3alIUTHI JJOCTyNa K ceTH. Hactpoiika NAP




I'AIIOY YAO

YIIPABJIEHUE JOKYMEHTAIIMENA

CTO CMK 4.2.01 - 2020

«UMK» Jluct 30/49
HanmenoBanmue pasiesioB ConepxaHue y4eOGHOT0 MaTepuaa, JadopaTopHbie padoThl H MPAKTHYECKHE 3aHATHS, CAMOCTOATEIbHAs O0bem | YposeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
48. | Hactpoiika npumenernns NAP gepes npunyaurensasie [IPSec B3anmoneiicTus
49. | MoHuTOpHHT 1 ycTpaHeHHe Hemonagok NAP
50. | O630p TEXHOJIOTHH YAAICHHOTO AOCTyIa
51. | Breapenne TexHonoruu DirectAccess ¢ TOMOIIBIO MacTepa HadaIbHONH HACTPONKHU
52. | BHegpenune u ynpaBieHHe paciiupeHHoi nHppacTpykTypoit DirectAccess
53. | Bregperne VPN
54. | Bregperne Web Application Proxy
55. | O630p mucmeTdepa pecypcos ¢aitnmosoro cepsepa — FSRM
56. | UcnonezoBanne FSRM mutst ynpaBieHust KBOTaMH, (haiiloBEIM 9KpaHHPOBAHUEM M OTYETaMH IO HCIIOIb30BaHHIO
XpaHWINIIA
57. | Ilpumenerne knaccuduranuy GaiaoB U 3a/1a4 MO yIpaBIeHUIO (aimamu.
58. | O630p pacnpeneneHHOH (aiinoBoit cuctemMsr DFS
59. | Hacrtpoiika mmeHOoBaHHOTO TipocTpancTBa DFS
60. | Hactpoiika u ycTpaHeHHe HenoJaaok permukanmm DFS
61. | ludpposanne auckoB ¢ ucnonp3oBanneM BitLocker
62. | lludposanwne daiinos ¢ ucrnoaszoBanneM EFS
63. | Hactpoiika paciimpeHHOTO ayanTa
64. | O630p cayx0bI pa3BepTeiBaHusI Windows. YnpaBieHne oopazamu.
65. | AaMuHUCTpHpOBaHUE CIYX)ObI pa3BepThiBaHus Windows
66. | O630p WSUS.
67. | PasBepTeiBanme 0OHOBIEHHI mocpencTBoM WSUS
68. | Monuropuar Windows Server 2012
69. | CpencrBa monuTopuHra. McronszoBanne MoHHUTOpA IPOU3BOAUTEIHHOCTH.
70. | MOHUTOPHHT )KYpPHAJIOB COOBITHIHA
JlaGopaTopHbie paboThl 0
IIpakTHyeckne 3aHATHSA 84

Hactpoiika u ycrpaneHue Henojanok ciayx0st DNS

Hactpoiika n ycTpanenne Henoiamok ciry:k0s1 DNS

[Tognepxka ADDS

onnepxka ADDS

YHpaBJ'ICHI/Ie IMOJIB30BATCIIbCKMMU U CJ'Iy)Ke6HI>IMI/I YUCTHBIMHU 3alIUCAMHU

YHpaBJ'ICHI/Ie IMOJIB30BATCIIbCKMMU U CJ'Iy)Ke6HI>IMI/I YUCTHBIMHU 3alIUCAMU

N oW e

Brenpenne undpactpyktyps! [ pynmnoBbIX MOTATHK
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HanmeHnoBaHue pa3jiejioB Couepmaﬂne yqe6H0r0 marepuaJia, naﬁopaTopHue paﬁOTbI U IMPAKTUYECCKHUE 3aHATUS, CAMOCTOATEC/IbHASA Oo0bem ypOBeHL
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
8. | Buenpenwne nHbpacTpyKTypbl [ pyNMOBHIX MOJUTHK
9. | YopasieHue moibp30BaTeIbCKUM PaboduM CTOJIOM depe3 [ pynmoByro moJuTHKY
10. | YnpaBieHue noyib30BaTeIbCKUM PabOUUM CTOJIOM yepe3 [ pynmnoByro MOJUTUKY
11. | YcranoBka u Hactpoiika ponu Cepep CeTeBoii HOIUTHKU
12. | TlpuMeHeHune 3aUThl JOCTYIA K CETH
13. | [IpuMeHeHune 3aMUThI JOCTyIA K CETH
14. | Bueapenue Texnonoruu DirectAccess ¢ TOMOIIBIO MacTepa HAYIbHOW HACTPONKH
15. | Bueapenne Texnonorun DirectAccess ¢ TOMOIIBIO MacTepa HauaJIbHOW HACTPOWKH
16. | Pa3BepThiBaHKe pacuipeHHOH HHpacTpykTypbl DirectAccess
17. | Pa3BepThIBaHUE pacIUPEHHON HHPpacTpYKTypsl DirectAccess
18. | Bueapenne VPN
19. | Bueapenne VPN
20. | Buenpenune Web Application Proxy
21. | Buenpenue Web Application Proxy
22. | Hactpotika KBot u ¢aitnoBoro skpanupoanus B FSRM
23. | Hactpotika KBot u ¢aitnoBoro skpanuposanus B FSRM
24. | Tlpumenenue DFS
25. | Tlpumenenue DFS
26. | Hactpotika mmpoBaHusi ¥ paCIIMPEHHOTO ayINTa
27. | Hactpotika mmupoBaHusi U pacIIMPEHHOTO ayITa
28. | Mcnonp3oBanHue ciryk0Obl pazBepthiBanus Windows st passepreiBanus WindowsServer 2012
29. | Ucnonp3oBanue CiryxOBI pazBepTeiBanus Windows st pasBepteiBanus WindowsServer 2012
30. | BHeapeHue yrnpaBiaeHUs] OOHOBICHUSMH
31. | Ucnonp3oBanne FSRM nns ynpaBneHuss KBoTamu, (ailJIoOBBIM SKPaHUPOBAHMEM M OTYETAMH IO
WCTIOJNB30BaHHIO XPAHMIMIIA
32. | Ilpumenenue kiaccupukanuu $aiaos u 3a/1a4 M0 ynpasieHuo daiamu.
33. | Hactpoiika iMeHOBaHHOTO pocTpancTBa DFS
34. | Hactpolika u ycTpaHeHHe HenoJaiok perkanui DFS
35. | AnmuHUCTpUpOBaHUe CiyKObl pasBepTbiBanust Windows
36. | Hactpotiika npumenenns NAP gyepes npunynurensabie [PSec B3anmoaeiicTBust
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HaumenoBanmue pa3jiejioB Couepmanne yqeﬁﬂoro marepuaJia, naﬁopaTopHLIe paﬁOTbI U IMPAKTUYECCKHUE 3aHATUS, CAMOCTOATEC/IbHASA 0Oo0bem ypOBeHL
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
37. | MOHUTOPHHT U ycTpaHeHue Henoiaqok NAP
38. | Baenpenue u ynpasieHue pacuimpenHol nHdpactpykrypoii DirectAccess
39. | Buenpenne VPN
40 | Buenpenue Web Application Proxy
41. | TlpuMeHeHre KOHTPOJIJIEPOB JIOMEHA C JOCTYNOM TosibKo Ha uteHune (RODC).
42. | AmvunanctpupoBanue AD DS. Vnpasnenue 6a3o0it nanasix AD DS
Tema 1.2. Coaep:xkanue 26
OcHoBsI Linux. 1. | daiinossie cuctemsr OC Linux 1
2 | Tlonroroka cepsepa OC Linux
3. | Hacrpoiika web-cepsepos 8 OC Linux
4. | Hactpoiika cepsepa DNS B OC Linux
5. | Hactpoiika cepsepa DHCP B OC Linux
6. | Hacrpoiika ¢aiioBsix cepsepoB B OC Linux
7. | Hacrpoiika cepsepoB b/l B OC Linux
8. | Konreitepsl Docker
9. | CepBHCHOE IPOrpaMMHOE 00ECTICUCHHE , YTUITHTBI
10. | CepBucHOE porpaMMHOE 00ECTICUCHHUE , YTUITUTHI
11. | Mcmosb30BaHue KJIaCTEPOB
12. | TlpumeHeHHe CPEJICTB CETEBOM 0E30MaCHOCTH
13. | TlpumeHeHue Cpe/ICTB CETEBON 0E30MACHOCTH
JlaGopaTopHbie paGoThI 0
IIpakTHyeckne 3aHATHSA 116
1. | Pabora c xene3om B Linux. Sysfs, devfs, udev
2. | Pabora c xene3om B Linux. Sysfs, devfs, udev
3. | YopasieHue ycTpoiicTBaMu
4. | Iponecc 3arpy3ku Linux
5. | IIpomecc 3arpy3ku Linux
6. | Mauumanu3zanus cucremsl B ctuiie SysV
7. | Maunuanu3aiysi CUCTEMBI B cTHje systemd
8. | Mnunmanu3anusi CHCTEMbI B CTUIIE upstart
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HaumenoBanmue pa3jiejioB Couepmaﬂne yqeﬁﬂoro marepuaJia, naﬁopaTopHue paﬁOTbI U IMPAKTUYECCKHUE 3aHATUS, CAMOCTOATEC/IbHASA 0Oo0bem ypOBeHL
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
9. | Pabota c )xecTkrMHU Tuckamu B Linux
10. | 3arpy3uuku Linux
11. | Vopasnenue 6ubmuorexkamu B Linux
12. | Ynpasnenue nakeramu B Debian-mojo0HBIX OnepaliMOHHBIX CHCTEMax
13. | Vmopasnenue nakeramu B RedHat-momoOHBIX onepannoHHBIX CUCTEMax
14. | Pabota B koMaHHOM cTpoke Linux
15. | PaboTa ¢ TeKCTOBBIM BBIBOJIOM B Linux
16. | OcHoBHbIe onepanu ¢ QaitiaMu 1 AUPEKTOPUSIMH
17. | Micionb30BaHKe MOTOKOB, KOHBEHPOB M NepeHANPaBICHUI
18. | PaboTa c mponeccamu B Linux
19. | TlpuopwureTs nporneccos B Linux
20. | TekctoBblit pegakTop Vi
21. | Co3nanne u (hOpMAaTHPOBAHUE Pa3Ie/IoB KECTKHX TUCKOB B Linux
22. | TIpoBepka (haitsioBoii CHCTEMbI
23. | MOHTHpOBaHUE U IEMOHTHPOBaHHE (HailIOBBIX CHCTEM
24. | YnpasieHue KBOTaAMHU JINCKOB
25. | mpaBa moctyna K (aiiiam 1 nankam
26. | macka co3manus (HaiIoB U Aok
27. | Suid, sgid u sticky 6utsr
28. | MsiTKHe M )KECTKUE CChIITKU
29. | Towuck u pacnosioxeHne koMaua U daiios B Linux
30. | Hacrpoiika cetu.
31. | YcranoBka cepsepa bind.
32. | Hacrpoiika cepsepa bind.
33. | Hacrpoiika cepsepa dhcp
34. | Cpszka DNS u DHCP
35. | daiinossIii cepep Samba
36. | TTonroroBka K padore B jomeHe Windows
37. | BBox B 1OMEH
38. | Chown misg nmojb3oBareneil JOMeEHa




TAIIOY HAO
«UMK»

YIIPABJIEHUE JOKYMEHTAIIUEA

CTO CMK 4.2.01 - 2020

Jluct 34/49
HanmeHnoBaHue pa3jiejioB Couepmanne yqeﬁﬂoro marepuaJia, naﬁopaTopHue paﬁOTbI U IMPAKTUYECCKHUE 3aHATUS, CAMOCTOATEC/IbHASA Oo0bem ypOBeHL
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
39. | JIuct onpoca ciyx0 U moJpa3/ielIeHHH ISl BRISICHEHUSI TOTPEOHOCTE! TPepUSTHS
40. | Pacuer CTOMMOCTH JIMIIEH3HOHHOT'O MPOTrPAMMHOT0 00€CIICYCHHS
41. | Pacyer CTOMMOCTH JIMIIEH3HOHHOTO TPOTPaMMHOT0 00ECTIeYeHHS
42. | Pacyer CTOMMOCTH JIMLIEH3HOHHOTO MMPOrPaMMHOT0 00eCTIeYeHHSI
43. | YnpaBJeHue MoJIb30BaTENIMU H TPYITIAMA
44. | YnpaBJeHue MoJIb30BATENSIMU H TPYITIAMHA
45. | YnpaBieHue pa3iesieMbIMU pecypcamMu (IPUHTEPHI, TUCKU,aiibl. .. )
46. | VrpasieHue pa3ienseMbIMU pecypcamul (IPHUHTEPBI, AUCKH, Haiiibl. .. )
47. | HacTpoiika npou3BOAUTENLHOCTH CEpBEPa
48. | Hactpoiika npou3BOAUTEILHOCTH CepBEpa
49. | MouuTopuHr coobiTuii. [ImannpoBanre NOTUTHKH ayAnuTa
50. | MonuTopuHT coObITHIA. [ITaHnpoBaHNE ONUTHKY ayIUTa
51. | Co3nanue koHTposuiepa gomena (DC)
52. | Co3nanue koHtposuiepa gomena (DC)
53. | Cepsepsl 1 ciny:x0b1 IHTEpHET
54. | Cepsepsl u ciy:x0b1 IHTEpHET
55. | Cepsepsl u ciryx0b1 MIHTEpHET
56. | YnparieHue nporpaMMHBIM 00€CIICYCHUEM
57. | Ynpasnenue nporpaMMHbIM 00eCIeYeHHEM
58. | Ynopasnenue nporpaMMHbIM 00eCIeUeHHEM
CamocTosiTeapHasi padoTa npu u3ydenunn Pasmena 2 183
TemaTuka BHeayIMTOPHOMN caMOCTOSITeIbHON PadoThI
5. Cucremarndeckas mpopaboTKa KOHCIEKTOB 3aHATHH, YIeOHOH U CIIEIMAaIbHOI TEXHUYECKO TUTepaTypHl.
6. KOHCHCKTHpOBaHI/Ie TCKCTa, pa60Ta CO CJIOBApsiIMHM U CHPpaBOYHHMKAMH, O3HAKOMJICHUE C HOPMATUBHBIMHU JOKYMCHTaMMH, y‘-Ie6HO-I/ICCHeI[OBaTeHBCKa${
paboTa mpu caMoM MIMPOKOM HCToIb30BaHuM VHTepHeTa u pyrux [ T-rexHomoruii.
7. TlIpoektHbie GopMBI pabOTHI, TOATOTOBKA COOOIIEHHH K BRICTYIUICHUIO HA CEMHUHApaX U KOHPEPEHIUAX; MOATOTOBKA pedhepaTos, JOKIAI0B.
8. TloaroroBka K JaOOPaTOPHBIM U MPAKTHYECKUM PabOTaM C HCIIOJIh30BAHUEM METOHUCCKUX PEKOMEHIAIMIA penoaaBaressi, opopmieHne 1abopaTopHO-
MPaKTUICCKUX pa60T, OTYETOB U IOJATrOTOBKA K UX 3aIIUTC.
M/IK 04.04.
IKcILTyaTanus 00beKToB
ceTeBoil HHPPACTPYKTYPhbI
Tema 1.1. Copnep:xanue 38
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HaumeHoBaHue pa3znenos Copep:xaHue yueOHOI0 MaTepHaJia, JIa00opaTopHbIe padoThI U NPAKTHYECKHE 3aHATHSI, CAMOCTOATEJIbHAS O0Bbem | YpoBeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
JKCILUTyaTalus TeXHHYeCKHX 1. | ®usnueckue acneKThl SKcIITyaranui. Pu3udeckoe BMEIIATENBCTBO B HHPPACTPYKTYPY CETH 1
CpelaCcTB CeTeBO 2. | AKTHBHOE U ITaCCUBHOE CETEBOE 00OPYIOBaHNE: KaOeIbHbIC KaHAJbI, KaOenb,
HHPACTPYKTYPHI. aT4Y-MaHEeN!, PO3ETKH
IpodunakrTuyeckne padboThl 3. | Hecankmmonuposarnoe 10 (B ToM uncie ceTeBoe), mapasuTHas Harpy3Ka
4. | O630p IP-anpecos
5. | Pa3Ouenne ceTH Ha TOACETH
6. | beckmaccoBas MeXIOMEHHAsI MApIIPYTH3AIHS
7. | IlpeoOpa3oBanue ceTeBBIX anpecoB Ha ocHOBE NAT u PAT
8. | PacmmpsiemocTs ceTH. MacmTabupyeMocTh CeTH.
JloGaBieHne OT/ICNBHBIX 3JIEMEHTOB CETH (I0NIB30BaTEINICH, KOMIBIOTEPOB, IPHIIOKEHHUH, CIIyk0)
9. | HapanmBaHue JUIMHBI CETMEHTOB CETH; 3aMEHA CYIIECTBYIONIECH annaparypsl (Ha 6oee MOIIHYIO)
10. | YBenmueHHE KOJIMUECTBA Y3/I0B CETH; YBEJINUCHHE MPOTSKCHHOCTH CBSI3€H MEXLy 00bEKTaMHU CETH
11. | TexHudeckast ¥ MPOSKTHAS TOKYMEHTAIIHSL.
[TacmiopT TEXHUYECKUX YCTPOHCTB; PyKOBOACTBO IO SKCILTyaTallHH
12. | ®usndeckas KapTa Bcel CETH; JIOTHUECKAsl CXeMa KOMIIBIOTEPHOH ceTn
13. | Knaccudukanus peraaMeHTOB TEXHUYECKUX OCMOTPOB, TEXHUYECKHUE OCMOTPBI 00BEKTOB CETEBOI
nH}ppacTpyKTyphI
14. | IlpoBepka 0OBEKTOB ceTeBOH HH(PPACTPYKTYPHI U NPOodUIaKTHIECKHE PaOOTHI
15. | IlpoBeneHne peryIsipHOTO pe3epBHPOBAHUS
16. | Ynpasnenue kondurypauueii. M3yyenue 6a30BbIx koMaH]| HacTpoiiku cereBoid OC
17. | Hacrpoiika nHTep(hefcoB CETEBBIX YCTPONCTB
18. | Hacrpoiika MapuipyTa 1mo yMOJI4aHHIO
19. | Hacrpoiika cinyx6 DHCP
JladopaTopHble padoThl 0
IIpakTHYyecKue 3aHATHUS 18
1. | U3yueHne KoMaHIHOH CTPOKH CETEBOM ONEPallMOHHON CHCTEMBI
2. | Vcnonp3oBaHne KOMAHI U1 IPOCMOTPA HACTPOWKH CETEBBIX YCTPOMCTB
3. | Hactpoiika 6a30B0# KOH(pHUrypaIMu CETEBOT0 YCTPOHCTBA
4. | Hacrpoiika mpoToKoIa aBTOMaTHYeCcKoro HasHadeHus [P agpecos
5. | Hactpoiika PAT u NAT
6. | Yopasaenue daiinamu KoHGHUrypamuu ¢ moMoinbso nporpamMMbel Huper Terminal
7. | Yupasuenune Qaiinamu koHpHUrypanuu MapmpyTtusaropa ¢ nomomsio TFTP
8. | Bamyck KomMmyTaropa
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HanmenoBanmue pasiesioB ConepxaHue y4eOGHOT0 MaTepuaa, JadopaTopHbie padoThl H MPAKTHYECKHE 3aHATHS, CAMOCTOATEIbHAs O0bem | YposeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
9. | Hactpotika komMmyTaTopa
Tema 1.2. Copep:xanue 86
YupasJjieHue ceTsIMH. 1. | ApxuTekrypa U QyHKIIHHU CHCTEM YIPABICHUS CEThIO 1
Mapumpyru3anus u 2 CraHIapThl CHCTEM YIIPaBICHUS
KommyTanus 3. Tenonorus SNMP
4. OcCHOBHBIE XapaKTEPUCTUKH NTpoToKona SNMP
5. | Habop ycuyr (PDU) nporokora SNMP
6. ®opwmar coobmennit SNMP
7. | 3apaum ynpaBieHUs: aHAIHN3 IPOU3BOAMILHOCTH CETH
8. | 3ajgaum ympaBieHUs: aHAIH3 HaJJSKHOCTH CETH
9. | Ympasnenue 6e300aCHOCTHIO B CETH.
10. | Yder Tpaduka B ceTn
11. | CpencTBa MOHHTOPHHTA JIOKAJIBHBIX CETEH
12. | CpezncrBa aHaIM3a CETH € TIOMOIIBIO KOMaH CETEBOH ONEPalMOHHON CHCTEMBI
13. | INogxmoueHne 060pyOBaHMS ITOJIB30BATENS K MOCTABIIMKY YCIYyT HHTECPHET
14. | Css3b uepe3 ro0aIbHYIO CETh
15. | Bribop coenmuHeHus ¢ TII00aIEHON CETHIO
16. | Hactpoiika coequHeHus ¢ TII00AITEHON CETHIO
17. | OcHOBBI MapIIPYTH3AIHA
18. | TIpoTOKOIBI MapIIPYTH3AIHA
19. | IlpoTokoisl BHYTPEHHEH MapIIpyTH3aluu
20. | Ilporokon RIP
21. | IIpoToKOIbI BHENTHEH MapHIPYTH3ALUH
22. | Ilporoxon BGP
23. | Tumel koMMyTanuu
24. | bezomnacHOCTh KOMMYTaTOPOB
25. | PesepBupoBaHye KaHAJIOB B KOMMYTHPYEMOH CETH
26. | IIporoxon STP, RSTP
27. | Hacrpoiika u o6ciyxuBanne VLAN
28. | Anpecanys B HepapXH4ecKOH CeTH
29. | Macku nojiceTy nepeMeHHOH UTHHbI
30. | Mcnons3oBanue OeckitaccoBoit Mapmpyrusaimu CIDR
31. | MapupyTu3anys ¢ HOMOIIBIO IIPOTOKOJIa BEKTOPa pacCTOSTHUN
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HanmenoBanmue pasiesioB ConepxaHue y4eOGHOT0 MaTepuaa, JadopaTopHbie padoThl H MPAKTHYECKHE 3aHATHS, CAMOCTOATEIbHAs O0bem | YposeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
32. | MapmpyTu3anys Ha OCHOBE COCTOSTHHS KaHaia
33. | ApXHTeKTypa CHCTEMBI YIIPaBICHU
34. | CTpykTypa CUCTEMBI yIIpaBJICHH, apXUTEKTypa B KoHIenmmud TMN
35. | LleHTpanm3oBaHHOE YIIpaBICHHUE
36. | JeueHTpann30BaHHOE yIIPABICHUE
37. | MHoroypoBHeBas apxuTeKTypa ynpasiaeHuss TMN: GH3HecoM, ycIyraMu, CEThIO, SJIEMEHTaMH CETH, YPOBEHb
JIEMEHTOB CETH
38. | Obnactu ynpaBieHUs OIMHOKaMHU, KOHQHUTYpaIel, TOCTYIIOM, TPON3BOIUTEIHHOCTEI0, 6€30MacHOCTEIO
39. | Ilporokomns! ynpaenerus cersmu CMIP, LNMP, ANMP
40. | PesepBHOE KOIIMPOBAaHHE TAHHBIX
41. | Xpanwmannia ganaeix. [IpuHIMOe! paGoThl XpaHMIHIT JAHHBIX
42. | Texnonoruu ynpaenerns nHpopmanueir. OLAP-TexHonorHs
43. | onsarue 6a3 naHubIX. OCHOBHBIC MOHTHS, TPHUHINT paboTel. CYB/]
JlaGopaTopHbie padoThI 0
IIpakTHyeckne 3aHATHSA 106

1. | IlpoBeneHue peryasipHOTO pe3epBUPOBAHHS

2. VYnpasnernue koHpuTypanuei. M3yuenne 6a30BBIX KOMaH HacTpoiku ceteBoir OC

3. Hactpotiika uHTEpdEHCOB CETEBBIX YCTPOHCTB

4. Hactpotika uHTEpEHCOB CETEBBIX YCTPOHCTB

5. Hacrpolika Mapiipyra 1o yMOJ4aHHIO

6. Hacrpolika Mapiipyta 1o yMOJ4aHHIO

7. | Hacrpoiika ciayx6 DHCP

8. | Hacrpoiika ciayx6 DHCP

9. Hacrpoiika nporokosia RIP

10. | Hacrpoiika nmpotokona RIP

11. | Hacrpoiika HayanpHONH KOH(PUTYpaIly MapIIpyTH3aTopa

12. | Hacrpoiika HauyanbHOH KOHQUTYpalyu MappyTHU3aTopa

13. | Hacrpoiika HauyanbHOH KOHPUTYpalyi MappyTH3aTopa

14. | Hacrpolika ¥ TeCTHpOBaHHKE rocieoBarensHoro narepderica n narepdeiica Ethernet
15. | Hacrpolika u TecTHpOBaHHKE rocieaoBarensHoro narepderica u uarepdeiica Ethernet
16. | Hacrpoiika ¥ TeCTUpOBaHHE MapUIPyTa N0 YMOITYAHHUIO

17. | Hacrpoiika ¥ TeCTUPOBaHHE MapUIpyTa N0 YMOITYaHHUIO

18. | Hacrpolika u TecTHpOBaHKHE MapuIpyTH3aTopa B KauectBe cepsepa DHCP
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HaumeHoBaHue pa3znenos Copep:xaHue yueOHOI0 MaTepHaJia, JIa00opaTopHbIe padoThI U NPAKTHYECKHE 3aHATHSI, CAMOCTOATEJIbHAS O0beM | YpoBeHb
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
19. | Hacrpoiika u TecTUpOBaHHE MapIIpyTH3aTOpa B KauecTBe cepsepa DHCP
20. | Hacrpoiika ctaTrdeckoro npeoOpa3oBaHus aIpecoB Ha MapUIpyTH3AaTOpe
21. | Hacrpoiika coennnerns PPP mexny xnuentom u ISP
22. | Hacrpoiika KOHQUTYpariui KOMMYTaTopa
23. | MOHHUTOPHWHT U aHANMK3 PabOTHI CETH C MOMOMIBIO poTokora CDP
24. | Hacrpoiika 1 TeCTHPOBAaHHUE CTATHIECKUX MAPUIPYTOB MO YMOTYaHUIO
25. | lmarHocTHKa M MOUCK HEUCIIPaBHOCTEH TeX. CPEJICTB ¢ IOMOIIBIO KOMaH/ ping u traceroute
26. | Hacrpoiika pa3IudIHBIX BAPUAHTOB CETH C KOMMYTaTOpOM
27. | Dkcrutyatanusi TeX. CpeICTB ceTeBOi MHPPACTPyKTypsl. 3aMeHa MOAYIECH A MOAKJIIOUCHUS
28. | Buenpenne cxemsl [P agpecannn. JlmaraocTrka npaBUIIbHOW HACTPOHKH
29. | YcranoBneHne 0OMEHa TaHHBIMU MEXJY ITOJICETIMHU
30. | HabGmronmenwue 3a TpadukoM B ceTd. M3ydueHne npeoObpa3oBaHUs CETEBBIX aJpeCcOB
31. | CrpykTypa cucTeMbl yIpaBlICHHUS CETSIMU
32. | Konnennus ynpasieHus: KoMnbloTepHbIME ceTsivu TMN
33. | Konnenus ynpasieHusi KoMnbloTepHbIME ceTsivu TMN
34. | Konnenius ynpaBiieHUs KOMITBIOTEpHBIME ceTsimu CMIP
35. | Konnenius ynpasiieHIsI KOMIOBIOTepHBIME ceTsimu CMIP
36. | Konnenmus ynpaBiieHUsI KOMIOBIOTepHBIME ceTsivu LNMP
37. | Konnenmus ynpaBiieHUsI KOMIObIOTepHBIME ceTsivu LNMP
38. | Konnenmus ynpasiieHUsI KOMIBIOTEpHBIME ceTssMu ANMP
39. | Konnenmus ynpaBiieHHsI KOMIBIOTEpHBIME ceTsiMu ANMP
40. | [IpoTOKOIIBEI yIIpaBIICHUS CETSIMH
41. | Hactpoiika VLAN
42. | Hactpoiika VLAN
43. | Onepanuu 1o pe3epBHOMY KOITUPOBAHHIO TAHHBIX.
44. | Onepauuu 1o pe3epBHOMY KOIMPOBAHHIO TaHHBIX
45. | YTunauThl 10 BOCCTAHOBJICHUIO JITAHHBIX
46. | Texnonoruu ynpasienus naopmanueir. OLAP-TexHomorus
47. | Cssi3p uepe3 r100aJIbHYIO CETh
48. | Beibop coeauHeHMS C TI100aTBHON CETHIO
49. | Hactpolika coefMHEHHUsI C TI00aTBHON CEThIO
50. | Anpecanys B HepapXHIecKOH CeTH
51. | MapupyTu3sanys ¢ HOMOIIBIO IIPOTOKOJIA BEKTOPA pacCTOSTHUN
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HanmenoBanmue pasiesioB ConepxaHue y4eOGHOT0 MaTepuaa, JadopaTopHbie padoThl H MPAKTHYECKHE 3aHATHS, CAMOCTOATEIbHAs Obbem | YpoBeHs
npodeccuoHaJIBLHOI0 MOAY.JISI padoTa o0yyaIuxcs, KypcoBasi padora (IpoeKT) 4acoB | OCBOEHHUS
(IIM), Me:kIUCHUTVIMHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
52. | MapmpyTu3anys Ha OCHOBE COCTOSTHHS KaHasa
53. | MHoroypoBHeBas apxuTeKTypa ynpasiaeHuss TMN: G13HecOM, ycIyraMmu, CEThIO, SJIEMEHTaMH CETH, YPOBEHb
JIEMEHTOB CETH
CamocTosiTespbHasi padoTa npu u3yyenun Paznena 1 124
TemaTuka BHeayIMTOPHOMN caMOCTOAITeIbHON PadoThI
1. Cucremarmueckas IpopadOTKa KOHCIEKTOB 3aHSITHH, y4eOHOH 1 clienaIbHON TEXHHYECKOM INTEPaTypBhI.
2. KoncnexkrtupoBaHue TekcTa, paboTa CO CIOBapsSMH U CIIPABOYHMKAMH, O3HAKOMJIEHHE C HOPMATHBHBIMH JIOKYMEHTAaMH, Y4E€OHO-HCCIEIOBATEIbCKAs
paboTa npu caMoM LIMPOKOM Hcnonb3oBanuu MHrepHera u apyrux IT-TexHonoruu.
3. TlIpoektHbie GopMbI pabOTHI, MOATOTOBKA COOOIICHUH K BRICTYIUICHHIO HA CEMUHApax U KOH(MEPEHIUIX; OArOTOBKa pe)epaToB, JOKIAI0B.
4. TlonroroBka K JJaOOpaTOPHBIM U MPAKTUUECKUM pabOTaM C UCIIOJIb30BaHHEM METOIMYECKUX PEKOMEHAALMI IpernoaaBares, opopmieHue J1abopaTopHO-
NpaKTHYECKUX paboT, OTYETOB U MOJrOTOBKA K UX 3alHTE.
Y4yeOHasi IpaKTHKA 180
Buael pador:
1. y4acTue B IPOCKTUPOBAHUH CETEBON MHPPACTPYKTYPHI;
2. y4acTHe B OpPraHH3alMH CETEBOTO aAMUHNUCTPHPOBAHNS;
3. JKcInTyartamus oObeKTOB CeTeBOI HH(PACTPYKTYpBHI;
4. ydacTue B yIpaBJICHUN CETEBBIMU CEPBHCAMU;
5. yuwacTue B MOJEPHH3ALNH CETEBOH MHPPACTPYKTYPHI;
6. cOop MaHHBIX IS aHAJIM3a UCTIONB30BAHMS M (DYHKIIMOHUPOBAHHMS IPOTPAMMHO-TEXHUUECKUX CPEACTB KOMITBIOTEPHBIX CETeH;
7. yuactue B pa3pabOTKe METOJIOB, CPEJCTB M TEXHOJIOTHH IPUMEHEHHs 00bEKTOB PO(ECCHOHATBLHOM AEATEIHHOCTH;
8. nposenenue npoduiakTHuecKux paboT Ha 00BbEKTaX CeTeBOI MHPPACTPYKTYPHI M PadOUNX CTAHIIUSX;
9. yuacTue B MHBEHTapHU3allMU TEXHHYECKHUX CPEJICTB CETEBOW MH(PACTPYKTYPHI, OCYLIECTBICHHE KOHTPOJIS IIOCTYIHUBILETO U3 PEMOHTa 000PYI0BaHNUS;
10. 3ameHa pacXOJHBIX MaTepUalioB U MEIIKUI peMOHT NepudepuitHoro 000pyI0BaHUs, ONPEACIATh ycTapepiiee 000pyA0BaHNE U MPOrPaMMHBIE CPEJCTBa
ceTeBOW MH(PPACTPYKTYPHL.
IIpousBoacTBeHHasi IPaKTHKA 252
Buael pador:
1. yyacrtue B pa3paboTke METOZOB, CPEACTB U TEXHOJIOTUH MPUMEHEHHS 00BEKTOB NMPOPEeCCHOHATILHON AeATETHHOCTH;
2. mposeneHUe NpodrIIaKTHYECKUX padOT Ha 00BEKTaX ceTeBOi MHPPACTPYKTYpHl  padOUNX CTAHIHUSX;
3. yyacTHe B MHBEHTapHU3allMU TEXHHUYECKHUX CPE/ICTB CETEBOH MH(PACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS TIOCTYNUBILIETO W3 PEMOHTA 000pYA0BaHUSI.
Bceero: | 2058
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4. YCJIOBUSA PEAJIMBALIMU TPOPECCHOHAJIBHOI'O MOAYJIA

4.1. TpeGoBanusi K MHHMMAJIbHOMY MATEPHAJbHO-TEXHHYECKOMY
o0ecre4yeHNIO

Peanuzanus mpodeccMOoHATBHOTO MOJYJIS TpearnojaraeT Hajludue y4eOHOMU
MAaCTEPCKOM.

O6opynoBanne yueOHOTO KaOMHETA:

- KOMIUICKT Y4eOHO-METOAMUECKOMN TOKYMECHTAIINH;

- HarJsIgHBIE ITI0COOHS,

- MYJIBTUMEAHMIHOE 000pyI0BaHHUE (IKpaH, MPOCKTOP, KOMITBIOTED);

- JIUIICH3MOHHOC IIporpaMMHOC obecrieueHue HpOCpCCCI/IOHaJIBHOFO
Ha3HA4YCHUS,

- HOPMATHUBHO-IIPABOBBIC dKTHI.

TexHuueckue cpencTsa 00y4eHUs:
- KOMIIBIOTED,

- MYJbTUMEIUWHBIN POEKTOP,
- DKpaH.

Peanuzanus mporpaMmbl MOJYJIsE MpErosiaracT o0sA3aTeNbHYI0 YYEOHYIO U
MPOM3BOJACTBEHHYIO  IMPAKTUKH B  YUYPEXKICHUSAX  JEATEIBHOCTh  KOTOPBIX,
COOTBETCTBYET HAIIPABJICHUIO NIOATOTOBKH.

4.2. UudopmanuonHoe odecreyeHue 00ydeHust

Ilepeyenbs pexoMeHayeMbIxX YyuyeOHbIX wu3gaHui, HHTepHeT-pecypcos,
JAONOJHUTEJIbHON JIUTePaTypbl

OCHOBHbBIE HCTOYHHUKHU:

1. bBapanuukoB, A. WM. Opranuzaunus CceTeBOro aJAMUHUCTPUPOBAHUS:
yueOnuk st crynentoB CIIO/ A. U. Bbapanuuxos, II. A. bapanumxos, A. IO.
I'pomoB. - Mocksa : Akagemus, 2016. - 320 c.

2. Hazapor A.B. Dkcmyaranus 00beKTOB ceTeBoil nH(ppacTpykTypsl / [lox
pen. Hazaposa A.B. (1-e uzn.) yueOHuk.- M.:Akagemus, 2014

3. Iamumona M. A. CeTu U TeIEKOMMYHUKALUMU: YYEOHUK M MPAKTUKYM/
nop penakiuen M. A. lllanumona, . C. Kyns6oBa. — M.: IOpaiit, 2018. — 363 c.
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—  Texkcr : osnexrponnbii  //  OBC  HOpaiir  [caiit]. —  URL:
https://urait.ru/bcode/450234

I[OHOJIHI/ITCJ'H)HBIC HCTOYHUKMU.

4, JlubpoB, M. B. KoMmmpioTepHbie CeTH M TEIEKOMMYHHUKAILIUH.
Mapmpyruzanusa B IP-cetsix B 2 4. YacTs 1: y4eOHMK M NMPaKTUKYM JJIA CPEIHErO
npodeccuoHanbHoro oo6pazoBanus / M. B. IuGpoB. - Mockpa: M3maTenbcTBO
FOpaiit, 2020. - 333 c.

5. Hu6por, M. B. KoMmmiptoTepHble CeTH MW TEIEKOMMYHHUKAILIUH.

Mapupyruzanusa B [P-cersix B 2 4. YacTh 2: yueOHHMK M MPaKTUKYM JJIA CPEIHErO
npodeccuoHanbHoro oo6pazoBanus / M. B. uGpoB. - MockBa: M3maTenbcTBO
FOpaiit, 2020. - 351 c.

6. 3amsaruna, O. M. NHbOoKOMMYyHUKAIIMOHHBIE CUCTEMBI U ceTU. OCHOBBI
MOJICTUPOBaHUs: yueOHOe mocooue sl cpeHero mpodheCCUOHATLHOTO0 00pa30BaHuUs
/ O. M. 3amsatuna. — Mocksa: M3narensctBo FOpaiit, 2020. - 159 c.

7. Kazapun, O.B. OcHOBbI HH(POPMAIIMOHHOW OE30MACHOCTH: HAJIC)KHOCTh U
0e30macHOCTh MpOrpaMMHOro obecrneueHusi: yueOHoe mnocobue s CIIO. -M.:
FOpaiit, 2019 - 342 c.- PexxuMm noctyma: https://biblio-online.ru/

8. Kenun A. M. CamoyuuTenb CHCTEMHOTO aJMHHHCTpaTopa. 3-¢ u31I.,
CIIO.: BXB-Ilerepoypr 2012

9. Kynsab6osa [I. C. CeTu 1 TeJIEKOMMYHUKAIIMK: YYCOHUK U MIPAKTUKYM/ TTO]T
penakuueit M. A. lanumosa, JI. C. Kyns6osa. — M.: FOpaiit, 2018. — 363 c. —
Tekcr : anextponnsiii // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/450234

10. MaxkcumoB H.B., TlomoB WN.W.. KommbproTepHble ceTH [DIEKTPOHHBIH
pecypc]: yue6. [Tocodue -M.: DOPYM: UHDOPA-M 2017

11. MoruneB A. B. [Ipaktukym o undopmaruke: Yued. mocodue Jyisi CTy/I.
Beicil. y4eO. 3aBenmenmii / A.B.Morunes, H.W.Ilak, E.K.Xennep; Ilox pen.
E.K.Xennepa. — 2-e u3zn., crep. — M.: M3garensckuii neHTp «Akaaemus», 2005.—
608 (torrentino.com/torrents/385028)

12. Hectepos, C.A. UndopmanmonHas 6€301MacHOCTh: Y4EOHUK U MTPAKTHKYM
st CITO. -M.: FOpaiit, 2019 - 320 c.- Pexxum goctyma: https://biblio-online.ru/

13. Hosoxwunos, O. II. ApxuTekTypa KOMIBIOTEpHBIX cucTeM B 2 4. Yacts 1:
yaeOHOe Tmocobue s cpeaHero mnpodeccruonanbHoro obpazoanums / O. II.
HoBoxwunos. - Mocksa: U3znarensctBo FOpaiit, 2020. - 276 c.

14. Hosoxwunos, O. [I. ApxuTekTypa KOMIbIOTEPHBIX cucTeM B 2 4. HacTp 2:
ydueOHoe mocolOue s cpenHero mpodeccuoHanbHoro oopazoanus / O. IL
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HoBoxwunos. - Mocksa: U3narensctBo FOpaiit, 2020. - 246 c.

15. Omudep B.I'. KomnbroTepHble ceTH: MPUHIIUIBI, TEXHOJIOTUH, TPOTOKOIIBI
: yueb. mocobue s crya. By3oB / B. I'. Omudep, H. A. Onudep. - 5-e uzn. - CII6. :
[Tutep, 2012. - 956 c.

16. IlaBnoB B.A. Ilepudepuitnsie ycrpoiictBa OBM. YueOHoe mnocooOue:
Yacts 1. Cap®TU, Capos, 2012. — 231 c.: ni

17. Camyiinos K. E. Cetu 1 TeIeKOMMYHHUKAIMU: YYEOHUK U MIPAKTUKYM JJIs
By30B / K. E. Camyiinos [u ap.]; mox penaknueii K. E. Camyiinosa, 1. A. Illanumoga,
. C. Kyns6osa. - Mocksa: U3narensctBo FOpaiit, 2020. - 363 c.

4.3. O0uue TpeOOBaHMS K OPraHU3anuu 00pa30BaTeJIbHOI0 MpoLecca

OcBoeHMe TporpaMMbl JAHHOTO MOJTYJISL JOJIKHO MTPOXOAUTH MOCIE U3YUEHUS

mucimiuima: EH.01 Maremaruka, EH.04 DjaemeHThl BBICHICH MaTEMaTHKH,
EH.05 [uckpetnas marematuka, EH.06 Teopusa BepoATHOCTHM M MaremaTH4ecKas
CTaTUCTHUKA.

obmenpodeccuonanbubix  aucuuiuinH:  omn.03  BospactHas — aHatomus,
¢busunonorus u ruruena, OI1.05.01 Omnepanumonnsie cuctembl u cpeasi, OI1.05.02
ApxutekTypa anmapaTHbeix cpencts, OI1.05.03 WMuadopmanvoHHbIE TEXHOJIOTHUH,
OI1.05.05 OcHoBbl mnpoektupoBanusi 0a3 ganubix, OI1.05.09 OcHoBBI Teopuu
uHpopmaiuu,OI1.05.10 TexHomoruu Gpuandeckoro ypoBHs rnepeaadyu JTaHHbIX.

[Ipodeccuonanbuoro monaynst [IM.05 Bemmonnenue paboT mo mnpodeccuu
pabounx 16199 OmnepaTop >3IEKTPOHHO-BHIYUCIUTEIBLHBIX W  BBIUMCIUTEIBHBIX
MaIlIWH.

[Tpu npoBeneHUN ayTUTOPHBIX 3aHATHI HEOOXOIUMO UCIIOIL30BaTh TOCOOUS U
Marepuaibl  (y4eOHO-METOJIMYECKUE  KOMIUIEKCHI,  BKJIIOYAIOIIME  TEPEUYCHD
KOHTPOJIbHO-U3MEPUTENbHBIX ~ MAaTEpUaoOB), MPE3EHTAIMOHHOE O0OpyAOBaHHUE,
HOPMAaTUBHO-TIPABOBYIO JOKYMEHTALHIO, PETYIUPYIOUTYIO JEATEIbHOCTh METOAUCTA.

[Ipu pabGoTe Haa BBHINOJIHEHUEM WHIAWBUIYAIbHBIX 3aJaHUN U PEIICHUU
CUTYaIIMOHHBIX 33/1a4 00YyJaroNUMCsl OKa3bIBAIOTCSI KOHCYJIbTAIIUH.

[IpousBoacCTBEHHAs] TpaKTHKA MPOXOJUT Ha 0a3ze MPENNPUATHI C KOTOPHIMHU
3aKJIIOUYCHHBIM JIOTOBOpP, HAMNPABJICHUE JEATEIBHOCTH KOTOPBIX COOTBETCTBYET
npO(UITIO NOATOTOBKH 00yUYarOIIHMXCA.

4.4, KagpoBoe obecnieueHne 00pa3oBaTeILHOIO Mpoiecca
TpeboBanus k KBanuUKAIIMKA II€IarOrMYeCKUX KaJpoB, OOCCIECUYHUBAIOITUX
oOyYeHHE 10 MEXAWCIUIUIMHAPHBIM KypcaMm: HaJMYWde BBICIIETO OOpa30BaHUS,
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cootBercTByomero npoduimto I[IM.04 Yuactre B OpraHuM3aluu TEXHOJIOTHMYECKOTO
mpolecca, MpoXoKIeHue 003aTeNIbHON CTaXKUPOBKH B MPO(HUIBHBIX OpraHU3aIUsIX
He pexe 1-ro pa3a B 3 roja.

TpeGoBanus K KBaIM(PUKALMKA KaIpPOB, OCYIIECTBIAIONINX PYKOBOJCTBO
IIPAKTUKOM:

Meroauueckuii  pyKOBOJAWTENb:  HaJM4Me  BBICIIEr0  OOpa3oBaHUA,
cootBeTcTBYIOmEro npopumo [IM.04 Yyactue B opraHm3aiuu TEXHOJIOTUYECKOTO
npoliecca, MPoXoxAeHHEe 003aTEIbHON CTAXKUPOBKHU B MPOPUIBHBIX OpPraHu3aInsaxX
He pexe 1-To pasa B 3 roaa.

OOmmii M HEMOCPENCTBEHHbI PYKOBOAMUTENb: BBICIIEE OOpa3oBaHUE,
cootBeTcTBytomee npoduiato [IM.04 VYyactue B opraHuzanuu TEXHOJIOTUYECKOTO
npoluecca, onbIT padoTel B cepe CcoLMaIbHO-NEAArornyeckon AesITeIbHOCTH HE
MEHee O JIeT.
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5. KOHTPOJIb 1 OLIEHKA PE3YJIBTATOB OCBOEHUSA
MMPO®ECCHOHAJIBHOI'O MOAY.JIS (BUJA TPO®ECCUOHAJIBHON

JNESTEJBHOCTH)

Pe3yabTaTsl (0CBOEHHBIE

(I)OpMI)I U ME€TOAbI KOHTPOJIAI U

npogeccnoHalbHbIE OcHOBHBIE N0Ka3aTeJIN OLEHKH Pe3yJbTaTa
KOMIIETEHIUH) OUeHIH
IIK 4.1, VYuacTBoBaTb B | — 3HAHUE JEATEILHOCTH IIEPBUYHOTO — DK3aMCH,;
IJIaHUPOBAHUH ACATCIIBHOCTH | CTPYKTYPHOI'O NOAPA3ACICHHUS. — TCCTUPOBAHME,
HEPBUTHOTO CTPYKTYPHOI'O — KOMIUIEKCHAsl OL€HKa
MOApa3ACICHUA. PCLICHUS CUTYallMOHHBIX 3a1a4,
INK 4.2. VYyactBoBaTh B — Ha0JIIOJICHHUE U OIICHKA

pa3paboTke " BHE/IPCHUU
TEXHOJIOTUYECKUX TPOLIECCOB.

— 3HAaHHUE U BHEAPCHHUE TEXHOIOTUYECKHX
MPOLIECCOB.

petieHus mpodeccruoHanbHbIX
3aja4;

— KOMIUICKCHAsI OLIEHKA
BeinosiHenus CPC;

— OIICHKA BBIMOIHEHUS BUIOB
paboT B mporecce MpOXOoKASHHUS
yueOHOM MPaKTHKH

K 43.

Pa3zpabaTeiBaTh M | — aHaNM3 M COCTABJICHUE TEXHUYECKOHN U — 9K3aMeH;

0hOpMIATE ~ TEXHUYECKYI0 U | TEXHOJOTMYECKOH JOKYMEHTALMH. — OIlEHKa pelIeHUs

TEXHOJIOTUYECKYIO CUTYAIIMOHHBIX 33734

JOKYMCHTALINIO. — a@HaIM3 pEe3ylbTaTOB CBOEH
HpPaKTUYECKOH paboTsl o
HU3y4aeMoi TeMe.
— OIleHKa BBIMOJTHEHHUSI
CaMOCTOSTEIbHOM PabOTHI;
— OIICHKA BBINOJIHCHUSI BHUJIOB
paboT B mporecce MpOX0XKICHUS
yueOHOM MPaKTHKH

IK 44. ObecneynBath | — COONIOIEHHE TEXHOIOTHYECKON U — aHaJu3 pe3yNbTaToOB CBOEH

COOIOIEHUE TEXHOJIOTHUYECKON U TIPOU3BOJICTBEHHON TUCLUIUIAHEI. NPaKTUYECKOH PabOThI MO

IIPOU3BOJCTBEHHOU U3y4aeMoH TeMe

JTUCLIUIIINHEL.

ITIK 4.5. OGecnieunBarh | — COONIOAEHNE TEXHUKH OE30MACHOCTH NPH — DK3aMeH;

colOoeHIe TE€XHUKH | BBITOJHCHHUU PabOT — OIICHKAa BBITIOJHEHUSI BHJIOB

6e30MacHOCTH.

pabot B mporiecce MPOXOKIACHUS
y4eOHOI TpPaKTHK

TIK 4.6 BeInoaasaTs
MPOEKTHPOBaHKE KaOeIbHOM
CTPYKTYPbI KOMITBIOTEPHOM
CETH.

- BBIIIOJITHCHHUC BCCTO KOMINIJIICKCA MPOCKTHBIX

pabor, CBSI3aHHBIX C CO3/IaHUEM
KOMIBIOTEPHOH CeTH («II0/ KITI0W»);

- TpaMOTHOCTh HCIIOJIL30BaHUSA IT-
TEXHOJIOTHH, B TOM YHCIIE
CHEHHATU3UPOBAHHOTO MIPOrPaAaMMHOTO
obecrieyeHus, npu HMPOEKTHPOBAHUH
KOMIIBIOTEPHBIX CETEH;

- KaueCcTBO  OpraHum3amudd  paboT 1o

NPOEKTHPOBAHHUIO KOMIIBIOTEPHBIX CETEIl;
- obecnieunBaTh OECKOH(IMKTHOE BHEAPECHHE

U BBOJ B OKCIUIyaTal[MI0 CO3/1aBAEMOr0
00BEKTa;

- [Opd  TOPOEKTHPOBAHMU  OOECICUUBATH
MEpPCIEKTUBBl  JUIs  OyAylmero  pa3BUTHS

KOMHBIOTCpHOﬁ CCTH.

- OK3aMCH,

-TCCTUPOBAHUEC,

- KOMIIJICKCHasl OIICHKa PCHICHUA
CUTYAalMOHHBIX 3a4a4;

- aHaIM3 pe3yJIbTaTOB CBOECH
IIPAKTUYECKON paboTsl o
U3y4aeMoH TeMe;

- OLICHKa BBINOJTHEHUS

CaMOCTOATENFHON pabOTHI;

- OLIEHKA COCTABJICHUs arOPUTMA
OpraHu3anuvu JACATCIBPHOCTU
METOJIHCTA.

[IK 4.7 OcymiecTBnsiTh BHIOOD
TEXHOJIOTUH, HHCTPYMEHTAIIbHBIX
CPEIICTB U CPEACTB
BBIYHCIIUTEIBHOW TEXHUKH TIPH
OpraHu3alMy mpouecca

- [eecoo0pa3HOCTh OCYIIECTBICHUS BBHIOOPA
TEXHOJIOTUM, WHCTPYMEHTAJIbHBIX CPEICTB M
cpeacts BT;

- TPaMOTHOCTH IUIAHUPOBAHUA W IPOBCIACHUSA
HEOOXOIMMBIX  TECTOBBIX  IPOBEPOK W

- HaOiomeHWe W OLICHKA
pemeHuns npodeccroHaNbHBIX
3am1ad;

- KOMILJICKCHAS OIICHKa
BBINOJIHEHHS MPaKTHYECKUX
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pa3paboOTKH U KCCIeA0BaHMUS
00BEKTOB TIPOPECCHOHANBHOM
JIeSATEIbHOCTH

MPOPUIAKTUIECKUX OCMOTPOB;

- KBAIM(QUIIMPOBAHHOCTh OpTaHU3AINH U
OCYIIECTBIICHHS MOHHTOPHHTA
HCIIOJIb30BaHNs BEIYMCINTEILHOMN CETH;

- TOYHOCTDb U CKPYIYJIE3HOCTh (PUKCHPOBAHUS
U aHamu3a c0OeB B paboOTe CEPBEPHOrO U
CeTeBOro OOOpYNOBaHUS, CBOEBPEMEHHOCTh
NPUHATHS ~ pElIeHHssT O  BHEOUYEPEIHOM
OOCITy’)KUBAaHUHM TPOTPAMMHO- TEXHHUYCCKUX
CPEICTB;

- CBOCBPEMEHHOCTHb BBIITONHEHHUS MEJKOTO
pemMoHTa 000pyIOBaHUS;

- TpaMOTHOCTh H aKKypaTHOCTb BEICHHSA
TEXHUYECKON M OTYETHOM TOKYMEHTALIUU.

3agannii, CPC;

- Ipe3eHTaIHA pa3pabOTaHHBIX
MoZeJel NIpeaMETHO-
Pa3BUBAIOILEN CPEIBL;

- OLIEHKA PEIICHUS
CUTYaI[OHHBIX 3a]1ay;

- aHaJIM3 pe3yJIbTaTOB CBOEH
MIPaKTHYECKOM paboTsl o
HU3y4aeMoH TeME;

- OLEHKa BBINOJHEHHUS BHUJIOB
paboT B mporecce MPOXOXKACHUS
yueOHOIl W TIPOW3BOJCTBEHHOMH
TIPaKTHK

[IK 4.8006ecneunBatp 3ammuTy
MHPOPMALIIH B CETH C
HCIIOJIE30BAaHUEM PO PaAMMHO-
anmnapaTHBIX CPECTB.

- TONHOTAa  OOECHEUYCHHS  HANM4uuid U
paboTociocoGHOCTH TIPOTPaMMHO-
TEXHHYECKHX CpEICTB cOOpa MaHHBIX JUIA
aHaiM3a IOKa3aTesiel  MCIOJb30BaHUS U
(YHKIIMOHUPOBaHUS KOMITBIOTEPHOM CETH;

- TPaMOTHOCTb U CBOEBPEMEHHOCTb JECHCTBUIL
0 aIMHHUCTPHUPOBAHHUIO CETEBBIX PECYPCOB;
- 0eccOOMHOCTh  MOJAEPIKAHUS  CETEBBIX
peCypCcoB B aKTyaJlbHOM COCTOSIHHH;

- TIIATEITbHOCTD MOHHUTOPHHTA
HCTIONIB30BAHUSA cetn Wntepuer "
3JIEKTPOHHOH ITOYTHI;

- PperymspHOCTE BBOAA B JICHCTBHE HOBBIX
TEXHOJIOTHH CHCTEMHOTO
aJIMUHUCTPHUPOBAHHS.

- DK3aMeH;
- OLICHKA PEeIICHUS
CHTYallMOHHBIX 3a/a4d

- aHamM3 pe3yJbTaToOB  CBOEH
HpPaKTUYECKOH paboTsl o
uzydaemMoil Teme (peduiekcus
CBOEH 1eATENbHOCTH);

- OLICHKa BBIITOJIHCHU A
CaMOCTOSATENIFHON pabOTHI;

- OIIGHKa [0 HTOTaM 3aIlUTHI
KypCOBO# paboTHI;

- OLICHKA JOKJIaJa O HepeaOoBOM

OTIBITE Te1aroroB
JIOTIOTHATEIEHOTO 00pPa30BaHHS;

- OIICHKA TpEe3eHTAIMN
METOAMYCCKOTO nopTdomo

HCIIOJIB30BAaHMA OIIbITA IICAAroroB
JIONIOJTHUTENEHOTO 00pa30BaHus;
- OICHKa BBIIIOJIHCHUSA BHUJIO0B
pabot B mpoliecce MPOXOKACHUS
y4eOHOIl W TPOW3BOJCTBEHHOMN
TIPAKTHK

[IK 4.9 IIpuanMaTh ygacTue B
NPHEMO-CIATOYHBIX UCITBITAHHUAX
KOMIIBIOTEPHBIX CeTel U
CEeTEeBOro 000pyLOBaHHUS
Pa3IMYHOTO YPOBHS H B OLICHKE

- IPOAYKTHUBHOC Y4aCTHUC B IIPUEMOCAATOYHBIX
HUCIIBITAHUAX KOMIBIOTEPHBIX cereit n
CETEBOT'O O60pyZ[OBaHI/I$[;

- HOPaBWJIBHOCTL MW aApPTYMCEHTHUPOBAHHOCTbH
OLICHKH Ka4yeCcTBa n SKOHOMHYECKOM

- QHAJIU3 Pe3yJbTaTOB CBOCH
NPaKTHYeCKOW paboThI MO
n3ydaeMoit TeMe (pedIercus
CBOCH NIEATEIBHOCTH);

- OLICHKA IeJIarOrn4ecKux

KadecTBa M SKOHOMHUYECKON 3 PEKTUBHOCTH CETEBO TOIOJIOTUH; pa3paboTox;
3¢ HEKTHBHOCTH CETEBOI - TIPaMOTHOCTb IIPUMEHEHHUS HOPMATUBHO- | - B3AMMOOLIEHKA YCTHOIO
TOIIOJIOTHH. TEXHUYECKOH JOKYMECHTaUU B obmacTu BBICTYILJICHUAA,
UH(OPMALMOHHBIX TEXHOJIOTHII; - CaMOOIICHKA ITyOJINYHOTO
- OCO3HAHHOCTDb MPUMCHCHUSA OTCUCCTBCHHOI'O BBICTYIUJICHUA
U 3apyOeKHOr0  OMbITa  HCIIOJb30BAHHS
POrPaMMHO-TEXHHYESCKUX CPEJICTB.
1K 4.10 BeimonHsTh TpeOOBaHUS | - NPABUIIBHOCTb, TEXHMYECKAs ¥ IOPUIMYECKas | - DK3aMEH;

HOPMAaTHBHO-TEXHIUYECKON
JIOKYMCHTAIH, UMETh OITBIT
o opMIICHHS TIPOCKTHOM
JIOKyMEHTaLUH.

T'paMOTHOCTb MIPUMCHCHUSA
TEXHUYECKOMN JAOKYMCHTAlMU B
I/IH(bOpMaIII/IOHHI)IX TeXHOJ’IOFHﬁ;

- OPOAYKTUBHOCTH YYacCTUs B IJIAHUPOBAHUHN

HOPMAaTHBHO-
obactu

pa3BUTHS  TPOTPAMMHO-TEXHHYECKOH  0a3bl
OpraHu3aluy;
- apryMeHTHPOBAHHOCTh 000CHOBaHHUSA

MPEUIOKEHUH 10  peain3alyd  CTPaTeTHH
OopraHu3ani B 00sacTH HWH(OPMAIIOHHBIX
TEXHOJIOTHH;

- TPONYKTHBHOCTb Y4acTUs B
KOH(epeHIMsX, CEMHHAPaX;

HAay4YHbIX

- KOMIUIEKCHAsI O[eHKa
BBINOJIHEHHS TUCbMEHHBIX PadoT,
MPaKTHYECKUX 3aJ[aHU;

- OLICHKA pelICHHs
CUTYaUMOHHBIX 3a1a4,

- aHalnu3 pe3ylbTaTOB CBOEH
NIPaKTU4ECKON paboTsl 1o
m3ydgaeMoil  Teme  (peduexcust
CBOEH eATENFHOCTH);

- OIICHKa BBIITOJIHCHU S
CaMOCTOSTEIILHOM PabOTEHI;

- OLIEHKa IIpe3eHTaINH
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- TOYHOCTP W TPAMOTHOCTH O(OPMIICHHS
TEXHOJIOTHIECKOI JOKYMEHTAITUH, ee
COOTBETCTBHE JACHUCTBYIOUINM TpaBWIAM U
PYKOBOJICTBaM.

noptdomo
CIICIIHAIIACTA;
- OIEHKAa BBINOJHEHHUS BHIOB
paboT B mpolecce NPOXOXKICHUS
yu4eOHOIl W TIPOM3BOJCTBEHHOMH
MPAKTUK

Oynyuiero

[IK 4.11. AqMuHUCTPUPOBATH
JIOKAJIbHBIE BEIYUCIIUTEIIbHBIC
CEeTH U IPUHUMATH MEPHI 10
YCTPaHEHHUIO BO3MOXKHBIX COOEB.

O1eHKa «OTIUYHOY - TEXHUYECKOE 3a1aHKe
[IPOaHATU3MUPOBAHO, ATOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJJaHUIO U
o(opMIIEH B COOTBETCTBUH CO CTaHAAPTaMH,
TIOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
O11eHKa «XOPOIIO» -aJITOPUTM pa3paboTaH,
0(hOpPMIICH B COOTBETCTBUH CO CTaHIAPTAMHU H
COOTBETCTBYET 3aJaHUIO, TOSCHEHEI ero
OCHOBHBIE CTPYKTYPHI.

OneHKa «yIOBIETBOPUTEIILHOY - AITOPUTM
pa3paboTaH U COOTBETCTBYET 33IaHHUIO.

Ok3ameH/3aueT B hopme
cobeceoBaHMs: MPAKTUIECKOES
3ajIaHKe MO MTOCTPOCHHUIO
aNTOPHUTMA B COOTBETCTBHU C
TEXHUYECKUM 3a/IaHAEM

3ammra OT4ETOB 10
MPaKTUYECKUM U J1a00paTOPHBIM
pabotam

[IK 4.12. AnMuHHECTPHUPOBATH
CEeTEeBBIE PECYPCHI B
MH(OPMALMOHHBIX CHCTEMAaX.

OmueHKa «OTIUYHOY - TEXHHIECKOE 3aJaHIe
MIPOaHATU3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJaHHIO U
o(opMIIeH B COOTBETCTBUH CO CTaHAapTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
O11eHKa «XOPOLIO» -aJITOPUTM pa3paboTaH,
o(opMIIeH B COOTBETCTBHH CO CTaHAAPTAMH U
COOTBETCTBYET 33JaHHIO, TIOSICHEHEI €T0
OCHOBHBIE CTPYKTYPBHI.

OueHKa «yZOBICTBOPUTEIHEHOY - aJTOPHTM
pa3paboTaH U COOTBETCTBYET 3aIaHMIO.

Ok3ameH/3a4eT B popme
cobeceJoBaHUs: MPaKTUYECKOe
3aJ]aHue M0 TIOCTPOCHUIO
aJIroputMa B COOTBETCTBUHU C
TCXHUYCCKHUM 3aJaHUCM

3amuTa 0OT4eTOB 10
NPaKTHYECKUM U J1a00paTOPHBIM
paboTtam

IIK 4. 13. O6ecmieunBaTh cOOp
JAHHBIX AJIST aHATHN3a
UCIIOJIb30BaHUS U
(yHKIIMOHUPOBAHUS
MPOTPaMMHO-TEXHUYECKUX
CPEICTB KOMIILIOTEPHBIX CETEH.

OueHKa «OTIUYHOY - TEXHHIECKOE 3aJaHHe
IIPOAHAU3MUPOBAHO, ATOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJaHHIO U
o(opMIIEH B COOTBETCTBUH CO CTaH/AAPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
O11eHKa «XOPOIIO» -aJITOPUTM pa3paboTaH,
oopMIIeH B COOTBETCTBHH CO CTaHAAPTAMH U
COOTBETCTBYET 3a/IaHUIO, ITOSICHEHBI €T
OCHOBHBIE CTPYKTYPBHI.

OueHKa «ylOBICTBOPUTEIHEHO» - aJTOPUTM
pa3paboTaH U COOTBETCTBYET 33/IaHMIO.

Ok3ameH/3a4eT B popme
co0OecemoBaHMs: MPAKTHIECKOE
3aJ]aHue M0 TIOCTPOCHUIO
QJITOPUTMA B COOTBETCTBUH C
TEXHUYECKUM 3aJ]aHUEeM

3amuTa OT4eTOB 10
NPaKTHYECKUM U JIa00paTOPHBIM
pabotam

TIK 4.14. BzaumonaeiicTBOBaThL CO
CIEUATNCTAMHU CMEKHOTO
npoduIst Ipu pa3paboTke
METOJIOB, CPEJICTB M TEXHOJIOTHIA
MIPUMEHEHUS 00BEKTOB
npodeccnoHambHOMI
JIeSTeIIbHOCTH.

OLeHKa «OTIMYHO» - TEXHUYECKOE 3a/laHue
NPOAHAITU3UPOBAHO, ATOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHYECKOMY 3aJaHHIO U
0(hOpPMIICH B COOTBETCTBUH CO CTaHIAPTaAMH,
MOSICHEHBI €0 OCHOBHBIE CTPYKTYPEI.
O11eHKa «XOPOIIO» -aITOPUTM pa3paboTaH,
oopMIIeH B COOTBETCTBHH CO CTaHAAPTAMH U
COOTBETCTBYET 331aHHIO, TIOSICHEHBI €ro
OCHOBHBIE€ CTPYKTYDBEI.

OneHKa «y[OBIETBOPUTEIILHOY - aITOPUTM
pa3paboTaH U COOTBETCTBYET 33IaHHUIO.

Dk3ameH/3a4eT B popme
co0OeceoBaHMs: MPAKTHIECKOE
3aj1aHKe M0 IIOCTPOCHHUIO
aNITOPUTMA B COOTBETCTBHH C
TEXHUYECKUM 3aJ]aHuEeM

3amuTa 0OT4eTOB 10
NPaKTHYECKUM U J1a00paTOPHBIM
pabotam

TIK 4.15. YcraHaBnuBaTh,
HACTPaHWBAaTh, SKCIUTYaTHPOBATh H
00CITy’)KUBaTh TEXHUYCCKHE U
MPOTPaMMHO-aIapaTHEIC
CpeICTBa KOMITBIOTEPHBIX CeTeH

— JEMOHCTpALUs HABBIKOB TOUHOU U
ObICTPOI HACTPOUKH CETH;

— U3JI0’)KEHUE KaUECTBEHHBIX PEKOMEHAAUil
I10 TIOBBIIIEHHUIO PAOOTOCIIOCOOHOCTH CETH;

— 000CHOBaHME BBIOOPA TEXHOJIOTHIECKOTO
000pyIOBaHUS JUISI HACTPOUKH CETH;

— JEMOHCTpAINS HaBBIKOB pacueTa BPeMEHU
JUIsl HACTPOMKH CETH;

— odopMmieHne, TOYHO U
TEXHOJIOTHYECKOW JOKYMEHTAIHH.

TpaMOTHO

- DKCIEpTHasl OLIEHKA
pe3yabTaToB AeSATEIbHOCTH
o0yuaromuxcs B Ipouecce
OCBOEHHs 00pa30BaTEIHHOM
MIPOrpaMMBbl

- Ha TIPaKTHYECKUX 3aHATHAX,
- TIPH BBHITIOJTHEHUH
OTIpeIeNIEHHBIX BUJOB PaboT
NIPOU3BOJICTBEHHON ITPAKTUKH,
-3a4eT 10 pa3feiy NPaKTUKN
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1K 4.16. [TpoBoauTh —  JIEMOHCTpAIMs HaBBIKOB TOUHOH U - HA MPAKTUYECKHX 3aHATHSAX,
npoduakTHueckue paboTel Ha OBICTPO HACTPOUKH CETH; - TIPH BBITIOJTHEHIH
00BEKTaX CeTEBOM — TMPEACTaBJICHNE HABBIKOB KaYECTBEHHOIO ONPEACICHHBIX BUIOB pa60T
I/IH('I)paCTp}IKTprI u pa601mx aHaJIn3a CBOUCTB CETH, UCXOOS U3 €€ HpOHBBOHCTBeHHOﬁ TIPAKTUKN
CTaHIIUAX CJ'Iy)K66HOI‘0 HA3HAYCHUS; -3a4€T IO pa3acity NMpaKkTUKu
— M3JI0KEHHUE KaueCTBEHHBIX PEKOMEH AN
T10 TIOBBIIICHHUIO TEXHOJIOTHYHOCTH CETH;
— JIeMOHCTpAIMsl HABBIKOB TOYHOTO U
IpaMOTHOT0 O()OPMIICHUSI TEXHOJIOTHYECKOH
JIOKyMEHTAIHH.
1K 4.17. Dxcmyarauun — JIeMOHCTpAIMs HABBIKOB TOYHOM U - JKCIEPTHAs OLEHKA
CETEBBIX KOHPUTypamui. OBICTPOI HACTPOMKH CETH; pe3yJIbTaTOB AEATENbHOCTH
— IMPEACTaBJICHNE HABBIKOB KaYECTBEHHOIO 00y4aromuxcs B Ipouecce
aHaJu3a CBOMCTB CETH, UCXOMS U3 € OCBOEHHMs 00pa30BaTENbHOM
CITy’keOHOTO Ha3HAYCHUS,; IIPOrpamMMmBbl
— JEMOHCTpAINs HaBBIKOB BEIOOpa criocoboB | - Ha IPAKTHYCCKUX 3AHATHAX,
HACTPOMKHU U TEXHOJIOTMYECKU I'PaMOTHOE - IIpH BBINIOJIHCHNH
HA3HAYCHHUE TCXHOJIOTHUCCKOM Oa3bl OTPE/ICNICHHBIX BHIOB PaboT

IIPOU3BOJCTBEHHON IIPAKTUKH,

I1K 4.18. YyactBOBath B
pa3paboTKe CXEMBbI
MOCJIeaBapuIHOTO
BOCCTAHOBJICHUSI
paboTocmocobHOCTH
KOMITBIOTEPHOU CETH, BBIIOIHSATD
BOCCTAHOBJICHUE U PE3EPBHOC
KOMUpOBaHue HH(HOpMaLUK

— JIeMOHCTpAlMsl HaBBIKOB BBIOOpaA 1 - 9KCIIEPTHas OLIEHKA
HCIIOJIb30BaHUs MAKETOB NMPHUKJIATHBIX pE3yNbTaTOB JEATEILHOCTU
IporpamM is pa3paboTKK KOHCTPYKTOPCKOM | 0Oydaroluxcs B Iporecce
JOKYMEHTAINX ¥ POESKTHPOBAHHS OCBOEHHS 00pa30BaTEIbHOM
TEXHOJIOTHYECKHX MIPOLIECCOB MIPOrpaMMBbl

- Ha MIPaKTHUYECKUX 3aHATHSAX,
- IIPHU PELICHUN CUTYallMOHHBIX
3a1ad,

- IIPY BBINOJIHEHUH
OTIpeIeNIeHHBIX BUJIOB paboT
IIPOU3BOJCTBEHHON IIPAKTUKH,
- 3a4€eT M0 pas3feny NPaKTUKU

1K 4.19. Opranu3oBbIBaTh
MHBEHTAPHU3ALHIO TEXHUYECKUX
CpE/CTB CEeTEBOM
MH(PACTPYKTYPBI, OCYLIECTBIISATH
KOHTPOJIb MOCTYIHUBILETO U3
pemMoHTa 000pyI0BaHUS

— JAEMOHCTpalusa HaBbBIKOB BI)I60pa n - Ha MMPaKTUYCCKUX 3aHATUAX,
HCIOJIb30BaHUA TMTAKETOB IMPUKIaJIHBIX - 3a4€T 1O pasacily MpakKTUKN

HpOTrpaMM JJIs pa3pabOTKH KOHCTPYKTOPCKOM
JOKYMEHTAIH U TIPOEKTHPOBAHUS
TEXHOJIOTHYECKHX MIPOLIECCOB

ycTapeBiiee  00opyaoBaHUE

HHQPACTPYKTYPHI

IIK 4.20. BeIIONHITE 3aMeH
PaCXOJIHBIX MaTEepHaiOB U MEJIKU
PEMOHT nepudepuiiHor
000opymoBaHuUs, OTpeIeIsIT

MPOTPaMMHBIE CPEJICTBA CETEBO

— BBINIOJIHEHUE 3aMEH PACXOHBIX - Ha NPAKTUYECKUX 3aHATHIX,
MaTepHallOB U MEJIKUI PEMOHT - TIPH BBINIOJITHEHU U
niepudepuitHOro 000pyAOBaHUS, ONIPENEISITh OIIpEeEIeHHbIX BUJOB padoT
ycrapeBiiee 000pyI0BaHUE U TPOTPAMMHBIC NPOU3BOJICTBEHHON NPAKTUKH.
CpeICTBa CEeTeBOM MHPPACTPYKTYPHI. -3KCIIEPTHAs OLICHKA PE3yJIbTaTOB

JeSITeIbHOCTH 00yJaromuxcs B
HpolLECcCe OCBOSHHUS
00pa3oBaTeNbHON MPOTPaMMBI

q)OpMBI H MCTOJbI KOHTPOJIA WM OLCHKH PCE3YyJIbTATOB O6y‘{€HI/I5[ JOJDKHBI

MO3BOJISAITh  MPOBEPSTH

npoeCCUOHANIBHBIX KOMITETEHITUH,

y 0OydamIuxcsi HE  TOJBKO

o0ecneunBaroIIUX UX YMEHUH.

c(hOpMHUPOBAHHOCTh

HO ¥ pa3BUTHE OOIMMUX KOMMETEHUIUH U

Pe3yabTaThl OcHoOBHbIE MOKA3aTe/H OLIEHKHU pe3yJibTaTa DopMBbI M METOIbI KOHTPOJISI
(ocBOEHHBIE 00IIIME U OLEHKHU
KOMIICTCHIMH)

OK 1. Tlowmmare CyOIHOCTh H
COLMAJIbHYI0 3HAaYMMOCTh CBOEH
Oynymieit mpodeccuu, MPOSBIATH K
Hell ycTOIuuBBINA HHTEpEC.

- HaJIM4YMU€ TIIOJIOKUTCIBbHBIX OT3BIBOB MacTEpa
TIPOU3BOJICTBEHHOTO 00Yy4YeHMsI, paboTomaTeNs;

- JIEMOHCTpalUsi ~ UHTepeca K  Oyayuiei
npodeccun

- HaOmofeHWe W OLEHKa
BBITIOJIHEHHS  J1aOOpATOPHBIX,
MPaKTHYECKUX,

KBaIM(UKAIMOHHBIX PabOT BO
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- aKTHBHOCTb, WHHULIMATHBHOCTH B IIpouecce| BpeMs y4eOHOI u
OCBOCHUSI NPO(ECCHOHAIBHON IeSATEIBHOCTH. MPOU3BOACTBEHHON NPAKTHKY;
-aHaJIn3 pe3yJIbTaToB
po(OPUCHTAIIIOHHOT O
TECTHPOBAHHUS;
- HaOmromeHne ©  OIEHKA
BBITIOJIHEHHsI  J1aDOpaTOPHBIX,
MPaKTHYECKUX,
KBaNM(UKAIUOHHBIX PabOT BO
BpeMs y4eOHOi u
MPOM3BOJICTBEHHOH NMPAKTHKH.
OK 2. OpraHu3oBbIBaTh | - MPaBUIbHBIM BHIOOpP M NPUMEHEHHE CHOCOOOB | - HAaOJIOAEHHE M SKCIEpTHAs
COOCTBEHHYIO JeATENbHOCTh, | pelIeHusT NPO(QeCcCHOHANBHBIX 3aJad B OOJNACTH | OLEHKAa  IIOCIENOBATEIbHOCTH
ONpeseNsTh  METONBl  PEHICHHs | TEXHHYSCKOrOo  OOCIY)KMBAaHHS M  PEMOHTA | BBHIOJHCHUS pabot B
npohecCHOHATBHBIX 3a1a4, | aBTOMOOHIIS; COOTBETCTBHH 3aJaHUS;
OLCHUBATh WX 3(Q(YEKTHBHOCTH W | - IPAMOTHOE COCTAaBJIECHHE IIOCIEIOBATEIBHOCTH | - 9KCIIePTHAS OLICHKA
Ka4ecTBO. mab0opaTOPHO-TIPAKTHYECKON paboTEHI, BBITTOJTHEHHS nmabopaTopHO-

- JIEMOHCTpanus MPaBUJIBHOM | MpaKTHIECKOi paboTEI;
MOCNIEIOBATEILHOCTH  JIeHCTBHI  BO  BpeMs | - HaONIOJIGHWE W OLIEHKa
BBIIIOJIHEHHUS ~ J1aOOpAaTOPHBIX,  MPAKTUYECKHX | BBHIOJHEHHS  JIaDOpaTOpHBIX,
paboT, 3amaHui Ha y4yeOHOH, MPOU3BOJCTBEHHOM | MPAKTUYECKUX,
TIPaKTUKU. KBaJTU(PHUKAIIMOHHBIX PabOT BO
BpeMs y4eOHOi U
IIPOU3BOJCTBEHHOU NTPAKTUKHU.
OK 3. OueHuBaTh pHUCKH H | -CBOEBPEMEHHOCTb peryJupoBaHus Ha | - pelICHHE CUTYallMOHHBIX
NIPUHAMATh pemneHust B | I3MEHEHHUE CUTYallUH; 3azad;
HECTaHJAPTHBIX CUTYaLUsX. - aJeKBATHOCTb  IPUHATHS  pEIICHWS B | - Pe3yJIbTAaTOB HAOIIONCHHH 3a
HECTaHJAPTHBIX CUTYAIUSIX JIESITEIIEHOCTBIO
oOydatormerocs B mporecce
MPaKTHYECKUX 3aHATHH,
NeAAroru4eCcKOM MpaKkTUKH.
OK 4. OcyuectBisaTh MOHCK, | - 3¢ PEeKTUBHBIHA MIOUCK HEoOX0oaUMOH | - SKCIepTHas OIIeHKa
aHanM3 W OUEeHKYy uWHbopMauuu, | MHPOPMAIHUH; pe3yJbTaToB MIOUCKa
HEOOXOAMMOM JJIsl TOCTAHOBKM M | - BJIAJCHUE COBPEMEHHBIMH METOJaMH MOWCKa | MH(OPMAIIH;
pereHus npodeccroHaNbHBIX | MHGOPMALHH. - aHaJuM3  HCIIOJIb30BaHUs
3aja4, npodeccHoHaNbHOrO | OMOIMOTEYHBIX PECYPCOB, CETH
JIMYHOCTHOTO Pa3BUTHSI. WurepHer.
OK 5. Hcnonbp3oBath | -  IEMOHCTpalUsi  HABBIKOB  HCIIOJIB30BaHUSA | - JKCIIepTHAs OILICHKA
nHpopMannoHHo- nH(pOpPMaMOHHO-KOMMYHHKAITHOHHBIX BBITIOJTHEHHS pabor Ha
KOMMYHUKAIIMOHHBIE TEXHOJIOTHH | TEXHOJIOTHH B IIPO(ECCHOHANBHON JIESITENFHOCTH; | MPAKTUIECKUX 3aHATHAX;
TSt COBEpPILICHCTBOBAaHUS | - paboTa C pasITUYHBIMU NPUKIAIHBIMUA | - aHaIH3 pe3yIbTaToB
IpodeCCHOHAIBHOM NESITENFHOCTH. | IPOrpaMMaMH. BBITIOJTHEHHS MPaKTHYECKUX
3aJaHUi ¢ IIPUMEHEHHEM
MH(OPMaIMOHHBIX
TEXHOJIOTUil.
OK 6. Paborark B KOJUIEKTHBE H | - 3¢ PEeKTUBHOCTD B3aMMO/ICHCTBUU C | - O9KcIepTHOE HAONIOJeHHE H

KOMaHjJie, B3aUMOJICUCTBOBATL C
PYKOBOJCTBOM,  KOJUIeTaMH U
COLMaJIbHBIMU TAPTHEPAMHU

00Y4aIOINMHUCS, TIPETIOJIABATENISIMA U MacTepaMu
/0 B X011 00y4eHusl.

OILICHKA BBIMMOJIHCHUS pa60T Ha

OK 9. OcymiecTBnATh
PO ECCHOHATBHYIO NIEATEIHHOCTD
B YCJIOBHUSX OOHOBJIICHHS €€ ILIeNeH,
COJICP)KAHUS, CMEHBI TEXHOJIOT .

- amanTanus METOAMYECKHX MAaTepHAOB K
M3MEHSIOMAMCS  YCIOBUSAM TPO(eCcCHOHATBEHOM
JeSITeIbHOCTH c YYeTOM IICUXOJIOTO-
MeIarOTMYECKUX OCOOCHHOCTEH 00yJaroImuxcs u
BHJIa 00Pa30BaTEIILHOIO YUPEIKACHUS;

- MPOSIBIICHUE UHTEpEca K MHHOBAIMSIM B 00J1acTH
JIOTITKOJIBHOT'O 00pa3oBaHus

MPaKTUYCCKUX n
nabOpaTOpHBIX  3aHATUAX BO
BpeMs yueOHOH u
HpOHSBO}ICTBeHHOﬁ IMpaKTHUK.

- HaOmofeHWe W OLEHKa
MPAKTUICCKUX 3aHATHUH,
HaOmoZieHHe B Tpolecce

HpOH3BOZ[CTBeHHOI>i MPAKTUKH.

OK 10. Ocy1ecTBiiaTh
MIPOUIAKTHKY TpaBMaTU3Ma,
obecrieuynBaTh OXpaHy KH3HH U

- IUIAaHUpPOBaHHWE CMOCO00B (HhopM W METOHOB)
npouIakTUKK  TpaBMaTu3Ma,  oOecnedeHus
OXpaHbl KM3HM W 370POBbsS OOYyYarOIIUXCS B

- OLICHKA IIJIaHOB, KOHCIIEKTOB
MEPOIIPUATHH;

- HaOmromeHne ©  OIEHKA




I'AIIOY YAO

VIPABJEHHAE TOKYMEHTAIIAEN

CTO CMK 4.2.01 - 2020

«UMK» Jlucr 49/49
3JJ0pOBBS 00YJAIOLIHXCS. npohecCHOHABLHOU eI TebHOCTH; HPaKTUYECKUX 3aHATHH,
-cobmronaTh TIpaBwiIa MpoWIAKTHKN | HAOMIOJeHHne B IIpoIecce

TpaBMaTnu3Ma, OOECHEYEHWs] OXpaHbl XHW3HU N
310pOBbS  JETEW B NPOLECCE MNPAKTUUYECKOU
JEATEIbHOCTH

MPOU3BOJICTBEHHOH MPAKTHKH.

OK 11. Crpouts - coOxromeHWMe  TPaBOBBIX HOPM B | - HaOmMOIeHWE W OIEHKa
HpO(lJeCCI/IOHaHBHyIO JCATCIBbHOCTD HpO(beCCPIOHaJ'[LHOﬁ ACATCIbHOCTH, a4 TAKXKE IIpU | IJIAHOB, KOHCIICKTOB
C COGJ’HOHGHI/ICM MpaBOBbBIX HOPM pa3pa60TKe y‘{e6HO'MeTOHI/I‘{eCKI/IX MaTepualioB; MepOHpHﬂTHﬁ, Ha6JHO,H€HI/Ie B
€€ PEryjImpyromux - OGJ'Ia,Z[aTI) HeOGXOZ[I/IMI)IMI/I 3HaHUAMH B | IIPOLECCC HpaKTI/I'{eCKOﬁ
C(bepe HOPMATUBHO-TIPABOBOI'0 PEryJIMpOBaHUsA | ACATCIBHOCTH.
podeCCHOHANTBLHOTO 00Pa30BaHusI.
Pa3paboTuuk:
TFAIIOY YAO «YMK» IPENOAaBaTENb 1. E. Tammap
(MecTo paboThI) (3aHMMaemasi TI0JKHOCTD) (nHUIIMATBI, (HaMIITHS)
T'AIIOY YAO «YMK» MIPETI0/1aBaATEIIb B. 1O. Ko6Ga
(MecTo paboThI) (3aHMMaemasi 10JIKHOCTbD) (MHUTMAITBL, (haMHITHS)
TAIIOY YAO «YMK» MIPENOAaBaTENb M. 1O. TarusnbiieB

(mMecTo paboThI)

(3aHMMaemasi TI0JKHOCTD)

(vHUIUATBI, (haMUITHS)
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