I'AIIOY YAO

VIIPABJIEHUE JOKYMEHTALIME CTO CMK 4.2.01 - 2022
«UYMK»

I'ocynapcTBeHHOE aBTOHOMHOE PO ECCHOHAIBHOE 00pa30BaTENbHOE YUPEIKICHHIE
YyKOTCKOTO aBTOHOMHOTO OKpyra «HyKOTCKUI MHOTONTPOMUIBHBIN KO
(FATITIOY HAO «YMK»)

YTBEPXK/JAIO:

N.o. nupekropa

ATIOY YAO g - »
«UMK»:

Ceprudukar: 380ef1f7ae363c32fd2a

O.H. I'pumun

By
LeiicTeutenen: ¢ 01.11.2021 no 01.11.2026

®OH/JI OHUEHOYHbBIX CPEJICTB
10 y4eOHOU TUCIUILINHE

OIl.11 KOMIIBIOTEPHBIE CETH

MPOTrPaMMBbl MMOJATOTOBKHU CIEIIUATUCTOB CPEAHETO 3B€HA MO CHENATbHOCTH
09.02.07 UndgopMauMoOHHbIE CHCTEMBI M IPOTPAMMHUPOBAHUE

AHaabIpb
2022




T'AIIOY YAO
«UMK»

VIIPABJIEHUE JOKYMEHTALIMEN CTO CMK 4.2.01 - 2022

Opranuzanusa-pa3padoTuukK: I'ocynapctBeHHOE aBTOHOMHOE
npodeccuoHaibHoe  00pa3zoBaresibHOE yupexjaeHre YyKOTCKOro aBTOHOMHOIO
okpyra «Hykorckuii MHOTOTIpOGMIBHBIN KoJutek» (nainee [AITIOY UAO «UMKy)

Pa3pabotunk:
Ko6a B. 0., mpenoaasarens AIIOY HAO «UMK»

Pexomennosana MetoauueckuM coBetoM ['AIIOY HAO «UMK)»
[Tpotokon Ne 04 ot «14» nexabps 2021 r.

YrBepxkaena Ilpuxazom Ne 01-10/28 ot 31.01.2022 r. «O06 yTBepkaeHUU
00pa30BaTENbHBIX MIPOrPAMM)



T'AIIOY YAO
«UMK»

SAJJAHUA 1JIs1 OHEHKU PE3YJIBTATOB OCBOEHUA
1. Borpocsl ¥ 3ajaHus IS TEKYLIEro KOHTPOJIS

Tema 1. O0mue cBeeHUSI 0 KOMIILIOTEPHOM CEeTH

1.

[ToHsTHE KOMITBIOTEPHOM CETU (KOMIBIOTEPHAS CETh, CETEBOE

BBaHMOHCﬁCTBHC, ABTOHOMHAs Cpcaa, Ha3HAUYCHHUEC CCTH, PCCYPChI CETH,

WHTEpaKTHUBHAs CBs3b, IHTEpHET).

2.

Knaccudukanys KOMIbIOTEPHBIX CETEH MO CTENEHU TEPPUTOPUATIBHON

pacnpeei€HHOCTH: JIOKAJIbHbIE, [I00abHBIE CETH, CETH MacllTtada ropoa.

3.

Knaccudukanus cered mo ypoBHIO aIMUHUCTPATUBHOMN MOJJIEPIKKU:

OIHOPAHTOBBIC CCTHU, CCTH HA OCHOBC CCPBCpA.

4.

Kinaccuduxkanust ceteit mo TOmnojJoTuu.

Tema 2. AnnapaTHbie KOMIIOHEHTHI KOMIIBIOTEPHBIX ceTeil

Pu3nveCcKHe cpelibl NEPEAAYH TAHHBIX.

Tunel kabesel U UX XapaKTePUCTUKH.

CpaBHeHus kabenen.

Tunel ceTeit, IMHUN U KaHAJIOB CBSI3H.

CoeauHuTenu, KOHHEKTOPHI IJIs1 Pa3IM4HbIX TUIIOB KaOeeu.
NHCTpyMEHTHI TSl MOHTaXKa U TECTUPOBAHUS KAOCIIBHBIX CHCTEM.
becrnipoBoiHbIE Cpe/ibl IEpEAAYN JAHHBIX.

Tema 3. Ilepenaua 1aHHBIX MO CETH

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
217,

TeopeTudeckre OCHOBBI Mepelaun JaHHBIX.

[TonsiTve curHana, TaHHbBIX.

MeTobl KOAUPOBAHUS TJAHHBIX TP TIepeaaye.

Monynsiuusi CUTHaJIOB.

Metoabl ot pOBKH.

[ToHsATHE KOMMYTaLUH.

KommyTariust kaHajaoB, makeToB, cooOmieHuit. [lonarue nakera.
[TpOoTOKOIBI U CTEKH MPOTOKOJIOB.

Crpyxkrypa crekoB OSI, IPX/SPX, NetBios/SMB.

Crex mmpotokosioB TCP/IP.

Ero coctaB u Ha3HaUE€HHME KaXKJOTO MPOTOKOJIA.
Pacnpenenenne npoTokoaoB 1o Ha3HaueHuto B mojaenu OSI.
CeTteBble ¥ TPAHCHIOPTHBIC TPOTOKOJIHI.

[Tporokomnsl npuknagHoro yposust FTP, HTTP, Telnet, SMTP, POP3.

Tunel agpecoB cteka TCP/IP. Tuner anpecos cteka TCP/IP.
Jloxanenble agpeca. CereBbie [P-angpeca.
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28. Jlomennbie umena. @opmar u knaccel [P-anpecos.

29. Tlonceru n macku nojceteil. Haznauenue aapecoB aBTOHOMHOM CETH.
30. llenTpann3oBaHHOE pacHpenesieHue aapecoB.

31. Orobpaxenue [P-anpecos Ha nokanpHbIe angpeca. Cuctema DNS.

Tema 4. CeTeBble APXUTEKTYPBHI

32. TexHOJOTUH JIOKATbHBIX KOMIIBIOTEpHBIX ceTeil. Texnonorus Ethernet.

33. Texunonoruu TokenRing u FDDI. Texnonoruu 6ecrpoBOIHBIX

JIOKAJILHBIX CETEM.

34. TexHonoruu rino0anbHbIX ceTed. [IpuHIIUIBI TOCTPOCHUS TI00aTBbHBIX

ceTel.
35

. Opranuzanus MeXCeTEeBOI0 B3aUMOICUCTBUSI.

2.BOHp0CLI ! 3aJaHUA QJIA HTOIOBOI'0 KOHTPOJIA

Teopernueckue BONPOCHI

© 00 N O O & W DN -
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. COBpeMEHHBIE CETEBbIE TEXHOJIOTUU.

. [IpemocraBieHune pecypcoB B paMKax CETH.
. KomnoneHTsI ceTu.

. Cetu LAN u WAN.

. Cetn UnTepuer MHTpaHeT n DKCTpAHET.

. [TogkiroueHne K UHTEPHETY.

. KouBepreHnTHsle ceTu.

. TpaAMIIMOHHBIE OTJEIBHBIE CETH.

. HagexxHocTs cetu.

. OTKa30yCTOWYHBOCT.

. MacmrabupyemocTs.

. KauecTtBO 00cmyxuBaHus.

. bezonacHOCTb.

. TenaeHIMN pa3BUTHUSA CETEM.

. OGayHbIe BHIYUCIICHUS.

. CeTeBbI€ TEXHOJIOTUH IS IOMA.

. MHTepHEeT-TIOKITIOYeHNE IJ1s IoMa U HeOOJBIIoro oduca.

. OpraHuzanysi CETH 10 JIMHUSAM 3JIEKTPOTTUTAHMUS.
. MHTepHET-NOAKITFOUEHHE IS IPEATTPUSITUI.

. ObecnieueHue ceTeBoil 0€30MacHOCTH.

. ¥Yrpo3bl 6€301aCHOCTH.

. Pemienust obecrieueHus: 6€301MacHOCTH.

. CeTeBast apXUTEKTypa.
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24. Cisco 10S.

25. OCHOBHBIE KOMaH/IHbIE PEKUMBI.

26. KoMaH1HbIE peKUMBI KOH(PUTYpALTIH.
27. loctym k Cisco 10S.

28. Hasuramus no 10S.

29. CTpykTypa KOMaH/,.

30. MmeHa y3710B.

31. Orpanuuenue A0CTyna K KOHPUTYpaLUsIM YCTPOHCTB.
32. CxeMbl CETEBBIX a/IPECOB.

33. [IpaBuna KOMMYHUKAIIAH.

34. UnTepdeiichl U OPTHI.

35. KonupoBanue cooO1ieHus.

36. dopmaTupoBaHUE U MHKATICYIISAINS COOOIICHUH.
37. CuHXpoHU3aIUs COOOIIECHUH.

38. CeTreBbie MPOTOKOJIBI M CTAHIAPTHI.

39. [lepenaya TaHHBIX B CETH.

40. IIporokosibl (HU3UYECKOTO YPOBHS.

41. CeteBble CpeacTBa MOIKIFOUEHUS.

42. IIpoTOKOJIbI KaHAJIBHOTO YPOBHSI.

43. YrpaBneHue J0CTYIIOM K Cpe/Ie.

44. TIpotokon Ethernet.

45. KommyTtaropsl JIokalibHbIX ceTeii(LAN).
46. IIporokon paspemenus aapecoB(ARP).
47. ITpOTOKOJIBI CETEBOTO YPOBHSI.

48. MapuipyTu3zanus.

49. MapmipyTu3aTopsl.

50. Hactpoiika mapuipytuzatopa Cisco.
IIpakTH4eckue 3agaHus

3ananue 1.

3amaun:

VIIPABJIEHUE JOKYMEHTALIMEN CTO CMK 4.2.01 - 2022

— Hactpouts nmena y3ioB u [P-aipeca Ha 1Byx koMMyTaropax Imoj

ynpasieHuem oneparonaoi cucteMbl Cisco I0S ¢ momorisio uaTepderica

koMaHiHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco [0S, 3agath mapaMeTpsl 1OCTYINa U OTPAaHUYUTh

JOCTYM K KOH(UTYpaIK yCTPOHCTBA.

— C nomorsio komaua [0S coxpaHuTh TEKYIIYIO KOH(DUTYPAIIUTO.
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— HacrtpouTts Ha nByx xoctax IP-aapeca.

— IIpoBepuTh NOAKIIIOYEHUE MEXKTY ABYMsI OKOHEUHBIMH ycTpoiicTBamu (11K).

TpeboBanus

— I/ICHOHBSYIZTG KOHCOJIbHOC IMOAKIOYCHUEC I JOCTYIIAa K KaXKIOMY

KOMMYTAaTopy.

— 3anaiite koMMyTaropam umena Sl u S2.

— Hcronp3yiiTe mapois CiSCO [Tl BCeX JIMHUM.

— Hcnonb3yiiTe CKpbITHIN (secret) mapossb eneble.

— 3ammdpyiite Bce He3amnppoOBaHHBIE TAPOJIH.

— Bxumtouute ciioBo warning (npeaymnpexaeane) B 6ananep MOTD (coobmienue

JTHS).
— HactpoiiTe agpecaruio 11 BCeX yCTPOUCTB B COOTBETCTBUU C TAOIUIIECH
aapecanuu.
— CoxpaHuTe HACTPOMKH.
— Yb6enuTech B HAIMYUU COCTUHECHUS MEKTy BCEMHU YCTPOHCTBAMM.
YcrpoiicTBo HNutepdeiic IP-ampec Macka noznceTtu
S1 VLAN1 192.168.0.1 255.255.255.0
S1 VLAN1 192.168.0.2 255.255.255.0
PC-A VLAN1 192.168.0.3 255.255.255.0
PC-B VLAN1 192.168.0.4 255.255.255.0
Tononorus
3aganmue 2.

3amayu:
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— Hactpouts nmena y3108 u [P-agpeca Ha 1ByX KOMMyTaTopax Mo

ynpasienuem oneparronHoi cucteMsl Cisco IOS ¢ momonisio unrepderica

komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPaHUYUTh

JOCTYT K KOH(QUTYpaIK YyCTPONCTBA.

— C nmomomisio komana [0S coxpaHuTh TEKYIIyI0 KOH(DUTYPAIHIO.

— HacTtpouts Ha aByx xocrtax [P-agpeca.

— [IpoBepuTh NOAKIIOUEHNE MEXTY IBYMsI OKOHeUHbIMU ycTpoiicTBamu (I1K).

TpebGoBanus:

- HCHOJ’IBBYﬁTG KOHCOJIbHOC IMOAKIIFTOYCHUC AJIA JOCTYIIA K KAKIIOMY

KOMMYTaTopy.

— 3anaiite koMMmyTaTopam umena Root-1 u Root-2.

— Ucnonw3yiite mapois fgghh4 nms Bcex aunwmiA.

— Ucnone3yiiTe cKkphITHIH (secret) maposs dd45ww.

— 3ammdpyiite Bce He3amnppOBaHHBIE TTAPOIH.

— Bxurounte ciioBo warning (npeaynpexaenue) B oanuep MOTD (coobmienue

TTHSA).
— HacrpoiiTe angpecanuio 11 BceX YCTPOHUCTB B COOTBETCTBUU C TaOIUIIEH
ajipecanuu.
— CoxpaHuTe HaCTPOUKH.
— Y0enurech B HAJTMYUU COCTUHEHUS MEKTy BCEMH YCTPONCTBAMH.
YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 192.168.10.1 255.255.255.0
S2 VLAN1 192.168.10.2 255.255.255.0
PC-A VLAN1 192.168.10.3 255.255.255.0
PC-B VLAN1 192.168.10.4 255.255.255.0
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Tononorusa

3aganue 3. 3amaun:

— Hactpouts nmena y310B u [P-agpeca Ha 1ByX KOMMYTaTopax Mo
ynpasiieHrem onepauonHon cucteMsl Cisco 10S ¢ momoieto uatepdeiica
komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPAaHUYUTh
JOCTYTI K KOH(UTYpaIK YCTPOUCTRA.

— C momomisio komana [0S coxpaHuTh TEKYIIyIO0 KOH(DUTYPAIUIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— IIpoBepuTh NOJKIIOYEHUE MEXTY ABYMSI OKOHeUHBIMH ycTpoiicTBamu (11K).

TpebGoBanus

— HMcnonb3yiiTe KOHCOJIBHOE MOAKIOYEHUE ISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite koMMyTaTtopam umeHa Rom - 1u Rom - 2,

— Wcnonp3yiiTe maposas Rrrtl qas Bcex TuHUM.

— Mcnonw3yiiTe CKpBITHIH (secret) maposb Rest12.

— 3ammudpyiite Bce He3amubppoBaHHBIC TTAPOJIH.

— BxutrounTe ciioBo warning (npexaynpexaenue) B 6anuep MOTD (coobmienue
JTHSA).

— Hactpoiite agpecanuro 411 BCeX YCTPOUCTB B COOTBETCTBUU C TaOJIMIICH
agpecanuu.

— CoxpaHUTe HACTPOUKH.

— Ybenutech B HAUIMYUK COCTMHEHUS MEXK]Ty BCEMH YCTPOUCTBAMU.
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YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 192.170.12.11 255.255.255.0

S2 VLAN1 192.170.12.12 255.255.255.0
PC-A VLAN1 192.170.12.21 255.255.255.0
PC-B VLAN1 192.170.12.10 255.255.255.0
Tononorus

3apanue 4.

3amaun:

— Hactpouts nmena y31oB u [P-agpeca Ha 1ByX KOMMyTaTtopax oI
ynpasieHueM onepaunoHHoi cuctemsl Cisco IOS ¢ momomnibio nnTepdeiica
komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco [0S, 3a1aTh mapaMeTpsl 10CTyIa U OTPAaHUYHUTh
JOCTYI K KOH(UTYypallMi YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKyIy0 KOH(MUTYpaALIUIO.

— HacrtpouTts Ha nByx xoctax IP-anpeca.

— IIpoBepuTh NOAKIIIOYEHUE MEXKTY ABYMsI OKOHEUHBIMH ycTpoiictBamu (11K).

TpeboBanwms:

— Mcnonb3yiiTe KOHCOJIBHOE MOAKIIOYEHNE U JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite kommyTtaropam umena DSTR1u DSTR2 .

— Ucnoneayiite mapons disrt456 s BceX TUHUIA.

— Hcnonb3ayiiTe cKpbITHIH (secret) maposb secdistr567.

— Sammdpyiite Bce He3aupoBaHHBIC TAPOIIH.
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— Bxutounte cnoBo warning (npenynpexaenue) B 6anuep MOTD (coobiienue

TTHS).
— HacrpoiiTe agpecaiuio 11l BCeX YCTPOUCTB B COOTBETCTBUU C TaOJIMIICH
aJpecalyu.
— CoxpaHuTe HACTPOMKH.
— YbenuTech B HATMYUH COCTUHEHUS MEKy BCEMHU YCTPONCTBAMHU.
YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 10.0.0.1 255.255.255.0
S2 VLANL1 10.0.0.2 255.255.255.0
PC-A VLAN1 10.0.0.3 255.255.255.0
PC-B VLANL1 10.0.04 255.255.255.0
Tononorua

3apanme 5. 3agaun:

— Hactpouts nmena y3108 u IP-agpeca Ha 1ByX KOMMYTaTropax Moz
ynpasieHueM onepannoHHoi cuctemsl Cisco IOS ¢ momomisio naTepdeiica
komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapamMeTpbl 10CTyIIa U OTPaHUYUTh
JOCTYM K KOH(UTYpaIH yCTPONCTBA.

— C nmomomisio komana [0S coxpaHUTh TEKYIIYIO0 KOH(DUTYPAIIUIO.

— Hactpouts Ha aByx xocrtax [P-agpeca.

— [IpoBepuTh NOAKIIOUEHUE MEXTY IBYMsI OKOHEUHBbIMH ycTpoiicTBamu (11K).

TpeOGoBanus:

— Wcnonb3yiiTe KOHCOMBbHOE MOAKIIOYEHUE IS JOCTYIA K KaXKIOMY
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KOMMYTaTopy.

— 3amaiite kommyTaropam uMmena F1 u F2.

— HUcnone3yiite mapoas fgh45 nis Bcex nuHMI.

— Ucnonb3yiiTe ckpbIThii (secret) rrtt5566mapos.

— Sammdpyiite Bce He3anmupoBaHHBIC TAPOJIH.

— BxurounTe ciioBo warning (npenynpexacHue) B 6anuep MOTD (cooGiienue

TTHS).
— HacrpoiiTe agpecanuio 11l BCeX YCTPOUCTB B COOTBETCTBUU C TaOJIUIICH
azpecaIuu.
— CoxpaHuUTE HACTPOUKH.
— Yb6enuTech B HAIMYUU COCTMHCHUS MEKTy BCEMHU YCTPOHCTBAMH.
YcrpoiicTBo Nurepdeiic IP-ampec Macka nozicetu
S1 VLAN1 10.10.34.34 255.255.255.0
S2 VLAN1 10.10.34.35 255.255.255.0
PC-A VLAN1 10.10.34.36 255.255.255.0
PC-B VLAN1 10.10.34.37 255.255.255.0

Tononorus

3aganme 6. 3amaun:

— Hactpouts nmena y31oB u [P-agpeca Ha 1ByX KOMMyTaTtopax o

ynpasieHueM onepannonHoi cuctemsl Cisco IOS ¢ momomibio nnTepdeiica

komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco [0S, 3a1aTh mapaMeTpsl 10CTyIa U OTPAaHUYHUTh
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JOCTYI K KOH(UTYpallMi YCTPOUCTBA.

— C nomorpto komana [0S coxpaHuTh TEKYIIYI0 KOH(PUTYypaLIHIO.

— HactpouTts Ha nByx xocrtax IP-ampeca.

— IIpoBepuTh NOAKIIIOYEHUE MEXKTY ABYMsI OKOHEUHBIMH ycTpoiicTBamu (11K).

TpeboBanwms:

- I/ICHOJIBSYI\/JITG KOHCOJIbHOC ITOAKIOYCHUEC I JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite kommyTtaropam umena G1 u G2.

— Hcnonb3yiite mapons dddfffS mus Bcex nmuawmi.

— Hcnonb3yiiTe cKpbIThIH (secret) mapouss hhhttt567.

— Sammdpyiite Bce He3amupoBaHHBIC MAPOJIH.

— Bxutouute ciioBo warning (npeaymnpexaeane) B 6ananep MOTD (coobmienue

JTHS).
— HactpoiiTe agpecariuto 11 BCeX yCTPOUCTB B COOTBETCTBUU € TAOIUIIEH
azpecanuu.
— CoxpaHuUTe HACTPOMKH.
— Yb6enuTech B HAIMYUU COCTUHECHUSI MEXK]TY BCEMU YCTPOUCTBAMH.
YcrpoiicTBo Nurepdeiic IP-ampec Macka nozicetu
S1 VLAN1 192.168.0.21 255.255.255.0
S2 VLAN1 192.168.0.22 255.255.255.0
PC-A VLAN1 192.168.0.23 255.255.255.0
PC-B VLAN1 192.168.0.24 255.255.255.0

Tononorusa
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3apanme 7. 3agaun:

— Hactpouts nmena y3n08 u [P-agpeca Ha 1ByX KOMMyTaTopax Mo
ynpasienueM oneparronHoi cucteMsl Cisco IOS ¢ momonisio nnrepderica
komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPaHUYUTh
JOCTYT K KOH(UTYpaIH YCTPOHCTBA.

— C nmomomisio koman [0S coxpaHuTh TEKYIIyI0 KOH(DUTYPAIHTO.

— HacrpouTts Ha nByx xocrtax [P-ampeca.

— IIpoBepuTh NOAKIIIOYEHUE MEXKIY ABYMsI OKOHEUHBIMH ycTpoiicTBamu (11K).

TpebGoBanus:

— Vcnonp3yiiTe KOHCONBHOE MOAKIIOUEHUE I TOCTYTA K KaXKI0MY

KOMMYTaTopy.

— 3anmaiite kommyTaropam umena H1 u H2.

— Hcnonb3yiiTe mapois jjjRT]jj 11 BCeX JTMHUA.

— Ucnonb3yiiTe ckpbIThii (secret) maponb 12RTS6 .

— 3ammugpyiite Bce He3amMppoBaHHBIE MTAPOJIH.

— BxurounTe cioBo warning (npenynpexaeHue) B 6annep MOTD (cooOrienue
TTHS).

— Hactpoiite aapecaiuto 11t BCeX yCTPOUCTB B COOTBETCTBUU € TaOIUIIEeH
azpecanuu.

— CoxpaHHUTe HACTPOMKH.

- y6CI[I/ITCCI> B HAJIMYHUH COCANHCHUA MCIKY BCCMU YCTpOﬁCTBaMH.

YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 20.1.2.1 255.255.255.0
S2 VLAN1 20.1.2.2 255.255.255.0
PC-A VLAN1 20.1.2.3 255.255.255.0
PC-B VLAN1 20.1.2.4 255.255.255.0
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Tononorusa

3aganmue 8. 3amaun:

— Hactpouts nmena y310B u [P-agpeca Ha 1ByX KOMMYTaTopax Mo
ynpasiieHrem onepauonHon cucteMsl Cisco 10S ¢ momoieto uatepdeiica
komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPAaHUYUTh
JOCTYTI K KOH(UTYpaIK YCTPOUCTRA.

— C momomisio komana [0S coxpaHuTh TEKYIIyIO0 KOH(DUTYPAIUIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— IIpoBepuTh NOJKIIOYEHUE MEXTY ABYMSI OKOHeUHBIMH ycTpoiicTBamu (11K).

TpeOGoBanus:

— HMcnonb3yiiTe KOHCOJIBHOE MOAKIOYEHUE ISl JOCTYIIA K KaKIOMY

KOMMYTaTopy.

— 3anaiite kommyTaropam umena K1 u K2.

— Hcnonp3yiite maposs $Sdd67 mist Bcex JIMHUM.

— Ucnons3yiiTe ckpbIThIH (secret) mapons FGHTIty.

— 3ammudpyiite Bce He3ammGpoBaHHBIC MTAPOITH.

— BxurounTe ciioBo warning (npexnynpexaeHue) B 6anuep MOTD (cooOrienue
TTHS).

— HacrpoiiTe agpecaiio sl BCeX YCTPOUCTB B COOTBETCTBUU C TaOJIUIICH
aapecanuu.

— CoxpaHUTe HACTPOUKH.

— Ybenutech B HUIMYUK COCTMHEHUSI MEXK/Ty BCEMH YCTPOWCTBAMU.




I'AIIOY YAO

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

«YMK»

YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 178.10.11.1 255.255.255.0
S2 VLAN1 178.10.11.2 255.255.255.0
PC-A VLAN1 178.10.11.3 255.255.255.0
PC-B VLAN1 178.10.11.4 255.255.255.0
Tononorus

3aganmne 9. 3amaun:

— Hactpouts nmena y31oB u [P-agpeca Ha 1ByX KOMMyTaTopax o

ynpasieHueM onepaunoHHoi cuctemsl Cisco IOS ¢ momomnibio nnTepdeiica

komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco [0S, 3a1aTh mapaMeTpsl 10CTyIa U OTPAaHUYHUTh

JOCTYI K KOH(UTYypallMi YCTPOUCTBA.

— C nomorbio koMau [OS coxpaHuTh TEKYITY0 KOH(DUTYpAIUIO.

— HacrtpouTts Ha nByx xoctax IP-anpeca.

— IIpoBepuTh NOAKIIIOYEHUE MEXKTY ABYMsI OKOHEUHBIMH ycTpoiictBamu (11K).

TpeboBanwms:

- I/ICHOJIBSYI\/JITG KOHCOJIbHOC ITOAKIIOYCHUC I JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anmaiiTe koMmyTaropam uMena L1 u L2,

— Ucnoneayitte mapons lleerr qis Bcex muHMiA.

— Wcnonb3yiiTe CKpBITHIN (secret) mapods ttyyrrd.

— Samudpyite Bce He3amubpoBaHHbBIE TTAPOJIH.




T'AIIOY YAO
«UMK»

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

— Bxutounte cnoBo warning (npenynpexaenue) B 6anuep MOTD (coobiienue

TTHS).
— HacrpoiiTe agpecaiuio 11l BCeX YCTPOMCTB B COOTBETCTBUU C TaOJIUIICH
aJpecanyu.
— CoxpaHUTe HACTPOMKH.
— Yb6enuTech B HAIMYUU COCTUHECHUSI MEXKTy BCEMHU YCTPOUCTBAMH.
YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 192.168.0.45 255.255.255.0
S2 VLANL1 192.168.0.46 255.255.255.0
PC-A VLAN1 192.168.0.47 255.255.255.0
PC-B VLANL1 192.168.0.48 255.255.255.0
Tononorua

3aganue 10. 3agaun:

— Hactpouts nmena y31oB u [P-agpeca Ha 1ByX KOMMyTaTopax oI
ynpasiienrem ornepanuonHoi cucreMbl Cisco 10S ¢ momoipto uarepdeiica
komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPaHUYUTh
JOCTYI K KOH(UTypallMi YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKYIyI0 KOH(UTYpaALIUIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— IIpoBepuTh NOAKITIOUCHUE MEXIY IByMsl OKOHEUHBbIMH ycTporcTBamu (I1K).

TpeboBanwus:



T'AIIOY YAO
«UMK»

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

- I/ICHOJIBSYI\/JITG KOHCOJIbHOC ITOAKIOYCHUEC I JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anmaiiTe KoMMyTaropam uMena Z1 u Z2.

— Hcnonb3yiiTe mapoins asdfg s Bcex JTMHA.

— Hcnonp3yiiTe cKpbIThI (secret) maposns dfghj.

— Sammdpyiite Bce He3anmupoBaHHBIC MAPOJIH.

— BxutouuTte ciioBo warning (npeaymnpexaenne) B 6anunep MOTD (coobmienue

JTHS).
— Hactpoiite agpecariuto 11 BCeX yCTPOUCTB B COOTBETCTBUU C TAOIUIIEH
azpecanuu.
— CoxpaHuUTe HACTPOMKHU.
— Yb6enuTech B HAIMYUU COCTUHECHUSI MEXK]TY BCEMHU YCTPOUCTBAMH.
YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 192.168.34.10 255.255.255.0
S2 VLAN1 192.168.34.11 255.255.255.0
PC-A VLAN1 192.168.34.12 255.255.255.0
PC-B VLAN1 192.168.34.15 255.255.255.0

Tononorusa

3aganme 11. 3agauu:

— Hactpouts nmena y3noB u [P-apeca Ha 1Byx koMMyTaropax o

ynpasieHueM onepaunonHoi cuctemsl Cisco IOS ¢ momornibio naTepdeiica

komaHHOM cTpoku (CLI).

— Hcnons3ys komansl Cisco [0S, 3anaTh mapaMeTphl 10CTyNa U OTPaHUYUTh




T'AIIOY YAO
«UMK»

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

JOCTYI K KOH(UTYpallMi YCTPOUCTBA.

— C nomorpto komana [0S coxpaHuTh TEKYIIYI0 KOH(PUTYypaLIHIO.

— HactpouTts Ha nByx xocrtax IP-ampeca.

— IIpoBepuTh NOAKIIIOYEHUE MEXKTY ABYMsI OKOHEUHBIMH ycTpoiicTBamu (11K).

TpeboBanwms:

- I/ICHOJIBSYI\/JITG KOHCOJIbHOC ITOAKIOYCHUEC I JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anmaiite kommyTaropam umena P1 u P2.

— Ucnonp3yiiTe mapons a34fg st Bcex TuHUAN.

— Hcnonb3yiiTe cKpbIThIH (secret) mapons dfg22.

— Sammdpyiite Bce He3aupoBaHHBIC MTAPOJIH.

— BxumtounTte ciioBo warning (npeaymnpexaenne) B 6ananep MOTD (coobmienue

JIHST).
— Hactpoiite aapecariuio 11 BCeX yCTPOUCTB B COOTBETCTBUU € TAOIUIIEH
azpecanuu.
— CoxpaHuTe HACTPOMKH.
— Yb6enuTech B HAIMYUU COCTMHECHUS MEK]Ty BCEMHU YCTPONUCTBAMU.
YcrpoiicTBo Nurepdeiic IP-ampec Macka nozicetu
S1 VLAN1 192.168.40.25 255.255.255.0
S2 VLAN1 192.168.40.26 255.255.255.0
PC-A VLAN1 192.168.40.27 255.255.255.0
PC-B VLAN1 192.168.40.28 255.255.255.0

Tononorusa




T'AIIOY YAO
«UMK»

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

3aganue 12. 3agaun:

— Hactpouts nmena y3noB u [P-afipeca Ha AByX KOMMyTaTopax 1moj

ynpasieHueM onepannoHHoi cuctemsl Cisco IOS ¢ momomnipio natepdeiica

komaH1HOM cTpoku (CLI).

— Hcnonw3ys komansl Cisco [0S, 3anaTh mapaMeTphl 10CTyna U OTPaHUYUTh

JOCTYT K KOH(UTYpallii YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKYIYI0 KOH(MUTYpaALIUIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— [IpoBepuTh NOAKIIIOUEHHE MEXKTY IByMsI OKOHEUHBbIMH ycTporicTBamHu (11K).

TpeboBanus:

- HCHOHBSYﬁTe KOHCOJIbHOC ITOAKIIFOYCHUEC JIA JOCTYIIA K KaXKIOMY

KOMMYTAaTopy.

— 3anaiite komMmyTaropam umena X1 u X2.

— HUcnoneayiite mapons rtgdf mis Bcex muHmii.

— Wcnonb3yiiTe CKphITHIN (secret) mapoib 2345rt.

— 3amudpyiite Bce He3aunppOBaHHBIE MTAPOJIH.

— Brurounte cnoBo warning (npenynpexaenue) B 6ananep MOTD (coobiienue

TTHS).
— HacrpoiiTe agpecaruro Ajis BCeX yCTPOUCTB B COOTBETCTBUU C TAOIUIICH
aapecanuu.
— CoxpaHHUTE HACTPOUKH.
— Y0enurech B HaJIMYUU COCTUHEHHS MKy BCEMU YCTPONCTBAMH.
YcrpoiicTBo HNutepdeiic IP-ampec Macka nozncetu
S1 VLAN1 11.11.0.23 255.255.255.0
S2 VLAN1 11.11.0.24 255.255.255.0
PC-A VLAN1 11.11.0.25 255.255.255.0
PC-B VLAN1 11.11.0.26 255.255.255.0




I'AIIOY YAO

VIIPABJIEHUE JOKYMEHTALIMEI CTO CMK 4.2.01 - 2022
«UMK»

Tononorusa

3aganue 13. 3agaun:

— Hactpouts nmena y3noB u [P-aipeca Ha AByX KOMMyTaTopax moj
ynpasiieHrem onepauonHon cucteMsl Cisco 10S ¢ momoieto uatepdeiica
komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPAaHUYUTh
JOCTYTI K KOH(UTYpaIK YCTPOUCTRA.

— C nmomomisio komana [0S coxpaHuTh TEKYIIYIO0 KOH(DUTYPAIIUTO.

— HactpouTts Ha nByx xoctax IP-aapeca.

— IIpoBepuTh NoAKIIOYEHUE MEXKIY ABYMsI OKOHEUHBIMH ycTpoiicTBamu (11K).

TpebGoBanus:

— Vcnonp3yiiTe KOHCOIBHOE MOAKIIOUEHUE IS TOCTYTA K KaXKI0MY

KOMMYTaTopy.

— 3anaiite kommyTaropam umena C1 u C2.

— HUcnone3yiite mapons ghfghj mist Becex nunmid.

— Wcnonw3yiiTe CKpBITHIH (secret) maposb ty456.

— 3ammudpyiite Bce He3amuGpoBaHHBIC MTAPOITH.

— Bxurounte ciioBo warning (npexnynpexacHue) B 6anuep MOTD (cooOrienue
TTHS).

— HacrpoiiTe agpecanmio sl BCeX YCTPOMCTB B COOTBETCTBUU C TAOJIUIICH
azpecanuu.

— CoxpaHuTe HaCTPOUKH.

— YOeauTech B HAJTMYUHM COSAMHEHUS MEXTY BCEMHU YCTPOUCTBAMU.




I'AIIOY YAO

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

«YMK»

YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 192.164.24.5 255.255.255.0
S2 VLAN1 192.164.24.6 255.255.255.0
PC-A VLAN1 192.164.24.7 255.255.255.0
PC-B VLAN1 192.164.24.8 255.255.255.0
Tononorus

3aganue 14. 3agaun:

— Hactpouts nmena y31oB u [P-agpeca Ha 1ByX KOMMyTaTopax o

ynpasieHueM onepaunoHHoi cuctemsl Cisco IOS ¢ momomnibio nnTepdeiica

komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco [0S, 3a1aTh mapaMeTpsl 10CTyIa U OTPAaHUYHUTh

JOCTYI K KOH(UTYypallMi YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKyIyI0 KOH(MUTYpaALIUIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— IIpoBepuTh NOAKIIOUEHUE MEXKTY IBYMsI OKOHEUHBbIMH ycTpoiicTBamu (11K).

TpeboBanwms:

— HMcnonb3yiiTe KOHCOJIBHOE MOAKIIOYEHNE Ul JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite komMmyTaTtopam umerna V1 u V2,

— Wcnonb3yiiTe naponblet56 miis Bcex JIUHUIA.

— Hcnone3yiiTe ckphIThIi (secret) mapous fdghfgj67.

— Sammdpyiite Bce He3aupoBaHHBIC TAPOIIH.




T'AIIOY YAO
«UMK»

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

— Bxutounte cnoBo warning (npenynpexaenue) B 6anuep MOTD (coobiienue

TTHS).
— HacrpoiiTe agpecaiuio 11l BCeX YCTPOMCTB B COOTBETCTBUU C TaOJIMIICH
aJpecalyu.
— CoxpaHuTe HACTPOMKH.
— YbenuTech B HATMYUH COCTUHEHUS MEKYy BCEMHU YCTPONCTBAMU.
YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 192.168.0.21 255.255.255.0
S2 VLANL1 192.168.0.22 255.255.255.0
PC-A VLAN1 192.168.0.23 255.255.255.0
PC-B VLANL1 192.168.0.24 255.255.255.0

Tononorus

3aganmue 15. 3agaun:

— Hactpouts nmena y31oB u [P-agpeca Ha 1ByX KOMMyTaTopax oI
ynpasiienrem ornepanuonHoi cucreMbl Cisco 10S ¢ momoipto uarepdeiica
komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPaHUYUTh
JOCTYI K KOH(UTypallMi YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKyIy0 KOH(UTYpaALIUIO.

— HacrtpouTts Ha nByx xocrax IP-anpeca.

— [TpoBepuTh MOAKIIOUCHUE MEXKTY IByMs OKOHEeUHbIMH ycTporicTBamu (I1K).

TpeboBanwus:



T'AIIOY YAO
«UMK»

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

- I/ICHOJIBSYI\/JITG KOHCOJIbHOC ITOAKIOYCHUEC I JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anmaiite koMmyTaropam umena B1 u B2 .

— Hcrnonp3yiiTe mapois 34Ui45 s BCeX JTMHAM.

— Hcmonb3yiiTe CKpBITHIN (secret) maponib 671056.

— Sammdpyiite Bce He3amupoBaHHBIC MAPOIIH.

— Bxurounte ciioBo warning (npeaymnpexaenne) B 6anunep MOTD (coobmienue

JTHS).
— Hactpoiite agpecariuto 11t BCeX yCTPOUCTB B COOTBETCTBUU C TAOIUIIECH
azpecanuu.
— CoxpaHHUTe HACTPOMKH.
— Yb6enuTech B HAIMYUU COCTUHECHUSI MEXK]TY BCEMHU YCTPOUCTBAMH.
YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 192.168.0.251 255.255.255.0
S2 VLAN1 192.168.0.252 255.255.255.0
PC-A VLAN1 192.168.0.253 255.255.255.0
PC-B VLAN1 192.168.0.254 255.255.255.0

Tononorusa

3aganue 16. 3agaun:

— Hactpouts nmena y3noB u [P-anipeca Ha AByX KOMMyTaTopax moj

ynpasienrem onepanuonHon cucteMsl Cisco 10S ¢ momoipto uarepdeiica

komaHHOM cTpoku (CLI).




T'AIIOY YAO
«UMK»

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapamMeTpbl 10CTyIa U OTPAaHUYUTh

JOCTYI K KOH(UTYpallMi YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKYIYI0 KOH(MUTYpaALIUIO.

— HacrtpouTts Ha nByx xocrax IP-anpeca.

— ITpoBepuTh MOAKIIOUCHUE MEXKITY IByMs OKOHEeUHBbIMH ycTporicTBamu (I1K).

TpeboBanwus:

— Mcnosnb3yiiTe KOHCOJBHOE MOIKIIOYEHHE IS JOCTYNA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite kommytaropam umeHa N1 u N2.

— HUcnone3yiite mapons ffgghh78 mis Bcex nmunuii.

— Hcnonb3yiiTe cKpbIThIN (secret) maponb 87ffgghh.

— Sammudpyiite Bce He3ammGpoBaHHBIC MTAPOITH.

— BxutounTte ciioBo warning (npeaynpexaenue) B 6annep MOTD (coobiienue

JTHS).
— Hactpoiite agpecariuto 11t BCEX yCTPOUCTB B COOTBETCTBUU C TAOIUIIEH
aapecanuu.
— CoxpaHuTe HACTPOUKHU.
— Y6enutech B HUIMYUK COCTUHEHUST MEXK]Ty BCEMH YCTPOUCTBAMU.
YcrpoiicTBo HNutepdeiic IP-ampec Macka nonceTtu
S1 VLAN1 192.168.0.128 255.255.255.0
S2 VLAN1 192.168.0.129 255.255.255.0
PC-A VLAN1 192.168.0.130 255.255.255.0
PC-B VLAN1 192.168.0.131 255.255.255.0

Tononorusa




T'AIIOY YAO
«UMK»

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

3aganme 17. 3agaun:

— Hactpouts nmena y3noB u [P-aipeca Ha AByX KOMMyTaTopax 1o

ynpaieHueM onepaunoHHon cuctemsl Cisco IOS ¢ momomnipio naTepdeiica

komaHiHOM cTpoku (CLI).

— Hcnons3ys komansl Cisco [0S, 3anaTh napaMeTpsl 10CTyna U OrPaHUYUTh

JOCTYT K KOH(UTYpallMKi YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKYIyI0 KOH(UTYpaALIUIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— [IpoBepuTh NOAKIIIOUEHUE MEXTY IByMsI OKOHEUHBbIMH ycTporicTBamHu (11K).

TpeboBanwms:

- I/ICHOHBSYIZTG KOHCOJIBHOC ITOAKIIIOYCHUEC I JOCTYIIAa K KaXKIOMY

KOMMYTAaTopy.

— 3anaiite kommyTartopam umena M1 u M2,

— Ucnonw3yiiTe maponbs WW34rtrt nis Bcex JIMHAM.

— Wcnonb3yiiTe CKpBITHIN (secret) mapoib qw34we.

— 3amudpyiite Bce He3auMppOBaHHBIEC TAPOJIH.

— Brurounte cnoBo warning (npenynpexaenue) B 6ananep MOTD (coobuienue

TTHS).
— HacrpoiiTe agpecanuro a1 BceX yCTPOUCTB B COOTBETCTBUU C TAOIUIIECH
azpecanuu.
— CoxpaHHUTE HACTPOMKH.
— Y0enurtech B HAJIMYUU COCTUHEHHS MKy BCEMU YCTPONCTBAMH.
YcrpoiicTBo HNutepdeiic IP-ampec Macka nonceTtu
S1 VLAN1 192.168.0.51 255.255.255.0
S2 VLAN1 192.168.0.52 255.255.255.0
PC-A VLAN1 192.168.0.53 255.255.255.0
PC-B VLAN1 192.168.0.54 255.255.255.0




I'AIIOY YAO

VIIPABJIEHUE JOKYMEHTALIMEI CTO CMK 4.2.01 - 2022
«UMK»

Tononorusa

3aganmue 18. 3agaun:

— Hactpouts nmena y310B u [P-agpeca Ha 1ByX KOMMYTaTopax Mo
ynpasiieHrem onepauonHon cucteMsl Cisco 10S ¢ momoieto uatepdeiica
komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPAaHUYUTh
JOCTYTI K KOH(UTYpaIK YCTPOUCTRA.

— C nmomomisio komana [0S coxpaHuTh TEKYIIYIO0 KOH(DUTYPAIIUTO.

— HactpouTts Ha nByx xoctax IP-aapeca.

— IIpoBepuTh NoAKIIOYEHUE MEXKIY ABYMsI OKOHEUHBIMH ycTpoiicTBamu (11K).

TpebGoBanus:

— Hcrnionb3yilTe KOHCOJIBHOE MOAKIIFOYEHNE ISl JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3amaiite kommyTtatopam umena Q1 u Q2.

— Wcnons3yitTe naposb FQUer mis Bcex TUHUM.

— Ucnonb3yiiTe ckpbIThii (secret) mapons 12FG45.

— 3ammudpyiite Bce He3ammGpoBaHHBIC MTAPOITH.

— BxurounTe cioBo warning (npenynpexaeHue) B 6annep MOTD (cooOrienue
TTHS).

— HacrpoiiTe agpecaiuio sl BCeX YCTPOUCTB B COOTBETCTBUU C TaOJIUIICH
aapecanuu.

— CoxpaHUTe HACTPOUKH.

— Ybenutech B HUIMYUK COCTMHEHUSI MEXK/Ty BCEMH YCTPOWCTBAMU.




I'AIIOY YAO

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

«YMK»

YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 192.168.0.45 255.255.255.0
S2 VLAN1 192.168.0.46 255.255.255.0
PC-A VLAN1 192.168.0.47 255.255.255.0
PC-B VLAN1 192.168.0.48 255.255.255.0
Tononorus

3aganmue 19. 3agaun:

— Hactpouts nmena y31oB u [P-agpeca Ha 1ByX KOMMyTaTopax o

ynpasieHueM onepaunoHHoi cuctemsl Cisco IOS ¢ momomnibio nnTepdeiica

komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco [0S, 3a1aTh mapaMeTpsl 10CTyIa U OTPAaHUYHUTh

JOCTYI K KOH(UTYypallMi YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKyIyI0 KOH(MUTYpaALIUIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— IIpoBepuTh NOAKIIOUEHUE MEXKTY IBYMsI OKOHEUHBbIMH ycTpoiicTBamu (11K).

TpeboBanusi:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHNE U JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anaiitre kommyTtaropam umena W1 u W2,

— Hcnone3ayiiTe maposs Opiuy i BCEX JTUHHM.

— Hcnonp3yiiTe CKpbITHIN (secret) maposs rtygbvf.

— Sammdpyiite Bce He3aupoBaHHBIC TAPOIIH.
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— Bxutounte cnoBo warning (npenynpexaenue) B 6anuep MOTD (coobiienue
TTHS).

— HacrpoiiTe agpecaiuio 11l BCeX YCTPOMCTB B COOTBETCTBUU C TaOJIMIICH
aJpecalyu.

— CoxpaHuTe HACTPOMKH.

— Y0enurech B HAJMYMUU COCTUHEHHS MKy BCEMU YCTPONCTBAMH.

YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 100.1.2.1 255.255.255.0
S2 VLAN1 100.1.2.2 255.255.255.0
PC-A VLAN1 100.1.2.3 255.255.255.0
PC-B VLAN1 100.1.2.4 255.255.255.0
Tononorus

3aganue 20. 3agaun:

— Hactpouts nmena y31oB u [P-agpeca Ha 1ByX KOMMyTaTopax oI
ynpasieHueM onepannoHHoi cuctemsl Cisco IOS ¢ momonisio unTepdeiica
komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPaHUYUTh
JO0CTYM K KOH(UTypalu yCTpONCTBa.

— C nomoueto koMau [IOS coxpaHUTh TEKYIYIO KOH(DUTYpaLHIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— IIpoBepuTh NOAKITIOUCHUE MEXIY IByMsl OKOHEUHBbIMH ycTporcTBamu (I1K).
TpeboBanusi:
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- I/ICHOJIBSYI\/JITG KOHCOJIbHOC ITOAKIOYCHUEC I JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3anmaiite koMmmyTaropam umena E1 u E2.

— Hcnomnp3yiTe mapons Wertql mis Bcex auHui.

— Wcnonw3yiiTe CKpbITHIN (secret) maposib Wertq2.

— Sammdpyiite Bce He3amupoBaHHBIC MAPOIIH.

— BxurounTte ciioBo warning (npeaymnpexaeane) B 6ananep MOTD (coobmenue

JTHS).
— Hactpoiite agpecariuio 11t BCeX yCTPOUCTB B COOTBETCTBUU C TAOIUIIECH
azpecanuu.
— CoxpaHUTe HACTPOMKH.
— Yb6enurech B HAIMYUU COCTUHECHUSI MEXK]TY BCEMHU YCTPOUCTBAMH.
YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 20.20.1.154 255.255.255.0
S2 VLAN1 20.20.1.155 255.255.255.0
PC-A VLAN1 20.20.1.156 255.255.255.0
PC-B VLAN1 20.20.1.157 255.255.255.0

Tononorusa

3aganme 21. 3agaun:

— Hactpouts nmena y3noB u [P-anipeca Ha AByX KOMMyTaTopax moj

ynpasienrem onepanuonHon cucteMsl Cisco 10S ¢ momoipto uarepdeiica

komaHHOM cTpoku (CLI).




T'AIIOY YAO
«UMK»

YIPABJIEHME JOKYMEHTAIIUEN

CTO CMK 4.2.01 - 2022

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapamMeTpbl 10CTyIa U OTPAaHUYUTh

JOCTYI K KOH(UTYpallMi YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKYIYI0 KOH(UTYpaALIUIO.

— Hactpouts Ha aByx xocrax [P-anpeca.

— IIpoBepuTh NOAKIIOUCHHE MEXKAY JBYMsI OKOHEUHbIMU ycTporicTBamu (I1K).

TpeboBanwus:

— Mcnonp3yiTe KOHCOIbHOE NOAKIIOYEHHE I TOCTYNA K KaXKIOMY

KOMMYTaTopy.

— 3anaiite kommyTartopam umeHa R1 u R2.

— Hcnonp3ayiiTe maposs tyhas aiis Bcex JTUHHIA.

— Hcnonp3yiiTe cKphITHIH (secret) mapois dfgwe.

— 3ammdpyite Bce He3amuppOBaHHBIC TTAPOIIH.

— Bxutounte ciioBo warning (nipeaynpexaenue) B 6annep MOTD (cooOiienue

JTHST).
— HacrpoiiTe agpecarnuro i BceX yCTPONUCTB B COOTBETCTBUU C TAOIUIIEH
aapecanuu.
— CoxpaHHUTe HACTPOUKH.
— Ybenutech B HUIMYUM COCTUHEHUSI MEXK]Ty BCEMH YCTPOUCTBAMU.
YcrpoiicTBo HNutepdeiic IP-ampec Macka nonceTtu
S1 VLAN1 192.168.3.66 255.255.255.0
S2 VLAN1 192.168.30.67 255.255.255.0
PC-A VLAN1 192.168.30.68 255.255.255.0
PC-B VLAN1 192.168.30.69 255.255.255.0

Tononorusa
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3aganme 22. 3agauu:

— Hactpouts nmena y3noB u [P-aipeca Ha AByX KOMMyTaTopax 1o

ynpaieHueM onepaunoHHon cuctemsl Cisco IOS ¢ momomnipio naTepdeiica

komaHiHOM cTpoku (CLI).

— Hcnons3ys komansl Cisco [0S, 3anaTh napaMeTpsl 10CTyna U OrPaHUYUTh

JOCTYT K KOH(UTYpallMKi YCTPOUCTBA.

— C nomouisio komana [0S coxpaHuTh TEKyIy0 KOH(UTYpaLIUIO.

— Hacrtpouts Ha nByx xocrax [P-anpeca.

— IIpoBepuTh NOAKIIIOYEHUE MEXKTY ABYMsI OKOHEUHBIMH ycTpoiictBamu (11K).

TpeboBanus:

— HCHOHBSYﬁTe KOHCOJIbHOC IMOAKIOYCHUEC I JOCTYIIA K KaXKIOMY

KOMMYTAaTopy.

— 3axaiite koMMmyTaropam umena 11 u T2.

— HUcnone3yiiTe mapons edfge mis Bcex muHUI.

— Hcnonb3yiiTe CKphITHIH (secret) mapois rtndjtse.

— 3amudpyiite Bce He3aunppOBaHHBIEC TAPOJIH.

— Brurounte cnoBo warning (npenynpexaenue) B 6ananep MOTD (coobuienue

TTHS).
— HacrpoiiTe agpecanuro a1 BceX yCTPOUCTB B COOTBETCTBUU C TAOIUIIECH
aapecanuu.
— CoxpaHHUTE HACTPOMKH.
— Y0enurech B HAJIMYMUU COCTUHEHHS MKy BCEMU YCTPONCTBAMH.
YcrpoiicTBo HNutepdeiic IP-ampec Macka nonceTtu
S1 VLAN1 192.168.0.92 255.255.255.0
S2 VLAN1 192.168.0.93 255.255.255.0
PC-A VLAN1 192.168.0.94 255.255.255.0
PC-B VLAN1 192.168.0.95 255.255.255.0
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Tononorusa

3apanme 23. 3amaun:

— Hactpouts nmena y3noB u [P-aipeca Ha 1Byx koMMyTaropax moj
ynpasieHueM onepannoHHoi cuctemsl Cisco IOS ¢ momorisio uatepdeiica
komaHHOM cTpoku (CLI).

— Hcnonwiys komanasl Cisco [0S, 3anaTh napaMeTphl 10CTyNa U OTPAaHUYUTh
JOCTYTI K KOH(UTYpalliKi YCTPOUCTBA.

— C nomopto koMau [IOS coxpaHUTh TEKYILYIO KOH(DUTYpaIHIO.

— Hactpouts Ha aByx xocrtax [P-agpeca.

— IIpoBepuTh NOAKIIOUEHUE MEXTY IBYMsI OKOHEUHBbIMH ycTpoiicTBamu (11K).

TpeboBanwusi:

— Mcnonb3yiiTe KOHCOJIBHOE MOAKIIOYEHNE IS JOCTYIIA K KaXKIOMY

KOMMYTaTopy.

— 3agaiite KomMyTaropam umeHa Y1 u Y2.

— Ucnons3yiite maponb ddvvcecerr aj1st Bcex TUHUH.

— HUcnonp3yiiTe cKpbITHIH (secret) maponb gghhert5.

— 3ammdpyiite Bce He3amnppOBaHHBIE TAPOIH.

— BrurounTe cnoBo warning (npenynpexaenue) B 6annep MOTD (coobuienue
JTHST).

— Hacrpoiite anpecanuio 1 BceX yCTPOHUCTB B COOTBETCTBUU C TaOIuUIeH
azpecanuu.

— CoxpaHuTe HACTPOUKH.

— Y0enurech B HAJIMYMUU COCTUHEHHS MKy BCEMH YCTPONCTBAMH.

YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
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S1 VLAN1 192.168.56.78 255.255.255.0
S2 VLAN1 192.168.56.79 255.255.255.0
PC-A VLAN1 192.168.56.80 255.255.255.0
PC-B VLAN1 192.168.56.81 255.255.255.0
Tononorusa

3ananne 24. 3agaun:

— Hactpouts nmena y3108 u IP-agpeca Ha 1ByX KOMMYTaTropax Ioj

ympasieHueMm onepanronHon cucteMbl Cisco IOS ¢ momoribio unrepdeiica

komaHHOM cTpoku (CLI).

— Ucnonb3ys komanas! Cisco 10S, 3anaTh mapameTpbl 10CTyIa U OTPAaHUYUTh

JOCTYM K KOH(UTYpaIK yCTPONCTBA.

— C nomomisio komana [0S coxpaHUTh TEKYIIYI0 KOH(DUTYPAIIUO.

— HacrpouTts Ha nByx xocrtax [P-agpeca.

— ITpoBepuTh MOAKIIOUCHUE MEXKITY IByMs OKOHEUHBbIMH ycTporicTBamu (I1K).

TpeOGoBanus:

- HCHOJ’IBBYﬁTG KOHCOJIBHOC ITOAKIIOYCHUE JJIA JOCTYIIAa K KaXKIOMY

KOMMYTaTopy.

— 3anmaiite kommyTtaropam umena Ul u U2.

— HUcnone3yiite mapons llkkhhyy nns Bcex munmii.

— Hcnonp3yiiTe cKkphIThIi (secret) mapoib Wshfas.

— Sammdpyiite Bce He3amupoBaHHBIC TAPOIIH.

— BxurounTe cioBo warning (npenynpexaeHue) B 6annep MOTD (cooOrienue
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TTHS).

— HacrpoiiTe agpecaiuio 11l BCeX YCTPOMCTB B COOTBETCTBUU C TAOJIUIICH

ajzipecanuu.

— CoxpaHuTe HACTPOMKH.

— YOeauTech B HAJTMYUHM COSAMHEHUS MEXTY BCEMHU YCTPOUCTBAMU.

YcrpoiicTBo Nurepdeiic IP-ampec Macka noziceTu
S1 VLAN1 12.13.14.1 255.255.255.0
S2 VLAN1 12.13.14.2 255.255.255.0
PC-A VLAN1 12.13.14.3 255.255.255.0
PC-B VLAN1 12.13.14.4 255.255.255.0
Tononorus

3apanme 25. 3anaun:

— Hactpouts nmena y31oB u [P-agpeca Ha 1ByX KOMMyTaTopax oI
ynpasieHueM onepannoHHoi cuctemsl Cisco IOS ¢ momomibio nntepdeiica
komaHHOM cTpoku (CLI).

— Ucnons3ys komanasl Cisco [0S, 3a1aTh mapaMeTpsl 10CTyIa U OTPAaHUYHUTh
JOCTYI K KOH(UTYpallMi YCTPOUCTBA.

— C nomorpio koMau [OS coXpaHuTh TEKYITYI0 KOH(DUTYPAIUIO.

— Hactpouts Ha aByx xocrtax [P-agpeca.

— IIpoBepuTh NOAKIIOUEHUE MEXKTY IBYMsI OKOHEUHBbIMH ycTpoiicTBamu (11K).

TpeboBanwusi:

— HMcnonb3yliTe KOHCOJIBHOE MOAKIIOYEHNE U JOCTYIIA K KaXKIOMY
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KOMMYTaTopy.

— 3anmaiiTe koMmmyTaropam umena l1 u 12.

— HUcnone3yiite mapois ghklut ams Bcex muHwmii.

— Ucnonp3yiiTe ckpbIThii (secret) mapons qwerdf.

— Sammdpyiite Bce He3amupoBaHHBIC MAPOIIH.

— BxurounTe cioBo warning (npexnymnpexaeHue) B 6annep MOTD (cooOrienue

TTHS).
— HacrpoiiTe agpecaiuio sl BCeX YCTPOMCTB B COOTBETCTBUU C TaOJIMIICH
azpecaluu.
— CoxpaHuUTE HACTPOUKH.
— Y0enuTech B HAIMYUU COCTUHECHHSI MEXKTY BCEMHU YCTPOKWCTBAMH.
YcrpoiicTBo Nurepdeiic IP-ampec Macka nozicetu
S1 VLAN1 192.168.13.12 255.255.255.0
S2 VLAN1 192.168.13.13 255.255.255.0
PC-A VLAN1 192.168.13.14 255.255.255.0
PC-B VLAN1 192.168.13.15 255.255.255.0

Tononorus
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