PEKOMEHIAIIAN
0 Mepax IO IOBHIUEHHUIO 3al[HLIeHHOCTH HH(pOpMAaIMOHHON HH(PACTPYKTYPHI
o6paszoBaTeNLHEIX yupexkaeHHi Poccriickoit @egeparmn

Anamus cBefieHmH 06 yrposax 6esomacHOCTM HHGOPMALMH, NPOBOJAMEL
B YCUIOBMAX CKJIAJBIBAIONIEHCST ODCTAaHOBKHM, VYKasblBaeT Ha yBeNMUYeHHe YKC/Ia
KOMITHIOTEPHBIX aTAK M CBA3AHHEIX C HUMH YTeUeK [1ePCOHANBHEIX JaHHEIX.

[IpogomkaioT PUKCHPOBATECS (haKThl GOMBIIOrO KOMHYECTBA (PUIIIMHTOBEIX IHCEM,
MOTILITOK BHEADEHHs BUPYCOB-IMHQPOBAJILIIUKOE Uepe3 TMOUTOBhIe B/IC)KEHHS, a TakoKe
PaCCHUIOK 3aBE/IOMO JIOXKHBIX CO0DIIeHH 00 aKTax TeppopH3Ma.

B 1nensx mpeAOTRpaleHUs peanu3aljd Yrpo3 Oe3onacHOCTH WHGOPMAIOHHOH
HHPACTPYKTYpEl 00pasoBaTenbHbLXx yupexgennit Poccubickort denepanuy HeoOXOAHMO
TIPHUHSTE JOTIOJHUATENbHBIE Mephbl 3alIMThl HH(OPMAIHK: .

1. O6ecrieunTs NIPUMEHEHWE CpPeACTB’ AHTHBHMDYCHOM 3allMTHl M aHTHUCIIaMa,
a TaKKe CRoeBpeMeHHoe 06HOoB/IeHne HX Da3 JaHHEBIX.

2. HacTpouts B CpefCTBax AHTMBUPYCHOH ' 3allMTBHI, aHTHCTIaMa
(ipy HaMMUKMK) TIPOBEPKY BCEX NOCTYIAIOIIMX HA 3/IEKTPOHHYIO TIOUTY BIO)KEHMI.
3. IIpouHdopMHpPOBATHL NoNL30BaTeNnel rH(popMaLIIOHHON CHACTEMEI

o HeobxoaumMocTH Ge30macHo# paboTh! C ANMEKTPOHHOM MIOUTOM, 3 UMEHHO:

- BHUMATe/IbHO TPOBEPSATHL afipeC OTOPABUTENS, AAKe B C/Iyuae COBIAZIEHHS HMEHH
C YoKe U3RECTHBIM KOHTAKTOM;

- He OTKPBIBATh TMCEMA OT HEM3BECTHBIX aflpecaroR;

- IPOBEpATH TTHCBEMA, B KOTOPBIX COAEPIKATcsi NPH3bIBHL K ASHCTBHAM (HArpumep,
«OTKpOii», «IDOUMTAM», «03HAKOMBCH»), a TaKke C TeMaMH Npo QuHaHChl, GaHKH,
CeOIIOTATHUECKYIO OGCTaHOBKY W/H YTPO3bI;

- He TIEDEXOJUTH TIO CCHUIKAM, KDTOPbie COZEPMKATCH B HIEKTPOHHBIX TIHCHMAX,
0coGeHHO e/l OHU JHMHHbIC W Hao00pOT, UCIIOIL3YIOT CePBHCE! COKPAIIEHUA CCEUIOK |
(bit.ly, tinyurl.comu . g.);

- He HOKMMATB Ha CChUIKW U3 [IMCEMA, eC/IH OHH 3aMeHeHbI Ha CJI0Ba;

- IDOBEPSTh CCHUIKH, JKe ec/id IMCHEMO [OJyYeHO OT APYToro Mo/Is30BaTesis
HH(OPMAI[HOHHOM CHCTEMEI;

- He OTKpDBIBaTh BJOKeHHWs, OCOODEHHO ec/M B HUX CONEP)KATCA JOKYMEHTHI

C MaKpoCaMH, apXMBhI C IIAPOJIMH, a TakXe (painnl ¢ pacmupenwsvu RTF, LNK, CHM,
VHD;
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-He TIEPeXOfIUTL MO0 CCBUIKAM M He CKauMBaTh (aiasl, CcofepXaljuecs
BO BXOMIAX IIOYTOBLIX COOOIIEHWAX, eC/IH CPeACTBAMH AHTUBHUDYCHOM 3allUThI
B YKa3aHHEIX BIOKeHHX 00HAPY)KeHO BPeCHOCHOE TIPOrpaMMHOe 00ecCreueHne;

- BHUMATe/ILHO OTHOCHTBECA K IMHMCHMaM Ha HHOCTPAHHOM si3biKe, C OOJBLIIMM
KOJTMUeCTBOM TIoNyuaresied U opdorpahHie CKUMH OIHOKaMHu;

- B CJTyuae IOSIBJICHUs COMHEHMM, HalpaB/sTh I'iOJIleEHHOE HHACBEMO KAK BJIOXKEHHE
a]MUHUCTPATOPY UH(OPMAITHOHHOM CHUCTEMEI.

4. AkTiBHpOBaTh (M0 BO3MOXKHOCTH) MEXAHH3MEI TIPOBEPKH 3/1EKTPOHHOM IIOUTHL
IPOBEPKM TIOZIMHHOCTH [IOMEHA-OTIPaBUTeNs (HallpMMep, HCIIONb30BaTh TEXHOJOTHH
DKIM, DMARC, SPF), a TakKe HACTPOWTH MpPOBePKY BXOZMIMX IIACEM
C MCTIONB30BAHWEM THX TEXHOMOTHI. |

5. 3abnoxupoBars (npu BO3MO>KHOCTH ) ' MoJIyueHue TI0/Th30BATEJIS
HH(pOPMAI[MOHHOM CHCTEMBI B 3/IeKTPOHHBIX MHCEMaX BAMKeHHH ¢ pacumpenyavu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3a0/IOKHPOBATh JOCTABKY [HCEM OT 3apybBeXKHBIX JOMEHOB-OTIIPAaBHATEI .

7. Obecneuuth  perynspHoe OOHORIEHWE = MCIOMB3YEMOr0  IPOrpaMMHOIO
obecrieyens], B TOM YMC/Ie Ha CETEBRIX YCTPOMCTRaX {MapIlIpyTH3aTOpaX, KOMMYTaTopax).

8. ObecrieunTs HCTIO/Ib30BaHNe VYCTOMUHBBIX JTAHHBIX naposien
aIMUHHCTPaTHBHBIX YUETHBIX 3aITuCei. :

Ilpu mocTymuieBHH Ha afpec 3M1eKTPOHHOM IOYTH! 3aBEJOMO JIOKHOTO COOOIeHHs
00 akTe TeppopusMa HeoOXOUMO TIPUHATE C/CAYIOLIHE MephL:

1. TlocrynuBuiee coobmieHne 06 akTé TeppopHsMa He YA Th.

2. OcyllecTBUTL KONMpOBaHME Tekcta coobijends o0 akTe TeppopHsMa
B BHJIE CHIMKOB 3KpaHa YCTPOMCTBAa (CKPHMHIIIOTOB JIHOO hoTon3obpakeHHH, MOMyUeHHBIX
nocpeAcTRoM LudpoBoi (oToduKkcarmm).

2.1.Ha cxpunmorax (¢oromsobpakeHusx) AO/DKHa oTODpaXkaThCH CliefyIoIas
uugopmarus o6 obnekre:

- Ha3BaHHe TeMbl MHMCEMa (B TOM UMC/IE eCIM NUCBMO He HMeeT Ha3BaHMs:
«<be3 TeMbI>»); :

- afipec  3NeKTPOHHOH TIOUTHl  OTOPABUTEN IMMCbMa, 3aHKCHPOBAHHBIN
B rpade, 0603HaUeHHOM peKBU3UTOM «OT:»;

- IaTa ¥ BpeMs OTTIpaB/ieHns NMCBMa;
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- TEKCT THCbMA (BK/IOYas NOZATHCH K HeMmy, Hanpumep: «C yBaxeHmem, Mpan
VBaHOB»), KOTODEI MOXXET COEPIKATHCS HEIOCPeCTBEHHO B ITMCEME H/HITH BO BICYKeHHH
K HEMY B BU/ile [IpHKpeIIeHHoro ¢aiina.

2.2. 3adukcupoBars Ha cxpmmom/d:omuaofipamemm Ha/Muyde B DHCbMe
BIOXKEHHs, @ TAKKe NPU OTKPLITHH €T0 3a(MKCHPOBAThL aHAJOMHUHEIM CnocoboM TeKCT,
KOTOPLIA OHO COJEP)KHT.

3. UckmounTh Kor'mpoaaHHe TeKCTa coobmenusi 06 akre TeppopusmMa
(ckpunIIOTEY/ OTOU3OOpAXKEHMS) HEHAQ/UIEKAIIero  KauyecTBa, obycnosneHHoro
HeOpeXXHBIM KOIIMPoBaHUeM, (oTorpadHpoOBAHUEM TEKCTOB.

4.1lpn HeBO3MOXHOCTH (MKcaIu cooblieHnid 06 akre TeppopusMa B BHje
CKPHHILOTOR/(hOTON306paskeHUH OCYIeCcTBUT: MX (HMKCALHMIO TOCPEICTBOM (YHKLMHA
KOTIMPDOBaHUSI ¥ BCTABKH B ,qoxyMEHT Word (c coxpaHenueM ykazanHo# nHdopMarum
06 obnekre).

5. O noctyrmeiiem cooGujenyn 06 akre TeppopuaMa HesaMe/UTeNHHO COOBIATE
II0 eMHOMY HOMepy BHI30Ba 9KCTPEHHBIX OIIEPaTHBHBIX CIYKO «112» /6o B Gmpkaiimmiii
OpraH BHYTPEHHHX e/,

MB/JI Poccuu



